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This paper presents the Byzantine fault-tolerant agreement protocols Flutter and Blink. Both algorithms are

deterministic, leaderless and signature-free; both assume partial synchrony and at least (5𝑓 + 1) servers, where
𝑓 bounds the number of faults. The main contribution, Flutter, is a Total-Order Broadcast implementation that

achieves faster broadcast-to-delivery latency by removing the extra message delay associated with serializing

messages through a leader. In the “good case” where all processes are correct, the network is synchronous, and

local clocks are well-synchronized, Flutter delivers client requests in (2Δ + 𝜖) time units, Δ being the message

delay and 𝜖 an arbitrarily small constant. Under the same conditions, state-of-the-art protocols require 3Δ time

units. Flutter’s good-case latency is quasi-optimal, meaning it cannot be improved upon by any finite amount.

Under the hood, Flutter builds upon Blink, a (Representative) Binary Consensus implementation whose fast

path enables decisions in Δ time units when all correct servers propose the same value. Blink generalizes the

existing Binary Consensus solution Bosco from the (7𝑓 + 1) to the (5𝑓 + 1) setting.

1 INTRODUCTION
Byzantine Consensus and Total-Order Broadcast [31, 61] are among the most studied abstractions

in the field of distributed computing [14, 18, 21, 25, 43, 54, 56, 74, 87, 97], powering State Machine

Replication [58, 81] and unlocking universal, transparent, reliable computing in the face of arbitrary

failures. Real-world implementations of these abstractions can power a great variety of fault-tolerant

applications, as exemplified most prominently by blockchain-based financial systems [17, 44, 57,

69, 90–92]. The two abstractions are closely related [19, 36]: Consensus has servers agree on a

common decision, while Total-Order Broadcast has servers agree on a totally-ordered sequence

of client-issued messages. Indeed, Total-Order Broadcast is often implemented using multiple

instances of Consensus, achieving a common sequence of messages by having servers successively

agree on which message to deliver next.

Following a similar scheme, this paper contributes two algorithms. The first, Blink, implements

Representative Binary Consensus. The second, Flutter, uses multiple instances of Representative

Binary Consensus to implement Total-Order Broadcast. Both algorithms are deterministic, work in

the partially synchronous model, and assume at least (5𝑓 + 1) servers, where 𝑓 bounds the number

of faulty servers. The design of our algorithms revolves around four fundamental goals: simplicity,
leader-freedom, signature-freedom and optimism.

Goal 1: Simplicity. Simple algorithms bring several advantages, many tied to the fundamental goal

of Byzantine computing to secure applications in the face of malicious failures. Simpler algorithms

are easier to reason about [74, 78, 96], cheaper to implement and maintain [8], more amenable

to formal verification [59], and better compatible with hardware-accelerated systems [48, 53, 85]

and constrained hardware architectures [50, 93]. Simpler algorithms come with a smaller trusted

computing base, inherently mitigating the danger that a single implementation vulnerability will

nullify a system’s bid for fault-tolerance and security [15, 26]. The pseudocode of a Flutter server

spans 48 lines, using only low-level fundamentals such as individual message handlers and basic

data structures like sets and maps. Blink is shorter, requiring only 24 lines of pseudocode, but does

depend on an underlying instance of Binary Consensus (see §§2 and 3) whose implementation can

be as short as 43 lines of pseudocode [13].
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Goal 2: Leader-freedom. The algorithms are leaderless [6, 29], meaning they do not rely on any

individual server to make progress. Leader-freedom brings three key advantages. First, leaderless

algorithms result in lower best-case latency, as they avoid the extra message delay associated

with serializing messages through a leader (see Fig. 1). Second, they sidestep the extensive logic

that leader-based solutions require to elect [5, 18], suspect [22, 23, 82], and rotate [27, 94] leaders.

This translates into a significantly shorter worst-case latency, avoiding the adaptive-adversary

scenario where a linear number of faulty leaders has to be detected and discarded before any

progress is made [38, 45]. Third, leaderless algorithms have the potential for improved fairness.

Unless dedicated logic is put in place to ensure fair ordering [52, 99], leader-based implementations

are usually vulnerable to a malicious leader affecting the order of messages, e.g., by censoring or

front-running correct clients [32, 80]. In Flutter, every message that reaches all correct servers in a

timely fashion is certainly delivered, and cannot be delayed.

Goal 3: Signature-freedom. The algorithms avoid signatures, rather relying on authenticated point-

to-point channels to ensure integrity. Signatures are among the most expensive tools in the standard

cryptographic toolbox, dwarfing the complexity of symmetric primitives such as hashes, ciphers

and message authentication codes. As such, signature-free solutions [3, 98] relieve a fundamental

bottleneck in Byzantine computing [30, 67, 89], while promoting hardware acceleration via easier

deployment on specialized hardware [48, 53, 85]. Signature-freedom also provides an easy solution

to quantum-powered attacks. Most popular signature schemes in classical cryptography rely on

hard problems – such as computing the discrete logarithm of an element of a prime field – against

which a quantum computer has an exponential advantage [83]. Post-quantum signature schemes,

which negate this advantage, are being standardized [77], but tend to be even more expensive

than their classical counterparts. In contrast, a quantum attacker only has a quadratic advantage

against symmetric primitives used to implement authenticated point-to-point channels. Hence,

securing Flutter and Blink against practical quantum attacks reduces to doubling the bits security

of whatever scheme is employed to authenticate the system’s links.

Goal 4: Optimism. The algorithms are designed to take advantage of the good case. Both Flutter and
Blink uphold all their properties under standard assumptions, most notably partial synchrony [40]

and Byzantine failures. These assumptions are conservative, but capture well the worst-case

behavior, e.g., of an open-Internet system, prone to hacks and unpredictable latency spikes. In

practice, however, evenWide Area Networks are synchronous most of the time, local clocks are well-

synchronized, and malicious faults are rare, especially when accountability mechanisms [22, 23, 82]

are put in place to purge the system of misbehaving processes. We refer to these conditions as the

good case. Flutter takes advantage of the good case to achieve unprecedented latency.

Blink. Blink is the first (5𝑓 + 1) implementation of Byzantine (Representative) Binary Consensus

to enable a single-message-delay fast path if all correct servers propose the same value. In brief,

Representative Binary Consensus requires the decided value to be proposed by at least (𝑓 + 1)
correct servers, in contrast to the single correct server required by Binary Consensus. Blink builds

Representative Binary Consensus on top of an existing instance 𝑑𝑒𝑝 of Binary Consensus [28, 74].

Blink involves a single step of all-to-all communication, wherein every correct server disseminates

its proposal as a suggestion. Upon collecting (4𝑓 + 1) suggestions, a correct server proposes to

𝑑𝑒𝑝 whichever value it was suggested the most (i.e., whichever value it was suggested at least

(2𝑓 + 1) times). A correct server always decides whatever 𝑑𝑒𝑝 decides. Unless at least (𝑓 + 1)
correct servers suggest some value 𝑣 , no correct server will ever collect the (2𝑓 + 1) suggestions
required to propose 𝑣 to 𝑑𝑒𝑝 , meaning that, by the Validity of 𝑑𝑒𝑝 , 𝑣 will not be decided. This also

enables Blink’s fast path. If every correct server proposes 𝑣 , within one message delay every correct



Fast Leaderless Byzantine Total Order Broadcast 3

Message
Suggest

TimeFlutter
Blink

(a) Flutter using Blink.
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(b) Fast Byzantine (FaB) Paxos.

Fig. 1. Good-case latencies of Flutter and FaB Paxos [72]. Other fast Byzantine Total-Order Broadcast
protocols follow FaB Paxos’ leader-based pattern: (1) the client 𝜃 sends its message to the leader 𝜋1, (2) which
disseminates it to all servers 𝜋1 . . . 𝜋𝑛 , (3) each of which disseminates a confirmation message, (4) upon which
all servers decide. These protocols have a good-case latency of 3Δ. Flutter skips the forwarding leader, saving a
message delay as in Fast Paxos [60], but adds an arbitrarily small delay 𝜖 for a good-case latency of (2Δ + 𝜖).

server collects (4𝑓 + 1) suggestions for 𝑣 , thus ensuring that no correct server will collect (𝑓 + 1)
suggestions for 𝑣 . As such, every correct server can decide 𝑣 immediately, without waiting for the

slower 𝑑𝑒𝑝 to come to the same decision.

Blink generalizes to the (5𝑓 + 1) setting a previous result, Bosco [86], a one-step Binary Consensus
in the (7𝑓 + 1) setting. Blink’s analysis includes a thorough comparison with Bosco, and explains

why Blink does not infringe on Bosco’s result that “one-step” (5𝑓 + 1) Consensus is impossible.

Flutter. Flutter is the first implementation of Byzantine Total-Order Broadcast to attain a good-
case latency of (2Δ + 𝜖), where Δ bounds the message delay and 𝜖 is an arbitrarily small interval of

time, e.g., the shortest interval of time that a processor can represent. Such a latency is quasi-optimal,

meaning it cannot be improved upon by any finite amount. Flutter relies on Representative Binary

Consensus for correctness, and leverages Blink’s fast path (see Fig. 1).

Existing implementations of Total-Order Broadcast usually have clients entrust their messages

to one [2, 11, 18, 56, 97] or multiple [9, 88, 89] leaders. In leader-based algorithms, a leader submits

the messages it collects to Consensus, which successively selects which messages are delivered

next; if a leader is suspected having crashed or misbehaved, a new leader is selected to replace it.

Flutter’s core idea is to sidestep leaders, shifting to clients the responsibility of proposing how

messages should be ordered. Flutter does so by leveraging real time as a natural source of ordering,

as done in some crash-stop protocols [39, 41]. Intuitively, unlike a leader, a client cannot easily

submit to Consensus that its message should be delivered next, or that its message should be delivered
𝑛-th – what a client can submit is that its message was disseminated by some time 𝑡 .

To broadcast a message𝑚, a correct Flutter client attaches to𝑚 a bet 𝑏, which is a timestamp

representing the client’s best estimate for “one message delay in the future”. The client then dissemi-

nates (𝑚,𝑏) to all servers. Intuitively, the client wagers: “I bet I can get my message𝑚 to every correct
server by time 𝑏!". Upon delivering (𝑚,𝑏), a correct server checks its local clock to find out if the

bet paid off: if 𝑏 is still in the future, the server proposes True to Representative Binary Consensus

to support𝑚’s delivery; the server proposes False otherwise. Bets provide a natural Total Order to
client-issued messages: once Representative Binary Consensus has decided which messages get

delivered, servers deliver them in increasing order of bet. If the client underestimates 𝑏 and𝑚 is

rejected, it retries broadcasting with a more conservative bet – eventually, the client is guaranteed

to disseminate𝑚 in time, and get𝑚 delivered.

In the good case, clocks are well-synchronized and the network is synchronous, meaning that

processes correctly estimate the message delay Δ. When broadcasting𝑚 at time 𝑡 , a correct client



4 Matteo Monti, Martina Camaioni, and Pierre-Louis Roman

can thus set 𝑏 = (𝑡 + Δ + 𝜖): by time (𝑡 + Δ), every correct server receives (𝑚,𝑏) and proposes that

𝑚 should be delivered. This unlocks Blink’s fast path: because every correct server proposes the

same value, every correct server decides that𝑚 should be delivered within one message delay, i.e.,

by time (𝑡 + 2Δ). By time (𝑡 + 2Δ + 𝜖), every correct server can be certain to have observed any

message with a lower bet than 𝑏, and delivers𝑚.

Contributions summary. We propose Flutter and Blink. To the best of our knowledge, Flutter is

the first implementation of Byzantine Total-Order Broadcast with a good-case latency of (2Δ + 𝜖),
where Δ bounds the message delay, and 𝜖 is an arbitrarily small interval of time (e.g., the shortest

interval of time that a processor can represent). Such a latency is quasi-optimal, meaning it cannot be

improved upon by any finite amount. To the best of our knowledge, Blink is the first implementation

of Byzantine Binary Consensus to enable a single-message-delay fast path in the (5𝑓 + 1) model.

Roadmap. §2 states the model and recalls abstraction definitions. §3 overviews Blink, leaving
most of its details to Appx. A for brevity. §4 presents Flutter, its inner workings and algorithm. §5
discusses related work and §6 future work. Appx. A discusses Blink, its differences with Bosco,

and proves its correctness, good-case latency and complexity. Appx. B proves Flutter’s correctness,

good-case latency and complexity. Appx. C proves that Flutter’s good-case latency is quasi-optimal.

2 MODEL AND BACKGROUND
2.1 Model

System, links and scheduling. We assume amessage-passing systemwhere processes are organized

in two sets: servers (Π) and clients (Θ).1 We use 𝑛 = |Π |. Servers are fixed and permissioned,

meaning every correct process knowsΠ. Any two processes communicate via reliable, authenticated,

FIFO links, i.e., messages are delivered in the order they are sent.
2
We assume partial synchrony [40]:

the message delay between processes is bounded by an unknown constant Δ; the difference between
real time and the local time of any process is bounded by an unknown constant Ψ.3 We include

in Δ the duration of any constant-time computing required to produce a message on the sender

side, or deliver a message on the receiver side. While partially synchronous algorithms often

make no distinction between Δ and Ψ, the availability of cheap and accurate real-time clocks, time

servers, and synchronization mechanisms such as GPS make the distinction relevant, as Ψ ≪ Δ in

practice [62, 64, 66, 76]. The proposed algorithms still uphold all their security properties if Ψ ≥ Δ.

Adversary and faults. Faulty processes are Byzantine [61], i.e., they may deviate arbitrarily

from the algorithm they are assigned. Byzantine processes know each other, and may collude and

coordinate their actions. We assume that at most 𝑓 servers are Byzantine, with 𝑛 = (5𝑓 + 1); we
make no assumption about the number of faulty clients.

4
We assume an adaptive adversary, meaning

that, subject to the Byzantine threshold constraint, the adversary can choose which processes to

compromise based on system and protocol state. We make no assumption about confidentiality, the

adversary can eavesdrop on any link. As the algorithms presented in this paper make no use of

cryptography, we make no assumption about the adversary being computationally bounded.
5

1
Servers and clients can be disjoint or overlap – the results apply to both settings.

2
TCP can be used as a reliable, FIFO transport layer for practical implementations.

3
We underline that real time is arbitrarily defined, and used just for convenience. It would be equivalent to bound the

difference between any two local times by 2Ψ, then label as “real time” the local time of any correct process.

4
If client and servers overlap, the maximum number of faulty clients might be constrained by the server Byzantine threshold.

For example, if every process is both server and client, less than one-fifth of clients will end up being faulty.

5
In practice, authenticated links over Wide Area Networks are often established by means of cryptographic key exchange

protocols and message authentication codes, e.g., using TLS. Relying on cryptographic primitives may require additional

assumptions on the power of the adversary to ensure the safety of the implementations.
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2.2 Abstractions
This paper studies two fundamental abstractions in Byzantine distributed computing: Representative

Binary Consensus and Total-Order Broadcast [13].

Representative Binary Consensus. In brief, Representative Binary Consensus is a variant

of Binary Consensus, which has correct servers agree on a binary value 𝑣 (𝑣 ∈ B, with B =

{True, False}). The interface to a Representative Binary Consensus instance 𝑐𝑜𝑛 comprises two

events: a request ⟨𝑐𝑜𝑛.Propose | 𝑝 ∈ B⟩, which every correct server uses once to submit its proposal

𝑝 ; and an indication ⟨𝑐𝑜𝑛.Decide | 𝑑 ∈ B⟩, which a correct server uses to relay that 𝑑 was decided.

Representative Binary Consensus ensures Integrity: no correct server decides more than once;

Agreement: no two correct servers decide different values; Termination: every correct server

eventually decides; and Representative Validity: the decided value was proposed by at least

(𝑓 + 1) correct servers. The latter contrasts with Binary Consensus’s Validity stating that a value

can be decided as long as it is proposed by a single correct server.

Total-Order Broadcast. Total-Order Broadcast has correct servers agree on a totally-ordered

sequence of client-issued messages. LetM be the set of all possible messages. The interface to

a Total-Order Broadcast instance 𝑡𝑜𝑏 comprises two events: a request ⟨𝑡𝑜𝑏.Broadcast | 𝑚 ∈ M⟩,
which a correct client uses to broadcast a message (we assume no correct client broadcasts the

same message twice); and an indication ⟨𝑡𝑜𝑏.Deliver | 𝜃 ∈ Θ,𝑚 ∈ M⟩, which a correct server uses

to indicate the delivery of𝑚 from 𝜃 . Total-Order Broadcast ensures No Duplication: no correct
server delivers the same message from the same sender twice; Integrity: a correct server delivers
a message𝑚 from a correct client 𝜃 only if 𝜃 broadcast𝑚; Validity: all messages broadcast by a

correct client are eventually delivered by a correct server; and Agreement and Total Order: all
correct servers eventually deliver the same messages in the same order.

2.3 Good Case Scenario
Good-case assumptions. The algorithms presented in this paper uphold all their properties under

the assumptions we introduced in §2.1. Flutter, however, attains its minimal latency under more

stringent conditions we refer to as the good case. In the good case: all processes are correct; local

computation is instantaneous; and the system is synchronous, meaning that Δ is known and Ψ = 0.

We set Ψ = 0 only to streamline the proofs: every good-case latency result (see Appx. B.6) can be

generalized to any synchronous model where both Δ and Ψ are known.

Transient good case. All the latency proofs assume that the good case applies to an entire execution

of Flutter (see Appx. B.6). This is only done to streamline the analysis. In practice, for messages to

be delivered with minimal latency, it is sufficient for the good case to apply long enough for all

messages that caused disagreement to be processed. Flutter resumes delivering all messages with

minimal latency as soon as all “bad messages” are flushed out of the system.

3 BLINK
This section overviews our Representative Binary Consensus implementation Blink (Fig. 2). Addi-

tional details on Blink’s algorithm, its differences with Bosco [86], proof sketches and full proofs of

both Blink’s correctness and latency, as well as a complexity analysis can be found in Appx. A.

In a blink. Blink builds Representative Binary Consensus on top of a Binary Consensus instance

𝑑𝑒𝑝 , while also enabling a single-message-delay fast path whenever all correct servers propose

the same value. Blink does so by means of a single step of all-to-all communication, wherein each

correct server disseminates its proposal as a suggestion. Upon collecting (4𝑓 + 1) suggestions, a
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Suggest

Fast path
Slow path

Fig. 2. Blink algorithm. A correct server disseminates its proposal as a suggestion, then proposes to Binary
Consensus whichever value it was suggested the most. In the fast path, a correct server decides after receiving
(4𝑓 + 1) matching suggestions. In the slow path, a correct server decides whatever Binary Consensus decides.
Notation: a correct server’s engagement in Binary Consensus is marked by a crossed bar; proposals and
decisions are indicated at the beginning and end of each bar;!represents True.

correct server proposes to 𝑑𝑒𝑝 whichever value it was suggested the most; a correct server decides

whatever 𝑑𝑒𝑝 decides.

Representative Validity. All-to-all suggestions are the key to upgrade 𝑑𝑒𝑝’s Validity into Repre-

sentative Validity: a correct server 𝜋 that submits 𝑣 to 𝑑𝑒𝑝 must have received at least (2𝑓 + 1)
suggestions for 𝑣 , (𝑓 + 1) of which came from correct servers. As such, unless at least (𝑓 + 1) correct
servers propose 𝑣 , no correct server submits 𝑣 to 𝑑𝑒𝑝 , and since 𝑑𝑒𝑝 ensures Validity, 𝑣 cannot be

decided. As (𝑓 + 1) proposals are needed to decide 𝑣 , Blink satisfies Representative Validity.

Blink’s fast path. Suggestions also unlock Blink’s fast path. Even after submitting a value to 𝑑𝑒𝑝 ,

a correct server keeps gathering suggestions. If, at any point, a correct server collects (4𝑓 + 1)
suggestions for 𝑣 , it immediately decides 𝑣 without waiting for 𝑑𝑒𝑝’s slower output. No need to wait:

out of those (4𝑓 + 1) suggestions, at least (3𝑓 + 1) came from correct servers, hence no more than

𝑓 correct servers proposed 𝑣 . As such, no correct server will ever collect the (2𝑓 + 1) suggestions
necessary to propose 𝑣 to 𝑑𝑒𝑝: again by Validity, 𝑑𝑒𝑝 can only decide 𝑣 . If every correct server

proposes the same value 𝑣 , every correct server collects (4𝑓 + 1) suggestions for 𝑣 , thus deciding
within a single message delay. We use this insight in the design of Flutter (see §4), where we tailor
our good-case execution around all correct servers proposing the same value.

4 FLUTTER
This section describes our Total-Order Broadcast implementation Flutter. Flutter relies on Repre-

sentative Binary Consensus (see §2.2) to decide which messages are delivered, and takes advantage

of Blink, our Representative Binary Consensus implementation, described in §3. Thanks to Blink’s

fast path, Flutter achieves a good-case latency of (2Δ + 𝜖), with 𝜖 an arbitrarily small constant.

§4.1 overviews the intuition behind Flutter. §4.2 discusses Flutter’s inner mechanisms. §4.3
presents an example execution of Flutter from the point of view of a correct server. §4.4 details
Flutter’s algorithm. §4.5 proposes proof sketches arguing for Flutter’s correctness. §4.6 briefly

discusses Flutter’s good- and bad-case latencies. §4.7 discusses Flutter’s complexity.

Further, Appx. B fully proves Flutter’s correctness and good-case latency, as well as discusses the

impact of denial of services on Flutter. Appx. C proves Flutter’s good-case latency is quasi-optimal.

4.1 Overview
Total-Order Broadcast implementations usually delegate the responsibility of ordering messages to

one [11, 18, 72, 87, 97] or several [7, 39, 41, 71, 73, 88] leaders. By contrast, Flutter is leaderless. This
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section outlines Flutter’s approach to leader-freedom, and underlines the problem of convergence
that such an approach entails. §4.2 discusses how Flutter solves the problem of convergence.

Bets. To bypass leaders, Flutter shifts to clients the responsibility to propose how messages

should be ordered. Correct clients attach to each message a timestamp, which we call bet. Correct
servers always deliver messages in increasing order of bet. By issuing a message𝑚 with bet 𝑏,

a client proposes that𝑚 should be delivered with rank 𝑏, i.e., that 𝑏 should determine where𝑚

appears in the common sequence of delivered messages.

Algorithm intuition. In Flutter, clients are free to propose the delivery of any message with any

bet; correct servers use Representative Binary Consensus to determinewhich proposals are accepted.
More in detail, upon broadcasting a message𝑚, a correct client 𝜃 checks its local clock, estimates

some future time 𝑏 (𝑚’s bet) by which it expects to reach all correct servers, then disseminates

(𝑚,𝑏). To reach all correct servers in time, 𝜃 sets 𝑏 = (𝑡 + Δ̃ + 𝜖), where 𝑡 is 𝜃 ’s local time, Δ̃ is 𝜃 ’s

best estimate of the message delay Δ and 𝜖 is an arbitrarily small constant.
6
While 𝜃 cannot reliably

determine Δ in partial synchrony, it can in practice obtain Δ̃ heuristically, e.g., by measuring its

latency to (4𝑓 + 1) servers. Should (𝑚,𝑏) be rejected for being too late (see below), 𝜃 will update 𝑏

to a more conservative value and try again. Because Δ is fixed, 𝜃 is guaranteed to eventually reach

all correct servers in time and get𝑚 delivered.

Upon receiving (𝑚,𝑏), correct servers decide whether to accept (𝑚,𝑏), i.e., whether to accept 𝜃 ’s

proposal to deliver𝑚 with rank 𝑏. To do so, servers use Representative Binary Consensus. A correct

server 𝜋 proposes to accept (𝑚,𝑏) (proposes True) if and only (by 𝜋 ’s local clock) 𝜋 receives (𝑚,𝑏)
before 𝑏; 𝜋 delivers𝑚 with rank 𝑏 if and only if (𝑚,𝑏) is accepted. (𝑚,𝑏) might be rejected, e.g., if

𝜃 is late or crashes while disseminating (𝑚,𝑏) (see Fig. 4b).

The problem of convergence. Total-Order Broadcast has correct servers deliver (1) the same

messages (Agreement), (2) in the same order (Total Order). In most implementations, these two

conditions are facilitated by a leader that attaches a monotonic counter to each message. This

counter enables correct servers to (1) detect missing messages, simply by finding gaps in the

enumeration, and (2) achieve a common message order. Bets naturally ensure condition (2), but not

(1): unlike contiguous counters, bets are sparse in nature. Because of this, a server cannot determine

to have missed a message from bets alone.

In Flutter, a correct server must (1) deliver all messages for which Representative Binary Con-

sensus decides True, (2) in increasing order of bet. To uphold these guarantees, when delivering a

message𝑚 with rank 𝑏 a correct server 𝜋 must be certain to have already delivered every message

predating 𝑚 (i.e., every message whose bet is earlier than 𝑏) for which Representative Binary

Consensus could possibly decide True. We call this the problem of convergence. Note that, to ensure
convergence, it is not sufficient for 𝜋 to wait for Representative Binary Consensus to decide on

all the messages that 𝜋 already observed predating𝑚 – 𝜋 must be convinced that Representative

Binary Consensus would reject any new message𝑚′ predating𝑚 that 𝜋 could discover in the future.
Failing that, 𝜋 could later find some𝑚′ it should have delivered before𝑚, forcing 𝜋 to skip𝑚′,
breaking Agreement, or deliver𝑚′ out of order, breaking Total Order.

4.2 Achieving Convergence in Flutter
Flutter solves the problem of convergence by having servers update each other on the messages

and bets that they observe, as well as their local time. At a glance: by the Representative Validity

of Representative Binary Consensus, if many enough processes announce having reached some

time 𝑡 without ever observing some (𝑚,𝑏 < 𝑡), (𝑚,𝑏) will be certainly rejected. This guarantee

6
In a practical implementation, 𝜖 would be the smallest unit of time that 𝜃 can represent.
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Local time

Bet time

Lock timeLast delivered

Proposal
Decision ?? ? ?

Fig. 3. Example client messages in Flutter, noted 𝑎 to 𝑝, as seen by a correct server at a given time.
Messages are organized on a timeline, appearing at the time of their bet. The Consensus status of each
message is represented by the two symbols on top of the message: the server’s proposal on top (!to deliver
the message, X to reject it), Representative Binary Consensus’s decision on the bottom (!or X to deliver or
reject, ? if Representative Binary Consensus is still running). The server already delivered all messages whose
decision is boxed. Messages marked by a solid line are candidates, those marked by a dashed line are not.

allows a correct server to converge in finite time on a finite set of candidates, which includes every

message predating 𝑡 that Representative Binary Consensus could accept delivering. Servers deliver,

in increasing order of bet, all converged candidates that Representative Binary Consensus decides

to accept.

Observations. Upon first receiving a message𝑚 with bet 𝑏 from any source (server or client), a

correct server relays (𝑚,𝑏) to every other server via an Observe message.

Local time and lock time. Regularly, a correct server 𝜋 announces its local time to other servers via
a Timemessage. At any point in time, we call 𝜋 ’s lock time the highest local time that 𝜋 witnessed

(via Time messages) being reached by at least (4𝑓 + 1) servers. As all (4𝑓 + 1) correct servers
regularly disseminate their growing local time, 𝜋 ’s lock time is guaranteed to grow indefinitely.

The role of Representative Validity. As discussed in §4.1, a correct server 𝜋 proposes accepting

some (𝑚,𝑏) only if (according to its local clock) 𝜋 receives (𝑚,𝑏) before time𝑏. This means that, after

announcing its local time being 𝑡 , 𝜋 will propose rejecting any (𝑚′, 𝑏′ < 𝑡) that 𝜋 did not already

receive, propose accepting, and relay. Flutter solves convergence by generalizing this observation

to a quorum of servers. Let 𝜌 be a correct server. If at least (4𝑓 + 1) servers announce to 𝜌 that

they reached some time 𝑡 without any of them relaying (𝑚′, 𝑏′ < 𝑡), then (𝑚′, 𝑏′) will certainly
be rejected. Indeed, at least (3𝑓 + 1) correct servers reached local time 𝑡 without ever observing

(𝑚′, 𝑏′), and will certainly propose rejecting it. By the Representative Validity of Representative

Binary Consensus, (𝑚′, 𝑏′) will certainly be rejected. Note that the same argument would not apply

if Binary Consensus was employed instead of Representative Binary Consensus: with Validity, a

single slow-but-correct server might cause (𝑚′, 𝑏′) to be accepted.

Candidates. Putting all of the above together, a correct server 𝜋 maintains a set of candidates
containing every (𝑚,𝑏) that 𝜋 observed before its lock time reached 𝑏. By definition of lock time, if

some (𝑚′, 𝑏′) is not among 𝜋 ’s candidates, then at least (4𝑓 + 1) processes announced reaching time

𝑏′ without ever observing and relaying (𝑚′, 𝑏′) – (𝑚′, 𝑏′) will certainly be rejected. Once 𝜋 ’s lock

time reaches some time 𝑡 , the set of candidates predating 𝑡 is fixed: 𝜋 simply waits for Representative

Binary Consensus to decide which candidates are accepted, and delivers each message in increasing

order of bet.
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4.3 A Server’s Timeline
Fig. 3 depicts an example timeline of the client-issued messages a correct server 𝜋 has discovered

at a given point of its execution. Each message appears at the time of its bet (and not, e.g., at the

time it was first received by 𝜋 ). Hence, the same message appears at the same location on every

correct server’s timeline.

The timeline is partitioned by three dividers: 𝜋 ’s local time, 𝜋 ’s lock time, and the bet of the last

message that 𝜋 delivered. Assuming server clocks are well-synchronized, 𝜋 ’s local time should be

greater than 𝜋 ’s lock time by approximately one message delay. If every correct server disseminated

its local time at time 𝑡 , 𝜋 would receive all updates one message delay later, updating its lock time

to 𝑡 as its local time reaches approximately (𝑡 + Δ). 𝜋 ’s lock time can overtake its local time if 𝜋 ’s

local clock experiences a delay. The following explanations apply regardless of the order between

𝜋 ’s local and lock time.

Upon first receiving a message𝑚 with bet 𝑏, 𝜋 marks𝑚 as a candidate if and only if 𝑏 is greater

than 𝜋 ’s current lock time. This explains why all messages to the right of 𝜋 ’s lock time are candidates:

non-candidates like 𝑐 and 𝑖 can only appear to the left of 𝜋 ’s lock time. If a message𝑚 is not a

candidate, 𝜋 can trust that Representative Binary Consensus will decide to reject𝑚 – 𝜋 knows that

𝑚 cannot be delivered. Other correct servers, however, could have marked𝑚 as a candidate, and

might rely on Representative Binary Consensus to make progress. To ensure liveness, 𝜋 engages in

Representative Binary Consensus for every message it receives, regardless of it being a candidate.

Should a new message𝑚 appear on 𝜋 ’s timeline: 𝜋 would propose delivering𝑚 if and only if𝑚

appeared to the right of 𝜋 ’s local time; 𝜋 would mark𝑚 as a candidate if and only if𝑚 appeared to

the right of 𝜋 ’s lock time. This explains why 𝜋 proposed to deliver all messages to the right of its

local time, and why all the messages to the right of 𝜋 ’s lock time are marked as candidates. As no

new candidates can ever appear to the left of 𝜋 ’s lock time, 𝜋 can deliver, in increasing order of bet,

all messages to the left of its lock time that Representative Binary Consensus decides to deliver (in

the example, 𝜋 already delivered 𝑏, 𝑑 and 𝑓 ). Of course, this means that 𝜋 has to sequentially wait

for each Representative Binary Consensus instance to terminate – e.g., 𝜋 cannot yet deliver ℎ, as

Representative Binary Consensus might still decide to deliver 𝑔. Because Representative Binary

Consensus ensures Termination, and because no new candidates can be added to the left of 𝜋 ’s

lock time, 𝜋 is guaranteed to sequentially progress through each candidate, eventually delivering

every message that Representative Binary Consensus decides should be delivered, in increasing

order of bet.

4.4 Algorithm
Flutter implements Total-Order Broadcast using multiple instances 𝑐𝑜𝑛 of Representative Binary

Consensus. Alg. 1 describes Flutter’s server side. The client algorithm is simple hence is left to

Appx. B.1 due to space constraints.

Variables. A correct server𝜋 maintains: an𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 set (line 7), containing all (𝑐𝑙𝑖𝑒𝑛𝑡,𝑚𝑒𝑠𝑠𝑎𝑔𝑒, 𝑏𝑒𝑡)
tuples 𝜋 received (from clients or servers); a 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 set (line 8), containing all elements of𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑

for which 𝜋 submitted its Representative Binary Consensus proposal; a 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 set (line 9),

containing all elements of 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 that qualify as candidates (see §4.1); a 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 set (line 10),

tracking which (𝑐𝑙𝑖𝑒𝑛𝑡,𝑚𝑒𝑠𝑠𝑎𝑔𝑒) tuples 𝜋 already delivered (this ensures deduplication should a

client, e.g., attempt broadcasting the same message with several different bets); a 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠

map (line 11), tracking the highest local time each server ever announced reaching; a 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠

map (line 12), eventually recording Representative Binary Consensus’s decision for each element of

𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 ; a 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 tuple (line 13), tracking the last element of 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 that was delivered

or rejected (𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 sequentially takes the value of every decided candidate, see §4.1).
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Algorithm 1 Flutter server (see Appx. B.1 for Flutter client)

1: Implements:
2: TotalOrderBroadcast, instance tob

3: Uses:
4: AuthenticatedFifoLinks, instance af
5: RepresentativeBinaryConsensus, multiple instances in con

6: upon event ⟨𝑡𝑜𝑏.Init⟩ do
7: 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 : Set(Θ × M × T) = {}
8: 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 : Set(Θ × M × T) = {}
9: 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 : Set(Θ × M × T) = {}
10: 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 : Set(Θ × M) = {}
11: 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 : Map(Π → T) = {𝜋 → −∞}𝜋 ∈Π
12: 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 : Map( (Θ × M × T) → B) = {}
13: 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 : Θ × M × T = (⊥,⊥, −∞)
14: procedure beat() is
15: for all 𝜋 ∈ Π do
16: trigger ⟨𝑎𝑓 .Send | [Time, 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ( ) ] ⟩
17: upon event ⟨𝑎𝑓 .Deliver | 𝜎, [Time, 𝑡 ] ⟩ do
18: 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜎 ] = max (𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜎 ], 𝑡 )
19: procedure lock_time() is
20: return max 𝑡 s.t. | {𝜋 s.t. 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜋 ] ≥ 𝑡 } | ≥ (4𝑓 + 1)
21: procedure spot(𝜃,𝑚,𝑏) is
22: if 𝑏 > 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 ( ) then
23: 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 ← (𝜃,𝑚,𝑏 )
24: if (𝜃,𝑚,𝑏 ) ∉ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 then
25: for all 𝜋 ∈ Π do
26: trigger ⟨𝑎𝑓 .Send | [Observe, 𝜃,𝑚,𝑏 ] ⟩
27: schedule 𝑏𝑒𝑎𝑡 ( ) at time 𝑏
28: 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 ← (𝜃,𝑚,𝑏 )
29: upon event ⟨𝑎𝑓 .Deliver | 𝜎, [Observe, 𝜃,𝑚,𝑏 ] ⟩ do
30: 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏 )
31: upon event ⟨𝑎𝑓 .Deliver | 𝜃, [Message,𝑚,𝑏 ] ⟩ do
32: 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏 )
33: if (𝜃,𝑚,𝑏 ) ∉ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 then
34: 𝑖𝑛_𝑡𝑖𝑚𝑒 : B = (𝑏 > 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ( ) )
35: trigger ⟨𝑐𝑜𝑛[ (𝜃,𝑚,𝑏 ) ] .Propose | 𝑖𝑛_𝑡𝑖𝑚𝑒 ⟩
36: 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 ← (𝜃,𝑚,𝑏 )
37: upon exists (𝜃,𝑚,𝑏 ) ∈ (𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 \ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 ) such that 𝑏 ≤ 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ( ) do
38: trigger ⟨𝑐𝑜𝑛[ (𝜃,𝑚,𝑏 ) ] .Propose | False⟩
39: 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 ← (𝜃,𝑚,𝑏 )
40: upon event ⟨𝑐𝑜𝑛[ (𝜃,𝑚,𝑏 ) ] .Decide | 𝑣⟩ do
41: trigger ⟨𝑎𝑓 .Send | 𝜃, [Decision,𝑚,𝑏, 𝑣 ] ⟩
42: 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [ (𝜃,𝑚,𝑏 ) ] = 𝑣

43: upon min (𝜃,𝑚,𝑏 ) ∈ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 such that (𝜃,𝑚,𝑏 ) > 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 satisfies (𝜃,𝑚,𝑏 ) ∈ 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 and 𝑏 ≤
𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 ( ) do

44: if 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [ (𝜃,𝑚,𝑏 ) ] = True then
45: 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏 )
46: 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃,𝑚,𝑏 )
47: procedure order(𝜃,𝑚,𝑏) is
48: if (𝜃,𝑚) ∉ 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 then
49: trigger ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩
50: 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 ← (𝜃,𝑚)
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Time. Procedure 𝑏𝑒𝑎𝑡 (line 14) disseminates 𝜋 ’s local time to all servers using a Time message

(lines 15 and 16). Upon delivering a Time message (line 17), 𝜋 updates the relevant entry in

𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 (line 18, note the use of max to ensure that every value in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 is non-

decreasing). Procedure 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 (line 19, see §4.1) returns the highest local time that at least

(4𝑓 + 1) announced reaching, as recorded in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 (line 20).

Dissemination. Procedure 𝑠𝑝𝑜𝑡 (line 21) handles the discovery and propagation of new client-

issued messages. Upon executing 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏): if 𝑏 is greater than 𝜋 ’s lock time, 𝜋 marks (𝜃,𝑚,𝑏)
as a candidate (lines 22 and 23, see §4.1); if 𝜋 never observed (𝜃,𝑚,𝑏) before (i.e., 𝜋 never executed

𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) before, lines 24 and 28), 𝜋 relays (𝜃,𝑚,𝑏) to every server by means of an Observe
message (lines 25 and 26), then schedules 𝑏𝑒𝑎𝑡 () for execution at time 𝑏 (line 27) – 𝜋 does so to

ensure that every correct server’s lock time eventually reaches 𝑏, enabling the delivery of𝑚 should

Representative Binary Consensus decide that𝑚 should be delivered (see §4.1). Upon receiving an

Observe message (line 29) 𝜋 invokes 𝑠𝑝𝑜𝑡 (line 30), thus ensuring that the message is propagated.

Proposals. Upon receiving a Message message conveying a message𝑚 with bet 𝑏 from client 𝜃

(line 31): 𝜋 invokes 𝑠𝑝𝑜𝑡 to record and propagate (𝜃,𝑚,𝑏) (line 32); if 𝜋 never proposed delivering

or rejecting𝑚 (lines 33 and 36), 𝜋 proposes delivering𝑚 (line 35) if and only if 𝑏 is in the future

according to 𝜋 ’s local time (line 34, see §4.1). If 𝜋 ’s local time reaches the bet 𝑏 of some message𝑚

that 𝜋 never proposed delivering or rejecting (lines 37 and 39), 𝜋 proposes rejecting𝑚 (line 38).

This condition triggers for (𝜃,𝑚,𝑏) only if 𝜋 discovered (𝜃,𝑚,𝑏) from another server’s Observe
message (lines 29, 32, 21, 24, then 28), but 𝜋 never received𝑚 directly from 𝜃 (lines 31, 35, then 36).

In that case, 𝜋 could not authenticate 𝜃 having issued𝑚, and thus could not propose delivering

𝑚 (lest𝑚 be spuriously attributed to 𝜃 by a malicious server). To ensure liveness, however, every

correct server must submit a proposal to every Consensus instance. As soon as 𝜋 ’s local time

reaches 𝑏, 𝜋 would propose to reject𝑚 (lines 34 and 35) even if 𝜋 received𝑚 from 𝜃 (line 31): as

such, 𝜋 can safely propose rejecting𝑚.

Decision and delivery. Upon deciding whether or not to deliver a message𝑚 issued by client

𝜃 with bet 𝑏 (line 40), 𝜋 relays the decision to 𝜃 by means of a Decision message (line 41), then

records the decision (line 42). 𝜋 processes (i.e., delivers or rejects) each candidate in strict ascending

order; 𝜋 is ready to process the next candidate (𝜃,𝑚,𝑏) as soon as a decision is recorded for (𝜃,𝑚,𝑏)
and 𝜋 ’s lock time reaches 𝑏 (line 43, see §4.1). Upon processing (𝜃,𝑚,𝑏), 𝜋 invokes procedure 𝑜𝑟𝑑𝑒𝑟

(line 45) if and only if 𝜋 decided that𝑚 should be delivered (line 44, see §4.1). Procedure 𝑜𝑟𝑑𝑒𝑟 (line
47) delivers (𝜃,𝑚) (line 49) if (𝜃,𝑚) was not delivered before (lines 48 and 50).

Example: good case, bad case. The example in Fig. 4 shows two ways a broadcast could unfold.

Scenario (a) happens under good-case conditions (see §2.3): the message delay between processes

is bounded by a known constant Δ, clocks are perfectly synchronized, and computation is instanta-

neous. At time 0, a client 𝜃 broadcasts some message𝑚 with bet 𝑏 = (Δ + 𝜖), where 𝜖 > 0 is an

arbitrarily small constant (remember: 𝜃 knows Δ). At time Δ, every correct server receives and

proposes delivering𝑚. At time (Δ + 𝜖), every correct server announces its local time. Assuming

Blink (§3) is used to implement Representative Binary Consensus, at time 2Δ every correct server

decides to deliver𝑚, sending the decision back to 𝜃 . At time (2Δ + 𝜖), the lock time of every correct

server reaches (Δ + 𝜖) and𝑚 is delivered. Scenario (b) captures a bad scenario instead: client 𝜃

overestimates its bet 𝑏 ≫ Δ, then crashes while disseminating𝑚. At time Δ, 𝜋1 receives and relays

𝑚 to all other servers. As Δ < 𝑏, 𝜋1 proposes delivering𝑚. At time 2Δ, every correct server receives
𝑚. Those correct servers that did not receive𝑚 directly from 𝜃 , however, cannot propose to deliver

𝑚. At time 𝑏, every correct server that did not submit a proposal for𝑚 proposes to reject𝑚. At the

same time, every correct server announces its local time. Because proposals are split, Representative
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Message Time Decision

?

!

(a) Good case.

Message Observe Time Decision

?

!

(b) Bad case.

Fig. 4. Examples of (a) good case and (b) bad case executions of Flutter. Broadcast times are indicated
with a question mark; delivery times with an exclamation mark; a correct server’s engagement in Representa-
tive Binary Consensus is marked by a striped bar; proposals and decisions are indicated at the beginning and
end of each bar;!represents True; X represents False.

Binary Consensus takes longer than one message delay to decide. Eventually, every correct server

decides to reject𝑚, sending the decision back to 𝜃 .

4.5 Correctness Proof Sketches
This section includes proof sketches of the correctness of each of Flutter’s property. Proofs to the

fullest extent of formal detail are provided in Apps. B.3 to B.5.

No Duplication. The 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 set guards the deliveries, it is extended upon delivery.

Integrity. A correct server proposes to deliver a message𝑚 from a client 𝜃 only upon receiving

𝑚 directly from 𝜃 . As such, unless 𝜃 issued𝑚, no correct server ever proposes delivering𝑚 and, by

Representative Binary Consensus’s Representative Validity,𝑚 is rejected.

Agreement and Total Order. Upon receiving a message𝑚 issued by client 𝜃 with bet 𝑏, a cor-

rect server 𝜋 relays (𝜃,𝑚,𝑏) to every other server. As a result, every correct server eventually

observes (𝜃,𝑚,𝑏) (i.e., adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑). Moreover, if 𝜋 does not submit any proposal

to 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] by time 𝑏, 𝜋 eventually proposes False to 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)]. Hence, every correct

server eventually submits a proposal to 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)]: by the Termination and Agreement of Rep-

resentative Binary Consensus, every correct server eventually records the same decision from

𝑐𝑜𝑛[(𝜃,𝑚,𝑏)]. Moreover, if 𝜋 does not mark (𝜃,𝑚,𝑏) as a candidate (i.e., 𝜋 does not add (𝜃,𝑚,𝑏)
to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠), then 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] decides False. Indeed, if 𝜋 does not mark (𝜃,𝑚,𝑏) as a candi-
date then, upon observing (𝜃,𝑚,𝑏), 𝜋 ’s lock time is greater or equal to 𝑏. Because links are FIFO,

at least (4𝑓 + 1) servers, of which at least (3𝑓 + 1) are correct, announced that their local time

reached 𝑏 before relaying (𝜃,𝑚,𝑏) to 𝜋 . A correct server 𝜌 proposes False to 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] unless
𝜌 observes (and relays) (𝜃,𝑚,𝑏) before 𝑏. This proves that at least (3𝑓 + 1) correct servers propose
False to 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] and, by the Representative Validity of Representative Binary Consensus,

𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] decides False.
Every time a correct server 𝜎 observes a new message, 𝜎 schedules 𝑏𝑒𝑎𝑡 () for execution at some

time in the future. This means that, unless a finite number of messages is broadcast throughout the

entire execution of the protocol, 𝜎 executes 𝑏𝑒𝑎𝑡 () an infinite number of times. Upon executing

𝑏𝑒𝑎𝑡 (), 𝜎 disseminates its local time to every server. As a result, for every correct server 𝜎 , a correct

server 𝜋 indefinitely increases the value of 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜋]. Noting that (4𝑓 + 1) servers are
correct, this means that 𝜋 ’s lock time grows indefinitely. As a consequence of this, for any time 𝑡 , 𝜋

marks as candidates only a finite number of messages preceding 𝑡 . This is obvious if a finite number
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of messages is broadcast throughout the entire execution of the protocol. If infinite messages are

broadcast, 𝜋 accepts new candidates preceding 𝑡 only until 𝜋 ’s lock time grows past 𝑡 – before that

happens, 𝜋 can only collect a finite number of such candidates. Because 𝜋 ’s candidates preceding

any 𝑡 are always finite, 𝜋 ’s candidates can be enumerated by a unique, strictly increasing sequence.

A correct server 𝜋 processes candidates in a strictly increasing fashion. 𝜋 processes the next

candidate (𝜃,𝑚,𝑏) once 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] decides, and 𝜋 ’s lock time reaches 𝑏. This means that, once

𝜋 has processed (𝜃,𝑚,𝑏), 𝜋 will not mark any (𝜃 ′,𝑚′, 𝑏′) < (𝜃,𝑚,𝑏) as candidate. In other words,

𝜋 is guaranteed to never skip a candidate: if 𝜋 was ever to mark (𝜃 ′,𝑚′, 𝑏′) as candidate, 𝜋 would

have done so before processing (𝜃,𝑚,𝑏). Finally, because 𝜋 ’s candidates can be enumerated, 𝜋 is

guaranteed to eventually process every message it will ever mark as candidate, in strictly increasing

order. Upon processing (𝜃,𝑚,𝑏), 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) if and only if 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] decided True.
Because every (𝜃 ′,𝑚′, 𝑏′) for which Representative Binary Consensus decides True is eventually
marked by 𝜋 as candidate, 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 on a strictly increasing sequence of messages containing

all and only those messages for which Representative Binary Consensus decides True. Because such
sequence is unique, every correct server issues the exact same sequence of calls to 𝑜𝑟𝑑𝑒𝑟 . Finally,

𝑜𝑟𝑑𝑒𝑟 simply functions as a deterministic state machine (its state being the 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 variable) to

deterministically deduplicate and deliver messages. This proves that every correct server delivers

the same sequence of messages.

Validity. The implementation of a Flutter client is presented in Alg. 3. The logic of a Flutter client

is simple: a correct client 𝜃 broadcasts a message𝑚 by first setting a bet that, according to 𝜃 ’s

clock, is (Δ̃ + 𝜖) in the future, where Δ̃ is 𝜃 ’s best estimate for Δ (under partial synchrony, 𝜋 cannot

reliably estimate Δ, hence Δ̃ is an arbitrary constant) and 𝜖 is an arbitrarily small constant. If𝑚

is rejected, 𝜃 retries with a bet (2Δ̃ + 𝜖) in the future, then (4Δ̃ + 𝜖), and so on. As both Δ and Ψ
are finite, 𝜃 is guaranteed to eventually select a bet 𝑏 such that (𝑚,𝑏) reaches each correct server

before its local time reaches 𝑏. When this happens, every correct server proposes delivering𝑚 and,

by the Representative Validity of Representative Binary Consensus,𝑚 is delivered.

4.6 Good-case and Bad-case Latency Sketches
Good-case latency. We prove to the fullest extent of formal detail in Appx. B.6 (Theorem 10)

that, in the good case, a correct client 𝜃 broadcasting its message𝑚 at time 𝑡 gets𝑚 delivered by

every correct server by time (𝑡 + 2Δ + 𝜖). The result is fairly intuitive when tracking an individual

message. In the good case (see §2.3), clocks are perfectly synchronized (Ψ = 0) and Δ is known. This

means that 𝜃 ’s estimate for Δ is accurate: Δ̃ = Δ. At time 𝑡 , 𝜃 broadcasts𝑚 with bet 𝑏 = (𝑡 + Δ + 𝜖).
By time (𝑡 + Δ), every correct server receives and proposes delivering𝑚. At time (𝑡 + Δ + 𝜖), every
correct server announces its time being exactly (𝑡 + Δ + 𝜖). Because every correct server proposes

the same value, and assuming Representative Binary Consensus is implemented by Blink, every

correct server fast-path decides to deliver𝑚 by time (𝑡 + 2Δ). By time (𝑡 + 2Δ + 𝜖), every correct

server’s lock time reaches 𝑏 = (𝑡 + Δ + 𝜖), and every correct server delivers𝑚. Additionally, we

prove that Flutter’s good-case latency is quasi-optimal in Appx. C

Bad-case latency. Several factors contribute to increasing Flutter’s latency in the bad case. First,

the delivery of𝑚 is delayed if 𝜃 overestimates Δ. This is because no correct server can deliver𝑚

before its lock time reaches 𝑏. Second, if 𝜃 disseminates𝑚 only to a fraction of correct servers before

𝑏, correct servers will disagree on whether or not𝑚 should be delivered. This forces Representative

Binary Consensus out of Blink’s fast path, resulting in longer decision times. Finally, some message

𝑚′ with bet 𝑏′ < 𝑏 very close to 𝑏 might force Representative Binary Consensus out of Blink’s
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fast path. Because messages are delivered in order of bet, correct servers might still be deciding

whether or not to deliver𝑚′, if it took Blink’s slow path, when they decide to deliver𝑚.

However, Flutter’s leaderless nature sidesteps the problem of finding a correct leader. A leader-

based algorithm [2, 18, 56, 72, 97] might sequentially force the protocol through (𝑓 + 1) leaders
before a message is delivered [38]. Flutter’s worst case, instead, only involves running slow-path

Representative Binary Consensus once.

4.7 Complexity
A broadcast attempt in Flutter involves: a client-to-servers Messagemessage (𝑂 (𝑙) bits per message,

where 𝑙 is the length of the message being broadcast); a servers-to-servers Observe message (𝑂 (𝑙)
bits per message); a servers-to-servers Time message (𝑂 (1) bits per message); an execution of

Representative Binary Consensus (whose complexity is lower bound by 𝑂 (𝑛2) [37]); and a servers-

to-client Decision message (𝑂 (𝑙) bits per message). Assuming Flutter depends on an optimal

implementation of Representative Binary Consensus, this results in an 𝑂 (𝑙𝑛2) complexity per

broadcast attempt, which could be dominated by 𝑙 if the message being broadcast is large enough.

Several mitigations to this problem exist in literature, usually involving encoding the message in

multiple, shorter codewords which correct servers decode after dissemination [24, 34, 70, 95]. Using

one such solution, the complexity of Flutter would be reduced to 𝑂 (𝑛𝑙 + 𝑛2
log(𝑛)). Optimizing

Flutter’s bit complexity, however, is beyond the scope of this paper.

5 RELATEDWORK
Classic Byzantine agreement protocols employ leaders and require multiple message delays to safely

terminate. PBFT [18], BFT-SMaRt [11] and ICC [17] need three rounds of one message delay each

to solve Consensus in the good case (see §2.3). HotStuff [97], SQuad [21] and Lewis-Pye [65] reduce

worst-case message complexity [37] and in doing so increase the latency of the prior state-of-the-art

approaches. These protocols have rounds composed of two message delays each even in the good

case, which increases the latency experienced by clients and, ultimately, users. In comparison,

Flutter and Blink have an optimistic latency of one and twomessage delays for decision and delivery,

respectively.

One-message-delay Consensus. Multiple protocols have been proposed to solve crash fault-tolerant
Consensus in one message delay and/or Total-Order Broadcast in two message delays in the good

case [12, 35, 75, 79]. Friedman, Mostefaoui and Raynal [42] have proposed the first one-message-

delay Byzantine Consensus in the good case, it requires a resiliency of (5𝑓 + 1) and the existence

of oracles. Such oracles may be implemented using a random common coin abstraction which in

practice requires cryptographic tools to construct. In comparison, Flutter and Blink are deterministic

and free of costly cryptographic primitives.

Bosco [86] resembles Blink: it tolerates Byzantine failures, with a (7𝑓 + 1) resiliency, enables
one-message-delay latency in the good case, is simple and deterministic. Compared to Blink, servers

in Bosco operate in the stricter model of communication steps where each server can only “1) send
messages; 2) receive messages; and 3) do local computations, in that order” [86]. In comparison, servers

in Blink can perform these operations in any order. Bosco’s fast path can be used only if the first

(4𝑓 + 1) values received by a server are the same; a single faulty server can force the slow path for

all servers. Blink’s fast path can be used as long as all correct servers propose the same value, even

if up to 𝑓 faulty servers propose other values. Appx. A.2 compares Blink and Bosco in detail.

Two-message-delay Consensus. Additional protocols have been proposed to solve Byzantine

Consensus in two message delays, and Byzantine Total-Order Broadcast in three message delays,

using a fast path in the good case. Kursawe [55] first proposed a Consensus algorithm assuming an
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even “stronger” good case whereby all processes have to be correct to benefit from the fast path. A

single process failure results in all processes having to use the slow path. FaB Paxos [72] was the

first protocol designed with a Byzantine fault-tolerant fast path in two message delays assuming

a (5𝑓 + 1) resiliency. More than a decade later, two concurrent publications [2, 56] proved that

fast Byzantine Consensus could actually be solved assuming an improved resiliency of (5𝑓 − 1).
This seemingly small difference is relevant for small systems since it means that the fast path is

optimally resilient: 3𝑓 + 1 = 5𝑓 − 1 when 𝑓 = 1. This approach has since been further improved by

reducing the size of quorums in some of its steps [47], leading to better latencies in practice, without

affecting the number of message delays. Sync HotStuff [1] reduces the three-message-delay version

of HotStuff [97] down to two message delays assuming synchrony, instead of partial synchrony,

and can operate with an improved (2𝑓 + 1) resiliency. VBFT [49] proposes two-message-delay

latency with an optimal resiliency threshold of (3𝑓 + 1) by relaxing the safety of Consensus which

may lead to temporary revocations of decisions.

Banyan [94] is the first Byzantine Total-Order Broadcast with a two-message-delay fast path

when the leader broadcasts a value, hence with a three-message-delay fast path when any process

broadcasts a value. Banyan builds upon ICC [17] and defines a parameterizable resiliency threshold

of 3𝑓 + 2𝑝 − 1 = 𝑛 where 𝑓 is the maximum number of Byzantine faults and 𝑝 is freely set such

that 1 ≤ 𝑝 ≤ 𝑓 . Banyan rapidly delivers a value if (𝑛 − 𝑝) processes are correct and respond fast

enough. SBFT [46] needs four message delays in the good case for Byzantine Total-Order Broadcast

but could likely only need three message delays by not using collectors to aggregate signatures, at

the cost of increased computation for processes hence lower Total-Order Broadcast throughput.

Zyzzyva, Zyzzyva5 [54] and AZyzzyva [8] are Byzantine replication protocols that optimistically

achieve broadcast-to-delivery latencies of two message delays thanks to speculative execution.

These protocols execute client requests before agreement is reached, thus save one message delay

compared to other approaches. However, the effectiveness of speculative execution depends on

the workload, unlike Flutter. Speculative execution may also lead to diverging state across servers

which must be accounted for via state checkpointing and state restoration mechanisms. Flutter’s

algorithm is simpler by design. Speculative execution is an orthogonal, and possibly complementary,

approach to that of Flutter.

To the best of our knowledge, Flutter is the first Byzantine Total-Order Broadcast with a non-

speculative fast path offering two-message-delay latencies.

6 FUTUREWORK
We note several avenues for future work on Flutter and Blink: (1) Flutter requires Representative

Binary Consensus – is there an algorithm that offers the same advantages as Flutter but only requires

Binary Consensus? (2) Should such an algorithm exist, would it improve the resiliency threshold to

(5𝑓 − 1) or even the optimal (3𝑓 + 1)? (3) If not, could a trusted (hardware or software) computing

base [10] be leveraged to achieve (3𝑓 + 1) resiliency, as done in other Byzantine protocols [4, 20, 50,

63, 68, 93]? (4) How well do Flutter and Blink perform in practice, particularly when using hardware

acceleration [48, 53, 68, 85], considering that the typical bottlenecks of leaders and signatures have

been removed?
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A BLINK
Appx. A.1 presents Blink’s simple algorithm. Appx. A.2 details the differences between Blink and

the similar algorithm Bosco [86]. Appx. A.3 discusses proof sketches of the correctness of Blink

and Appx. A.4 similarly discusses the latency and complexity of Blink. Finally, Apps. A.5 to A.7

provide full proofs of Blink’s correctness and Appx. A.8 full proofs of Blink’s latency.

A.1 Algorithm

Algorithm 2 Blink
1: Implements:
2: RepresentativeBinaryConsensus, instance con

3: Uses:
4: AuthenticatedLinks, instance al
5: BinaryConsensus, instance dep

6: upon event ⟨𝑐𝑜𝑛.Init⟩ do
7: 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 : Map(Π → B) = {}
8: 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 : B = False
9: 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 : B = False

10: upon event ⟨𝑐𝑜𝑛.Propose | 𝑣⟩ do
11: for all 𝜋 ∈ Π do
12: trigger ⟨𝑎𝑙 .Send | 𝜋, [Suggest, 𝑣 ] ⟩
13: upon event ⟨𝑎𝑙 .Deliver | 𝜎, [Suggest, 𝑣 ] ⟩ do
14: 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎 ] = 𝑣

15: upon ( |𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 | ≥ (4𝑓 + 1) ) and 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 = False do
16: 𝑚 = 𝑣 such that | {𝜋 s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜋 ] = 𝑣} | ≥ (2𝑓 + 1)
17: trigger ⟨𝑑𝑒𝑝.Propose | 𝑚⟩
18: 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 = True

19: upon exists 𝑣 such that | {𝜋 s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜋 ] = 𝑣} | ≥ (4𝑓 + 1) do
20: if 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False then
21: trigger ⟨𝑐𝑜𝑛.Decide | 𝑣⟩
22: 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True

23: upon event ⟨𝑑𝑒𝑝.Decide | 𝑣⟩ do
24: if 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False then
25: trigger ⟨𝑐𝑜𝑛.Decide | 𝑣⟩
26: 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True

Blink implements a Representative Binary Consensus instance 𝑐𝑜𝑛 on top of a Binary Consensus

instance 𝑑𝑒𝑝 , as described in Alg. 2. Upon proposing a value 𝑣 (line 10), a correct server 𝜋 sends

𝑣 to all servers by means of a Suggest message (lines 11 and 12); 𝜋 records the suggestions it

receives (line 13) in its 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 map (line 14). Upon first collecting (4𝑓 + 1) suggestions (line
15), 𝜋 identifies whichever majority value𝑚 it was suggested the most (line 16), then proposes𝑚 to

𝑑𝑒𝑝 (line 17). Note that, as (4𝑓 + 1) is odd and only two values (True and False) are possible, one
and only one value is guaranteed to be backed by at least (2𝑓 + 1) suggestions. 𝜋 decides 𝑣 (line 21

or 25) upon collecting (4𝑓 + 1) suggestions for 𝑣 (fast path, line 19) or upon 𝑑𝑒𝑝 deciding 𝑣 (slow

path, line 23).
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A.2 Comparison with Bosco
The goal of this section is twofold. First, we compare Blink with Bosco, the algorithm presented by

Song and van Renesse at DISC ’08 [86], which Blink generalizes to the (5𝑓 + 1) setting. Second,
we address the impossibility result, presented in the same paper, stating that (5𝑓 + 1) Consensus
cannot be solved in one communication step if any server is faulty.

Blink vs. Bosco. Like Blink, Bosco [86, Algorithm 1] has every correct server disseminate its

proposal (line 1) by means of a Vote message (akin to Blink’s Suggest message). Also like Blink,

Bosco has every correct server collect (𝑛 − 𝑓 ) Votemessages (line 2), then propose to an underlying

instance of Consensus (line 8) the majority value, i.e., the value (if it exists) that received more than

(𝑛 − 𝑓 )/2 votes (lines 5 to 8). A majority value is guaranteed to exist for Blink (which solves Binary

Consensus), but not for Bosco (which solves multi-valued Consensus) – in Bosco, if a correct server

does not observe any value having the majority of votes, the server proposes its original proposal.

Unlike Blink, however, Bosco’s fast-path decision (lines 3 and 4) can only occur at the same time

as the proposal to the underlying Consensus, i.e., as soon as (𝑛 − 𝑓 ) Vote messages are collected

(line 2). By contrast, a correct Blink server keeps collecting Suggestmessages even after proposing

to Consensus: if, at any time, either value collects (4𝑓 + 1) suggestions, the server decides that
value. Due to this difference, Bosco cannot guarantee a one-message-delay decision in the (5𝑓 + 1)
setting, even if all correct servers propose the same value. In the (5𝑓 + 1) setting, a correct Bosco
server would fast-path decide only if all the first (4𝑓 + 1) votes it received were for the same value.

Even assuming all correct servers propose the same value, the arbitrary vote of a single faulty

server would be sufficient to inhibit Bosco’s fast path. That is not the case in Blink: regardless of

the arbitrary behavior of faulty processes, if every correct server proposes the same value, every

correct server collects (4𝑓 + 1) matching suggestions and fast-path decides within one message

delay.

Message delays vs. communication steps. Importantly, the goal of Bosco is not to enable fast-path

termination within one message delay, but rather within one communication step. The difference
is subtle but noteworthy. Bosco abides by a model of asynchronous networking [51] that defines

a communication step as a period of time where each process can (1) send messages; (2) receive

messages; and (3) do local computations, in that order. Conversely, this paper denotes a message

delay as the bound Δ on communication delay (see §2.1). In the (7𝑓 + 1) setting, and assuming all

correct servers propose the same value, Bosco does ensure one-step termination (with its thresholds

adapted to the (7𝑓 + 1) setting, Blink would do the same). Remarkably, the paper proves [86,

Theorem 1] that Bosco is optimal in that regard, meaning one-step termination cannot be ensured

by any algorithm with less than (7𝑓 + 1) servers. Blink’s one-message-delay termination does not

conflict with this result. Indeed, Blink does not, in general, terminate within one communication

step. Consider the case where all correct servers propose the same value 𝑣 . If even a single faulty

server issues a [Suggest, 𝑣] message, the first (4𝑓 + 1) suggestions a correct server 𝜋 collects are

by no means guaranteed to be all for 𝑣 . Upon triggering the event at line 15, 𝜋 would thus engage

in local computation, exhausting its first step of communication without deciding 𝑣 .

A.3 Correctness Sketches
This section provides proof sketches for each property. We prove the correctness of Blink to the

fullest extent of formal detail in Apps. A.5 to A.7 (Theorems 1 to 4, respectively proving Termination,

Representative Validity, Integrity and Agreement).
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Termination. As we assume at least (4𝑓 + 1) correct servers, every correct server is guaranteed

to eventually collect (4𝑓 + 1) suggestions and submit a majority value to 𝑑𝑒𝑝 . By the Termination

property of 𝑑𝑒𝑝 , every correct server is guaranteed to eventually trigger 𝑑𝑒𝑝’s decision and decide.

Representative Validity. If less than (𝑓 + 1) correct servers propose some value 𝑣 , no correct

server can collect the (2𝑓 + 1) suggestions required to propose 𝑣 to 𝑑𝑒𝑝 , or the (4𝑓 + 1) required
to decide 𝑣 via the fast path; by the Validity of 𝑑𝑒𝑝 , no correct server decides 𝑣 via the slow path

either.

Integrity. Decisions are guarded by a 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 flag, which is set when a correct server first decides.

Agreement. If a correct server decides 𝑣 via the fast path, it collected at least (4𝑓 + 1) suggestions
for 𝑣 . This means that no more than 𝑓 correct servers proposed 𝑣 , hence no correct server ever

collects (2𝑓 + 1) suggestions for 𝑣 . As a result, no correct server decides 𝑣 via the fast path or

proposes 𝑣 to 𝑑𝑒𝑝 . Because 𝑑𝑒𝑝 satisfies Validity, 𝑑𝑒𝑝 cannot decide 𝑣 . In summary, if any correct

server decides 𝑣 via the fast path, no correct server decides 𝑣 . If all correct server decide via the

slow path, Agreement follows immediately from the Agreement of 𝑑𝑒𝑝 .

A.4 Latency Sketches and Complexity
Fast path latency. We prove to the fullest extent of formal detail in Appx. A.8 (Theorem 5) that, if

every every correct server proposes the same value 𝑣 to an instance of Blink, every correct server

decides within one message delay. The result is fairly intuitive: as we assume at least (4𝑓 + 1)
correct servers, within one message delay every correct server delivers (4𝑓 + 1) suggestions for 𝑣
and decides 𝑣 via the fast path.

Slow path latency. If Blink fails to decide via the fast path, Blink’s latency is one message delay

higher than its underlying implementation of Binary Consensus. We conjecture this being the

unavoidable cost of upgrading Weak Validity to Validity. We underline that leaderless Binary

Consensus algorithms exist in literature whose latency is constant (at least in expectancy), e.g., in

the asynchronous setting [28, 74]. To be precise, asynchronous algorithms implement a variant

of Binary Consensus that ensures Termination only with probability 1 – building on one such

algorithm, Blink and Flutter would inherit its probability-1 guarantees.

Complexity. Blink involves a single step of constant-sized, all-to-all communication, resulting in

𝑂 (𝑛2) bit complexity and matching the complexity lower bound for Binary Consensus [37]. This

means that Blink will never bottleneck Binary Consensus– rather, Blink inherits the complexity of

whatever Binary Consensus implementation it depends upon.

A.5 Termination
Lemma 1. Every correct server eventually triggers ⟨𝑑𝑒𝑝.Decide⟩.

Proof. Upon triggering ⟨𝑐𝑜𝑛.Propose⟩ (line 10), every correct server sends a Suggest message

to every server (lines 11 and 12). Let 𝜋 be a correct server. Upon delivering a Suggestmessage from

a server 𝜎 (line 13) 𝜋 adds 𝜎 to the keys of 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 (line 14). As we assume (4𝑓 + 1) correct
servers, 𝜋 eventually adds at least (4𝑓 + 1) keys to 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 . Noting that 𝜋 never removes keys

from 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 , 𝜋 eventually satisfies |𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 | ≥ (4𝑓 + 1).
Upon initialization, 𝜋 sets 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 = False (line 8); 𝜋 updates 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 to True (line 18 only)

only after triggering ⟨𝑑𝑒𝑝.Propose⟩ (line 17). This proves that 𝜋 eventually triggers ⟨𝑑𝑒𝑝.Decide⟩.
Indeed, let us assume for the sake of contradiction that 𝜋 never triggers ⟨𝑑𝑒𝑝.Decide⟩. 𝜋 would

eventually permanently satisfy |𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 | ≥ (4𝑓 + 1) and 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 = False. As a result, the
event at line 15 would eventually trigger, causing 𝜋 to trigger ⟨𝑑𝑒𝑝.Propose⟩.
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In summary, every correct server eventually triggers ⟨𝑑𝑒𝑝.Propose⟩. By the Termination property

of 𝑑𝑒𝑝 , every correct server eventually triggers ⟨𝑑𝑒𝑝.Decide⟩, and the lemma is proved. □

Theorem 1. Blink satisfies Termination.

Proof. Upon initialization, a correct server sets 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (line 9). A correct server

updates 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 to True (lines 22 and 26 only) only after triggering ⟨𝑐𝑜𝑛.Decide⟩ (lines 21 and

25). Moreover, by Lemma 1, every correct server eventually triggers ⟨𝑑𝑒𝑝.Decide⟩. Upon doing

so (line 23), a correct server either satisfies 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True, in which case it previously triggered

⟨𝑐𝑜𝑛.Decide⟩, or 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (line 24), in which case it immediately triggers ⟨𝑐𝑜𝑛.Decide⟩
(line 25). In summary, every correct server eventually triggers ⟨𝑐𝑜𝑛.Decide⟩, and the theorem is

proved. □

A.6 Representative Validity
Observation 1. Let 𝜋 be a correct server. Upon initialization, 𝜋 sets 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 = {} (line 7). 𝜋
sets 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣 (line 14 only) only upon delivering a [Suggest, 𝑣] message from 𝜎 (line

13). This means that, if 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣 at 𝜋 , then 𝜋 delivered a [Suggest, 𝑣] message from 𝜎 .

Lemma 2. Let 𝑣 ∈ B. If any correct server eventually satisfies

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣}| ≥ (4𝑓 + 1) (1)

then no correct server ever satisfies

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣}| ≥ (2𝑓 + 1) (2)

Proof. Let us assume, for the sake of contradiction, that two correct servers 𝜋, 𝜌 exist such that

𝜋 satisfies Equation 1 and 𝜌 satisfies Equation 2. Let Σ𝜋 , Σ𝜌 respectively denote 𝜋 ’s suggestions for

𝑣 and 𝜌’s suggestions for 𝑣 :

Σ𝜋 = {𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣 at 𝜋}
Σ𝜌 = {𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣 at 𝜌}

Note that |Σ𝜋 | = (4𝑓 + 1),
��Σ𝜌

�� = (2𝑓 + 1). As we assume at most 𝑓 faulty servers, Σ𝜋 and Σ𝜌

respectively contain (3𝑓 + 1) and (𝑓 + 1) servers that are certainly correct. This proves that at least

one correct server 𝜎 belongs to both Σ𝜋 and Σ𝜌 .

By Observation 1, for 𝜎 to belong to both Σ𝜋 and Σ𝜌 , 𝜎 must have sent a [Suggest, 𝑣] message

to 𝜋 , as well as a [Suggest, 𝑣] message to 𝜌 . 𝜎 issues Suggestmessages only once (lines 11 and 12),

upon triggering ⟨𝑐𝑜𝑛.Propose | 𝑥⟩ (line 10). Upon doing so, 𝜎 sends the same message [Suggest, 𝑥]
to every server. This contradicts 𝜎 sending [Suggest, 𝑣] to 𝜋 and [Suggest, 𝑣] to 𝜌 and proves the

lemma. □

Lemma 3. Let 𝑣 ∈ B. If any correct server eventually satisfies

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣}| ≥ (4𝑓 + 1) (3)

then every correct server that triggers ⟨𝑑𝑒𝑝.Decide⟩ triggers ⟨𝑑𝑒𝑝.Decide | 𝑣⟩.

Proof. By Lemma 2, no correct server satisfies

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣}| ≥ (2𝑓 + 1)
This means that no correct server ever triggers ⟨𝑑𝑒𝑝.Propose | 𝑣⟩. Indeed, a correct server triggers
⟨𝑑𝑒𝑝.Propose | 𝑥⟩ (line 17 only) only if 𝑥 satisfies |{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑥}| ≥ (2𝑓 + 1) (line
16). By the Validity property of 𝑑𝑒𝑝 , no correct server triggers ⟨𝑑𝑒𝑝.Decide | 𝑣⟩, which proves the

lemma. □
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Lemma 4. If a correct server triggers both ⟨𝑑𝑒𝑝.Decide | 𝑣⟩ and ⟨𝑐𝑜𝑛.Decide | 𝑤⟩, then 𝑣 = 𝑤 .

Proof. Let 𝜋 be a correct server that triggers both ⟨𝑑𝑒𝑝.Decide | 𝑣⟩ (line 23) and ⟨𝑐𝑜𝑛.Decide | 𝑤⟩
(line 21 or 25). Upon triggering ⟨𝑑𝑒𝑝.Decide | 𝑣⟩ (line 23), 𝜋 satisfies either 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False or

𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True. If 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (line 24), then 𝜋 immediately triggers ⟨𝑐𝑜𝑛.Decide | 𝑣⟩ (line
25), hence 𝑤 = 𝑣 . Throughout the remainder of this proof, we assume that, upon triggering

⟨𝑑𝑒𝑝.Decide | 𝑣⟩, 𝜋 satisfies 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True.
Upon initialization, 𝜋 sets 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (line 9). By the Integrity property of 𝑑𝑒𝑝 , 𝜋 does not

trigger ⟨𝑑𝑒𝑝.Decide⟩ more than once. As a result, 𝜋 cannot have previously set 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False
by executing line 26 - the line is guarded by ⟨𝑑𝑒𝑝.Decide⟩ (line 23). The only other option is that 𝜋

previously set 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False by executing line 22. To do so, 𝜋 must have satisfied

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑤}| ≥ (4𝑓 + 1)

(line 19), as 𝜋 also immediately triggers ⟨𝑐𝑜𝑛.Decide | 𝑤⟩ (line 21). By Lemma 3, however, 𝜋 can

only trigger ⟨𝑑𝑒𝑝.Decide | 𝑤⟩, which proves 𝑣 = 𝑤 and concludes the lemma. □

Theorem 2. Blink satisfies Representative Validity.

Proof. Let us assume that some correct server 𝜋 triggers ⟨𝑐𝑜𝑛.Decide | 𝑣⟩ for some 𝑣 ∈ B. By
Lemma 1, 𝜋 eventually triggers ⟨𝑑𝑒𝑝.Decide⟩. By Lemma 4, 𝜋 triggers ⟨𝑑𝑒𝑝.Decide | 𝑣⟩. By the

Validity property of 𝑑𝑒𝑝 , at least one correct server 𝜌 triggered ⟨𝑑𝑒𝑝.Propose | 𝑣⟩. 𝜌 does so (line

17 only) only if 𝜌 satisfies

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣}| ≥ (2𝑓 + 1)

By Observation 1, 𝜌 delivered a [Suggest, 𝑣] message from (2𝑓 + 1) distinct servers. As we assume

at most 𝑓 faulty servers, at least (𝑓 + 1) correct servers issued a [Suggest, 𝑣] message.

A correct server issues a [Suggest, 𝑣]message (line 12 only) only upon triggering ⟨𝑐𝑜𝑛.Propose | 𝑣⟩
(line 10). This proves that at least (𝑓 + 1) correct servers triggered ⟨𝑐𝑜𝑛.Propose | 𝑣⟩ and concludes

the theorem. □

A.7 Integrity and Agreement
Theorem 3. Blink satisfies Integrity.

Proof. A correct server triggers ⟨𝑐𝑜𝑛.Decide⟩ (line 21 or 25) only if 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (lines 20
and 24). Immediately after triggering ⟨𝑐𝑜𝑛.Decide⟩, a correct server sets 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True (line 22 or

26). A correct server never sets 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 back to False. Hence, a correct server triggers ⟨𝑐𝑜𝑛.Decide⟩
at most once, and the theorem is proved. □

Theorem 4. Blink satisfies Agreement.

Proof. By Lemma 1, every correct server eventually triggers ⟨𝑑𝑒𝑝.Decide⟩. By the Agreement

property of 𝑑𝑒𝑝 , every correct server eventually triggers ⟨𝑑𝑒𝑝.Decide | 𝑣⟩ for the same value 𝑣 . By

Lemma 4, every correct server that triggers ⟨𝑐𝑜𝑛.Decide⟩ triggers ⟨𝑐𝑜𝑛.Decide | 𝑣⟩, and the theorem
is proved □

A.8 Latency
Theorem 5. If every correct server triggers ⟨𝑐𝑜𝑛.Propose | 𝑣⟩ for the same 𝑣 ∈ B, every correct server
triggers ⟨𝑐𝑜𝑛.Decide⟩ within one message delay.
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Proof. Let 𝑣 ∈ B, let us assume that every correct server triggers ⟨𝑐𝑜𝑛.Propose | 𝑣⟩. Let 𝜌 be a

correct server. Upon triggering ⟨𝑐𝑜𝑛.Propose | 𝑣⟩ (line 10) 𝜌 sends a [Suggest, 𝑣] message to every

server (lines 11 and 12). Because 𝜌 never issues a Suggest message other than upon triggering

⟨𝑐𝑜𝑛.Propose⟩, and because 𝜌 never triggers ⟨𝑐𝑜𝑛.Propose⟩ more than once, 𝜌 never issues any

[Suggest, 𝑣] message.

Let 𝜋 be a correct server. As we assume at most 𝑓 faulty servers, within one message delay 𝜋 de-

livers at least (4𝑓 + 1) [Suggest, 𝑣] messages from correct sources. Upon delivering a [Suggest, 𝑣]
message from a correct server 𝜎 (line 13), 𝜋 sets 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣 (line 14). Because 𝜎 never

issues a [Suggest, 𝑣] message, and because 𝜋 sets 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑥 (line 14 only) only upon

delivering a [Suggest, 𝑥] message from 𝜎 (line 13), within one message delay 𝜋 satisfies

|{𝜎 ∈ Π s.t. 𝑠𝑢𝑔𝑔𝑒𝑠𝑡𝑖𝑜𝑛𝑠 [𝜎] = 𝑣}| ≥ (4𝑓 + 1)
and triggers the event at line 19.

Upon initialization, 𝜋 sets 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (line 9). 𝜋 updates 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 to True (lines 22 and 26

only) only after triggering ⟨𝑐𝑜𝑛.Decide⟩ (lines 21 and 25). Upon triggering the event at line 19, 𝜋

satisfies either 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True or 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False. If 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = True, then 𝜋 previously triggered

⟨𝑐𝑜𝑛.Decide⟩. If 𝑑𝑒𝑐𝑖𝑑𝑒𝑑 = False (line 20) then 𝜋 triggers ⟨𝑐𝑜𝑛.Decide⟩ (line 21). This proves that
𝜋 triggers ⟨𝑐𝑜𝑛.Decide⟩ within one message delay and concludes the theorem. □
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B FLUTTER
Appx. B.1 first presents Flutter’s client algorithm. Appx. B.2 presents auxiliary notations and results

required for the following sections. Appx. B.3, Appx. B.4, and Appx. B.5 present proofs to the fullest

extent of formal details for Flutter’s No Duplication and Integrity properties, Agreement and Total

Order properties, and Validity property, respectively. Appx. B.6 fully proves Flutter’s good-case

latency. Appx. B.7 discusses the impact of denial of services attacks on Flutter.

B.1 Client Algorithm
Alg. 3 describes Flutter’s client algorithm and complements Alg. 1 describing Flutter’s server

algorithm presented in §4.4 of the main document.

Algorithm 3 Flutter client

1: Implements:
2: TotalOrderBroadcast, instance tob

3: Uses:
4: AuthenticatedFifoLinks, instance af

5: Parameters:
6: Δ̃ ∈ T: message delay estimate ⊲ Equals Δ under synchrony, arbitrary otherwise

7: 𝜖 ∈ T+: bet margin ⊲ Arbitrarily small

8: upon event ⟨𝑡𝑜𝑏.Init⟩ do
9: 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 : Map(M → (N × T) ) = {}
10: 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 : Map( (M × T × Π) → B)
11: procedure submit(𝑚,𝑟 ) is
12: 𝑏 = 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ( ) + 2

𝑟 Δ̃ + 𝜖
13: for all 𝜋 ∈ Π do
14: trigger ⟨𝑎𝑓 .Send | 𝜋, [Message,𝑚,𝑏 ] ⟩
15: 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] = (𝑟,𝑏 )
16: upon event ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩ do
17: 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 0)
18: upon event ⟨𝑎𝑓 .Deliver | 𝜋, [Decision,𝑚,𝑏, 𝑣 ] ⟩ do
19: 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [ (𝑚,𝑏, 𝜋 ) ] = 𝑣

20: upon exists (𝑚 → (𝑟, 𝑏 ) ) ∈ 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 such that | {𝜋 s.t. 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [ (𝑚,𝑏, 𝜋 ) ] = False} | ≥ (𝑓 + 1) do
21: 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚,𝑟 + 1)

B.2 Auxiliary Results
Notation 1 (Set crop). Let 𝑋 be a totally ordered set, let 𝑥 ∈ 𝑋 . We use

(𝑋 |≤𝑥 ) = {𝑦 ∈ 𝑋 s.t. 𝑦 ≤ 𝑥}
(𝑋 |<𝑥 ) = {𝑦 ∈ 𝑋 s.t. 𝑦 < 𝑥}

Notation 2 (Range). Let 𝑎, 𝑏 ∈ N such that 𝑎 ≤ 𝑏. We use

𝑎..𝑏 = {𝑎, 𝑎 + 1, . . . , 𝑏}

Lemma 5. Let 𝑋 be a totally ordered set such that

∀𝑥 ∈ 𝑋, | (𝑋 |≤𝑥 ) | < ∞
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A strictly increasing sequence 𝑧 exists such that

∀𝑥 ∈ 𝑋, ∃𝑛 s.t. 𝑧𝑛 = 𝑥

Proof. Let 𝜙 : 𝑋 → N be defined by

𝜙 (𝑥) = | (𝑋 |≤𝑥 ) |
The lemma is proved by showing that 𝜙 is a bijection between 𝑋 and {𝑛 ∈ N s.t. 𝑛 ≤ |𝑋 |}, and that

𝜙−1
is strictly increasing.

Result 5.1. Let 𝑥,𝑦 ∈ 𝑋 such that 𝑥 < 𝑦. We have (𝑋 |≤𝑥 ) ⊂
(
𝑋 |≤𝑦

)
.

Proof. Let ℎ ∈ (𝑋 |≤𝑥 ). We have ℎ ≤ 𝑥 < 𝑦, which proves ℎ ∈
(
𝑋 |≤𝑦

)
. Moreover, because

𝑥 < 𝑦, we have 𝑦 ∉ (𝑋 |≤𝑥 ). Finally, because 𝑦 ≤ 𝑦, we obviously have 𝑦 ∈
(
𝑋 |≤𝑦

)
. In summary,

(𝑋 |≤𝑥 ) ⊆
(
𝑋 |≤𝑦

)
and

(
𝑋 |≤𝑦

)
\ (𝑋 |≤𝑥 ) ⊇ {𝑦} ≠ ∅, hence (𝑋 |≤𝑥 ) ⊂

(
𝑋 |≤𝑦

)
. □

Result 5.2. 𝜙 is injective.

Proof. Let 𝑥,𝑦 ∈ 𝑋 such that 𝑥 ≠ 𝑦. Let us assume without loss of generality 𝑥 < 𝑦. By Result

5.1, we have

𝜙 (𝑥) = | (𝑋 |≤𝑥 ) | <
�� (𝑋 |≤𝑦 ) �� = 𝜙 (𝑦)

which proves 𝜙 (𝑥) ≠ 𝜙 (𝑦). □

Result 5.3. Let 𝑥 ∈ 𝑋 . For all 𝑛 ∈ 1..𝜙 (𝑥), some ℎ ∈ 𝑋 exists such that 𝜙 (ℎ) = 𝑛.

Proof. We start by noting that the result obviously holds true for 𝑛 = 𝜙 (𝑥).
Let 𝑦 ∈ (𝑋 |<𝑥 ). Noting that 𝑦 ≤ 𝑦, we obviously have

(
𝑋 |≤𝑦

)
⊇ {𝑦}, hence 𝜙 (𝑦) ≥ 1. Moreover,

because 𝑦 < 𝑥 , by Result 5.1 we have 𝜙 (𝑦) < 𝜙 (𝑥). In summary, for every 𝑦 ∈ (𝑋 |<𝑥 ), we have
𝜙 (𝑦) ∈ 1..(𝜙 (𝑥) − 1).

Noting that

(𝑋 |<𝑥 ) = {𝑦 ∈ 𝑋 s.t. 𝑦 < 𝑥} = {𝑦 ∈ 𝑋 s.t. 𝑦 ≤ 𝑥,𝑦 ≠ 𝑥} = {𝑦 ∈ 𝑋 s.t. 𝑦 ≤ 𝑥} \ {𝑥} = (𝑋 |≤𝑥 ) \ {𝑥}
we have | (𝑋 |<𝑥 ) | = 𝜙 (𝑥) − 1.

In summary, | (𝑋 |<𝑥 ) | contains 𝜙 (𝑥) − 1 elements. For every 𝑦 ∈ (𝑋 |<𝑥 ) we have 𝜙 (𝑦) ∈
1..(𝜙 (𝑥) − 1). For every 𝑦,𝑤 ∈ (𝑋 |<𝑥 ) such that 𝑦 ≠ 𝑤 , we have 𝜙 (𝑦) ≠ 𝜙 (𝑤). By the pigeonhole

principle, for all 𝑛 ∈ 1..(𝜙 (𝑥) − 1) some ℎ ∈ (𝑋 |<𝑥 ) exists such that 𝜙 (ℎ) = 𝑛, and the result is

proved. □

Result 5.4. If 𝑋 is finite, then 𝜙 is surjective on 1..|𝑋 |.

Proof. Because 𝑋 is finite, 𝑋 has a maximum. Let 𝑥 = max𝑋 . By definition we have 𝜙 (𝑥) = |𝑋 |,
and the result follows immediately from Result 5.3. □

Result 5.5. If 𝑋 is infinite, then 𝜙 is surjective on N.

Proof. By hypothesis, for all 𝑥 ∈ 𝑋 we have | (𝑋 |≤𝑥 ) | < ∞. As a result we have
∀𝑥 ∈ 𝑋, (𝑋 \ (𝑋 |≤𝑥 )) ≠ ∅

This proves the existence of some function 𝛼 : 𝑋 → 𝑋 such that

𝛼 (𝑥) ∈ (𝑋 \ (𝑋 |≤𝑥 ))
By definition, for all 𝑥 ∈ 𝑋 we have 𝛼 (𝑥) > 𝑥 . By Result 5.1, we then have

𝜙 (𝛼 (𝑥)) > 𝜙 (𝑥)



30 Matteo Monti, Martina Camaioni, and Pierre-Louis Roman

or equivalently

𝜙 (𝛼 (𝑥)) ≥ 𝜙 (𝑥) + 1

Noting that, for all 𝑥 ∈ 𝑋 , we have 𝑥 ≤ 𝑥 hence 𝜙 (𝑥) ≥ 1, by induction we have

∀𝑥 ∈ 𝑋,∀𝑛 ∈ N, 𝜙 (𝛼𝑛 (𝑥)) ≥ 𝑛

We can now prove the surjectivity of 𝜙 . Let 𝑛 ∈ N. Let 𝑥 ∈ 𝑋 , let 𝑦 = 𝛼𝑛 (𝑥), we have 𝜙 (𝑦) ≥ 𝑛.
By Result 5.3, some ℎ ∈ 𝑋 exists such that 𝜙 (ℎ) = 𝑛. Because this holds for every 𝑛, 𝜙 is surjective

on N. □

By Results 5.2, 5.4 and 5.5, 𝜙 is a bijection between 𝑋 and {𝑛 ∈ N s.t. 𝑛 ≤ |𝑋 |}.

Result 5.6. Let 𝑛,𝑚 ≤ |𝑋 | such that 𝑛 < 𝑚. We have 𝜙−1 (𝑛) < 𝜙−1 (𝑚).

Proof. For the sake of readability, let 𝑥 = 𝜙−1 (𝑛), let 𝑦 = 𝜙−1 (𝑚). Note that, by the injectivity

of 𝜙−1
, we have 𝑥 ≠ 𝑦. Let us assume for the sake of contradiction that 𝑥 > 𝑦. By Result 5.1 we

would have

𝑛 = 𝜙 (𝑥) > 𝜙 (𝑦) =𝑚
which contradicts 𝑛 < 𝑚 and proves the result. □

By Result 5.6, 𝜙−1 is increasing, and the lemma is proved.

□

Lemma 6. Let 𝑋 be a totally ordered set. Let 𝑧, 𝑧′ be strictly increasing sequences such that

∀𝑥 ∈ 𝑋, ∃𝑛 s.t. 𝑧𝑛 = 𝑥

∀𝑥 ∈ 𝑋, ∃𝑛′ s.t. 𝑧′𝑛′ = 𝑥

We have 𝑧 = 𝑧′.

Proof. Let us assume for the sake of contradiction that 𝑧 ≠ 𝑧′. Let

𝑛 = min𝑚 ∈ N s.t. 𝑧𝑚 ≠ 𝑧′𝑚

We have

∀𝑚 < 𝑛, 𝑧𝑚 = 𝑧′𝑚

we have 𝑧𝑛, 𝑧
′
𝑛 ∈ 𝑋 , but 𝑧𝑛 ≠ 𝑧′𝑛 . Let us assume without loss of generality that 𝑧𝑛 < 𝑧′𝑛 . Because 𝑧 is

strictly increasing we have

∀𝑚 < 𝑛,
(
𝑧′𝑚 = 𝑧𝑚

)
≠ 𝑧𝑛

and because 𝑧′ is strictly increasing we have

∀𝑚 > 𝑛, 𝑧′𝑚 > 𝑧′𝑛 > 𝑧𝑛

In summary, we have

∀𝑚 < 𝑛, 𝑧′𝑚 ≠ 𝑧𝑛

𝑧′𝑛 ≠ 𝑧𝑛

∀𝑚 > 𝑛, 𝑧′𝑚 ≠ 𝑧𝑛

Which proves that 𝑧𝑛 ∈ 𝑋 does not appear anywhere in 𝑧′, contradicts the hypothesis, and proves

the lemma. □
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B.3 No Duplication and Integrity
Observation 2. Let 𝜋 be a correct server. Upon initialization, 𝜋 sets 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 = {} (line 10). 𝜋
never removes elements from 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 . This means 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 is non-decreasing at 𝜋 . Equivalently,

𝜋 satisfies (𝜃,𝑚) ∈ 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 if and only if 𝜋 added (𝜃,𝑚) to 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 .

Observation 3. Let 𝜋 be a correct server. Upon initialization, 𝜋 sets 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 = {} (line 8). 𝜋
never removes elements from 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 . This means 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 is non-decreasing at 𝜋 . Equivalently,

𝜋 satisfies (𝜃,𝑚,𝑏) ∈ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 if and only if 𝜋 added (𝜃,𝑚,𝑏) to 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 .

Theorem 6. Flutter satisfies No Duplication.

Proof. Let 𝜋 be a correct server. 𝜋 triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩ (line 49 only) only if (𝜃,𝑚) ∉
𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 (line 48). Immediately after triggering ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩, 𝜋 adds (𝜃,𝑚) to 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑
(line 50). The theorem follows immediately from Observation 2 □

Lemma 7. Let 𝜃 be a correct client. For every𝑚 ∈ 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 at 𝜃 , 𝜃 triggered ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩.

Proof. Upon initialization, 𝜃 sets 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 = {} (line 9). 𝜃 sets 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] (line 15 only)
only upon executing 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) (line 11). 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) only from lines 17 and 21,

respectively: upon triggering ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩ (line 16); and only if𝑚 ∈ 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 (line 20).
By induction, for every𝑚 ∈ 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 at 𝜋 , 𝜋 triggered ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩. □

Lemma 8. Let 𝜃 be a correct client, let 𝑚 ∈ M. If 𝜃 issues any [Message,𝑚, _] message, then 𝜃
triggered ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩.

Proof. Immediately after issuing a [Message,𝑚, _] message (line 14 only), 𝜃 sets 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚]
(line 15). The lemma immediately follows from Lemma 7. □

Theorem 7. Flutter satisfies Integrity.

Proof. Let 𝜋 be a correct server, let 𝜃 be a correct client, let 𝑚 ∈ M such that 𝜋 triggers

⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩. 𝜋 triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩ (line 49 only) only upon executing 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏)
for some 𝑏 ∈ T (line 47). 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) (line 45 only) only if 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝜃,𝑚,𝑏)] = True
(line 44). 𝜋 sets𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝜃,𝑚,𝑏)] = True (line 42 only) only upon triggering ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide | True⟩
(line 40). By the Representative Validity property of 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)], at least one correct server 𝜌
triggered ⟨𝑐𝑜𝑛[𝜃,𝑚,𝑏] .Propose | True⟩. 𝜌 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ (line 35 only)

only upon delivering a [Message,𝑚,𝑏] from 𝜃 . By Lemma 8, 𝜃 triggered ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩, and
the theorem is proved. □

B.4 Agreement and Total Order
Assumption 1. (Θ ×M × T) is ordered by successively comparing the time, client, and message

components:(
(𝜃,𝑚,𝑏) ≥ (𝜃 ′,𝑚′, 𝑏′)

)
𝑑𝑒𝑓
⇐⇒

(
(𝑏 > 𝑏′) ∨ (𝑏 = 𝑏′ ∧ 𝜃 > 𝜃 ′) ∨ (𝑏 = 𝑏′ ∧ 𝜃 = 𝜃 ′ ∧𝑚 ≥ 𝑚′)

)
The ordering criterion chosen for clients and messages is not important. Adequate criteria include,

e.g., lexicographic ordering of message payloads / client identifiers.

Observation 4. Let 𝜋 be a correct server. Upon initialization, 𝜋 sets 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 = {} (line 7). 𝜋
never removes elements from 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 . This means 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 is non-decreasing at 𝜋 . Equivalently,

𝜋 satisfies (𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 if and only if 𝜋 added (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 .
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Definition 1 (Universe). The universe U ⊆ (Θ ×M × T) includes (𝜃,𝑚,𝑏) if and only if any

correct server eventually adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 .
Notation 3 (Universe, time-cropped). For all 𝑡 ∈ T, we use

U|≤𝑡 = {(𝜃,𝑚,𝑏) ∈ U s.t. 𝑏 ≤ 𝑡}
Lemma 9. Let 𝜋 be a correct server, let (𝜃,𝑚,𝑏) ∈ (Θ,M,T). Upon returning from an invocation to
𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏), 𝜋 satisfies (𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 .

Proof. Upon invoking 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏),𝜋 either satisfies (𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 or (𝜃,𝑚,𝑏) ∉ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 .
If (𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 , the lemma holds trivially. If (𝜃,𝑚,𝑏) ∉ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 (line 24) then 𝜋 adds

(𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 (line 28). □

Lemma 10. Let (𝜃,𝑚,𝑏) ∈ U. Eventually, every correct server adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 .

Proof. By Definition 1, some correct server 𝜋 eventually adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 . 𝜋 does so

only by executing line 28. Immediately before doing so, 𝜋 sends an [Observe, 𝜃,𝑚,𝑏] message

to every server (lines 25 and 26). Upon delivering 𝜋 ’s [Observe, 𝜃,𝑚,𝑏] message (line 29), a cor-

rect server 𝜌 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) (line 30). The lemma immediately follows from Lemma 9 and

Observation 4. □

Lemma 11. Let (𝜃,𝑚,𝑏) ∈ U. Eventually, every correct server triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide⟩.

Proof. By Lemma 10, every correct server eventually adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 . Let 𝜋 be a

correct server. Let 𝑎 denote the time when 𝜋 adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 . By Observation 4, 𝜋 satisfies

(𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 forever after 𝑎.

Upon initialization, 𝜋 sets 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 = {} (line 8). Moreover, 𝜋 adds (𝜃,𝑚,𝑏) to 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 (lines

36 and 39) only after triggering ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose⟩ (lines 35 and 38). Finally, 𝜋 never triggers

⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose⟩ (lines 35 and 38) unless (𝜃,𝑚,𝑏) ∉ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 (lines 33 and 37). In summary,

if (𝜃,𝑚,𝑏) ∈ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 at 𝜋 , then 𝜋 triggered ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose⟩ exactly once.

At all times after max (𝑎, 𝑏), 𝜋 satisfies (𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 and 𝑏 < 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 (). As a result, 𝜋
eventually adds (𝜃,𝑚,𝑏) to 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 . Indeed, let us assume, for the sake of contradiction, that 𝜋

never adds (𝜃,𝑚,𝑏) to 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 . 𝜋 would forever satisfy the condition at line 37. This would result

in 𝜋 eventually triggering the condition, thus adding (𝜃,𝑚,𝑏) to 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 (line 39).

In summary,𝜋 eventually adds (𝜃,𝑚,𝑏) to𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 . As a result,𝜋 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose⟩
once. By the Termination property of 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)], 𝜋 eventually triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide⟩,
and the lemma is proved. □

Definition 2 (Filtered universe). The filtered universe F ⊆ U includes (𝜃,𝑚,𝑏) if and only if

the decision of 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] is True.
We underline that, by Lemma 11 and the Agreement property of Consensus, Definition 2 is

well-formed.

Notation 4 (Filtered universe, time-cropped). For all 𝑡 ∈ T, we use
F |≤𝑡 = F ∩U|≤𝑡

Observation 5. Let 𝜋 be a correct server, let 𝜌 be a server. Upon initialization, 𝜋 sets

𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] = −∞ (line 11). 𝜋 updates 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] only to a value greater or equal to

𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] (line 18). This means that 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] is non-decreasing at 𝜋 .

Observation 6. Let 𝜋 be a correct server. 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () (line 19) returns the largest 𝑡 such that at

least (4𝑓 + 1) values in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 are greater or equal to 𝑡 . By Observation 5, this means that

𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () is non-decreasing at 𝜋 .
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Lemma 12. Let 𝜋 be a correct server, let 𝑡 ∈ T. If |U| = ∞, then 𝜋 eventually satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑡 .

Proof. We start by noting that a correct server adds an element to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 (line 28) only after

scheduling 𝑏𝑒𝑎𝑡 () for execution (line 27). By Lemma 10, every correct server invokes 𝑏𝑒𝑎𝑡 () infinite
times. Let 𝑡∗ denote any moment when every correct server satisfies 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 () ≥ 𝑡 . Eventually,
every correct server 𝜌 invokes 𝑏𝑒𝑎𝑡 () after 𝑡∗. Upon doing so, 𝜌 sends a

[Time, (𝑡 ′ = 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ()) ≥ 𝑡]

message to 𝜋 (lines 15 and 16). Upon delivering 𝜌’s [Time, 𝑡 ′] message (line 17) 𝜋 sets

𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] ≥ 𝑡 ′ (line 18). By Observation 5, 𝜋 eventually satisfies 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] ≥ 𝑡 for
every correct server 𝜌 . As we assume at most 𝑓 faulty servers, 𝜋 eventually has (4𝑓 + 1) values in
𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 that are greater or equal to 𝑡 . 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () (line 19) returns the highest 𝑡 such that at

least (4𝑓 + 1) values in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 are greater or equal to 𝑡 (line 20). Eventually, we have 𝑡 ≥ 𝑡 ,
and the lemma is proved. □

Observation 7. Let 𝜋 be a correct server. Upon initialization, 𝜋 sets 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 = {} (line 9). 𝜋 never

removes elements from 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 . This means 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 is non-decreasing at 𝜋 . Equivalently, 𝜋

satisfies (𝜃,𝑚,𝑏) ∈ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 if and only if 𝜋 added (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 .

Definition 3 (Candidates). Let 𝜋 be a correct server. 𝜋 ’s candidates C[𝜋] ⊆ (Θ ×M × T) includes
(𝜃,𝑚,𝑏) if and only if 𝜋 eventually adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 .

Lemma 13. Let 𝜋 be a correct server. We have C[𝜋] ⊆ U.

Proof. Let (𝜃,𝑚,𝑏) ∈ C[𝜋]. 𝜋 adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23 only) only upon executing

𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏). By Lemma 9 andDefinition 1we then have (𝜃,𝑚,𝑏) ∈ U, and the lemma is proved. □

Notation 5 (Candidates, time-cropped). Let 𝜋 be a correct server. For all 𝑡 ∈ T, we use

C[𝜋] |≤𝑡 = {(𝜃,𝑚,𝑏) ∈ C[𝜋] s.t. 𝑏 ≤ 𝑡}

Lemma 14. Let 𝜋 be a correct server, let 𝑡 ∈ T. We have |C[𝜋] |≤𝑡 | < ∞.

Proof. We start by noting that 𝜋 adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23 only) only upon invoking

𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏). By Lemma 9, at any point in time 𝜋 must thereofore satisfy

|𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 | ≤ |𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 | + 1

(the equality can only hold, briefly, whenever 𝜋 has added some (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23)
but not yet to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 (line 28)). As a result, if |U| < ∞, by Definition 1 𝜋 always satisfies

|𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 | ≤ |𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 | + 1 ≤ |U| + 1 < ∞

and the lemma is immediately proved. Throughout the remainder of this proof, we assume |U| = ∞.
Let 𝑡∗ denote any time when 𝜋 satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () > 𝑡 . By Lemma 12, 𝑡∗ is guaranteed to

exist. 𝜋 invokes 𝑠𝑝𝑜𝑡 (lines 32 and 30 only) only upon delivering a Message (line 31) or Observe
(line 30) message. Moreover, 𝜋 adds (𝜃,𝑚,𝑏 ≤ 𝑡) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23 only) only if 𝜋 satisfies

𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () < (𝑡 ≥ 𝑏) (line 22). By the two above, Observation 5 and Notation 5, we then have

that |C[𝜋] |≤𝑡 | is bounded by the number of messages 𝜋 delivers by time 𝑡∗. As 𝜋 cannot deliver

infinite messages in finite time, we have |C[𝜋] |≤𝑡 | < ∞, and the lemma is proved. □

Lemma 15. Let (𝜃,𝑚,𝑏) ∈ U such that some correct server 𝜋 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩.
𝜋 sends an [Observe, 𝜃,𝑚,𝑏] message to every server before sending any [Time, 𝑡 ≥ 𝑏] to any server.
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Proof. We start by noting that, by Observation 4, if 𝜋 satisfies (𝜃,𝑚,𝑏) ∈ 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 , then 𝜋
previously sent an [Observe, 𝜃,𝑚,𝑏] message to every server. Indeed, 𝜋 adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑
(line 28 only) only after sending an [Observe, 𝜃,𝑚,𝑏] message to every server (lines 25 and 26).

𝜋 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ (line 35 only) only if, upon evaluating line 34 at some

time 𝑡∗, 𝜋 finds that 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 () < 𝑏. Before evaluating line 34, 𝜋 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) (line 32).
Consequently, by Lemma 9, by time 𝑡∗ 𝜋 sent an [Observe, 𝜃,𝑚,𝑏] message to every server.

𝜋 issues a [Time, 𝑡 ≥ 𝑏] (line 16 only) only if 𝜋 satisfies 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 () ≥ 𝑏. Because a correct

server’s local time is non-decreasing, if 𝜋 issues any [Time, 𝑡 ≥ 𝑏] message, 𝜋 does so after 𝑡∗: the
lemma is proved. □

Lemma 16. Let 𝜋 be a correct server. We have F ⊆ C[𝜋].

Proof. Let (𝜃,𝑚,𝑏) ∈ F . Let Σ denote the set of correct servers that trigger

⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩. ByDefinition 2 and the Representative Validity property of 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)],
we have |Σ| ≥ (𝑓 + 1). As an immediate consequence, we have (𝜃,𝑚,𝑏) ∈ U. Indeed, let 𝜌 ∈ Σ. Im-

mediately before triggering ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ (line 35 only), 𝜌 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏)
(line 32): by Lemma 9, (𝜃,𝑚,𝑏) ∈ U.

The lemma trivially holds true if 𝜋 never satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏. In that case, before adding

(𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 (line 28 only), 𝜋 finds that 𝑏 > 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () (line 22) and adds (𝜃,𝑚,𝑏) to
𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23). Throughout the remainder of this proof, we assume that server eventually

satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏.
Let 𝑡+ denote the moment when 𝜋 first satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏: 𝜋 satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () < 𝑏 at

all times before 𝑡+. In order for 𝜋 to satisfy 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏 (line 19), 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 must contain

at least (4𝑓 + 1) values that are greater or equal to 𝑏. This means that the set Φ ⊆ Π that includes 𝜎

if and only if 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜎] > 𝑏 at 𝜋 at time 𝑡+ contains at least (4𝑓 + 1) elements.

By the pigeonhole principle, Σ and Φ intersect in at least one correct server 𝜌 . 𝜋 sets

𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] ≥ 𝑏 (line 18 only) only upon delivering a [Time, 𝑡 ≥ 𝑏] message from 𝜌 (line 17).

This means that, by time 𝑡+, 𝜋 delivered a [Time, 𝑡 ≥ 𝑏] message from 𝜌 . By Lemma 15 and the FIFO

property of FIFO links, 𝜋 does not deliver any [Time, 𝑡 ≥ 𝑏] message from 𝜌 before delivering 𝜌’s

[Observe, 𝜃,𝑚,𝑏] message. In summary, 𝜋 delivers a [Observe, 𝜃,𝑚,𝑏] message before 𝑡∗. Upon
doing so (line 29), 𝜋 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) (line 30), finds that 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () < 𝑏 (line 22) and adds

(𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23). This proves (𝜃,𝑚,𝑏) ∈ C[𝜋] and concludes the lemma. □

Corollary 1. For all 𝑡 ∈ T we have |F |≤𝑡 | < ∞.

Proof. By Definitions 2 and 3 and Lemmas 14 and 16, for any correct server 𝜋 we have

| (F |≤𝑡 ⊆ C[𝜋] |≤𝑡 ) | < ∞
□

Corollary 2. One and only one strictly increasing sequence F exists such that

∀(𝜃,𝑚,𝑏) ∈ F , ∃𝑛 s.t. F𝑛 = (𝜃,𝑚,𝑏)

Proof. It follows immediately from Corollary 1 and Lemmas 5 and 6. □

Notation 6 (Filtered universe as a sequence). We use F to interchangeably denote the filtered

universe as a set (Definition 2) and as a strictly increasing enumeration (Corollary 2).

Definition 4 (Order calls). Let 𝜋 be a correct server. 𝜋 ’s sequence of order calls

O[𝜋] ∈ (Θ ×M × T)≤∞

captures the sequence of invocations 𝜋 makes to the 𝑜𝑟𝑑𝑒𝑟 procedure (line 47).
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For example, if 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 exactly three times, 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) first, 𝑜𝑟𝑑𝑒𝑟 (𝜃 ′,𝑚′, 𝑏′) second
and 𝑜𝑟𝑑𝑒𝑟 (𝜃 ′′,𝑚′′, 𝑏′′) third, then

O[𝜋] = [(𝜃,𝑚,𝑏), (𝜃 ′,𝑚′, 𝑏′), (𝜃 ′′,𝑚′′, 𝑏′′)]

Lemma 17. Let 𝜋 be a correct server. O[𝜋] is strictly increasing.

Proof. Let 𝑘, 𝑛 ≤ |O[𝜋] | such that 𝑘 < 𝑛. Let (𝜃,𝑚,𝑏) = O[𝜋]𝑘 , let (𝜃 ′,𝑚′, 𝑏′) = O[𝜋]𝑛 .
Immediately after invoking 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) (line 45), 𝜋 sets 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃,𝑚,𝑏) (line 46). By
Observation 8, when 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃 ′,𝑚′, 𝑏′) we still have 𝑙𝑎𝑠𝑡_𝑜𝑟𝑑𝑒𝑟 ≥ (𝜃,𝑚,𝑏). 𝜋 invokes

𝑜𝑟𝑑𝑒𝑟 (𝜃 ′,𝑚′, 𝑏′) (line 45), however, only if (𝜃 ′,𝑚′, 𝑏′) > 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 (line 43). To summarize,

when 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃 ′,𝑚′, 𝑏′), we have

(𝜃 ′,𝑚′, 𝑏′) > 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏)

which proves O[𝜋]𝑘 < O[𝜋]𝑛 and concludes the lemma. □

Lemma 18. Let 𝜋 be a correct server, let 𝑛 ≤ |O[𝜋] |. We have O[𝜋]𝑛 ∈ F .

Proof. 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) (line 45 only) only if 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝜃,𝑚,𝑏)] = True (line 44). Upon
initialization, 𝜋 sets 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 = {} (line 12). 𝜋 sets 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝜃,𝑚,𝑏)] = True (line 42 only) only
upon triggering ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide | True⟩ (line 40). The lemma follows immediately from

Definition 2. □

Observation 8. Let 𝜋 be a correct server. 𝜋 updates 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 to (𝜃,𝑚,𝑏) (line 46 only) only
if (𝜃,𝑚,𝑏) > 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 (line 43). This means that 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 is non-decreasing at 𝜋 .

Lemma 19. Let 𝜋 be a correct server, let (𝜃,𝑚,𝑏) ∈ C[𝜋]. Upon adding (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 , 𝜋
satisfies (𝜃,𝑚,𝑏) > 𝑙𝑎𝑠𝑡_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 .

Proof. Let (𝜃 ∗,𝑚∗, 𝑏∗) denote the value of 𝑙𝑎𝑠𝑡_𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 at𝜋 when𝜋 adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 .
The lemma trivially holds if 𝑏∗ = −∞ (line 13). Throughout the remainder of this proof, we assume

𝑏∗ > −∞. Upon setting 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃 ∗,𝑚∗, 𝑏∗) (line 46 only), 𝜋 satisfied 𝑏∗ ≤ 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 ()
(line 43). When 𝜋 adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23 only), however, 𝜋 satisfies 𝑏 > 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 ()
(line 22). By Observation 6, we then have 𝑏 > 𝑏∗, and the lemma immediately follows from

Assumption 1. □

Lemma 20. Let 𝜋 be a correct server. Let (𝜃,𝑚,𝑏) ∈ C[𝜋]. 𝜋 does not satisfy 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥
(𝜃,𝑚,𝑏), before invoking 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏).

Proof. Let us assume 𝜋 eventually satisfies 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏). Let (𝜃+,𝑚+, 𝑏+) denote
the first value 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 takes at 𝜋 such that (𝜃+,𝑚+, 𝑏+) ≥ (𝜃,𝑚,𝑏). Let (𝜃−,𝑚−, 𝑏−) denote
the value 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 had immediately before being updated to (𝜃+,𝑚+, 𝑏+). We have

(𝜃−,𝑚−, 𝑏−) < (𝜃,𝑚,𝑏) ≤
(
𝜃+,𝑚+, 𝑏+

)
Noting that 𝜋 initializes 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 to (⊥,⊥,−∞ < 𝑏) (line 13), 𝜋 can set 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 =

(𝜃+,𝑚+, 𝑏+) (line 46 only) only if(
𝜃+,𝑚+, 𝑏+

)
= min {(𝜃 ′,𝑚′, 𝑏′) ∈ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 s.t. (𝜃 ′,𝑚′, 𝑏′) > (𝜃−,𝑚−, 𝑏−)} (4)

(line 43).

By Definition 3, 𝜋 eventually adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 . By Lemma 19, when 𝜋 does so, 𝜋

satisfies 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 < (𝜃,𝑚,𝑏). As such, 𝜋 satisfies (𝜃,𝑚,𝑏) ∈ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 before setting
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𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃+,𝑚+, 𝑏+), 𝜋 . By Equation 4, this proves (𝜃+,𝑚+, 𝑏+) ≤ (𝜃,𝑚,𝑏). In summary,

we have (
𝜃+,𝑚+, 𝑏+

)
≥ (𝜃,𝑚,𝑏)(

𝜃+,𝑚+, 𝑏+
)
≤ (𝜃,𝑚,𝑏)

Which proves that 𝜋 eventually sets 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃,𝑚,𝑏). 𝜋 does so (line 43) only when

(𝜃,𝑚,𝑏) ∈ 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 . Because (𝜃,𝑚,𝑏) ∈ F , we must then have 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝜃,𝑚,𝑏)] = True. This
means that, immediately before setting 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃,𝑚,𝑏), 𝜋 satisfies the condition at line

44. As a result, 𝜋 invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) (line 45), and the result is proved. □

Lemma 21. Let 𝜋 be a correct server. Let (𝜃,𝑚,𝑏) ∈ F . For some 𝑛, we have O[𝜋]𝑛 = (𝜃,𝑚,𝑏).

Proof. By Definition 4, the lemma reduces to proving that 𝜋 eventually invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏).
We start by noting that, unless 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (⊥,⊥,−∞) (line 13), we have

𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ∈ C[𝜋]. Indeed,𝜋 sets 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃 ′,𝑚′, 𝑏′) (line 46 only) only if (𝜃 ′,𝑚′, 𝑏′) ∈
𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 43). Moreover, by Observation 8, 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 is non-decreasing. Finally, be-

cause by Lemma 14 we have |C[𝜋]≤ 𝑏 | < ∞, 𝜋 can update the value of 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 only a finite

number of times before 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏). Every time 𝜋 triggers the condition at line 43,

𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 is updated to a new value (line 46). At any point in time, let

(𝜃 ′,𝑚′, 𝑏′) = min

(
ˆ𝜃, 𝑚̂, ˆ𝑏

)
∈ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 s.t.

(
ˆ𝜃, 𝑚̂, ˆ𝑏

)
> 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑

(line 43). As long as 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 < (𝜃,𝑚,𝑏), (𝜃 ′,𝑚′, 𝑏′) is guaranteed to exist. By Lemma 11, 𝜋

eventually satisfies (𝜃 ′,𝑚′, 𝑏′) ∈ 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 . By Lemma 12, 𝜋 eventually satisfies 𝑏′ ≤ 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 ().
This means that the condition at line 43 is eventually guaranteed to trigger, and 𝜋 will update

𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 to a new value. In summary, 𝜋 keeps updating 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 to a new value as

long as 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 < (𝜃,𝑚,𝑏). Having done so a finite number of times, 𝜋 eventually satisfies

𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏). Moreover, by Lemma 16, we have (𝜃,𝑚,𝑏) ∈ C[𝜋]. As a result, by

Lemma 20, 𝜋 eventually invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏), and the lemma is proved. □

Corollary 3. Let 𝜋 be a correct server. We have O[𝜋] = F .

Proof. It follows immediately from Lemmas 17, 18, 21 and 6. □

Corollary 4. Let 𝜋, 𝜋 ′ be correct servers. We have O[𝜋] = O[𝜋 ′].

Proof. It follows immediately from Corollary 3. □

Theorem 8. Flutter satisfies Agreement and Total Order.

Proof. A correct server triggers ⟨𝑡𝑜𝑏.Deliver⟩ (line 49 only) only upon executing 𝑜𝑟𝑑𝑒𝑟 (line 47).

Procedure 𝑜𝑟𝑑𝑒𝑟 implements a deterministic state machine, using only 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 as state: 𝑜𝑟𝑑𝑒𝑟

reads from / writes to only 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 , 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 is read from / written to only by 𝑜𝑟𝑑𝑒𝑟 . Moreover,

every correct server initializes 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 to the same value (line 10). Finally, by Corollary 4, every

correct server issues the same sequence of invocations to 𝑜𝑟𝑑𝑒𝑟 . As a result, every correct server

triggers the same sequence of ⟨𝑡𝑜𝑏.Deliver⟩ events, and the theorem is proved. □
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B.5 Validity
Lemma 22. Let 𝜋 be a correct server, let 𝜃 be a client, let𝑚 ∈ M. If 𝜋 eventually invokes 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏)
for any 𝑏 ∈ T, then 𝜋 eventually triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩.

Proof. By Observation 2, 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 is initially empty at 𝜋 . 𝜋 adds (𝜃,𝑚) to 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 (line 50

only) only after triggering ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩ (line 49). Upon invoking 𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏) (line 47),

𝜋 either satisfies (𝜃,𝑚) ∈ 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 or (𝜃,𝑚) ∉ 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 . If (𝜃,𝑚) ∈ 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 , then 𝜋 already

triggered ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩. If (𝜃,𝑚) ∉ 𝑑𝑒𝑙𝑖𝑣𝑒𝑟𝑒𝑑 (line 18), then 𝜋 triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩
(line 49), and the lemma is proved. □

Corollary 5. Let (𝜃,𝑚,𝑏) ∈ F . Every correct server eventually triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩.

Proof. It follows immediately from Lemma 21, Definition 4 and Lemma 22. □

Lemma 23. Let 𝜃 be a correct client, let𝑚 ∈ M, let 𝐾 ∈ N such that 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) at least
𝐾 times. Let 𝑘 ≤ 𝐾 . The 𝑘-th time 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _), 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚,𝑘 − 1).

Proof. We prove the lemma by induction on 𝑘 . Let assume 𝐾 ≥ 1. Upon initialization, 𝜃 sets

𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 = {} (line 9). 𝜃 sets 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛[𝑚] (line 15 only) only upon executing 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _)
(line 11). This means that, before ever invoking 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _), 𝜃 satisfies𝑚 ∉ 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 . As a

consequence, 𝜃 cannot invoke 𝑜𝑟𝑑𝑒𝑟 (𝑚, _) for the first time from line 21, as that would require

𝑚 ∈ 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 (line 20). The only other possibility is that 𝜃 first invokes 𝑜𝑟𝑑𝑒𝑟 (𝑚, _) from line 17.

We underline that 𝜃 does so only upon triggering ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩ (this will be useful later in
the proof). Upon invoking 𝑜𝑟𝑑𝑒𝑟 (𝑚, _) from line 17, 𝜃 invokes 𝑜𝑟𝑑𝑒𝑟 (𝑚, 0), proving the induction
for 𝑘 = 1.

Let us assume that the induction holds for some 𝑘 < 𝐾 : upon invoking 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) for
the 𝑘-th time, 𝜃 invoked 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚,𝑘 − 1). Because 𝜃 first invoked 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) upon trigger-

ing ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩, 𝜃 cannot invoke 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) for the (𝑘 + 1)-th time from line 17, as

no correct client triggers ⟨𝑡𝑜𝑏.Brodcast | 𝑚⟩ more than once. The only other possibility is that

𝜃 invokes 𝑜𝑟𝑑𝑒𝑟 (𝑚, _) for the (𝑘 + 1)-th time from line 21. By induction hypothesis, upon last

invoking 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) (line 11), 𝜃 set 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] = (𝑘 − 1, _) (line 15). Because 𝜃 only sets

𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] upon executing 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _), when 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) for the (𝑘 + 1)-th time,

𝜃 still satisfies 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] = ((𝑘 − 1), _). This proves (line 21) that the (𝑘 + 1)-th time 𝜃 invokes

𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _), 𝑐𝑙𝑖𝑒𝑛𝑡 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚,𝑘). By induction, the lemma is proved. □

Lemma 24. Let 𝜃 be a correct client, let𝑚 ∈ M such that 𝜃 triggers ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩. If no correct
server ever triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩, then 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) an infinite number of times.

Proof. Let us assume that no correct server ever triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩. We prove by induc-

tion that, for all 𝑘 ∈ N, 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) at least 𝑘 times. Upon triggering ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩
(line 16), 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) (line 17). This proves the induction for 𝑘 = 1.

Let us assume that induction holds for some 𝑘 ≥ 1. Let 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ) capture 𝜃 ’s 𝑘-th 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _)
invocation. Upon executing 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ) (line 11), 𝜃 sends the same [Message, m, b] to every

server (lines 13 and 14), for some𝑏 ∈ T (line 12). 𝜃 then sets 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] = (𝑟, 𝑏) (line 15). Noting
that 𝜃 updates 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] (line 15) only upon executing 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) (line 11), 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛[𝑚]
stays unchanged until 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) for the (𝑘 + 1)-th time.

Upon delivering 𝜃 ’s [Message,𝑚,𝑏] message (line 31), every correct server triggers

⟨𝑐𝑜𝑛[𝜃,𝑚,𝑏] .Propose⟩. By the Termination property of 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] and Corollary 5, every correct
server eventually triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide | False⟩. Upon doing so (line 40) every correct

server sends a [Decision,𝑚,𝑏, False] back message to 𝜃 (line 41).
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Let 𝜋 be a correct server. Upon delivering a [Decision,𝑚,𝑏, False] message from 𝜋 (line 18),

𝜃 sets 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝑚,𝑏, 𝜋)] = False (line 19). 𝜋 updates 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝑚,𝑏, 𝜋)] to some 𝑣 ∈ B (line

19 only) only upon delivering a [Decision,𝑚,𝑏, 𝑣] message from 𝜋 (line 18). In turn, 𝜋 sends a

[Decision,𝑚,𝑏, 𝑣] (line 41 only) only upon triggering ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide | 𝑣⟩ (line 40). By the

No Duplication property of 𝑐𝑜𝑛[(𝜃,𝑚,𝑏)], we then have that 𝜃 never updates 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝑚,𝑏, 𝜋)]
again.

As we assume at least (𝑓 + 1) correct servers, eventually 𝜋 satisfies

|𝜋 s.t. 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 [(𝑚,𝑏, 𝜋)] = False| ≥ (𝑓 + 1)
Because 𝜃 satisfies 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠 [𝑚] = (𝑟, 𝑏) until 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) for the (𝑘 + 1)-th time, 𝜃

eventually triggers the condition at line 20, and invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, _) (line 21). This proves that the
induction holds for (𝑘 + 1) and concludes the lemma. □

Corollary 6. Let 𝜃 be a correct client, let 𝑚 ∈ M such that 𝜃 triggers ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩. If no
correct server ever triggers ⟨𝑡𝑜𝑏.Deliver | 𝑚⟩, then 𝜃 eventually invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ) for every 𝑟 ∈ N.

Proof. It follows immediately from Lemmas 23 and 24. □

Theorem 9. Flutter satisfies Validity.

Proof. Let 𝜃 be a correct client, let 𝑚 ∈ M such that 𝜃 triggers ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩. Let us
assume, for the sake of contradiction, that no correct server ever triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩. By
Corollary 6, 𝜃 eventually invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ) for every 𝑟 ∈ N.

Let 𝑟 ∗ ∈ N such that

2
𝑟 ∗ >

(Δ + 2Ψ)
Δ̂

At some time 𝑡 ∈ T, 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ∗) (line 11). As we assume partial synchrony, and noting

that 𝜖 > 0 (line 7), upon evaluating line 12 𝜃 sets 𝑏 >

(
𝑡 − Ψ + 2

𝑟 ∗ Δ̂
)
. 𝜃 then sends a [Message,𝑚,𝑏]

message to every server (lines 13 and 14).

Let 𝜋 be any correct server. 𝜋 delivers 𝜃 ’s [Message,𝑚,𝑏] message by time (𝑡 + Δ). When 𝜋 does

so (line 31), 𝜋 ’s local time is at most (𝑡 + Δ + Ψ). As a result, upon evaluating line 34, 𝜋 finds

𝑏 > 𝑡 − Ψ + 2
𝑟 ∗ Δ̂ > 𝑡 + Δ + Ψ ≥ 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ()

and triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ (line 10). By the Representative Validity property of

𝑐𝑜𝑛[(𝜃,𝑚,𝑏)], every correct server eventually triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide | True⟩. By Corollary
5, every correct server eventually triggers ⟨𝑐𝑜𝑛.Deliver | 𝜃,𝑚⟩. This contradicts no correct server

ever triggering ⟨𝑐𝑜𝑛.Deliver | 𝜃,𝑚⟩ and proves the theorem. □

B.6 Good-case Latency
All results in this section rest on the good-case assumptions introduced in §2.3. We also assume

that all Representative Binary Consensus instances in 𝑐𝑜𝑛 are implemented by Blink.

Lemma 25. Let (𝜃,𝑚,𝑏) ∈ U. 𝜃 eventually issues a [Message,𝑚,𝑏] message.

Proof. Let 𝜋 denote the server that first adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 . 𝜋 does so (line 28 only)

only upon executing 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) (line 21). 𝜋 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) only from lines 32 and 30. If

𝜋 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) from line 32, then 𝜋 delivered a [Message,𝑚,𝑏] from 𝜃 (line 31) and the

lemma trivially holds true.

Let us assume, for the sake of contradiction, that 𝜋 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) from line 30 instead.

𝜋 does so upon delivering an [Observe, 𝜃,𝑚,𝑏] message from some server 𝜌 (line 29). Instanta-

neously after issuing an [Observe, 𝜃,𝑚,𝑏] message (line 26 only) 𝜌 adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 . This
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contradicts 𝜋 being the first server to add (𝜃,𝑚,𝑏) to observed, proves that 𝜋 invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏)
from line 32, and concludes the lemma. □

Lemma 26. Let 𝜃 be a client, let𝑚 ∈ M, let 𝑏 ∈ T such that 𝜃 issues a [Message,𝑚,𝑏] message.
Every server delivers [Message,𝑚,𝑏] by time (𝑏 − 𝜖).

Proof. 𝜃 issues a [Message,𝑚,𝑏] message (line 14 only) only upon executing 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ) (line
11) for some 𝑟 ≥ 0. Let 𝑡 denote the time when 𝜃 invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 𝑟 ). Upon doing so (line 11), 𝜃

instantaneously evaluates

𝑏 = 𝑡 + 2
𝑟 Δ̂ + 𝜖 = 𝑡 + 2

𝑟Δ + 𝜖 ≥ 𝑡 + Δ + 𝜖
(line 12) and sends a [Message,𝑚,𝑏] to every server (lines 13 and 14). As a result, every server

delivers [Message,𝑚,𝑏] by time (𝑡 + Δ) = (𝑏 − 𝜖), which proves the lemma. □

Lemma 27. Every server always satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≤ 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 ().

Proof. Let 𝜋 be a server, let 𝑡 ∈ T. Let us assume, for the sake of contradiction, that at

time 𝑡 𝜋 satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () > (𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 () = 𝑡). This means (line 20) that at least (4𝑓 + 1)
values in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 are greater than 𝑡 . Let 𝜌 be any server such that, at time 𝑡 , 𝜋 satis-

fies 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] > 𝑡 . 𝜋 sets 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] > 𝑡 (line 18 only) only upon delivering a

[Time, 𝑡 ′ > 𝑡] message from 𝜌 (line 17). This means that, by time 𝑡 , 𝜌 issues a [Time, 𝑡 ′] message.

Noting that 𝜌 only issues a [Time, 𝑡 ′] message at time 𝑡 ′ (line 16 only), however, 𝜌 cannot issue a

[Time, 𝑡 ′] message by 𝑡 < 𝑡 ′. We thus reach a contradiction, and the lemma is proved. □

Lemma 28. Let 𝜋 be a server. Let 𝜃 be a client, let𝑚 ∈ M, let 𝑏 ∈ T such that 𝜋 adds (𝜃,𝑚,𝑏) to
𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 before time 𝑏. 𝜋 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩.

Proof. 𝜋 adds (𝜃,𝑚,𝑏) to 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 (lines 36 and 39 only) only after triggering

⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose⟩ (lines 35 and 38). This means that 𝜋 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose⟩
before time 𝑏. 𝜋 , however, triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | False⟩ (lines 35 and 38 only) only if

𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 () ≥ 𝑏 (lines 34 and 37). This proves that 𝜋 triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ and
concludes the lemma. □

Lemma 29. Let (𝜃,𝑚,𝑏) ∈ U. By time (𝑏 − 𝜖), every server adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 and triggers
⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩.

Proof. Let 𝜋 be a server. By Lemmas 25 and 26, 𝜋 delivers a [Message,𝑚,𝑏] message from 𝜃 at

some time 𝑡 ≤ (𝑏 − 𝜖). Upon doing so (line 31), 𝜋 instantaneously invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) (line 32,
observes that

𝑏 ≥ 𝑡 + 𝜖 > 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒 () ≥ 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 ()
(line 22) and adds (𝜃,𝑚,𝑏) to 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 23).

Upon returning from 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏), 𝜌 instantaneously moves on to check if (𝜃,𝑚,𝑏) ∈ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 .
If (𝜃,𝑚,𝑏) ∈ 𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 , then by Lemma 28 𝜌 triggered ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩. If (𝜃,𝑚,𝑏) ∉
𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑 (line 33), then 𝜌 verifies

𝑏 ≥ 𝑡 + 𝜖 > 𝑙𝑜𝑐𝑎𝑙_𝑡𝑖𝑚𝑒

(line 34 and instantaneously triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ (line 35). This proves that 𝜋
triggers ⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Propose | True⟩ by time (𝑏 − 𝜖) and concludes the lemma. □

Corollary 7. Let (𝜃,𝑚,𝑏) ∈ U. By time (𝑏 + Δ − 𝜖), every server triggers
⟨𝑐𝑜𝑛[(𝜃,𝑚,𝑏)] .Decide | True⟩.

Proof. It follows immediately from Lemma 29 and Theorem 5. □
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Lemma 30. Let (𝜃,𝑚,𝑏) ∈ U. By time (𝑏 + Δ), every server satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏.

Proof. We start by noting that, upon adding (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 (line 28 only), a correct server

schedules 𝑏𝑒𝑎𝑡 () for execution at time 𝑏 (line 27).

Let 𝜌 be a server. By Lemmas 25 and 26, 𝜌 delivers a [Message,𝑚,𝑏] message from 𝜃 by time

(𝑏 − 𝜖). Upon doing so (line 31), 𝜌 instantaneously invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏) (line 32). By Lemma 9, 𝜌

adds (𝜃,𝑚,𝑏) to 𝑜𝑏𝑠𝑒𝑟𝑣𝑒𝑑 before time 𝑏. As a result, 𝜌 executes 𝑏𝑒𝑎𝑡 () at time 𝑏. Upon doing so

(line 14), 𝜌 sends a [Time, 𝑏] message to every server (lines 13 and 14). In summary, at time 𝑏, every

server sends a [Time, 𝑏] message to every server.

Let 𝜋 be a server. By time (𝑏 + Δ), 𝜋 delivers a [Time, 𝑏] message from every server. Upon doing

so (line 17), 𝜋 instantaneously sets every value in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 to a value greater or equal to 𝑏

(line 18). Having done so, by Observation 5, 𝜋 forever satisfies 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 [𝜌] ≥ 𝑏 for every

server 𝜌 . Because 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () (line 19) returns a value greater or equal to 𝑏 if at least (4𝑓 + 1)
values in 𝑟𝑒𝑚𝑜𝑡𝑒_𝑡𝑖𝑚𝑒𝑠 are greater or equal to 𝑏 (line 20), 𝜋 forever satisfies 𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏, and
the lemma is proved. □

Lemma 31. Let (𝜃,𝑚,𝑏) ∈ U. By time (𝑏 + Δ), every server triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩.

Proof. We start by noting that, by Lemma 29 and Corollary 7, we have

U = C[𝜋] = F
Moreover, again by Lemma 29 and Corollary 7, by time (𝑏 + Δ) 𝜋 satisfies

C[𝜋] |≤𝑏 ⊆ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠
C[𝜋] |≤𝑏 ⊆ 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠

Finally, by Lemma 30, by time (𝑏 + Δ) 𝜋 satisfies

𝑙𝑜𝑐𝑘_𝑡𝑖𝑚𝑒 () ≥ 𝑏
As such, until 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏), 𝜋 keeps satisfying the condition at line 43.

Unless 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (⊥,⊥,−∞) (line 13), we have 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ∈ C[𝜋]. Indeed, 𝜋 sets

𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 = (𝜃 ′,𝑚′, 𝑏′) (line 46) only if (𝜃 ′,𝑚′, 𝑏′) ∈ 𝑐𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒𝑠 (line 43). Moreover, by

Observation 8, 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 is non-decreasing. Finally, because by Lemma 14we have |C[𝜋] |≤𝑏 | <
∞, 𝜋 can update the value of 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 only a finite number of times before 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥
(𝜃,𝑚,𝑏).
To summarize, by time (𝑏 + Δ), 𝜋 keeps instantaneously triggering the condition at line 43 until

𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏). Every time 𝜋 triggers the condition at line 43, 𝜋 updates 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑

(line 46) to a larger element of C[𝜋] (line 43). Having instantaneously done so a finite number

of times, 𝜋 satisfies 𝑙𝑎𝑠𝑡_𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑 ≥ (𝜃,𝑚,𝑏). As such, by Lemma 20, 𝜋 instantaneously invokes

𝑜𝑟𝑑𝑒𝑟 (𝜃,𝑚,𝑏). By Lemma 22, 𝜋 also instantaneously triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩, and the lemma

is proved. □

Theorem 10. Let 𝜃 be a client, let𝑚 ∈ M, let 𝑡 ∈ T such that 𝜃 triggers ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩ at time
𝑡 . Every server triggers ⟨𝑡𝑜𝑏.Deliver | 𝜃,𝑚⟩ by time (𝑡 + 2Δ + 𝜖).

Proof. Upon triggering ⟨𝑡𝑜𝑏.Broadcast | 𝑚⟩ (line 16), 𝜃 instantaneously invokes 𝑠𝑢𝑏𝑚𝑖𝑡 (𝑚, 0)
(line 17), thus sending a [Message,𝑚,𝑏] message to every server, with

𝑏 = 𝑡 + Δ̂ + 𝜖 = 𝑡 + Δ + 𝜖
(lines 13 and 14). Upon delivering𝜋 ’s [Message,𝑚,𝑏]message (line 31), a server invokes 𝑠𝑝𝑜𝑡 (𝜃,𝑚,𝑏)
(line 32). By Lemma 9 and Definition 1 we then have (𝜃,𝑚,𝑏) ∈ U, and the theorem follows from

Lemma 31. □
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B.7 Denial of Service
Flutter spawns an instance of Representative Binary Consensus for every message and bet that a

client submits to Total-Order Broadcast. Such an amplification makes Flutter vulnerable to denial-

of-service attacks, wherein a malicious client overwhelms the system with spurious or useless

requests. While a full discussion of these attacks is beyond the scope of this theoretical paper, in

this section we briefly argue that Flutter’s vulnerability to denial of service is not qualitatively

different from that of other Total-Order Broadcast solutions, and that the same mitigation strategies

that apply to those also apply to Flutter.

One consensus per broadcast. It is a fundamental result that Total-Order Broadcast is as powerful

a primitive as Consensus [19, 36]. Indeed, implementing Consensus using Total-Order Broadcast is

fairly straightforward: each process broadcast its proposal; upon delivering (4𝑓 + 1) proposals, a
process decides the majority proposal, resorting to a deterministic tiebreak in the case of a draw.

As such, we believe that no Total-Order Broadcast implementation can deliver a message without

solving a problem equivalent to Consensus.

Batching. Total-Order Broadcast implementations in systems literature employ a variety of

batching techniques to amortize the cost of Consensus [16, 18, 33, 84]. Broadly speaking, batching

involves multiple clients entrusting their messages to the same broker, which packages them for bulk

delivery by the servers. Batched solutions usually offer a trade-off between latency and efficiency,

as brokers wait to collect multiple messages in the same batch. At a similar cost in terms of latency,

Flutter can also accommodate batching. A batched variant of Flutter would shift to brokers the

responsibility of selecting a batch’s bet; clients would authenticate their messages with signatures

or symmetric message authentication codes.

Broadcast vs. broadcast attempt. A noteworthy design difference between Flutter and other Total-

Order Broadcast implementations is that Flutter spawns an instance of Representative Binary

Consensus every time a client attempts to broadcast a message. Upon failing to get its message

delivered, a client updates its bet and tries again, thus triggering a new instance of Representative

Binary Consensus. Such a difference, however, does not qualitatively affect Flutter’s vulnerability

to denial of service. Even against a system that guarantees one delivery per Consensus instance,

a malicious client could simply broadcast messages that are malformed, invalid or semantically

“useless”. In doing so, the client would still force the expenditure of a Consensus instance for every

message it disseminates, while also pulling the application layer into the computation required to

process or discard the message.

Client authentication and rate limiting. As we discussed in §2.1, Flutter assumes a permissionless

set of clients. In settings where denial-of-service attacks are an issue, such an assumption can be

dangerous. It is worth underlying, however, that Flutter trivially generalizes to the permissioned

setting. As links are authenticated, servers can easily ignoremessages from unauthorized clients [45].

Similarly, Flutter is compatible with rate-limiting [45] (e.g., each client gets to broadcast once per

minute). Such systems-oriented mechanisms, however, are beyond the scope of this theoretical

paper.

Exponential backoff. Correct Flutter clients double their bet margin every time their messages

are rejected. This behavior can also be forced onto malicious clients. To mitigate denial-of-service

attacks, servers could force a client that failed to broadcast 𝑛 times to issue bets spaced by at least

2
𝑛
units of time. Such a simple technique quickly neutralizes any mis-betting client.
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Leader denial-of-service. Finally, it is worth underlining that Flutter’s leaderless nature naturally

sidesteps the scenario where an attacker overwhelms with requests whichever server is currently

the leader, repeatedly causing expensive suspicion and re-election.
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C QUASI-OPTIMALITY OF FLUTTER
In this section, we prove that Flutter’s good-case latency is quasi-optimal, meaning that no Total-

Order Broadcast implementation can undercut Flutter’s good-case latency by any finite amount. As

we proved in Appx. B.6, in the good case (see §2.3) Flutter attains a broadcast-to-delivery latency of

(2Δ + 𝜖), where Δ represents the network’s message delay and 𝜖 is an arbitrarily small constant (e.g.,

the smallest unit of time that a computer can represent). Here, we prove Flutter’s quasi-optimality

by showing that no Total-Order Broadcast implementation can achieve a latency smaller than 2Δ,
not even in the good case. Whether or not a good-case latency of exactly 2Δ is achievable remains

an open problem, albeit one with limited practical implications, as Flutter’s good-case latency is

already arbitrarily close to 2Δ.
The impossibility of Total-Order Broadcast in less than two message delays is fairly intuitive.

Let us consider the example of a client broadcasting some message𝑚 at some time 𝑡 . Let 𝜋 be

a correct server. In order to deliver𝑚 before (𝑡 + 2Δ), 𝜋 would have to deliver𝑚 based only on

the messages it directly receives from 𝜃 , thus foregoing any form of coordination with the other

servers. Indeed, two message delays are required for 𝜋 to simply determine whether or not the

other servers received𝑚 from 𝜃 : one for 𝜃 to disseminate𝑚 to the other servers, and one for the

other servers to report their observations to 𝜋 .

Definition 5 (Bounded-latency Total-Order Broadcast implementation). Let A be an implementa-

tion of Total-Order Broadcast under the assumptions presented in §2.1. A is 𝑇 -bounded if and

only if, for every execution E of A abiding by the good-case assumptions presented in §2.3, if a
client 𝜃 broadcasts a message𝑚 by time 𝑡 , then every server delivers𝑚 by time (𝑡 +𝑇 ).

We underline that, by Definition 5 and Theorem 10, Flutter is (2Δ + 𝜖)-bounded for every 𝜖 > 0.

Theorem 11. Let 𝑇 < 2Δ. No Total-Order Broadcast implementation is 𝑇 -bounded.

Proof. Let us assume towards a contradiction (see Definition 5) that some𝑇 -bounded implemen-

tationA of Total-Order Broadcast does exists. We can reach a contradiction using indistinguishable

executions.

Let E, E′ be executions of A, abiding by the good-case assumptions presented in §2.3, such
that: the delay of every message in E / E′ is exactly Δ; throughout all E (resp., E′), a single client
𝜃 broadcasts a single message 𝑚 (resp., 𝑚′ ≠ 𝑚) at some time 𝑡0. Let 𝜋 , 𝜋

′ ≠ 𝜋 be servers. By

Definition 5, in E (resp., E′), 𝜋 (resp., 𝜋 ′) delivers𝑚 (resp.,𝑚′) as first and only message (see §2.2)
at some time 𝑡 (resp., 𝑡 ′), with 𝑡, 𝑡 ′ ≤ (𝑡0 +𝑇 ).
We start by noting that E and E′ are identical up to 𝑡0. Indeed, prior to 𝑡0, no process is provided

with any input in either execution, and A unfolds deterministically: the processes issue the same

messages at the same times, each message is delivered with the same delay, resulting in identical

executions for E and E′. Moreover, between 𝑡0 and (𝑡0 + Δ), the execution of every process other

than 𝜃 is identical in E and E′. Indeed, before (𝑡0 + Δ), a process receives only messages that were

sent before 𝑡0. By the above, this means that every process other than 𝜃 receives the same messages

at the same times, unfolding deterministically and identically in both E and E′. Finally, let 𝜒 be

any process other than 𝜃 . Before (𝑡0 + 2Δ), 𝜋 (resp., 𝜋 ′) receives the same sequence of messages

from 𝜒 in both E and E′. Indeed, before (𝑡0 + 2Δ), 𝜋 (resp., 𝜋 ′) receives only messages that were

sent before (𝑡0 + Δ), and by the above, before (𝑡0 + Δ), 𝜒 issues the same sequence of messages in

both E and E′.
Now, let E∗ be a variant of E / E′, identical in all aspects except that 𝜃 is faulty. In E∗, 𝜃 sends

to 𝜋 the same messages it would send in E, and to 𝜋 ′ the same messages it would send in E′. By
the above, 𝜋 receives the same messages at the same times in both E and E∗, thus delivering𝑚
at time 𝑡 ≤ (𝑡0 +𝑇 ) < (𝑡0 + 2Δ). Similarly, 𝜋 ′ delivers𝑚′ at time 𝑡 ′. In summary, in E∗ 𝜋 and 𝜋 ′
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respectively deliver𝑚 and𝑚′ ≠𝑚 as first and only message. This violates the Agreement and Total

Order property (see §2.2) and contradicts A being an implementation of Total-Order Broadcast,

thus concluding the theorem. □
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