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Abstract

Data contamination hinders fair LLM evalua-
tion by introducing test data into newer mod-
els’ training sets. Existing studies solve this
challenge by updating benchmarks with newly
collected data. However, they fail to guaran-
tee contamination-free evaluation as the newly
collected data may contain pre-existing knowl-
edge, and their benchmark updates rely on in-
tensive human labor. To address these issues,
we in this paper propose AntiLeak-Bench, an
automated anti-leakage benchmarking frame-
work. Instead of simply using newly collected
data, we construct samples with explicitly new
knowledge absent from LLMs’ training sets,
which thus ensures strictly contamination-free
evaluation. We further design a fully automated
workflow to build and update our benchmark
without human labor. This significantly reduces
the cost of benchmark maintenance to accom-
modate emerging LLMs. Through extensive
experiments, we highlight that data contami-
nation likely exists before LLMs’ cutoff time
and demonstrate AntiLeak-Bench effectively
overcomes this challenge. '

1 Introduction

In recent years, Large Language Models (LLMs)
have demonstrated prominent capabilities in mul-
tiple fields (Radford et al., 2019; Touvron et al.,
2023). To thoroughly assess these capabilities,
several benchmarks have been developed, such
as MMLU (Hendrycks et al., 2021) and GSM8K
(Cobbe et al., 2021). They are typically static and
publicly accessible, serving as standardized tools
to evaluate LLMs’ performance. Unfortunately,
the static nature of these benchmarks presents a
significant challenge: data contamination, where
their test data may end up in newer LLMs’ train-
ing sets. This issue can inflate model performance
and thus undermine the reliability and validity of

'Our code and data is available at https: //github.com/
bobxwu/AntilLeak-Bench.

william@cs.ucsb.edu

L} evaluate
F @ b

not in
f \ construct

k led current
nowledge i

cutoff time

Figure 1: Illustration of AntiLeak-Bench. It constructs
contamination-free samples with the knowledge updated
after LLMSs’ cutoff time, which thus are not in LLMs’
training sets.

these benchmarks (Golchin and Surdeanu, 2023b;
Roberts et al., 2023; Deng et al., 2024; Dong et al.,
2024; Jiang et al., 2024). To avoid data contamina-
tion, recent studies dynamically update the bench-
marks by collecting new data released after LLM’s
knowledge cutoff time (Kiela et al., 2021; Potts
et al., 2021; Kasai et al., 2023; Jain et al., 2024).
For instance, LiveBench (White et al., 2024) col-
lects newly released questions from math exams
and code platforms like LeetCode.

However, despite their prevalence, we empha-
size these benchmarks encounter two limitations:
(i) Weak guarantee for contamination-free evalu-
ation. They ignore to verify whether the newly col-
lected data contain truly new knowledge (Roberts
et al., 2023; White et al., 2024; Jain et al., 2024).
For example, exam questions or coding problems
from LeetCode may be later reused or referenced.
As a result, the knowledge of these data may over-
lap with LLMs’ training, which potentially leads
to data contamination. (ii) High dependency on
human labor for maintenance. Their benchmark
updates often require intensive human labor, such
as annotating the collected data (Gu et al., 2024;
Xu et al., 2024). In consequence, this significantly
hinders their frequent maintenance, especially in
light of the rapid emergence of new LLMs. For
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instance, RealTimeQA (Kasai et al., 2023) and
KoLA (Yu et al., 2023) have barely been updated
recently. Together these limitations undermine the
reliability and practicality of existing benchmarks
for contamination-free evaluation.

To address these limitations, we in this paper pro-
pose AntiLeak-Bench, an automated anti-leakage
benchmarking framework to prevent data contam-
ination. As illustrated in Figure 1, rather than di-
rectly collecting newly released data as previously,
we identify new real-world knowledge updated af-
ter LLM’s cutoff time. Then we construct question-
answering samples querying these updated knowl-
edge, accompanied by their corresponding real-
world supporting documents. This ensures the up-
dated knowledge is absent from LLMs’ training
sets, and thus the constructed samples with them
are strictly contamination-free.

Furthermore, we design a fully automated
workflow to build and update AntiLeak-Bench. It
eliminates the need for human labor, enabling the
benchmark to be seamlessly updated to accommo-
date emerging LLMs. As such, this significantly
reduces the maintenance cost of our benchmark,
enhancing its practicality and scalability.

We evaluate a series of LLMs on our AntiLeak-
Bench with samples before and after the cutoff
time. We observe that their performance commonly
drops after the cutoff time. This trend highlights the
likely data contamination in LLM evaluation. The
experimental results additionally manifest the effec-
tiveness of AntiLeak-Bench for contamination-free
evaluation. The contributions of this paper can be
concluded as follows:

* We propose AntiLeak-Bench, an automated
anti-leakage benchmarking framework, ensuring
contamination-free evaluation by constructing
test samples with updated real-world knowledge.

* We propose an automated building workflow that
automatically maintains and updates Antil.eak-
Bench without human labor, enabling to easily
accommodate emerging new LLMs.

* We conduct extensive experiments involving
various LLMs on multiple tasks, and demon-
strate the effectiveness of AntiLeak-Bench for
contamination-free evaluation.

2 Related Work

Data Contamination Many benchmarks have
been widely used to assess the impressive capabil-

ities of LL.Ms across various tasks, like question-
answering, reading comprehension, and math rea-
soning (Pan et al., 2023, 2024; Zhou et al., 2024).
Notable examples include ARC (Clark et al., 2018),
MMLU (Hendrycks et al., 2021), BIG-bench (Sri-
vastava et al., 2022), and GSM8K (Cobbe et al.,
2021). Although they have played a significant role,
their static nature may cause the data contamination
issue (Magar and Schwartz, 2022; Yang et al., 2023;
Golchin and Surdeanu, 2023a; Jacovi et al., 2023;
Li, 2023; Oren et al., 2023; Sainz et al., 2023). Due
to this, some work discloses several benchmarks
are gradually less effective (Schaeffer, 2023; Zhou
et al., 2023). For example, evidence shows several
models have overfitted to the GSM8K benchmark,
compromising its validity (Zhang et al., 2024).

Contamination-Free Evaluation To achieve
contamination-free evaluation, recent studies dy-
namically update benchmarks by collecting new
data (Zhu et al., 2023; Thrush et al., 2022). For
instance, RealTimeQA (Kasai et al., 2023) period-
ically collects multi-choice quizzes from newspa-
pers. Similarly, LiveCodeBench (Jain et al., 2024)
frequently crawls programming questions from
code platforms like LeetCode. LiveBench (White
et al., 2024) extends it by collecting data from more
domains, such as math competitions, research pa-
pers, and news articles. These benchmarks cannot
guarantee contamination-free evaluation since they
rely solely on the newly released data and also
need intensive human labor for construction (Liska
et al., 2022; Mousavi et al., 2024). Recent ADU
(Ying et al., 2024) updates existing benchmarks by
paraphrasing data through LLMs, but it may risk
introducing mistakes and biases into evaluation.
Different from these studies, our AntiLeak-Bench
constructs samples with newly updated real-world
knowledge to ensure contamination-free evalua-
tion. It also introduces a fully automated build-
ing workflow without human labor. These differ-
ences make Antileak-Bench a more reliable and
practical benchmarking framework for consistent
contamination-free evaluation.

3 AntiLeak-Bench

In this section, we present how to build our
AntiLeak-Bench by automatically constructing
contamination-free samples with updated knowl-
edge. Figure 2 illustrates the building workflow.
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Figure 2: Illustration of the automated benchmark building workflow without human labor. After data preparation,
it includes three main steps: (1) Identify updated knowledge after the cutoff time; (2) Build supporting documents;
(3) Construct contamination-free samples (Figure 3 exemplifies how to construct multi-hop samples).

3.1 Preparing Data

We begin by preparing the data to build the bench-
marks. For the knowledge source, we leverage
Wikidata (Vrandeci¢ and Krotzsch, 2014), a widely
used and frequently updated knowledge base. Wiki-
data provides an extensive repository of real-world
factual claims involving numerous entities. Each
claim is represented as a triplet (subject, relation,
object), such as (Lionel Andrés Messi, member of
sports team, Paris Saint Germain).

We sample a subset of relations associated with
physical entities, such as member of sports team;
we exclude the less meaningful relations, for ex-
ample, ones about virtual entities, like geometry
coordinates, similar to Zhong et al. (2023); Wu
et al. (2024d) (See details in Appendix A). For
each claim, we extract two qualifiers from Wiki-
data: start time and end time, which specifies when
the claim starts and ends, e.g., the timeline of a
football player in a team. We use these prepared
data to build and update our AntiLeak-Bench.

3.2 Identifying Updated Knowledge

We then identify updated knowledge based on the
prepared data. Considering ¢; as the knowledge
cutoff time of an LLLM and ¢ as the current time,
our goal is to find the updated knowledge that oc-
curs after ¢; and before to. For this purpose, we
figure out the history of claims. Specifically, we
group all the claims by their subject and relation
and sort the claims in each group chronologically
based on their start time. If a new claim emerges
after the cutoff time ¢; in the history, i.e., the object
changes, we identify the new claim as the updated

knowledge. For instance, in Figure 2 the object
of (Lionel Andrés Messi; member of sports team)
shifts after the cutoff time: Paris Saint Germain —
Inter Miami. From this shift, we extract updated
knowledge with the new claim: (Lionel Andrés
Messi; member of sports team; Inter Miami). We
emphasize that the LLM is unaware of this knowl-
edge because it occurs after its cutoff time.

One may wonder what if the object changes
twice and eventually reverts to its original one, like
a player returning to his previous team. To exclude
this case, we additionally ensure that the new claim
is different from the old one and consider it as
updated knowledge.

3.3 Building Supporting Documents

To provide context for the updated knowledge,
we build supporting documents from real-world
sources. While LLMs could generate such doc-
uments, this may introduce mistakes or biases as
LLMs often hallucinate or misinterpret information
(White et al., 2024). To ensure accuracy and relia-
bility, we rely on the well-maintained and widely
trusted Wikipedia as the source of supporting doc-
uments. This choice is further justified since the
updates of Wikidata commonly follow the updates
of Wikipedia (Vrandeci¢ and Krotzsch, 2014).

In detail, we denote the identified updated
knowledge as a claim (s1, 71, 01) and retrieve the
Wikipedia page revision history of either its sub-
ject s1 or object o1, determined by its relation, e.g.,
subject Lionel Andrés Messi for relation member of
sports team in Figure 2. Then we find the revision
made after the start time of the updated knowledge.



With this revision, we retrieve its corresponding
article from Wikipedia and check if the summary
of the article contains both the subject and object
(or their aliases). If true, we consider this article
as a supporting document for the updated knowl-
edge (We show their validity in Sec. 3.7). For
example, Figure 2 illustrates a Wikipedia article in-
dicating Lionel Andrés Messi is a member of Inter
Miami. Here the supporting document is revised
after LLMs’ cutoff time, so it is also nonexistent in
their training sets.

3.4 Constructing Contamination-Free
Samples

Now we construct test samples querying the above
updated knowledge (s1,71,01), with its support-
ing document as context, denoted as D. Since the
knowledge and the supporting document both are
absent from LLMs’ training sets, the constructed
samples are strictly contamination-free. This is
different from previous studies: they overlook veri-
fying that the inherent knowledge of their samples
does not exist in LLM’s training sets.

Tasks We mainly focus on question-answering
tasks, including both single-hop and multi-hop
questions. Following the common practice (Yang
et al., 2018; Kocisky et al., 2018; Bai et al., 2024),
each sample is denoted as (@, C, A) with question
@, context C', and expected answer A.

* Single-Hop. In this task, we directly ask what is
the answer to the updated knowledge by provid-
ing the supporting document. We first consider
Single-Hop Gold: Question @ is formulated
with predefined templates based on the relation
in the updated knowledge, Context C' only in-
cludes the supporting document D, and Answer
A is the object 01 and its aliases. For instance,
in Figure 2 the question is What sports team is
Lionel Andrés Messi a member of?; the context
is Lionel Andrés Messi’s Wikipedia article; the
answer is his name and aliases.

To enhance the difficulty, we further introduce
a new task: Single-Hop N;: Question () is the
same as the above, but we augment Context C
with N, distracting documents. Here these dis-
tracting documents are randomly sampled from
other samples’ supporting documents which do
not contain the subject s; and object o; of the
updated knowledge. As such, this task further
assesses the long-context capability of LLMs,
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Figure 3: Illustration of constructing multi-hop samples.
Find the consequent relation of previous objects.

specifically locating relevant information within
distractors.

e Multi-Hop. Moreover, we construct multi-
hop questions for harder reasoning. We first
consider Multi-Hop Gold. Specifically, start-
ing with the updated knowledge (s1,71,01),
we build a chain of H connecting claims:
((s1,71,01), (82,72,02), ..., (SH,TH,0H)).
Here the object of the ¢-th triplet serves as the
subject of the (i+1)-th triplet, i.e., 0; = $;41. As
such, Question () is formulated across this chain,
Context C includes the supporting document
of each knowledge in this chain, and Answer
A is the last object op. For instance, Figure 2
shows a multi-hop question Who is the coach
of the sports team that Lionel Andrés Messi is
a member of? and the context is Lionel Andrés
Messi’s and Gerardo Martino’s Wikipedia
articles; the answer is the last object Gerardo
Martino.

Similarly, we also consider Multi-Hop Njy: the
context additionally covers Ny randomly sam-
pled supporting documents of other samples as
the distracting documents. This task assesses the
multi-hop reasoning ability of LLMs, requiring
them to connect and integrate information across
a long context with distractors.

Question Formats We consider two common

question formats.



Benchmark Strictly Contamination-Free Automated Multilingual Data Source
Realtime QA(Kasai et al., 2023) X X X Real world
LiveBench(White et al., 2024) X X X Real world
ADU(Ying et al., 2024) X v X LLM generation
AntiLeak-Bench v v v Real world

Table 1: Comparisons between AntiLeak-Bench and other benchmarking frameworks.

* Generation. Question () solely is the question
as aforementioned.

* Multi-Choice. In this format, we additionally
prompt LLMs with 4 options and ask them to
select one. We design the 4 options as follows:
(a) Correct option, i.e., the correct answer to
the question. (b) Unknown option, represented
as a string “Unknown”. (c¢) Outdated option.
The old answer before the cutoff time, e.g., Paris
Saint Germain) in Figure 2. (d) Noise option. A
randomly sampled, unrelated answer from other
samples. Note that for multi-hop questions, we
ignore finding outdated options and instead pro-
vide two noise options to accelerate the building
workflow.

The above introduces the automated workflow
to build our AntiLeak-Bench. Table 2 shows an
example of Single-Hop Gold, and more examples
are in Appendix D.

3.5 Benchmark Maintenance

Our Antil.eak-Bench supports easy maintenance.
We only need to download the latest Wikidata dump
and then execute our automated workflow to update
benchmarks. The whole process requires no human
labor, and hence we can effortlessly maintain the
benchmarks for newer LLMs.

3.6 Multilingual Benchmarks

Moreover, AntiLeak-Bench features multilingual
evaluation. It can seamlessly produce samples in
various languages through our automated workflow
with the multilingual nature of both Wikidata and
Wikipedia. This enables us to evaluate LLMs in
various linguistic contexts. See more details in
Appendix A.

3.7 Human Verification on Data Quality

To verify the data quality of produced samples in
AntiLeak-Bench, we conduct human verifications.
We ask human annotators to evaluate the accuracy
of both answers and contexts in the samples. See

Attributes Examples

question
(generation)

‘What sports team is Lionel Andrés
Messi a member of?

answer Inter Miami CF
(generation) Inter Miami

Club Internacional de Fitbol Miami
question What sports team is Lionel Andrés

Messi a member of?

A. Inter Miami CF

B. Paris Saint-Germain F.C.
C. Prime Minister of Romania
D. Unknown.

(multi-choice)

answer A
(multi-choice)

subject Lionel Messi

Lionel Andres Messi

Lionel Andrés Messi
pid P54 (member of sports team)
object Inter Miami CF

Inter Miami

Club Internacional de Fiitbol Miami
object_old Paris Saint-Germain F.C.

Paris Saint-Germain Football Club
Paris Saint-Germain FC

context Lionel Andrés Messi (; born 24 June
1987), also known as Leo Messi, is an
Argentine professional footballer who
plays as a forward for Major League
Soccer club Inter Miami. ..

Table 2: An example from AntiLeak-Bench.

Quality Metrics  Single-Hop Gold Multi-Hop Gold
Context Accuracy 97.3 98.7
Answer Accuracy 96.7 97.3

Table 3: Data quality by human verification.

Appendix B for the detailed verification procedure.
Table 3 shows that AntiLeak-Bench achieves a high
standard of data quality with question and context
accuracy over 96%.

3.8 Comparisons with Existing Benchmarks

Table 1 compares our AntiL.eak-Bench with other
benchmarks, and we highlight its vital advantages:
(i) Strictly contamination-free. AntiLeak-Bench
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Figure 5: Correct and outdated option proportions at each time interval.

ensures that the constructed samples must cover  3.5-mini (Abdin et al., 2024), Qwen-2-7B (Yang
updated knowledge absent from LLMs’ training et al., 2024), Mistral-Nemo-12B (Jiang et al., 2023),
sets, which guarantees strictly contamination-free =~ Gemma-2-9B (Team, 2024). We also consider
evaluation. (ii) Automated workflow. Our fully  proprietary models: GPT-40-mini and GPT-40
automated building workflow avoids human labor,  (Achiam et al., 2023). Table 8 summarizes their
which significantly reduces the cost of maintaining  release and knowledge cutoff time. We use the
the benchmark for newer LLMs. In consequence,  prompts in appendix C following Bai et al. (2024),
this ensures its adaptivity and long-term applica-  which explicitly ask LLMs to use the provided
bility. (iii) Multilingual. Our method supports  context to answer questions.

to construction of multilingual samples. This en-
ables us to extensively assess LLMs’ capabilities
across different languages. (iv) Real-world data.
We build test samples from real-world data sources
like Wikipedia, rather than LLM-generated con- ples, containing knowledge before the cutoff time.
tent. This grounds the benchmark in practical and These samples may already exist in the LLMS’
authentic data. With these advantages, AntiLeak- training sets. (i) Post-cutoff samples, contain-
Bench serves as a reliable testbed for evaluating & knowledge updated after the cutoff time. These

LLM:s in a strictly contamination-free environment. samples are absent from LLMs” training sets.
To construct these samples, we establish two

4 Experiment time periods according to the LLMs’ cutoff time

summarized in Table 8: (i) From 2022-01-01 to
In this section, we experiment with different LLMs 2023-01-01, divided into 2-month intervals. This
on our AntiLeak-Bench to show its effectiveness  targets the first 5 models since their knowledge
and investigate data contamination. cutoff time mostly falls around Sep 2022, such as
Vicuna-v1.5-7B. (ii) From 2023-05-01 to 2024-08-
01, divided into 3-month intervals. Similarly, this
Large Language Models We experiment with s tailored for the last 7 models whose cutoff time
the following 12 common open-source language  mostly falls around the end of 2023, e.g., Llama-
models for experiments: Llama-2-7B (Touvron  3.1-8B and GPT-40. Here we divide these periods
et al., 2023), Llama-2-13B (Touvron et al., 2023), into shorter intervals because (i) this can ensure
Mistral-7B (Jiang et al., 2023), Vicuna-v1.5-7B  each interval contains a sufficient number of sam-
(Chiang et al., 2023), LongChat-v1.5-7B (Li* etal.,  ples, enabling statistically meaningful analysis, and
2023), Llama-3.1-8B (Dubey et al., 2024), Phi-  (ii) this provides detailed granular insights into how

Constructing Test Samples To investigate the
impact of data contamination, we on purpose con-
struct two kinds of test samples: (i) Pre-cutoff sam-

4.1 Experiment Setup



‘ Single-Hop ‘ Multi-Hop ‘
Language | Gold | Ne=3 | Nes5 | Ne=T | Gold | Nes3 | Nes5 | Ne=T | Ave
Models

|EM F1|EM F1|EM F1|EM F1|EM F1|EM F1|EM F1|EM F1|EM FI
Llama-2-7B 406 635|168 412|116 309 | 94 245|336 502|194 322|158 281|122 227|199 367
Llama-2-13B 427 653|140 40.6| 94 306 | 7.0 240|133 346 | 41 215| 27 178 | 23 152|119 312
Mistral-7B 654 772|278 413|167 273 | 73 153|214 279|115 172 81 143 | 65 11.1|206 29.0
Vicuna-vl.5-7B | 66.8 79.9 | 39.1 60.4 | 25.8 483 | 153 39.1|260 435 | 11.1 229 | 81 195| 54 157|247 412
Longchat-v1.5-7B | 75.5 84.5 | 582 728 | 47.6 655|370 563|388 514|176 306|120 258 | 47 39 |364 489
Llama-3.1-8B 192 662|214 594|181 535|142 457|244 502|117 330| 94 275| 68 219|156 447
Phi-3.5-mini 69.0 787|340 405|265 337|152 222|454 597|208 295|149 21.1| 98 144|294 375
Qwen-2-7B 548 724|155 385| 98 266| 72 212|359 483|237 334|181 261|136 201|223 358
Mistral-Nemo-12B | 82.7 89.7 | 75.6 83.8 | 663 75.1 | 51.8 622|577 67.3 | 39.1 477|338 414|240 290|539 620
Gemma-2-9B 850 91.6 | 80.2 86.2 | 68.8 752|554 612|827 864|630 683|558 612|490 535|675 730
GPT-4o-mini 785 88.1|803 892|791 88.1|792 885|688 83.1|60.5 753|571 73.1|542 706|697 82.0
GPT-4o 812 895|841 90.8|83.5 903|848 914|715 859|719 861|702 848|702 848|772 87.9

Table 4: EM (Exact Match) and F1 results in the generation format on AntiLeak-Bench. Gold means only gold
documents; Ny is the number of distracting documents. The best is in bold.

‘ Single-Hop ‘ Multi-Hop ‘
Language | Gold | Ne=3 | Nes5 | Ne=T | Gold | Nes3 | Nes5 | N7 | Avg
Models

| Acc  F1| Acc F1| Acc F1| Acc F1| Ace F1| Acc F1| Acc F1| Acc F1| Acc FI
Llama-2-7B 417 307 | 37 56| 35 53] 28 54]187 309] 68 99| 56 81| 36 69108 129
Llama-2-13B 82.1 822|737 73.6|60.1 599|517 513|975 975|885 885|828 831|752 752|765 764
Mistral-7B 81.8 81.8|659 658|583 582|523 523|887 886|772 772|727 728|677 612|706 705
Vicuna-vl.5-7B | 80.1 80.0 | 75.6 754 | 73.1 729 | 69.6 69.4 | 968 969 | 84.0 842 | 826 83.0|77.0 772|798 79.9
Longchat-v1.5-7B | 79.6 79.7 | 68.5 68.8 | 65.1 518|623 612|932 934|767 780|704 715|666 680|728 7L6
Llama-3.1-8B 867 904|622 740|489 629|378 529]705 814|507 648|409 562308 449|536 659
Phi-3.5-mini 874 875|856 858|847 854 |79.6 825|965 970|853 862|780 803|686 723|832 846
Qwen-2-7B 89.1 39.7|83.0 279|782 246|770 785|976 983 | 945 542|924 464|915 917|879 577
Mistral-Nemo-12B | 88.5 71.1 | 88.8 71.8 | 847 702 | 77.8 83.8 | 91.1 94.6 | 77.1 684 | 69.9 64.0 | 43.1 587 | 77.6 728
Gemma-2-9B 924 924|867 865|769 61.6|694 693|971 971|883 883 |81.8 654|774 774|838 798
GPT-40-mini 932 932|938 938|933 933|935 935|985 985|964 964 | 954 954 | 935 935|947 947
GPT-4o 928 928|935 935|940 94.0 | 94.0 94.0 | 979 97.9 | 958 958 | 954 954|939 939 | 947 947

Table 5: Acc and F1 results in the multi-choice format on AntiLeak-Bench. Gold means only gold documents; Ny
is the number of distracting documents. The best is in bold.

contamination risks and model performance evolve
over time. We report the statistics of the produced
samples in our benchmark in Tables 6 and 7. See
more building details in Appendix A.

Evaluation Metrics For the generation format
(Sec. 3.4), we use EM (Extract Matching) and
token-based F1 scores, following the standard prac-
tice in question answering (Rajpurkar et al., 2016).
For the multi-choice format, we use Acc (Accu-
racy) and F1 scores following Kasai et al. (2023).

4.2 Data Contamination Analysis

We first analyze the impact of data contamination
by looking into the performance trends of LLMs.
Figure 4 presents the trends of EM and F1 scores
under the Single-Hop Gold task in the generation

format (Llama-3.1-8B is excluded due to its low
EM; See Sec. 4.3). We observe a general perfor-
mance decline for most LLMs after their knowl-
edge cutoff time, although all samples are con-
structed in the same way. For instance, Vicuna-
v1.5-7B’s EM and F1 start dropping near its cutoff
time Sep 2022; Similarly, GPT-40-mini remains
stable until its cutoff time Oct 2023 and decreases
thereafter. According to this decline, we conclude
two key findings:

(1) Pre-cutoff samples come with data contami-
nation, which inflates LLMs’ performance. Pre-
cutoff samples may overlap with LLMs’ training
sets. This allows LLMs to correctly handle these
samples based on their prior knowledge rather than
actually understanding the provided context. As a



result, evaluating models solely on pre-cutoff sam-
ples can overestimate their capabilities.

(2) Contamination-free post-cutoff samples are
more challenging and can more accurately as-
sess LLMs. Post-cutoff samples are free from con-
tamination since they include knowledge updated
after LLMs’ cutoff time. To deal with these sam-
ples, LLMs must demonstrate true comprehension
and reasoning over the given context and questions,
as they cannot rely on prior knowledge alone. As
such, evaluating with post-cutoff samples more ac-
curately reflects LLMs’ abilities.

Interestingly, we notice that some LLMs experi-
ence performance drops even before the cutoff time.
This is probably because their training data cover
less knowledge close to the cutoff time. Knowl-
edge sources such as news articles and Wikipedia
pages usually become widely documented only af-
ter initial events occur.

Besides, Figure 5 plots the proportions of cor-
rect and outdated options selected under the Single-
Hop Gold task in the multi-choice format (Llama-
2-7B is excluded due to its low performance; See
Sec. 4.3). Notably LL.Ms increasingly favor out-
dated options over correct ones (See option types
in Sec. 3.4). For example, Mistral-Nemo-7B’s pro-
portion of selecting correct options decreases from
91.0% to 85.5%, while the proportion of outdated
options rises from 6.4% to 13.3%. These results
again validate that pre-cutoff samples, due to data
contamination, could inflate the performance.

In summary, the above results demonstrate the
effectiveness of our AntilLeak-Bench, which effec-
tively ensures contamination-free evaluation and
serves as a more reliable assessment of LLMs.

4.3 Opverall Performance Analysis

Next we analyze the overall performance of LLM:s.
Tables 4 and 5 summarize the average results over
all samples across tasks in the generation and multi-
choice format respectively. According to these
results, we have the following observations.

(1) AntiLeak-Bench poses a significant challenge
for LLLMs. Table 4 shows that most models score
EM and F1 below 50, indicating a substantial gap
between their capabilities and the benchmark’s re-
quirements. Only two models, GPT-40-mini and
GPT-40, reach EM and F1 scores around 70 and
80. These results highlight the challenging nature
of our AntiLeak-Bench for evaluating LL.Ms.

(2) Proprietary models lead in performance. Ta-

bles 4 and 5 reveal that proprietary models sur-
pass open-source ones by a large margin. For in-
stance, GPT-40 achieves the highest average EM
and F1 scores 77.2 and 87.9 respectively, while
the runner-up open-source model only has 53.9
and 62.0. Additionally, GPT-40’s performance re-
mains relatively stable even with the increasing
number of distracting documents. This substantial
margin may be attributed to their longer max con-
text length, superior model architectures, and larger
parameter sizes.

4.4 Difficulty Analysis

We further analyze the difficulty concerning tasks
and question formats based on Tables 4 and 5. We
summarize the key findings as follows.

(1) Multi-choice format is significantly easier.
LLMs generally perform better in the multi-choice
format compared to the generation format. For ex-
ample, GPT-40-mini achieves Acc and F1 scores
over 90, surpassing its performance in the genera-
tion format. This is because the multi-choice for-
mat simplifies the tasks by providing explicit an-
swer options, enabling LLMs to identify correct
answers with partial comprehension.

(2) Longer contexts bring about higher diffi-
culty. LLMs’ performance gradually decreases
along with more distracting documents, such as
from N4=3 to 7 in Table 4. The reason is that long
contexts distract LLMs from locating relevant infor-
mation. This underscores the necessity of LLMs’
stronger ability to handle long contexts.

(3) Multi-hop tasks are more challenging. Com-
pared to single-hop ones, LLMs’ performance be-
comes lower on multi-hop tasks. For example,
in Table 4 the EM score of Longchat-v1.5-7B de-
creases from 75.5 on the Single-Hop Gold to 38.8
on the Multi-Hop Gold; GPT-40-mini decreases
from 78.5 to 68.8. These multi-hop tasks require
LLMs to decompose complex questions and reason
across long and interconnected contexts.

5 Conclusion

In this paper, we propose AntiLeak-Bench, an auto-
mated anti-leakage benchmarking framework. Un-
like solely collecting newly released data as be-
fore, it constructs test samples based on identified
updated real-world knowledge, ensuring strictly
contamination-free evaluation. It also introduces a
fully automated building workflow without human



labor. This enables frequent and efficient bench-
mark updates to accommodate emerging LLMs,
greatly simplifying maintenance. These advantages
establish Antil.eak-Bench as an ideal testbed for
contamination-free evaluation, providing accurate
and fair assessments for LLMs.

Limitations

We believe our work has the following limitations:

* To implement the automated building workflow,
we mainly consider the single-hop and multi-hop
question-answering tasks for evaluation. More
diverse tasks can be explored in the future,
which will more extensively evaluate LLMs in a
contamination-free manner.

* Our benchmarks use Wikidata and Wikipedia
as data sources. While these sources are exten-
sive and frequently updated, they may contain
incorrect information. As discussed in Sec. 3.7,
most produced samples are correct as verified
by humans, but occasionally they are inaccurate.
Incorporating additional or more rigorous data
sources in the future may address this limitation.

Ethics Statement

In this paper, we build and maintain our Antil.eak-
Bench with Wikidata and Wikipedia as the data
sources. We acknowledge that Wikidata and
Wikipedia may contain inaccurate information in
a few cases as they are extremely abundant and
rely on human labor for maintenance. Besides, in
our work we focus on real-world commonsense
knowledge by sampling relations with physical en-
tities (See Appendix A). This can avoid harmful
information in most situations.
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‘ Single-Hop ‘ Multi-Hop
Time period
P | Gold  Ny=3 Ne=5 Ne=7 | Gold Ne=3 Ng=5 Ne=7
2022-01-01 to 2023-01-01 1090 1089 1088 1088 443 443 443 443
2023-05-01 to 2024-08-01 819 818 818 818 941 939 939 939
Table 6: Sample sizes in the constructed AntiLeak-Bench in the experiments.
| Single-Hop | Multi-Hop
Ti iod
1me pero | Gold  Ne=3 Ng=5 Ne=T | Gold Ne=3  Ng=5  Ne=7
2022-01-01 to 2023-01-01 5998 23163 33867 46033 24646 40611 50846 61761
2023-05-01 to 2024-08-01 7210 27501 40800 54451 25505 43926 53898 66957

Table 7: Average word counts of samples in the constructed AntiL.eak-Bench in the experiments.

A Building Workflow Details

We use the Wikidata dump released on 2024-08-
05 as our data source. To sample relations from
Wikidata, we browse the relation list from Wiki-
data (Vrande¢i¢ and Krotzsch, 2014) 2 and manu-
ally select common relations associated with physi-
cal entities and exclude the less meaningful ones,
such as those related to virtual entries (e.g., geo-
graphic coordinates and IMDB ID). The sampled
relations mainly focus on common topics, such
as sports, politics, and entertainment (Wu et al.,
2020, 2022, 2024c,a,b). We predefine the question
templates for each sampled relation, for instance,
What sports team is a member of? for the relation
member of sports team. For more details, see the
configuration files in our code. We follow simple-
wikidata-db * and extract the claims of sampled
relations, qualifiers, aliases, and Wikipedia titles
from the dump. To find updated knowledge, we
combine the claims and their start time and end
time qualifiers and then sort them by start time. We
check if the object changes after the preset cutoff
time and identify updated knowledge if it changes,
for instance, Messi’s sports team changed in Fig-
ure 2.

Given an entity, we employ the MediaWiki
APIs # and use its extracted Wikipedia title to re-
trieve its Wikipedia article and revision history.
Note that our workflow supports building multi-
lingual benchmarks. We only need to prepare the
configuration files in another language and then
execute the workflow by specifying that language.

2https://www.wikidata.org/wiki/Wikidata:
Database_reports/List_of_properties/all

3https://github.com/neelguha/
simple-wikidata-db

*https://www.mediawiki.org/wiki/MediaWiki
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Model Release time Knowledge cutoff time
Llama-2-7B 2023-07 2022-09
Llama-2-13B 2023-07 2022-09
Mistral-7B 2023-09 2022%
Vicuna-v1.5-7B 2023-07 2022-09
Longchat-v1.5-7B 2023-07 2022-09
Llama-3.1-8B 2024-07 2023-12
Phi-3.5-mini 2024-08 2023-10
Qwen-2-7B 2024-06 2023%*
Mistral-Nemo-12B 2024-07 2024-04
Gemma-2-9B 2024-08 2024-06*
GPT-40-mini 2024-07 2023-10
GPT-40 2024-07 2023-12

Table 8: Release dates and knowledge cutoff dates of
LLMs. * means estimated time.

The workflow automatically retrieves correspond-
ing Wikipedia articles in that language.

The statistics of produced benchmarks are re-
ported in Tables 6 and 7.

B Data Quality Verification

We recruit three annotators (graduate students) to
verify the data quality of our benchmark. Specifi-
cally, we provide 100 samples of Single-Hop Gold
and 100 samples of Multi-Hop Gold; then we ask
annotators to determine (i) if the provided context
can sufficiently answer the question; (ii) if the given
answer is accurate and can appropriately address
the question given the context. Table 3 summarizes
the average accuracy scores concerning Single-Hop
Gold and Multi-Hop Gold.


https://www.wikidata.org/wiki/Wikidata:Database_reports/List_of_properties/all
https://www.wikidata.org/wiki/Wikidata:Database_reports/List_of_properties/all
https://github.com/neelguha/simple-wikidata-db
https://github.com/neelguha/simple-wikidata-db
https://www.mediawiki.org/wiki/MediaWiki

C Prompts

Following Bai et al. (2024), we use the following
prompts for generation and multi-choice question
formats mentioned in Sec. 3.4.

You are given an article and a question. Answer the
question based on the given article as concisely as
you can, using a single phrase or sentence if
possible. Do not provide any explanation.

Article: <context>

Question: <question>

Answer :

You are given an article, a question, and four
options. Select one option to answer the question
based on the given article. Only give the option
(A, B, C, or D), and do not output any other words.

Article: <context>

Question: <question>
<options>

Answer :
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D Examples of Antil.eak-Bench

We list some examples in the AntiLeak-Bench.

Examples of Single-Hop Gold

L
{
"question”: "What sports team is Duncan Cowan Ferguson a coach of?",
"answer”: [
"Inverness Caledonian Thistle F.C.",
"Inverness Caledonian Thistle Football Club”,
"Inverness Caledonian Thistle FC",
"Inverness Caledonian Thistle",
"Inverness",
"ICTFC",
"Caley Thistle"
1,
"context”: "Duncan Cowan Ferguson (born 27 December 1971) is a Scottish football coach and former
player who is the manager of Scottish Championship club Inverness Caledonian Thistle..."
1,
{
"question”: "What is the position held by Leo Docherty?”,
"answer": [
"Minister of State for the Armed Forces”

1,

"context": "Leo Docherty (born 4 October 1976) is a British politician serving as Minister of State
for the Armed Forces since 26 March 2024..."

3,
{
"question”: "What sports team is Keiren Westwood a member of?",
"answer”: [
"Queens Park Rangers F.C.",
"Queens Park Rangers Football Club”,
"Queens Park Rangers FC",
"Queens Park Rangers”,
"The Hoops",
"The Rs",
"QPRFC"

1,

"context"”: "Keiren Westwood (born 23 October 1984) is a professional footballer who plays as a
goalkeeper for Queens Park Rangers. Born in England, he plays international football for the Republic of
Ireland...”

}
]
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Examples of Multi-Hop Gold

L
{
"question”: "What is the headquarter of the sports team that Kevin Luckassen is a member of?",
"answer": [
"Arad"”,
"Arad, Romania”
1,
"context”: [
"Passage 1: Kevin Luckassen (born 27 July 1993) is a Dutch professional footballer who plays as

"

a forward for Romanian Liga I club UTA Arad...

"Passage 2: Asociatia Fotbal Club
Textila Arad (\"Textiles Factory of Arad\")),
Arad, Romania, which competes in the Liga I...

]

UTA Arad (), commonly known as UTA Arad or simply UTA (Uzina
is a Romanian professional football club based in the city of

"

1,
{
"question”:
"answer": [
"Suzanne
"Suzanne
"Suzanne
"Suzanne
"Suzanne

"Who is the spouse of the officeholder of President of Finland?”,
Innes-Stubb”,

Innes”,

Stubb”,

Elizabeth Innes-Stubb”,

Elizabeth Innes”

1,
"context”: [

"Passage 1: Cai-Goran Alexander Stubb (born 1
Finland, having won the 2024 presidential election.
2014 to 2015...",

"Passage 2: Suzanne Elizabeth Innes-Stubb (born 25 January
and the wife of Alexander Stubb, President of Finland.
become the spouse of the President of Finland..."

April 1968) is the 13th and current President of
He previously served as Prime Minister of Finland from

1970) is a British-Finnish attorney
She was the first person of overseas origin to

]
3,
{
"question”: "What is the country of citizenship of the head coach of the sports team that Marquez
Reshard Valdes-Scantling is a member of?",

"answer": [

"United States of America”,

"United States”,

"American”,

"Americans”

1,
"context": [

"Passagel: Marquez Reshard Valdes-Scantling (born October 10, 1994)
wide receiver for the Kansas City Chiefs of the National Football League (NFL). He played college football
at NC State and South Florida, and was drafted by the Packers in the fifth round of the 2018 NFL Draft."”,

"Passage 2: Andrew Walter Reid (born March 19, 1958) is an American football coach who is the
head coach for the Kansas City Chiefs of the National Football League (NFL). Reid was previously the head
coach of the Philadelphia Eagles, a position he held from 1999 to 2012. From 2001 to 2012, he was also the

is an American football

Eagles' executive vice president of football operations, He is the

making him the team's general manager.

only NFL coach to win

100 games and appear in four consecutive conference championships with two different

franchises."”

]
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