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Abstract—This paper introduces a deep learning-based frame-
work for resilient decision fusion in adversarial multi-sensor net-
works, providing a unified mathematical setup that encompasses
diverse scenarios, including varying Byzantine node proportions,
synchronized and unsynchronized attacks, unbalanced priors,
adaptive strategies, and Markovian states. Unlike traditional
methods, which depend on explicit parameter tuning and are
limited by scenario-specific assumptions, the proposed approach
employs a deep neural network trained on a globally con-
structed dataset to generalize across all cases without requiring
adaptation. Extensive simulations validate the method’s robust-
ness, achieving superior accuracy, minimal error probability,
and scalability compared to state-of-the-art techniques, while
ensuring computational efficiency for real-time applications. This
unified framework demonstrates the potential of deep learning to
revolutionize decision fusion by addressing the challenges posed
by Byzantine nodes in dynamic adversarial environments.

Index Terms—Adversarial signal processing, adversarial deci-
sion fusion, deep learning, Byzantines.

I. INTRODUCTION

Distributed decision fusion in adversarial environments has
garnered significant attention, particularly in applications such
as wireless sensor networks (WSNs) [1], [2], cognitive radio
networks (CRNs) [3]–[5], and multimedia forensics [6]. These
systems, relying on data collected from multiple nodes, face
threats from malicious nodes known as Byzantines [7], which
deliberately inject false data to compromise the system’s
decision-making accuracy. Addressing Byzantine attacks is
critical for improving robustness in collaborative and dis-
tributed systems, where reliable decision fusion is paramount
[8].

In a distributed data fusion model, n sensor nodes collect
information about a system’s state and communicate their
observations (res. local decisions) to a central Fusion Center
(FC). The FC aggregates the reports and makes a decision
regarding the system’s state, represented as a binary vector s =
{s1, s2, . . . , sm} (See Figure 1). However, with the presence
of Byzantine nodes, traditional fusion rules, such as the Chair-
Varshney rule [9], [10], fall short as they require assumptions
about node reliability and attack characteristics that are often
unknown in practical scenarios [11]. Consequently, extensive
research has been conducted to derive robust fusion strategies
that can mitigate or resist Byzantine influence under diverse
adversarial conditions [4], [12], [13].

Research into Byzantine-resilient decision fusion has
evolved significantly, with studies exploring both classical and
machine learning-based approaches. Initial efforts primarily
focused on isolating Byzantines through probabilistic mod-
els and reputation-based mechanisms [8], [14]. For instance,
adaptive schemes like those in [15] and isolation strategies

in [16] proposed frameworks for identifying and mitigating
Byzantine nodes in CRNs (i.e. malicious secondary users),
based on anomaly detection and collaborative learning. These
approaches underscore the complexity of Byzantine behavior,
highlighting the need for adaptive and context-sensitive fusion
rules.

Recent research has also examined game-theoretic frame-
works to address strategic interactions between Byzantine
attackers and FCs. For example, [17] developed a zero-sum
game model for optimum decision fusion rule derived using
the Maximum A-Posteriori Probability (MAP), wherein the FC
aims to maximize detection accuracy, while Byzantines min-
imize mutual information between their reports and the true
state of the system. Building on this, [18] proposed a message-
passing (MP) approach that reduced the computational com-
plexity of MAP fusion in Markovian and i.i.d. environments.
This work demonstrated that MP-based algorithms, leveraging
Markovian dependencies, could perform near-optimally even
with extensive observation windows, extending their applica-
bility to real-time systems with complex state transitions.

Other studies have explored synchronization in adversarial
attacks, where coordinated Byzantine actions increase the
challenge of accurate fusion. For instance, [19] and [20]
analyzed scenarios where Byzantine nodes produce correlated
reports, deceiving the FC by synchronizing their actions to
closely mimic the statistics of legitimate nodes. Using factor
graphs and MP, these studies achieved notable success in
mitigating such attacks, yet the complexity of their solutions
restricted scalability.

Machine learning techniques have recently been applied
to enhance decision fusion’s adaptability and robustness. For
instance, [21] explored neural networks for attacker detection
in CRNs, while [22] used artificial neural networks opti-
mized with immune plasma techniques for malicious behavior
detection. Nevertheless, most of these machine learning ap-
proaches target detection rather than fusion, leaving room for
improvement in computational efficiency and adaptability in
fusion-based settings. In a related direction, [23] discussed
counter-adversarial resilience through ensemble-based fusion
in networked systems, highlighting the growing need for
fusion frameworks that are resilient yet scalable.

Despite these advances, optimal fusion strategies are often
limited by computational demands, particularly when handling
large networks, large observation window for the system,
or highly dynamic attack strategies. To address this, [24]
introduced maximum entropy attacks, demonstrating that high-
entropy adversarial behavior could effectively degrade FC
performance by increasing state uncertainty. Such findings
emphasize on the importance of developing fusion methods
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that can handle high-entropy environments while maintaining
computational tractability.

This paper makes several contributions to the problem of
decision fusion in adversarial environments. First, it provides
a unified mathematical approach that rigorously formulates the
problem of decision fusion across diverse scenarios, including
independent and identically distributed (i.i.d.) data, Markovian
states, and both unsynchronized and synchronized Byzantine
attacks, as well as under different assumptions about the
behavior of Byzantine nodes. These include scenarios such
as Unconstrained Maximum Entropy, Constrained Maximum
Entropy, and Fixed Number of Byzantine nodes, which reflect
a wide range of adversarial configurations. These formulations
address the complexities inherent in adversarial decision fusion
and establish a versatile foundation for robust decision-making
across various attack strategies and network conditions.

In addition, the paper proposes a novel deep learning-based
approach for fusion, where a neural network is trained to
estimate the system states directly from the matrix of received
reports. This eliminates the need for explicit assumptions about
Byzantine node positions or behaviors, allowing the method
to generalize across diverse scenarios. The effectiveness of
this approach is validated through extensive experiments un-
der varying adversarial conditions, including diverse attack
strategies, Byzantine node proportions, adaptive behaviors,
and unbalanced priors. The results consistently show that the
proposed approach outperforms traditional methods in terms
of accuracy, error probability, and robustness while main-
taining computational efficiency for real-time applications.
Collectively, these contributions provide a comprehensive and
scalable solution for secure decision fusion in adversarial
multi-sensor networks.

The rest of the paper is organized as follows. Section II
presents a unified approach for adversarial decision fusion,
deriving the mathematical formulations for various scenarios,
including independent and identically distributed (i.i.d.) data,
Markovian states, and assumptions about Byzantine behaviors
such as Unconstrained Maximum Entropy, Constrained Max-
imum Entropy, and Fixed Number of Byzantine nodes. Sec-
tion III introduces the proposed deep learning-based approach
for decision fusion, detailing the neural network architecture,
training methodology, and evaluation metrics. Section IV pro-
vides an extensive experimental evaluation, demonstrating the
robustness, scalability, and efficiency of the proposed method
under diverse adversarial configurations. Section V discusses
the limitations of the proposed method. Finally, Section VI
concludes the paper with a summary of contributions, key
findings, and potential directions for future research.

II. UNIFIED DERIVATION FOR ADVERSARIAL DECISION
FUSION RULES

Consider a sensor network in which a Fusion Center (FC)
collects reports from n sensor nodes over an observation
window of length m. The FC’s objective is to determine the
true state vector s = {s1, s2, . . . , sm}, where each si ∈ {0, 1}
represents the system state at time i. Each sensor node j
provides a report ri,j for each state si, with nodes classified as

either honest (hj = 1) or Byzantine (malicious, hj = 0). The
FC aims to maximize the posterior probability P (s|R), where
R = {R1, R2, . . . , Rm} is the matrix of received reports, and
Ri = {ri,1, ri,2, . . . , ri,n} denotes the set of reports at time i.

The problem setup, depicted in Figure 1, shows the structure
of this adversarial decision fusion scenario. Using Bayes’
theorem, the posterior probability can be expressed as

P (s|R) =
P (R|s)P (s)

P (R)
, (1)

where P (R) is a normalizing constant independent of s.
Therefore, the FC maximizes the term P (R|s)P (s).

For each state si, the likelihood of the reports Ri given si
is given by:

P (Ri|si) =
n∏

j=1

P (ri,j |si, hj), (2)

where P (ri,j |si, hj) represents the probability of receiving
report ri,j from node j given the state si and the honesty of
the node hj . For honest nodes (hj = 1), this probability can
be expressed as:

P (ri,j |si, hj = 1) = (1− ε)δ(ri,j − si) + ε(1− δ(ri,j − si)),
(3)

where ε is the error probability of an honest node, and δ is
the Kronecker delta function. On the other hand, for Byzantine
nodes (hj = 0), the probability becomes:

P (ri,j |si, hj = 0) = (1−Pmal)δ(ri,j−si)+Pmal(1−δ(ri,j−si)),
(4)

where Pmal is the probability that a Byzantine node flips its
report. By combining these probabilities, the overall likelihood
is given by the following:

P (Ri|si) =
n∏

j=1

[(1− α)P (ri,j |si, hj = 1) + αP (ri,j |si, hj = 0)] ,

(5)
where α denotes the fraction of Byzantine nodes in the

network. The FC accounts for both honest and Byzantine
nodes to maximize the likelihood of the true state.

Assuming equal prior probabilities for the states, i.e.,
P (si = 0) = P (si = 1) = 0.5, the likelihood term P (Ri|si)
can be expanded as:

P (Ri|si) =
n∏

j=1

[
(1− α)((1− ε)δ(ri,j − si)

+ ε(1− δ(ri,j − si)))

+ α((1− Pmal)δ(ri,j − si)

+ Pmal(1− δ(ri,j − si)))
]
.

(6)

The FC then decides si by maximizing P (Ri|si).
To extend this framework to different cases, the i.i.d.

assumption implies independence between observations. De-
pending on the subcase, the number of Byzantine nodes
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Fig. 1: Problem Setup.

can vary. In the Unconstrained Maximum Entropy Case,
the probability α is chosen to maximize the entropy of the
node states, ensuring the most unpredictable distribution of
Byzantine nodes. In the Constrained Maximum Entropy
Distributions, several subcases are considered: Maximum
Entropy with Given α, where the expected number of
Byzantine nodes is specified; Maximum Entropy with k < h,
where the number of Byzantine nodes is constrained to be less
than a variable h. Finally, in the Fixed Number of Byzantines
Case, the number of Byzantine nodes is fixed at k, allowing
for a controlled and consistent number of Byzantine nodes.
For each subcase, the likelihood remains consistent, but the
prior on α or the number of Byzantines varies [17].

In scenarios with unbalanced priors, we consider P (si =
0) = P0 and P (si = 1) = P1, where P0 and P1 are the
prior probabilities of states 0 and 1, respectively. The posterior
probability is given by:

P (si|Ri) =
P (Ri|si)P (si)

P (Ri)
. (7)

Here, the likelihood P (Ri|si) retains the same expression
as in the case of balanced priors in Equation 6. However, in the
presence of unbalanced priors, the posterior probability com-
bines this likelihood with the prior probabilities P (si) = P0

for si = 0 and P (si) = P1 for si = 1. The Fusion Center (FC)
then decides si by maximizing P (Ri|si)P (si), as elaborated
in [19].

In the Markovian case, the state transitions follow a Markov
process:

P (si|si−1) = ρδ(si − si−1)+ (1− ρ)(1− δ(si − si−1)), (8)

where ρ is the state transition probability. The posterior
probability for the sequence of states is given by:

P (s|R) = P (s1|R1)

m∏
i=2

P (si|si−1, Ri). (9)

By using Bayes’ theorem iteratively, we obtain:

P (si|si−1, Ri) =
P (Ri|si)P (si|si−1)

P (Ri)
. (10)

This approach is comprehensively detailed in [18].
For Hidden Markovian models with synchronized attacks,

Byzantine nodes generate a fake sequence ŝ and synchronize
their attacks:

P (Ri|si, ŝi) =
n∏

j=1

P (ri,j |si, ŝi, hj). (11)

For honest nodes (hj = 1), the probability is described by
Equation 3. For Byzantine nodes (hj = 0), the probability is
conditioned on the fake state ŝi generated by the Byzantine
nodes, rather than the true system state si. This behavior
reflects the adversarial nature of Byzantine nodes, which craft
their reports to align with ŝi in an attempt to mislead the
system. The corresponding probability is expressed as:

P (ri,j |si, ŝi, hj = 0) = (1−ε)δ(ri,j− ŝi)+ε(1−δ(ri,j− ŝi)).
(12)

Although the left-hand side of the equation is conditioned
on si, this reflects the Fusion Center’s modeling of the overall
scenario, where si is assumed to be the true state. The right-
hand side correctly represents the Byzantine nodes’ adversarial
strategy, which operates independently of si and relies on ŝi
to generate misleading reports.

The posterior probability is then given by:

P (s|R, ŝ) = P (s1|R1, ŝ1)

m∏
i=2

P (si|si−1, Ri, ŝi). (13)

This scenario, including the adversarial strategies and their
impact on the Fusion Center’s decision-making, is thoroughly
examined in [20].

III. DEEP LEARNING APPROACH

In this section, we propose a deep learning approach to
enhance decision fusion in the presence of Byzantine attacks.
The idea is to design a neural network that takes the matrix of
states R as input and outputs an estimated system state vector.

The proposed neural network is designed to take the matrix
R of size m × n as input, where m is the length of the
observation window and n is the number of sensor nodes. The
network architecture, which will be specified in the experimen-
tal section, processes this input to produce the estimated state
vector ŝ, which corresponds to the system’s state at each time
step.

The network is trained using supervised learning, where the
true state vector s serves as the ground truth. The loss function
used is the mean squared error (MSE), defined as:

L(s, ŝ) =
1

m

m∑
i=1

(si − ŝi)
2
, (14)

where ŝi is the estimated state at time step i.
To assess the performance of the proposed deep learning

approach, we employed multiple evaluation metrics: mean
squared error loss, error probability (Pe), bit error rate (BER),
and accuracy. The error probability Pe quantifies the likelihood
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that the estimated system state vector ŝ differs from the true
state vector s and is defined as:

Pe = P (s ̸= ŝ), (15)

where s is the true system state vector and ŝ is the estimated
vector. Empirically, Pe is calculated as:

Pe =
Number of misclassified samples

Total number of samples
. (16)

The bit error rate (BER) measures the average error at the
bit level within the system state vector and is defined as:

BER =
1

m

m∑
i=1

P (si ̸= ŝi), (17)

where si and ŝi are the i-th bits of s and ŝ, respectively, and
m is the sequence length.

Lastly, the accuracy of the system is expressed as:

Accuracy = 1− Pe. (18)

IV. SIMULATION RESULTS AND DISCUSSION

A. Simulation Setup

We performed extensive simulations to assess the robustness
of our proposed decision fusion model against Byzantine
attacks across various configurations and adversarial scenarios.
The simulations were conducted using controlled datasets, a
custom DNN model architecture, and carefully chosen experi-
ment parameters to provide a comprehensive evaluation of the
proposed method.

1) Dataset Generation and Experiment Overview: The
dataset generation process and experiments were designed
to simulate challenging conditions while providing a com-
prehensive evaluation of the model’s robustness. Each net-
work comprised n ∈ {10, 20, . . . , 100} nodes, incremented
by 10, operating in either honest or Byzantine modes. The
sequence length (observation window), m, varied across
{5, 10, . . . , 50} with a step size of 5, capturing diverse
temporal dependencies. Samples per class were tested over
[50, 100, 250, 500, 1000, 2000] to evaluate the model’s behav-
ior under varying data volumes. A class is defined as a specific
configuration with fixed parameters, such as the proportion of
Byzantine nodes α, the sequence length m, and the probability
of adversarial actions Pmal. Using these parameters, multiple
reports in R were generated, each corresponding to different
system state vectors s. By varying the number of samples per
class, we analyzed the impact of data volume on the model’s
training efficiency and robustness.

The dataset was fully generated at the beginning of each
of the experiments. Before training, it was split randomly
entry-wise into 80% for training and 20% for testing, ensuring
that the test set consisted of unseen data, independent of the
training process.

Data generation incorporated both i.i.d and Markovian
assumptions. i.i.d data was created by flipping bits with a
fixed probability across time steps, while Markovian data
relied on a two-state Markov chain with transition probabilities
ρ ∈ {0.05, 0.15, . . . , 1.0}, incremented by 0.1, to model time-
correlated system states in s and, consequently, the generated

reports in R. To modulate adversarial influence, the proportion
of Byzantine nodes α was gradually increased from 0% to
100%. Adversarial actions, represented as the flipping of
observations, were parameterized by Pmal, which ranged from
moderate (Pmal = 0.1) to extreme (Pmal = 1.0), simulating
attacks of increasing severity. Both synchronized and un-
synchronized attack patterns were considered, differentiating
between coordinated and independent adversarial behaviors.
Throughout all configurations, the error probability of an
honest node ε was fixed to 0.1, ensuring consistency in the
data corruption process.

Additional variations included balanced and unbalanced
state priors, where P0 was set to 0.5 in balanced configu-
rations and adjusted otherwise. Fixed and variable numbers
of Byzantine nodes, as detailed in Section II, were tested
to explore the model’s robustness under static and dynamic
adversarial configurations. Maximum entropy constraints were
applied, ensuring k < h for variable node distributions, further
enhancing the evaluation framework.

2) DNN Model Architecture: The DNN used in our ex-
periments incorporated seven fully connected layers, with the
input layer matching the flattened size, n×m. The first hidden
layer consisted of 2048 neurons, and subsequent layers halved
the number of neurons at each step, following the progression:
2048, 1024, 512, 256, 128, and 64 neurons. Each layer utilized
ReLU activations for non-linearity, and batch normalization
was applied after each layer to enhance stability during train-
ing. The output layer consisted of m neurons and employed
a sigmoid activation function, which outputs a probability for
each time step, ensuring the network produces an estimated
system state vector ŝ. The model was trained using the mean
squared error loss function and optimized with the Adam
optimizer with default parameters, running for 150 epochs with
a batch size of 512 per case. The datasets were constructed
with a precision of float32 to ensure numerical consistency.
All simulations were conducted on a Dell Precision 5820
Tower computer with an Intel(R) Xeon(R) W-2265 CPU @
3.50GHz, 32GB RAM, and NVIDIA GeForce RTX 3090
GPU with 24GB of dedicated memory.

B. Comprehensive Evaluation of Model Performance and Ro-
bustness

1) Performance Comparison with State-of-the-Art Methods:
To assess the performance of our proposed deep learning
(DL) approach, we compared it with several state-of-the-
art methods, including majority voting [9], hard isolation of
Byzantine nodes (HardIS) [4], soft isolation of Byzantine
nodes (SoftIS) [25], and the optimum maximum a-posteriori
probability rule (OPT) [17]. Notably, the results reported for
SoftIS and OPT were computed at the Nash equilibrium of a
game-theoretic framework between the attacker and defender.
In contrast, our DL method does not rely on a predefined
game-theoretic setup but is trained on a comprehensive dataset
encompassing a variety of scenarios. This test dataset consists
of samples generated independently from the training dataset
and is never seen during training, ensuring unbiased evalua-
tion.
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TABLE I: Error probability for various fusion schemes under the following settings: m = 4, n = 20, ε = 0.1

Maj [9] HardIS [4] SoftIS [25] OPT [17] DL DL-BER
i.i.d, α = 0.3 0.073 0.048 0.041 0.035 0.0 0.0
i.i.d, α = 0.4 0.239 0.211 0.201 0.192 0.0 0.0

i.i.d, α = 0.45 0.362 0.344 0.338 0.331 0.0 0.0
fixed, k = 6 0.017 0.002 6.2e-4 3.8e-4 0.0 0.0
fixed, k = 8 0.125 0.044 0.016 0.004 0.0 0.0
fixed, k = 9 0.279 0.186 0.125 0.055 0.0 0.0

Max Entropy, k < n/2 0.154 0.086 0.052 0.021 0.003 0.001
Max Entropy, k < n/3 0.0041 5e-4 2.15e-4 1.9e-4 0.001 0.0003

TABLE II: Error probability for various fusion schemes under the following settings: m = 10, n = 20, ε = 0.1

Maj [9] HardIS [4] SoftIS [25] OPT [17] DL DL-BER
i.i.d, α = 0.3 0.073 0.0364 0.0346 0.033 0.0 0.0
i.i.d, α = 0.4 0.239 0.193 0.19 0.187 0.0 0.0

i.i.d, α = 0.45 0.363 0.334 0.333 0.331 0.0 0.0
fixed, k = 6 0.016 1.53e-4 1.41e-4 1.22e-4 0.0 0.0
fixed, k = 8 0.126 0.0028 9.68e-4 4.13e-4 0.0 0.0
fixed, k = 9 0.279 0.0703 0.0372 1.58e-3 0.0 0.0

Max Entropy, k < n/2 0.154 0.027 0.0141 6.8e-4 0.002 0.0003
Max Entropy, k < n/3 0.0039 9.8e-5 7.4e-5 5e-5 0.0055 0.0015

Fig. 2: Model accuracy vs. α for i.i.d and Markovian data.

The experiments were conducted under the following set-
tings: n = 20, m ∈ {4, 10}, ε = 0.1, P0 = 0.5, Pmal = 1.0,
and α ∈ {0.0, . . . , 1.0} with a step of 0.05. For each α value, a
dataset containing 200 samples was generated. Tables I and II
present the results for m = 4 and m = 10, respectively,
highlighting the superior performance of our DL method. For
instance, with m = 4, the DL method achieves Pe = 0.0
across i.i.d and fixed Byzantine scenarios, and significant gains
are observed even in maximum entropy settings with k < n/2.
Similar observations hold for m = 10, as shown in Table II.

The superior performance of our method stems from the
capability of deep learning to learn complex patterns and cor-
relations in the data without explicit parameter tuning. Unlike
the MAP rule, which requires precise knowledge of system pa-
rameters, the DL model generalizes effectively across diverse
scenarios and leverages higher-order dependencies from the
report matrix R, achieving consistently high accuracy across
varying conditions.

2) Evaluation of i.i.d and Markovian Data: Figure 2 illus-
trates the performance of our model under i.i.d and Markovian
data for varying Byzantine percentages α ∈ {0.0, . . . , 1.0}
with a step of 0.05. The settings used were n = 20, m = 4,
ε = 0.1, Pmal = 1.0, P0 = 0.5 for the i.i.d case, and transition

Fig. 3: Performance comparison for Unbalanced Priors, Adap-
tive Strategies, and Fixed Byzantine Nodes.

probabilities ρ ∈ {0.1, 0.95} for the Markovian case. For each
scenario, 200 samples were generated for every α value. The
results demonstrate that the DL model is highly robust across
i.i.d and Markovian settings, achieving a minimum accuracy
of 0.95 (Pe = 0.05) as in the scenario of ρ = 0.1 and
α = 0.2 or 1.0. Remarkably, in scenarios with α > 0.5, where
traditional fusion rules fail, the DL model adapts by learning
to flip the global decision dominated by Byzantines, proofing
its flexibility and resilience.

3) Performance under Different Adversarial Scenarios: In
Figure 3, we evaluated the model’s performance across three
distinct adversarial scenarios:

• The i.i.d case with unbalanced priors for varying P0.
• The case of fixed Byzantine nodes with different k.
• The adaptive Byzantine case under various Pmal.

The experimental settings included n = 20, m = 4, ε = 0.1,
and 200 samples per class. For the unbalanced priors scenario,
α was fixed at 0.4 and Pmal at 0.1, with the same Pmal

applied in the fixed Byzantine node scenario. For the adaptive
Byzantine case, P0 was fixed at 0.5.

Across all scenarios, the plots reveal that the deep learning
(DL) models consistently achieved an accuracy close to or
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Fig. 4: Model performance under varying m and n.

equal to 1 (or equivalently, Pe close to or equal to 0). The
maximum observed loss for the mean square error objective
function was below 0.05. The worst performance was recorded
in the adaptive Byzantine strategy with Pmal = 1.0, where the
model achieved an accuracy of 0.975. These results underline
the robustness of the proposed DL method even under chal-
lenging adversarial settings.

4) Global Dataset: Comprehensive Adversarial Settings:
To evaluate the robustness of our model against a wide range
of adversarial settings, we constructed a global dataset that ag-
gregates samples from various configurations, including vary-
ing Byzantine node percentages α ∈ {0.0, . . . , 1.0}, synchro-
nized and unsynchronized i.i.d data, unbalanced priors, adap-
tive and fixed Byzantine attack strategies with k ∈ {1, . . . , n},
maximum entropy with k < h with h ∈ {n/4, n/3, n/2},
and Markovian data with different transition probabilities
ρ ∈ {0.0, . . . , 1.0}. The dataset includes 200 samples per
configuration, enabling a unified evaluation framework. This
approach eliminates the need to identify specific adversarial
environments beforehand, making it practical for real-world
applications.

Using the global dataset, we conducted experiments under
the following settings: n = 20, m = 4, ε = 0.1, and P0 = 0.5.
The model demonstrated remarkable performance, achieving
a minimal loss of 0.0001, an accuracy of 0.9997, an error
probability of 0.0003, and a bit error rate (BER) of 0.0002.
These results highlight the model’s robustness across di-
verse adversarial scenarios, demonstrating that a single model
trained simultaneously on all cases can perform effectively.
This approach eliminates the need to train separate models for
each adversarial scenario and removes the requirement of prior
knowledge about the specific adversarial environment in which
the model operates—an often infeasible or complex task.

5) Impact of Varying Observation Window and Network
Size: Figure 4 evaluates the impact of varying observation
window size m and network size n using the global dataset.
The network size was varied as n ∈ {10, 20, . . . , 100}, in-
cremented by 10, while m ranged from {5, 10, . . . , 50} with a
step size of 5. Across all configurations, the model maintained
an accuracy of at least 0.990 (Pe = 0.01), demonstrating its
scalability and effectiveness for applications requiring larger
observation windows or networks, such as intrusion detection
in expansive communication networks, environmental moni-

Fig. 5: Model performance vs. number of samples per class.

toring in industrial sensor arrays, and others.
The behavior of Byzantine nodes as m increases was

examined to evaluate the duality reported in [18], where
attackers alternate between Pmal = 0.5 and Pmal = 1.0 as the
observation window grows. Larger windows enable malicious
nodes to manipulate reports over time, with Pmal = 1.0 max-
imizing errors through consistent flipping, while Pmal = 0.5
introduces randomness that creates greater confusion and is
harder for traditional fusion methods to counter. The maximum
power strategy with Pmal = 1.0 unintentionally reveals more
information to the fusion center, making Pmal = 0.5 a more
challenging and attractive strategy for Byzantine nodes. Our
deep learning model, trained on a comprehensive global ad-
versarial dataset, effectively mitigates this duality by learning
patterns across diverse attack scenarios. It adapts to both
Pmal = 0.5 and Pmal = 1.0 strategies, achieving high
accuracy and low error probabilities, thereby demonstrating
robustness and strong generalization across varying adversarial
conditions.

6) Effect of Number of Samples Per Class: Figure 5 evalu-
ates the effect of varying the number of samples per class on
the model’s performance using the global dataset. The results
indicate a slight decrease in performance for Pe, accuracy,
BER, and loss when the number of samples per class is below
100. Beyond this threshold, the performance stabilizes. We
conclude that the model achieves high performance with Pe

close to or equal to 0.0 using as few as 200 samples per class.
7) Execution Time Analysis: This experiment evaluates the

computational efficiency of the proposed method by measuring
training and inference times. The evaluation was conducted
on the global dataset with n = 20, m = 4, and 200 samples
per class, resulting in a total dataset size of 15, 200 samples,
divided into 80% for training and 20% for testing. The model
was trained for 150 epochs with a batch size of 512. The total
training time was 431.5482 seconds, while the inference time
for the entire test set was 0.1115 seconds, corresponding to
an average inference time of 0.00001048 seconds per sample.
Compared to state-of-the-art methods [17], [18], which require
complex computations, this approach significantly reduces
computational costs. Once trained, the method performs in-
ference through a single forward propagation pass, making it
highly suitable for real-time applications.
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V. LIMITATIONS AND DISCUSSION

While the proposed deep learning-based fusion approach
demonstrates remarkable robustness and scalability across
diverse adversarial scenarios, certain limitations should be
acknowledged. First, the model’s performance heavily relies
on the quality and diversity of the training dataset. If the global
adversarial dataset does not comprehensively cover the range
of possible Byzantine behaviors or environmental conditions,
the model may struggle to generalize effectively to unseen
scenarios.

Second, although the model is trained offline on high-
performance machines before being deployed to resource-
constrained devices, the inference process on these devices
can still impose computational overhead. For applications with
extremely low-latency requirements or highly energy-efficient
systems, optimizing the inference speed and memory usage of
the model becomes critical to ensure seamless operation.

Finally, the interpretability of the proposed approach re-
mains a challenge. While the model achieves high accuracy
and robustness, understanding the specific decision-making
processes within the neural network is difficult, which could
possibly hinder trust and adoption in critical applications.
Future work could explore methods to enhance interpretability
and optimize the deployment process for constrained environ-
ments without compromising the model’s robustness.

VI. CONCLUSIONS AND FUTURE DIRECTIONS

This paper introduced a deep learning-based approach for
resilient decision fusion in adversarial multi-sensor networks,
addressing the limitations of traditional methods that rely
on specific assumptions and parameter tuning. We began
by presenting a unified mathematical formulation to handle
diverse adversarial scenarios, including varying proportions of
Byzantine nodes, synchronized and unsynchronized attacks,
unbalanced priors, adaptive strategies, and Markovian states.
Subsequently, we proposed a deep neural network to replace
the traditional fusion rules outlined in the unified framework.
By training the neural network on a globally constructed
dataset encompassing these scenarios, the method eliminates
the need for scenario-specific models or prior knowledge
of attack behaviors. Extensive experiments demonstrated the
approach’s robustness, achieving superior accuracy, minimal
error probabilities, and adaptability to challenging conditions,
such as Byzantine duality. The model’s scalability, evidenced
by its ability to effectively handle larger observation windows
and network sizes, makes it suitable for applications such
as intrusion detection, industrial sensor monitoring, and dy-
namic network security, all while maintaining computational
efficiency for real-time use.

Future research can focus on extending the capabilities of
the framework to address evolving and complex adversarial
conditions. For instance, incorporating adversarial models that
exploit access to observation vectors could provide a more
comprehensive defense mechanism, as attackers with such
access could selectively manipulate the most uncertain cases.
Similarly, extending those adversarial models to scenarios
where the system states follow a Markov sequence or are

governed by other temporal dynamics could enhance its ap-
plicability in systems with memory-aware attacks. Exploring
multi-class or multi-bit reporting schemes, as opposed to
the binary decision fusion presented here, may also increase
the robustness and versatility of the model in real-world
applications.

Furthermore, optimizing the deployment of the model for
edge devices and other resource-constrained environments
could expand its practical applicability. Techniques such as
model compression, quantization, or efficient inference strate-
gies could address computational overhead and latency con-
cerns without compromising accuracy. Finally, enhancing the
interpretability of the neural network remains an important
direction, as transparent decision-making processes could fa-
cilitate adoption in critical systems. This research highlights
the transformative potential of deep learning in addressing the
challenges of Byzantine-resilient decision fusion and sets the
stage for further innovation in this domain.
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