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Abstract

Powerful deep neural networks are vulnerable to adversarial attacks. To
obtain adversarially robust models, researchers have separately developed
adversarial training and Jacobian regularization techniques. There are abun-
dant theoretical and empirical studies for adversarial training, but theoreti-
cal foundations for Jacobian regularization are still lacking. In this study, we
show that Jacobian regularization is closely related to adversarial training
in that ¢y or ¢, Jacobian regularized loss serves as an approximate upper
bound on the adversarially robust loss under ¢, or /., adversarial attack re-
spectively. Further, we establish the robust generalization gap for Jacobian
regularized risk minimizer via bounding the Rademacher complexity of both
the standard loss function class and Jacobian regularization function class.
Our theoretical results indicate that the norms of Jacobian are related to both
standard and robust generalization. We also perform experiments on MNIST
data classification to demonstrate that Jacobian regularized risk minimiza-
tion indeed serves as a surrogate for adversarially robust risk minimization,
and that reducing the norms of Jacobian can improve both standard and
robust generalization. This study promotes both theoretical and empirical
understandings to adversarially robust generalization via Jacobian regular-
ization.
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1. Introduction

Deep neural networks have achieved the state-of-the-art performance in
various tasks such as image classification, speech recognition, object recogni-
tion, natural language processing and so on , ). However
deep neural networks are vulnerable to adversarial attacks

2013; [Goodfellow et al. U)_éﬂ and the generalization performance is dramat—
ically impaired by these adversarial samples (IM_MLJ, m .

To obtain adversarially robust generalization for deep neural networks, ad-
versarial training (Goodfellow et all, 2014 |Hllan.g_eiﬁﬂ, 2015; Shaham et all,
2015: Madry et all, 12017; [Gowal et. al, [2£Bd) has been developed as one of
the most effective defense methods against adversarial attacks (Im,
). Adversarial training aims to achieve robust generalization on each
sample z within a small perturbation ||z’ — z||, < € via the empirical adver-
sarial risk minimization

n

min= 37 max  6(f(x]), ), 1)

fEF N ] |} =z || p<e

where F is the hypothesis class, {(x;,y;)}7, are n training examples drawn
from distribution D, £(-, -) is the loss function. It is important to theoretically
characterize the generalization of adversarial training by bounding the robust
generalization gap between the expected adversarial risk and the empirical
adversarial risk

Eey~p max_((f(2),y) -~ max _ L(f(}), ). (2)

o' —x||p<e n = lei—willp<e

In the standard setting without adversarial attacks, it is well known in
statistical learning theory that the generalization gap can be bounded by
the Rademacher complexity (Bartlett and Mendelson, 2002) and then the
Rademacher complexity of deep neural networks has been established (Bartlett et all
|_(Lﬂ7 Nevshabur et al., |_(Lﬂ7 Golowich et al J, M, Taheri et all m . To
bound the robust generalization gap in the adversarial setting, MM
(lZD_lg) and [Yin et all (|20_1§) showed that the robust generalization gap can be

bounded by the adversarial Rademacher complexity, which is an extending of




the Rademacher complexity. However, it is difficult to bound the adversarial
Rademacher complexity of deep neural networks due to the max operation in
the adversarially robust loss, i.e., maxjg s, <c £(f(2'),y). One type of stud-
ies designed surrogate losses of the adversarially robust loss and provided
bounds on the surrogate losses, such as the tree-transformation surrogate loss
(Khim and Loh, 2018), the SDP relaxation surrogate loss (Yin et all, |2018)
and the FGSM surrogate loss (Gao and Wang), |2021). Another type of stud-
ies bounds the adversarial Rademacher complexity via calculating the cover-
ing number of adversarial function classes (Xiao et al!, [2022; Mustafa et al.,
2022; Xiao et all, 2024).

Another way to achieve adversarially robust generalization is via Jacobian
regularization (Sokoli¢ et all, [2017; [Varga et al., 12017; Hoffman et all, 12019;
Jakubovitz and Giryes, 2018;|Chan et al.,2019;Liu et all,[2024). [Hoffman et
(2019) showed that Jacobian regularization increases classification margins
and outperforms an adversarial training defense to achieve lower adversari-
ally robust generalization error. [Liu et all (2024) utilized Jacobian regular-
ization to improve both robust generalization and prediction interpretability
in the adversarial setting. There is also an empirical study which showed
that the norm of Jacobian correlates well with generalization (Novak et all,
2018). Even though it is well known that Jacobian regularization can make
the model more stable with respect to input perturbations (Hoffman et al.,
2019), however, there is still no theoretical guarantee for the adversarially
robust generalization gap achieved via Jacobian regularization.

The contributions of our study are summarized in the following aspects.
Firstly, we show that Jacobian regularization is closely related to adversarial
training in the sense that the Jacobian regularized loss serves as an approx-
imate upper bound on the adversarially robust loss, while former researches
only study adversarial training and Jacobian regularization separately. Sec-
ondly, we provide the first robust generalization bound for deep neural net-
works via Jacobian regularization. The key ingredients in obtaining the ro-
bust generalization bound are the control of the Rademacher complexity of
the standard loss function class and the Jacobian regularization function
clags. Thirdly, unlike most results focusing on the Rademacher complexity
of real-valued models, we bound the Rademacher complexity for widely-used
vector-valued models, such as the multi-class classification in practice. We
do not use the commonly-used vector-contraction inequality to bound the
Rademacher complexity of vector-valued models, due to the disadvantage
that the result may explicitly depend on the output dimension. Instead, the
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covering number technique is adopted with no explicit dependence on the
output dimension. In addition, the Rademacher complexity of the Jacobian
regularization function class is novel to the best of our knowledge and has
never been studied before. Beyond the adversarially robust generalization,
this will also be interested in the field where gradient regularization is used,
such as nonparametric sparse variable selection (Rosasco et al., [2013).

Notations. We end this section by introducing some useful notations.
For a vector x = (z',22,--- ,2%) € R? define the ¢,-norm of x as |z||, =
(Z?=1 |2¢[P)Y/P for 1 < p < 0o with ||7]|ee = maxi—; .. 4]7%|. For a matrix
A€ RU*d et Ay (i = 1,...,dy,5 = 1,2,--+ ,dy) denote its ij-th entry,
A, (1 =1,...,dy) denote its i-th row, A.; (j = 1,2,---,dy) denote its j-th
column. Let ||A||r denote the Frobenius norm, ||A|,, denote the spectral
norm, and ||A||;; denote the ¢;-norm along all the entries of A.

2. Related works

Our study that establishes the robust generalization gap of Jacobian regu-
larization is related to both the adversarial training and Jacobian or gradient
regularization.

Adversarial training. Adversarial training is one of the most effec-
tive methods to achieve robust generalization and many studies have es-
tablished the generalization property of adversarial training theoretically.
The theoretical studies either adopt surrogate losses of the adversarially ro-
bust loss (Khim and Lol 2018; [Yin et all, 2018; |Gao and Wang, 2021) or
directly bound the adversarial Rademacher complexity via covering number
(Xiao et all, [2022; Mustafa et all, 2022; Xiao et all, [2024). The loss with Ja-
cobian regularization in our study serves as an upper bound of the first order
approximation of adversarially robust loss. Therefore, our study also belongs
to the method of surrogate losses of adversarially robust loss. The main dif-
ference between our study and previous studies lies in that the theory in our
study matches with practice perfectly. Specifically, previous studies still rely
on projected gradient descent adversarial training (Madry et all, 2017) and
thus there is a mismatch between the surrogate loss used in theory and the
training objective used in practice. In our study, since Jacobian regulariza-
tion can be easily optimized, we optimize the surrogate loss with Jacobian
regularization to achieve robust generalization, in which way the practice is



guaranteed to match with our theoretical analysis on the surrogate loss with
Jacobian regularization.

Jacobian or gradient regularization. Though there are a variety of
related works which empirically show that Jacobian or gradient regulariza-
tion can improve models’ robustness to adversarial attacks (Varga et al.,
2017; Hoffman et al., 12019: |[Jakubovitz and Girves, 2018: |[Chan et all, 2019;
Liu et al.,2024;[Lyu et all,2015; Ororbia II et al.,2017;Ross and Doshi-Velez,
2017), theoretical analysis on the generalization is still lacking. We here es-
tablish the generalization gap of Jacobian regularization and demonstrate
its ability to achieve robust generalization theoretically. The main difference
between the Jacobian regularization in [Hoffman et al. (2019) and that in our
study lies in that we propose two Jacobian regularizations || J||% and || J||1.1
against ¢ and (., attack respectively. And the Jacobian regularization in
Hoffman et al. (2019) is developed separately with adversarial training, while
we link Jacobian regularization to adversarial training via the first order ap-
proximation. [Lyu et all (2015) also link the gradient of the loss function to
adversarial training via the first order approximation. The main difference
is that Jacobian regularization regularize the gradient of the model. If we
adopt the cross entropy loss or mean squared loss, the gradient of the loss
function is small if the loss is small, but the gradient of the model can still
be large.

3. Problem setup

Let € R? be the input prediction variable and y € R* be the response
variable. The pair (z,y) obeys a distribution D(z,y) on a sample space
X x Y, and the marginal distribution of z is D,(x). To learn the relationship
between z and y in the standard setting, the learning problem is to minimize
the expected risk R(f) = Ez)~p[l(f(),y)], where £(-,-) is the loss function
and f € F with F being the hypothesis class of deep neural networks in this
study. A deep neural network fg : R? — R with L layers can be represented
as

fe(r) =0ro(0p—1---o(bhz)---), (3)
where 0, € Rledlfl(l =1,---,L, dy=d, d, = k’), e = {QL,QL_l, s ,91},
and o(-) is the activation function, which is assumed to be 1-Lipschitz and

to satisfy ¢(0) = 0. Then it follows that F = {fe : fo satisfies ([B])}. Since
the distribution D is unknown, we can only get a finite dataset D with n



independently and identically distributed samples {(z;,y;)}?, drawn from
D. We can thus minimize the empirical risk R,(f) = 23" 0(f(x), vi)-
The gap between the expected risk and the empirical risk is known as the
generalization gap.

In the adversarial setting, define the adversarially robust loss as

U(f(z),y) = max_L(f(a'),y), (4)

[’ —z||p<e

which is the maximum loss within a perturbation ball centered at x. Define
the adversarial expected risk as R(f) = E¢ ~p[l(f(x),y)] and the adver-

sarial empirical risk as R,(f) = + 31", ¢(f(2;),y;). To learn models robust
to adversarial attacks, adversarial training minimizes the adversarial empir-
ical risk. The gap between the adversarial expected risk and the adversarial
empirical risk is known as the robust generalization gap.

Define the loss function class as ¢z = {¢(f(z),y)|f € F} and the robust
loss function class as £z = {{(f(z),y)|f € F}. Then the generalization gap
and robust generalization gap can be bounded by the Rademacher complexity

of ¢+ and {7 respectively.

Definition 1 (Rademacher complexity). Let &,...,&, be n independent
Rademacher random variables that take values of 1 or —1 with probability
1/2. Given a dataset S = {x1,...,x,} with n independent samples drawn

from D,(x), the empirical Rademacher complexity of hypothesis class F is
defined as

Rs(F) = Ee

1 n

Proposition 1. (Bartlett and Mendelson, 2002) Suppose the loss function
U(f(x),y) is bounded between [0, B]. Then for any § € (0, 1), with probability
at least 1 — 9, the following inequality holds for all f € F,

log 2

R(F) < Ru(f) + 2Rs(Lr) + 3B 52

Proposition 2. (Yin et al!, 2018) Suppose the loss function ((f(z),y) is
bounded between [0, B]. Then for any 6 € (0,1), with probability at least
1 =9, the following holds for all f € F,

. . - log 2
R(f) < Ru(f) +2Rs(lr) + 3B 2—n5



The above bounds hold uniformly for all f € F, especially for the mini-
mizer of the empirical risk or adversarial empirical risk. It is easy to see that
the key ingredient of the generalization gap is the Rademacher complexity.
In the standard setting with no adversarial attacks, the Rademacher com-
plexity of the deep neural network has been relatively well developed. While
in the adversarial setting, it is difficult to bound the adversarial Rademacher
complexity Rg(¢z) for the deep neural network due to the max operation in

().

4. Main results

4.1. Surrogate robust loss with Jacobian reqularization

Since solving the adversarially robust loss in () and bounding the adver-
sarial Rademacher complexity are difficult, we approximate the adversarially
robust loss via first order Taylor expansion. Assume that the solution of ()
is achieved at z*, i.e., £(f(x),y) = £(f(z*),y), then the adversarially robust
loss can be approximated as

((f(@*),y) = U(f(2).y) + Val(f(2),y) " (" — ). ()

The following lemma shows the bound on the first order approximation for
the /5 and /., adversarial attacks, respectively.

Lemma 1. Assume the loss function ((f(z),y) is Le,-Lipschitz on f(x) with
respect to the || - ||o metric and is Ly -Lipschitz on f(x) with respect to the
| - |1 metric. For the ly adversarial attack ||x' — x||s < €, the approzimation
of adversarially robust loss in (B) can be bounded by

(7). 0) + Vol f(2).9) (0" — ) < L0 @).0) + 56+ 2L, [V @)

For the l« adversarial attack ||z' — || < €, the approximation (B) can be
bounded by

((f(@),y) + Val(f(2),y) (a7 — 2) < Uf(),y) + Lo [ Vaf (@)1

The term el ||Vof(2)||% and €Ly ||Vof(2)|l11 serve as the regulariza-
tion, but since these terms are upper bounds, the regularization may be too



strong. Therefore, we add a flexible parameter A on the Jacobian regulariza-
tion and then define the Jacobian regularized loss which serves as a surrogate
robust loss for the /5 and /., adversarial attacks respectively as

Bf(2).) = (F(2),9) + AL IV )

loc(f(2),y) = £(f(),y) + AeLe || Vo f (@) 11

We show that Jacobian regularized loss serves as an approximate upper
bound on the adversarially robust loss. Even though the upper bound is
not precise because of the first-order approximation and parameter A\, we
will show by experiments that Jacobian regularized loss indeed serves as a
surrogate loss for the adversarially robust loss and that Jacobian regularized
risk minimization can lead to adversarially robust risk minimization. The
adversarially robust model against ¢, and /., adversarial attack is obtained
by Jacobian regularized risk minimization respectively as

n

fo = argmin - S (7 () ) + AL V()3 (6)
fer N i1

fro = g min S I (0). ) + ML |Vl (7)
€ i=1

The above minimization procedure involves a standard empirical risk mini-
mization and a Jacobian regularization term. The regularization coefficient
depends on the adversarial attack intensity e and the Lipschitz constants,
which makes sense since one should also regularize with stronger intensity to
achieve robustness when the adversarial attack intensity is large. The Lips-
chitz constants are well bounded for common loss functions and the Lipschitz
constants of cross entropy loss function are given by the following Lemma.

Lemma 2. Let ((f(x),y) be the cross entropy loss function in classification
tasks, then 0(f(x),y) is Ly,-Lipschitz on f(x) with respect to the || -||2 metric,
with the Lipschitz constant Ly, < /2, and ((f(x),y) is Ly -Lipschitz on f(x)
with respect to the || - ||1 metric, with the Lipschitz constant L, < 1.

4.2. Generalization gap of surrogate robust loss
Define the empirical mean of the Jacobian norm as

1 — 1 —
PV fl3 = - S OIVaf @)z PallVafllg = 52 Ve f(@i)|l11-
i=1 =1
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By minimizing the Jacobian regularized empirical risk minimization objective
in (@) and (7), the P,||V,fa||% of the minimizer f; or the P, ||V, fx |11 of the
minimizer f. can not be large and must be within some bounds. Therefore,
for a given dataset {(x;,y;)}",, we assume that there exist positive numbers
r1 and 75 such that, in the minimization process of (@) and (), the empirical
mean of the Jacobian norm P,||V.f||% < ry and P,||V,f|l11 < r1. Hence
the minimization process of (@) and () can be done on the constrained
hypothesis class F,, = {f € F : P,||V.fl|% < ro} and F,, = {f € F :
PolIV.fllia < 71} respectively as follows

fo= aﬁ;r;in % ;[ﬁ(f(%), yi) + %AEL?HVM(%)H%]- (8)
foo = argmin = D 0Cf (@) ys) + AeLe Vo f (i) 1,4]- (9)

fern Mg

The bounds 75 or r; and the hypothesis classes F,, or F,, depends on the
training dataset {(z;,v;)}’; and the training algorithm. The hypothesis
classes F;, or F,, are the effective hypothesis classes explored by the train-
ing algorithm and are smaller than the original hypothesis class F due to
Jacobian regularization. Even though these bounds are difficult to be calcu-
lated directly in theory, in practice, we can still calculate the empirical mean
of the Jacobian norm P, ||V, f||% or P,||V.f|11 and show that such bounds
indeed exist and are small in the experiments.

For /3 and £, adversarial attacks, define the surrogate expected risk respec-
tively as Ry(f) = Ey~plla(f(2),y)] and Ru(f) = Ewy~pllo(f(@), )],
and the surrogate empirical risk respectively as Ry, (f) = e DI Oo(f (25), y2)
and Roon(f) = e DD oo (f(2:),y:). Define the surrogate loss function class
respectively as €2]:7-2 = {€2(f(z)ay)|f € frz} and EOO]:'rl = {gm(f(z)ay)|f €
Fr }. We now bound the generalization gap of the surrogate robust loss by
the following proposition.

Proposition 3. Suppose ((f(z),y) is bounded between [0, B], ||V,.f(x)||% is
bounded between [0, By and |V, f(2)|l11 is bounded between [0, By]. Denote
Cy = B+ $Xel? By and Cox = B + XeLy By. Then for any § € (0,1),
with probability at least 1 — 6, for the given dataset {(x;,y;)}i,, the following



inequality holds for the minimizer fg in (8),

A

z 57 - log 2
Ro(fo) < Ronl(fo) + 2Rs(loz, ) + 3Ca |~

on

the following inequality holds for the minimizer foo in (@),

log %

Roo(foc) < Bocn(foo) + 2R (e, ) +3Co || -

In standard statistical learning theory, the hypothesis class needs to be
fixed, but the effective hypothesis class F,, or F,, depends on the training
dataset. This is not a contradictory since we can conduct the proof as if 7.,
or F,, is fixed for the given dataset {(x;, )}, or we can choose the largest
2 or r1 when the training dataset varies. The key of the generalization gap
is the Rademacher complexity of the surrogate loss Rs(laz,,) or Rs(locr,, )
which are shown by the following lemma.

Lemma 3. For the {5 and {, attacks, denote the function class of Jacobian
reqularization respectively as Jor,, = {|Vef(2)|7 : f € Fry} and Jir,, =
{IIVaf(@)|l11 : f € Fr}, then the Rademacher complexity of the surrogate
loss RS(EQ]—‘TQ) or Rs(éooﬂ.l) can be bounded respectively by

A 1
Rs(lor,,) < Rs(lz,,) + 5)\'5[/?27—\)/5(«72]%2)’

~

Rs(loor,,) < Rs(lr, ) + AeLi Rs(TiF,,)-

This proposition tells us that the Rademacher complexity of the surrogate
loss can be upper bounded by the standard Rademacher complexity R (¢ EQ)
or Rs({r,, ) and the Rademacher complexity Rgs(Jor,,) or Rs(J17,, ) induced
by Jacobian regularization, which suggests that the robust generalization
gap is larger than the standard generalization gap given the same number
of training samples. This result also coincides with the study which showed
that adversarially robust generalization requires more data (Schmidt et al.,
2018).

We next bound the Rademacher complexity via the covering number tech-
nique. First recall the definition of the covering number.

10



Definition 2 (Covering number). The d-covering number of set Q with re-
spect to metric p is defined as the minimum size of 6-cover C of Q, such that
for each v € Q, there exists v' € C satisfying p(v,v’) < §:

N (6,9, p) =inf{|C| : C is a §-cover of Q with respect to metric p}.

Then some norms and metrics on the function classes and the parameter
space are given below.

For the loss function class (z, or {z, , we define the sample L, (F,)-norm
of a function ¢(f(z),y) and the derived metric respectively as

1 n
lellapy = = D1 (), ya)l and p(6,€) = 1= L1, p.
i=1

For the Jacobian regularization function class Jor, , we define the sample
Ly(P,)-norm of a function ||V, f(z)||% and the derived metric respectively as

1 n
Ve flElzup) = 52 IVaf(@)l7| and

i=1

PV A5 Vet IE) = IVeflle = IVaf Il Lypn-

For the Jacobian regularization function class Ji7, , the L;(F,)-norm of a
function ||V, f(x)|[1,1 is defined in the same way with Joz, . For the param-
eter set @, define the Frobenius-norm of parameter © € @ and the derived
metric respectively as

L L d di—1
Ol = [ D162 = | DD "D (0, and p(©,0) =0 — &
=1 =1 k=1 j=1

To link the covering number of the function space with the covering number
of the parameter space, we need to characterize the Lipschitz property with
respect to parameters by the following Lemmas.

Lemma 4. Assume that the loss function (f(x),y) is Lg,-Lipschitz on f(x)
with respect to the || - ||a metric, the Frobenius-norm of parameter © is within
Ro, i.e., |Ol < Re, and the activation function o(-) is the rectified linear
unit function Relu(x) = max{z,0}. For ©,0" € O, it follows that

1e(fe(x),y) — (fer (@), y)llLup) < Lip,

O — &y,

11



where

1 n R@ L—1
Lip = VILLES [l ( ) . (10)
n i=1 vL—1

Lemma 5. Assume that there are no pre-activations hy,,, = (0;---o(61x)---)
which are exactly 0, the Frobenius-norm of parameter © is within Rg, i.e.,
I1O[l < Re, and the activation function o(-) is the rectified linear unit
function Relu(z) = max{z,0}. For ©,0" € O, it follows that

NVafo@)E = IVafor (@)IElLup,) < Lip, 10 = &l
HVzfo(@)lhy = IVafe @) liallLp,) < Lip, 10 = &l

where

. JI Re 2L ) Re \I!
Lip =2 L(m) , Llpn—\/Lkd<\/m) (11)

There are some differences lying in the Lipschitz constants of the standard
loss function and the Jacobian regularization. Specifically, L{ p, depends
on the data term 1/n ) 1" ||z;|]2 but L}, does not. If we assume that x
obeys normal distribution, then 1/n 3" | |lz;i|l2 scales with v/d, where d is
the input dimension. The term (Re/v/L —1)“~'in L{, and L}, shows an
exponential dependence on the number of layers L and is due to the worst
case Lipschitz property of deep neural networks. The term (Rg/v/L — 1)1
in L{p suggests that the Jacobian regularization |V, f(z)||% behaves like a
neural network with 2L layers. Note that Lj, also explicitly depends on
the output dimension k. Overall, compared with the Lipschitz constant of
standard loss function, the Lipschitz constant of Jacobian regularization is
also well controlled.

Before we bound the Rademacher complexity, we introduce some useful
lemmas to bound the norm of model f(x) and the norm of loss function
((f(x),y) via Jacobian norms.

Lemma 6. Let the activation function o(-) be the rectified linear unit func-
tion Relu(z) = max{xz,0}. Then for x € X and f € F, it follows that

fla) =V, f(z) .

In fact, this property is not restricted to the Relu(:) activation function.
Lemma [6] also holds when adopting activation functions such as LeakyRelu.

12



Lemma 7. Assume that the input space X is bounded such that the {o-norm
of each x € X is within Ry, i.e., sup{||z]|e : © € X} < R,. For f € F,,
such that P,||V.f||% < 1, it follows that

1 n
i=1

For f € F,., such that P,||V,fl|11 <1, it follows that
Pollfllh < miR..

Lemma 8. Assume that sup{||z|| : © € X'} < R, and that the loss function
0(f(z),y) is Lg,-Lipschitz on f(x) with respect to || - ||2 metric and is Ly, -
Lipschitz on f(x) with respect to || - || metric. Denote ©y € O to be the
parameters being zeros. For f € F,,, it follows that

€02 ) = on@): 9)lacen) < Lo/, | = D il
i=1

For f € F,,, it follows that

16Cf (), y) = €(foo (@) Y) |1y (P < Lior1 R

With the above lemmas at hand, we are now ready to bound the Rademacher
complexity by the following two theorems.

Theorem 1. Let the Frobenius-norm of parameter © is within Re, i.e.,
19|l < Re. Assume that the input space is bounded such that sup{||z|~ :
x € X} < R,, and that the loss function £(f(x),y) is the cross entropy loss
in classification tasks. Denote the total number of parameters as P. Then
the empirical Rademacher complexity of {r,, and {F, respectively satisfies
that

V2r2/n 37 i3

™

2 Y

Rs(lz,) <12

| P
'R,S(e}'rl) S 127’1Rx E \/10g

13
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One sees from Theorem [I] that the Rademacher complexity of the standard
loss function class Rs({z, ) and Rs({z,,) depend on the Jacobian norms r,
and 79, respectively. By restricting the Jacobian norms r; and 7o through
Jacobian regularization, one can effectively reduce the Rademacher complex-
ity of the standard loss function class, and further reduce the generalization
error in the standard setting without adversarial attacks. In addition, we
focus on vector-valued models. Vector-contraction inequality is commonly
used for transforming the Rademacher complexity of loss function class to
the Rademacher complexity of vector-valued models (Maurer, [2016; |[Li et al.,
2023). However, such technique results in an explicit linear dependence on
the output dimension k. In Theorem [I, we directly bound the Rademacher
complexity of loss function class via the covering number technique and there
is no explicit dependence on the output dimension. This result is more prefer-
able when the output dimension is large.

Theorem 2. Let the Frobenius-norm of parameter © is within Re, i.e.,
19|l < Re. Assume that there are no pre-activations which are exactly 0.
Denote the total number of parameters as P. Then the empirical Rademacher
complezity of Jar,, and JiF, respectively satisfies that

P 3RoLF, p
Rs(Jor,,) §127’2\/i \/ log —01p | [T
n T2 2

P 3Ro L} T
Re(Tir, ) < 12r4] — \/ log 2071 | o R
1 n T1 2

Due to the fact that Jacobian regularization depends on the training sam-
ples, it is natural to ask whether Jacobian regularization is still effective
beyond training samples. Comparing the Rademacher complexity Rs((z,,)
or Rs(lr,, ) with Rs(Jaz,,) or Rs(J17,,) respectively, one can see that the
Rademacher complexity of Jacobian regularization is well controlled relative
to the Rademacher complexity of standard loss. Therefore, even though
Jacobian regularization relies on sample points, it is still an effective regu-
larization technique.

Combing the Rademacher complexity of the standard loss function in The-
orem [I] and the Rademacher complexity of Jacobian regularization in Theo-
rem 2] we obtain the Rademacher complexity of surrogate robust loss function

14



via Lemma [3, and further establish the robust generalization gap by virtue
of Proposition Bl If the adversarial attack intensity e is not large and the
Jacobian norms ry or ro is well controlled, then the robust generalization
gap can be well controlled. We will show in the following experiments that
reducing Jacobian norms 7; or ry can indeed improve robust generalization.

5. Experiments

In this section, we perform experiments to demonstrate that Jacobian reg-
ularization can lead to robust generalization. As have been discussed before,
the Jacobian norms r; and ry are algorithm dependent, and we will show
that r; and 75 can be well controlled via Jacobian regularization in the ex-
periments.

Dataset: We perform the experiments using the MNIST dataset. The
MNIST dataset originally contains 60000 training and 10000 testing samples.
We randomly select 1000 training samples for training and adopt all the
testing samples for testing. We preprocess the data by normalizing the data
between 0 and 1.

Neural network architecture: We adopt the multiple-layer fully con-
nected neural network. The number of layers is 5. The number of hidden
units in each layer is 100. We use Relu as the nonlinear activation function.

Adversarial attacks: To evaluate the robustness to adversarial attacks,
we adopt the projected gradient descent (PGD) (Kurakin et al.,[2016; Madry et al.,
2017) method to generate adversarial samples. For the /5 PGD attack, we
set the attack intensity € as 0.5, the number of steps as 20, and the stepsize
as 0.1. For the /., PGD attack, we set the attach intensity e as 0.03, the
number of steps as 20, and the stepsize as 0.01.

Training details: For the classification task on MNIST, we use the cross
entropy function as the loss function. For the ¢, PGD attack, we use the
Frobenius norm of the Jacobian matrix for regularization. For the ¢, PGD
attack, we use the /1 norm of the Jacobian matrix for regularization. We
minimize the regularized cross entropy loss function via SGD. We perform
SGD for 1000 epochs, with a batch size of 1000, a momentum of 0.9 and a
learning rate of 0.1.

Experimental results: For simplicity, we define the effective regular-
ization parameter A\ = \e (effective lambda for short) which represents the
effective Jacobian regularization strength on Jacobian norms. In the theoret-
ical analysis, we show that Jacobian regularized loss serves as an approximate
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£, PGD attack,e=0.5, effective lambda=0.1 L. PGD attack,e=0.03, effective lambda=0.005
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Figure 1: Comparison of Jacobian regularized loss and adversarially robust loss. We use
the PGD attack loss to estimate the adversarially robust loss. In the figure legend, the
losses represents the Jacobian regularized loss and the adv losses represents the adversar-
ially robust loss.

upper bound on the adversarially robust loss. Now we conduct experiments
to corroborate this theoretical analysis. We plot the curves of both Jacobian
regularized loss and adversarially robust loss (estimated by the PGD attack
loss) in Figure [l On both the training and testing data, the adversarially
robust losses are well bounded by the Jacobian regularized losses during the
training process. Moreover, as we minimize the Jacobian regularized losses
during training, the adversarially robust losses also decrease. Therefore, we
demonstrate that Jacobian regularized loss indeed serves as a surrogate ad-
versarially robust loss and that Jacobian regularized risk minimization can
lead to adversarially robust risk minimization. Note that we only show the
result for one choice of effective lambda, but similar results can also be ob-
tained for other choices. In practice, the attack intensity e is usually unknown
and A should be chosen via an additional validation dataset.

More experimental results for ¢, PGD attack are shown in Table [I and
the experimental results for ¢, PGD attack are shown in Table 2l When the
effective regularization parameter equals 0, it is just the standard empirical
risk minimization without regularizations. When we increase the effective
regularization parameter, the Jacobian norms || J||% and || 7|11 can be con-
trolled within relatively small values. Therefore, the bounds r; and r, used
in previous theoretical results can indeed be well controlled under Jacobian
regularization, a fact which further implies our assumption made on r; and
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ro is rational.

Effective Lambda 0 0.01 0.1
Jacobian Norm 1280 10.3 3.1
Types Standard Robust Standard Robust Standard Robust
Training 100% 81.8% 100% 100% 99.4% 98.9%
Testing 89.5% 69.2% 93.3% 86.7% 93.6% 87.6%
Gap 10.5% 12.6% 6.7% 13.3% 5.8% 11.3%

Table 1: Experimental results for {5 PGD attack. The /5 attack intensity e is 0.5.

Effective Lambda 0 0.001 0.005
Jacobian Norm 2289 138.9 76.7
Types Standard Robust Standard Robust Standard Robust
Training 100% 84.7% 100% 100% 100% 99.7%
Testing 89.5% 70.3% 92.7% 87.2% 92.8% 88.7%
Gap 10.5% 14.4% 7.3% 12.8% 7.2% 11.0%

Table 2: Experimental results for ¢, PGD attack. The ¢, attack intensity € is 0.03.

From Table [0l and Table 2 overall, Jacobian regularization can indeed
decrease generalization gap and improve robust generalization against both
Uy and /., attacks. In Table [I the robust generalization gap for standard
training with effective regularization parameter being 0 is 12.6%, even a bit
lower than that of effective regularization parameter being 0.01. This is not
contradictory because in the standard training, the robust training accuracy
can be low. In addition, as pointed by Theorem [, we can also observe
from the results that reducing the Jacobian norms can also improve the
standard generalization. In the standard training, the Jacobian norms can be
very large while the standard generalization is not so bad, this phenomenon
is because that models unstable to perturbation can also generalize in the
standard setting.

Robust generalization also has relations with standard generalization. Even
in the standard setting, the data contain random noise. Improving robust-
ness to adversarial attacks via Jacobian regularization can make model more
resistant to the random noise in the standard setting. In general, the ran-
dom noise in standard setting is less than the adversarial perturbations, and
thus Jacobian regularization is more effective for the robust generalization.
This phenomenon can also be observed from the results that the standard

17



generalization barely increases while the robust generalization still increases
when we increase the effective regularization parameter.

6. Conclusion

In this study, we demonstrate that standard empirical risk minimization
with Jacobian regularization can serve as a surrogate for robust adversarial
training. We show that Jacobian regularization can improve both standard
generalization and robust generalization from theoretical and empirical as-
pects. Our results can motivate both the theoretical and empirical research
to understand the adversarially robust generalization.

Acknowledgments

Dongya Wu'work was supported in part by he National Natural Science
Foundation of China (62103329). Xin Li’s work was supported in part by
the National Natural Science Foundation of China (12201496).

Appendix A. Proofs

Proof of Lemmall. For the ¢y adversarial attack ||/ — z||2 <€,

(7 (@),9) + Vall(F(@),9) (" — ) < 67 @), 9) + (VL) ) ol —
< ((f(@),9) + VL))
= (@) 1) + €V F @)V ). )
< UF(2),9) + V) ol V50 (2), )]
< (f(@)9) + LIV (@)
< Uf(@).9) + e+ 5T IV @}

For the ¢, adversarial attack ||z’ — 2|/ <,

((f(@),y) + Val(f(2),y) (2" — @) < f(@),y) + IVaL(f(2), ) ille” = 2l

((f (@), y) + el Val(f (), y)

=U(f(x),y) + €| Vo f @)V (f(2),9)l1
((f (), y) + el Vaf (@) [[1a IV 0 (), y)ll oo
((f(@),y) + Lo Vo f () |11



The first inequality follows from Cauchy-Schwartz inequality for ¢, adversar-
ial attack. For /., adversarial attack, we use the Holder’s inequality with
p = 00,9 = 1. We also bound the spectral norm of Jacobian matrix by the
Frobenius norm of Jacobian matrix, since the spectral norm involves a com-

putationally expensive singular value decomposition when the dimension d
and k are high. O

Proof of Lemmal2. Since the indicator function 1(y = j) equals 1 when the
sample belongs to the j-th class and otherwise equals 0, and recall that f;
is the j-th component of f(x), the cross entropy loss function ¢(f(x),y) is

defined as i

; exp(fs)
(f(x),y) =) Ly =i)log ————
; Z?ﬂ exp(f;)
Denote 00/0f = [00/0f1,- - ,00/0fg], then it follows that Ly, = sup{||0¢/0f]2}.
Denote ) ; to be the sum from indexes 1 to k and . ; to be the sum from
indexes 1 to k& without 7. One has that the gradient of ¢(f(z),y) with respect
to f; is

Dz exp(f;) —exp(fi)
00/0f = 1(y = i) =21 P =gy Z PV
Y Zj exp(f;) lz#; Y Zj exp(f;)

Since [|9€/0fll2 = \/(86/8f1)2 + -+ (00/0f,)?, then for each class ¢, when
y = ¢, it follows that

(Zj;éc exp(f;

N2 )? Zl¢c(eXp(fl))2
2L = TS T T S e )P

)

- )
_ jzee(fy))? N (Xizcexp(fi))”
T () (2 exp(f;))?
(Zj;ﬁcexp(fj
(>=; exp(f;)

)*
)2
<2

Finally, one sees that Ly, = sup{||0¢/0f||>} < /2. Similarly, one sees that
Le.. = sup{00/0f |} < 1. a
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Proof of Lemma[3.

Rs(l =E; | sup — Lo f
s(lor,,) = E¢ fefll ;f 2

= Ee | sup —Z& (i), 4:) + AEL@IIV fx )II%)]

fe]-}2 i—1

< E¢ sup — £Z (), ¥s)

= stﬂz) + §A€L?2R5(j2fr2>‘

+ E¢

sup —Z@ AL V. f @ )H%]

fE€Fr,

Rs(loor. ) =E SUp— &oo

:E§ sup —Z& xl )y Yi +>\€L£oo||v f( )||171>]

fe;*l i=1

< E{ sSup — 252 xz yz
fé]:rl i1

=Rg (ﬁfﬁ) + )\eLgooRs(jlﬂl)~

+ Ee

fst;p —Z&AGL&OHV flz )||11]

"1 =1

O
Proof of Lemmalj. Denote
oL T ar T\ "
/ B e
ollfe(2). ) (ael T ) ’
where for ¢ = 1,2,--- | L, gg ‘ is the vectorized form of the matrix g-i.

Since the Lipschitz constant eqeuals to sup{||Vel(fo(x),y)|l2 : © € O}, it
suffice to analyze the fo-norm of Vyl(fo(z),y) defined as

IVel(fo(x),y)ll2 = «ZH ||F‘
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For a deep neural network fgo(z) =0r0(0r_1---0(617)---), denote the acti-
vations of the [-th hidden layer as hy = (6, - - - o(61x) - - - ) with hg = z. Then
the derivatives of the [-th hidden layer is h) = o/(6, - - - o(612) - - - ), where o' ()
is the derivative of the activation function. Denote diag(h;) as the diagonal
matrix with the diagonal elements being h;, according to the chain rule, it
follows that

a
2,

For the Relu activation function o(z) = max{0,z}, the derivative o'(-) is
the Step function, thus ¢'(+) € [0,1] and hj € [0, 1]. The Frobenius-norm of
gradients is bounded layer by layer as:

0
ok = \/t (Ao

. . ol
= <d1ag(h2)9f+1 -0 diag(hy_)0] 8f) hi_y.

= ||diag(h))), - - - 0], diag(hl,_,) L8f1| a1l
. / 8£ /
< ||9lT+1 e '91——1d1ag(hL 1)9Zaf|| oflhi—1ll2 (- hy €10,1])
. ' ) , ov (A.1)
< |41 ]| p[|diag( l+1) e '92—1d1ag(hL 1)928f” ol hi—1]]2

< [l || ||2 H 16kl 7

k=Il+1
< L, [|Pu—1]l2 H 16| -
k=Il+1

The term ||h;_1||2 is also bounded layer by layer as:

i1l = |o(O1=1 - - -o(brx) - )2
<|b10(O1—2 - - - (1) - - )|l

< 0iallpllo@rs---o(brz)---)ll2 (A.2)
-1

< llllz [T 16elr.
k=1

where the first inequality is due to the 1-Lipschitz property of o(-) and fact
that o(0) = 0, and the last inequality is by iteration. Combining ([A.I]) and
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yields that

L

H !|F<Lz2||x!|2 I l6cls.
k=1,k7l

Combining the Frobenius-norm of gradients of all layers, we obtain that

L L
ZH HF<Lz2||xH2 STOIT 6wl
=1 k=1k#l
L
< Ly |lzll2y| L max  JT l6xl3
lefl Lty 1,k

L
1
< [
< VLLy, |l o (L — D

.....

k=1,k#l

. L—1
1
< VLLy,||z|- (m ; ||9k||%“>

< ng2||x||2\/<—R2)L_l

— VL, |l (

R@ L—1
VL — 1) '

Furthermore, it follows that

||f(f@(£E),y) _E(f@’( ) ||L1 Py) — Z |€ f@ xz yz

1 n L—-1 )
<23 VLol (1) IOl
1=1
1 n R L—-1 )
Vi, Yl (2 ) e - el
1=1

The proof is complete.

L-1
!WI%)

— U for (i), yi)l

O

Proof of Lemma (3. Recall that the derivatives of the [-th hidden layer is
hy=ad'(0;---0(61z)---), then it follows from the chain rule that the gradients
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with respect to inputs are equal to

V. f(z) = Qleiag(h’l)QzT o -92_1diag(h2_1)92.
The gradients of the j-th output of f(z) is

foj(x) = eleiag(hll)‘%T e '92—1diag(hlL—l)9{j~u
where we use ;. to denote the j-th row of 6. Then it holds that

IV, f(a ||F—Z||v fi@))3 and |V.f(z HM—ZHV fi@)]ls-

We firstly calculate the derivatives of |V, f(z)|/%. Since Vm fi(z) is a column
vector, it follows that

IVafi(@)l3 = Vaf (2)Vaf;(2)
= Or;.diag(hy_)fr—1 - -Oydiag(h})6,6] diag(h})0, -- '92—1diag(h2—1)92j~
Next, we calculate the derivatives of ||V, f(z)||% with respect to parame-

ters to characterize the Lipschitz property with respect to parameters. For
parameter 6, since ;. only exists in V, f;(x), one has that

ONVaf @) _ OIVati(@)l3

00,. 001,;.
= 20;.diag(hy_1)0r—1 - -Oxdiag(h')6010] diag(h})f; - -- 0] diag(h},_,).
Then, the norm of derivatives with respect to parameter 6;;. is bounded by

Hﬁllvxf(x)ll%

= 2|6, diag(h_,)0r—1---6u0) -0, diag(h}_,)|l2
00y,

2

< 2||0,;.diag(hy_ )01 616 ---0] ]|
< 2|0y, diag(hy_y)0r—1 - - - 6:60] - - - diag(h]_,)|2l|0r-1]F

L-1

< 2|6, ll: T 161117

1=1
and thus it follows directly that

Hanw )3 :i

O P

k L—1 L—1
<> 4003 T 1005 = 4wz TT e
j=1 =1 =1
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It is worth noting that other parameters 6,1, - - - , 6y also exist in diag(h}_,), - - -

Since we assume that there are no pre-activations hy,, = (6;---o(61x)---)
which are exactly 0, the second derivatives h) = ¢”(0,---o(61z)---) is 0 for
Relu activation function, and thus the derivatives ddiag(h;)/00; = 0. Then
the derivatives of other parameters satisfy

AVaf @} _ = AVati(@)]3
00, B Z 06,

k
=2 diag(h))6),, - 07,015 diag(h},_,)0r— - 0.6, -6, diag(h]_,)

J=1

— 2diag(h})6),, -~ OF Ouding (), )0y - - 0267 - 6, diag(h|_,).
Then, the norm of derivatives with respect to parameter ; satisfy

Hallvxf(x)ll%

2, = 2||diag(h))0),, 0,0, - 010y -0, diag(hj )| F

F
< 2||diag(h)6)’y -0 0+ 010] -0, |[pldiag(h]_1)llop

(P2)

< 2||diag(h))0)sy 0,00+ 010y -0, ||
(h1)6)
(1)

< 2Hd1ag )0y 0,01~ 010) - - diag(h]_y) [ P01 [lop
h 9z+1---9Z9L---919?--diag(h§_2)||F||9z—1llF

< 2[|6i]|r H 165117

=LAl

Thus, for all l =1,---, L, it follows that

AV f (@)% L
| AP < sz TT ol
! F =15

Similarly, denote the vectorized form of derivatives as

VIR AT
2 (e \PIE Lo e AR
villv. sl = (Dl AR

T T
vec .
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Then the Lipschitz property with respect to parameters can be bounded by

L

AV f (@)%
I9al Ve @) 2 = | 3 |2V 2d @l
\ 90, F
=1
L L
<\ D 4oz TT el
=1 j=1,j#
L
< 2 4
- LZG%?TL}ZLHGZHF'_H 16515
j=1,j#l

: . 2L—1
< 2 12
<\, <2L_1<||elr|p+ > 2Hej||F>>

j=1,j#1
) I 2L—-1
< \4L <2L_1(2||91H%+ > 2||9j||%))
j=1,j#1
5 2L—-1
<2VL |/ z+——R?
= f( 2L—1R@)

<2VL <\/%)2H.

Finally, it follows that

NVzfo @) — I Vafer (@Il p.) = % Y IVefol@lii = 1 Vafer ()7
1=1

R@ 2L-1
<o (Fe ) e e,
<I(f2) oo,

Next we calculate the derivatives of ||V, f(z)|[1.1. Recall that the gradients
of the j-th output of f(z) is

V:vfj(@ = Hleiag(hll)HzT e '92—1diag(h/L—1)‘92j--
Then it holds that
k k
IVaf @)lla =D IVafi(@)ll =D 167 diag(h})0; - - 0] diag(hy, )07, |l:-
j=1

i=1
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For parameter 6y, since ;. only exists in V, f;(x), one has that
Ve f(@)llia _ OlVafi(@)ls
00,;. 00;.
= diag(h’L_l)HL_l tee dilag(hi)elslgn(vxfj(a:))

Then, the norm of derivatives with respect to parameter 6r;. is bounded by

H@HV «f (@)l

20, = ||diag(h, 1)0r—1 - - - bodiag(hi)brsign(Va fi(x)) 2
J-

2
< ||0p1- - - Oodiag(h))Orsign(Va fi(z))]]2
< |01 p||diag(h7_ 2)"'92diag(h'1)9181gn(vxfj(93))||2

< [lsign(Vafi(@)) |2 H 164 7

= ﬂH 10:]] -
=1

and thus it follows directly that
k
=1

For other parameters 6;_1,--- , 0y, it holds that

ONVaf (@)1 ||11

O Vaf ()l
0.

00,

< k;dH 16:]/%-

V(@) = OVaf;(2)]s
00, _Z 06,

=

Z dlag(hz)9l+1 diag(h’L_l)HZj,sign(foj(x))TelT -0, diag(h_,)

i=1

= diag(h])0)} - - diag(hy,_,)0;sign(Ve f(2)) 6] - -0, diag(hi_,),
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and thus

||V . , . . ,
H PO | g )L, - 0fsign(9.0(0) 6] - 6L scling(h)
F
< |[diag(H))6L, - - - 0T sign(Vuf(2)) 707 - -6 | il )lon
< |[diag(k)0y,, - 6] sign(V, £(2)) 707 - 67 |1
< |[diag(R))6, - - - 0T sign(Vu f (2)) 767 - - - diag(hi_o)l| 67+ lon
< |[diag(R})6, - - - 07 sign(V o f(2)) 767 - - ding(f_y) L1671
L
< lsgn(Vor@)le T 1651
=15l
L
<& ] 1ol
=Lyl

Hence one has that

H@HV o @) |

<
S w I lot2

J=1,j#l

Similarly, denote the vectorized form of derivatives as

Vol Vaf ()11 = (M ! NVaf (@)1

o6, e 00,

TN\T
vec '
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Then the Lipschitzness with respect to parameters can be bounded by

L

||V9||fo($)||1,1||2 = \ Z

2

O Vaf ()l
00,

=1 F

L

L
< D> kd T 6,11

I=1 J=LJ#l

L
< .| Lkd 0
< Joax H 1105117
J=1,j#l
1 L L—-1

< .| Lkd _— 0|

< max (L—l Z [ JHF)

J=1j#l

o -1
< \|Lkd (m ; ||93||%>

Finally, it follows that

1 n
HVefol@)lin = IVafer@)lille) = D IVafolzlhg = [Vafor(zi)lhal
i=1

R@ L-1
<V Lkd O — O
< VIR (fo) e,

The proof is complete. O

Proof of Lemmald. For a deep neural network f(z) = 0p0(0p,_1---0(bhz)---),
denote the activations of the I-th hidden layer as hy = (0, - - - 0(612) - - - ) with
ho = x. Then the derivatives of the [-th hidden layer is h) = o' (6; - - - o(61) - - - ),
where o'(+) is the derivative of the activation function. When o(z) = Relu(x),
the derivative is the step function o’(z) = Step(x), where Step(z) = 1 when
x >0 and Step(z) = 0 when z < 0. Denote diag(h;) as the diagonal matrix
with the diagonal elements being hj, then it follows that

V. f(x) x = rdiag(h_,)0p 1 - - - Gadiag(h))6r.
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Note that diag(h})6hx = diag(o’(f1x))0hx = o(f1x). Applying this rule
recursively, we obtian that f(z) = V,f(x) . O

Proof of Lemmal[7 It follows from Lemma [0 that
1 n
Palflls = — 7 IV f )il
i=1
1 n
< D IVaf@)lloplla:lls
i=1

1 n
<= IVaf@)lrllal:
i=1

] — 1 —
< J -3 ww%J =3 N3
=1 =1

n k n k
Plfl == 3 S 1wl = - S S 9w T

i=1 j=1 i=1 j=1

n k
<23 S Il

i=1 j=1

1 n
==Y IVaf@)liallille
n i=1

1 n
= D IVef @) iaRe
i=1

S TlR:c-
]

Proof of Lemmal8. Since when all the parameters are zeros, the outputs of
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the function fg,(z) are also zeros. Then for f € F,,, it follows that

[£(f (), ) = £(foy (), y)| < Lo || f () = foo (2)ll2 = La, 1 ()2,

16Cf (), y) = £ oo (2), Y) i (p) < Ly Pall fll2 < Loy /72 %Z i 13-
i=1

Similarly, for f € F,,, it follows that

[0(f (), y) = £(foo (), y)| < Le () = foo (2)lly = Le Lf ()1,
16(f (@), y) = €(foo (@), YlLi(pn) < Lo Pull fllt < Leor1 Re

The proof is complete. O

Proof of Theorem [ For the loss function class {, , the empirical Rademacher
complexity can be bounded via Dudley’s integral as

6sup
Rs(lr,,) <12 / \/ og N6, by, Ln (Fn)) do. (A.3)
0

n

We here use the L;(P,) metric instead of the Ly(P,) metric in Dudley’s in-

tegral. The proofs of Dudley’s integral are similar except that one should

use Holder’s inequality with p = oo,q¢ = 1 under the L;(P,) metric and

use Cauchy-Schwartz inequality under the Lo(P,) metric. By Lemma [§ and
Lemmal2] one sees that the integral can be terminated at dgup = v/2r21/1/n > i, |23
The covering number of the loss function space N(4,(x,,, L1(F,)) can be
bounded by the covering number of the parameter space N (dg, O, ||-|| ) via

the Lipschitz property with respect to parameters. Specifically, let Cg be

a dg-cover of @, such that for each © € O, there exists @ € Cg satisfying

|©" — O||| < dg. According to Lemma [ one has that

1e(fe(),y) — U(fer (@), y)llup) < Lip, IO = Ol < doLip, -

Thus the function set Cp,, = {{(fer(2),y) : © € Co} is a d-cover of (x,
with § = dpL{, and it holds that

N,z Li(P) < N(6/Lip,, 0, Il r)-

On the other hand, for the parameter set © € O, let O, denote the vector
formed by the vectorized form of each parameter matrix arranging one by
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one. Denote the total number of parameters as P. By assumption, ||Oyec||2 =
O]l < Re, the transformed parameter set is By ,, = {6 € R” : [|0]|; <
Reo} and

» 3Re\"
N (6,0, I 7) = N (6, B3 o || - 1]2) < S,

Then the Dudley’s integral (A.3]) is bounded as follows

P [ow 3Re L}
Rs(lr,) < 12,%/ \[log %da
Bup 3ReL
— 124/ / \/ 3Rolip, 1 log O 15
sup 5

[P [ 3RoL! 5
<12 / \/ kit V.Y R log == | dé
Osup 1)
| P 3ReLip T
= 120qupt\/ — 1 ™ -
PV on \/Og Osup 2
\/27"2/7’ 1 |2 % 2

For the loss function class (z, , the empirical Rademacher complexity can
be bounded similarly, except that the integral can be terminated at dg,p =
r1R,. The final result is that

P
Rs(lr, ) < 12r1 Ry P \/log

Proof of Theorem[2. For the function class Jor,,, the empirical Rademacher
complexity of Ja7,, can also be bounded via Dudley’s integral as

r2 ] ) Li(P,
Rs(Jar,,) < 12/ \/ A0 Jar )dé' (A.4)
0

n

3Re L.y,

1 Rx 2

O
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The integral can be terminated at 7y, since for ||V, f[|% € Joz,,, it holds
that P,||V.fl% = 230 [[Vaf(2:)]|% < r, and thus the d-covering number
of Jor,, under the Ll(Pn) metric is 1 when § > r,. The covering number
N (6, Jar,,, L1(P,)) can be bounded by the covering number of the parameter
space N (dg, O, |||l ) Specifically, let Co be a dg-cover of O, such that for
each © € O, there exists ©' € Cg satisfying [|©" — O|| < dp. According to
Lemma [Bl one has that

Ve fo@)E = 1Vefor (@) llLir,) < Lip, 10 = ©lll; < doLip,-

Thus the function set Cz,,. = {[|V.fer (2)||F : ©" € Co} is a d-cover of Jor,,
with § = dgL{p and it holds that

3Re Ly \ "
5

NG, Tor P < NO/LE, 0,111 <

Then the Dudley’s integral (A.4)) is bounded as follows

/ L LF
Rs(Jor,) <124/ = / © 1P”d5
3Re L
— 12,/ = / \/ © 1P"+log%2d5

2 3RoLF
§12,/£/ \/‘bgﬁ +
n 0 T2

3RoLF
_127’2 \/) © S Vi \/g

For the function class Ji7, , the empirical Rademacher complexity can
also be bounded similarly, except that the integral can be terminated at r;
and the Lipschitz constant is L{p . The final result is that

P
RS<j1fT1) < 127‘1\/; \/

)
log —=
og5 do

3Re Ll

(&1

log

2
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