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Abstract

To ensure and monitor large language models (LLMs)
reliably, various evaluation metrics have been proposed in
the literature. However, there is little research on prescrib-
ing a methodology to identify a robust threshold on these
metrics even though there are many serious implications of
an incorrect choice of the thresholds during deployment of
the LLMs. Translating the traditional model risk manage-
ment (MRM) guidelines within regulated industries such as
the financial industry, we propose a step-by-step recipe for
picking a threshold for a given LLM evaluation metric. We
emphasize that such a methodology should start with iden-
tifying the risks of the LLM application under considera-
tion and risk tolerance of the stakeholders. We then propose
concrete and statistically rigorous procedures to determine a
threshold for the given LLM evaluation metric using avail-
able ground-truth data. As a concrete example to demon-
strate the proposed methodology at work, we employ it on
the Faithfulness metric, as implemented in various publicly

available libraries, using the publicly available HaluBench
dataset. We also lay a foundation for creating systematic
approaches to select thresholds, not only for LLMs but for
any GenAI applications.

1 Introduction

Transformer architectures [21] and then subsequent de-
velopments in Large Language Models (LLMs) [23] have
become one of the most important inventions in the field of
artificial intelligence (AI) in recent times that enables ma-
chines to understand and generate human-like text. LLMs
have found a plethora of applications across various sectors,
including healthcare, education, finance, and entertainment.
From customer-facing virtual assistants, chatbots, and in-
formation extraction from documents to automated content
creation and language translation, LLMs are increasingly
being integrated into technologies that will potentially inter-
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act with millions of users on a regular basis. A widespread
adoption of LLMs also underlines the importance of ensur-
ing that these models operate reliably, responsibly, and eth-
ically.

To validate and continuously monitor the reliability (in
various senses) of LLMs, a variety of evaluation met-
rics have been proposed in the literature [6]. These met-
rics can be broadly categorized into reference-based and
reference-free evaluations. Reference-based metrics, such
as BLEU (Bilingual Evaluation Understudy) [13], ROUGE
(Recall-Oriented Understudy for Gisting Evaluation) [11],
and BERTScore [22], compare the text generated by the
given model against ground truth reference text to measure
accuracy, fluency, and semantic similarity. Reference-free
metrics evaluate the quality of generated text without rely-
ing on any reference ground truth text. For example, per-
plexity evaluates how well the model predicts the next word
in a sequence, indicating fluency and coherence based on
the model’s own probability distributions. Faithfulness, An-
swer Relevance, etc.[5, 6] metrics quantify how accurately
a generated response reflects the retrieved context and how
relevant the response is to the given query, respectively, for
a retrieval augmented generation (RAG) system [10]. Of-
ten, reference-free evaluation metrics either involve human
judgments or another LLM. Both types of metrics are es-
sential for a comprehensive evaluation of LLMs, capturing
different aspects of an LLM’s performance that may be crit-
ical for real-world applications.

Unlike traditional evaluation metrics for models for tab-
ular data, such as R2, root mean squared error, precision,
recall, etc., many of the LLM evaluation metrics rely on
another (sometimes blackbox) model themselves. More-
over, they usually have a continuous range of values, though
some of them may have only finitely many possible val-
ues such as ’hallucinated’ and ’not hallucinated’. Select-
ing the correct threshold for these evaluation metrics with
a continuous allowed range is not only crucial for technical
accuracy but also has significant societal implications be-
cause the thresholds determine when the output of the given
model is acceptable. Often, the thresholds on the evalu-
ation metrics may solely influence whether the generated
responses meet the necessary standards for reliability and
safety. In mission-critical systems in domains like avia-
tion, healthcare, law, or finance, an inappropriate threshold
can lead to the dissemination of misinformation, potentially
causing harm to individuals and communities.

The thresholds may also play a vital role in shaping the
societal impact of AI by balancing sensitivity and speci-
ficity. An overly lenient threshold may result in a high num-
ber of false positives, allowing harmful or biased content to
spread unchecked. This can perpetuate stereotypes, rein-
force social inequalities and biases, financial instabilities,
or incite tension and conflict. On the other hand, an ex-

cessively strict threshold can suppress valuable information,
hindering innovation, restricting access to beneficial knowl-
edge, or can simply make the downstream application use-
less for the end users. By carefully calibrating thresholds,
LLM developers can mitigate these risks.

Despite the critical importance of selecting appropriate
thresholds for evaluation metrics in LLMs, while signifi-
cant effort has been devoted to developing various metrics,
the methodologies for setting optimal thresholds for these
metrics remain underexplored. This lack of guidance leaves
practitioners without clear strategies to balance factors such
as precision and recall or to align model performance with
specific application requirements and risk appetite. Conse-
quently, this gap hampers the ability to fully optimize LLM
performance and ensure their reliable deployment in real-
world scenarios where threshold selection is pivotal.

In Ref. [17], the authors lay down a broader model risk
management (MRM) approach for RAG systems, propose
different ways to compute the context relevancy, ground-
edness, completeness and answer relevancy based on the
text similarity metrics. They also propose a specific way to
identify thresholds for LLM evaluation metrics. Although
the paper comes close to the present work, there are various
differences between the two: our work is focused solely on
exploring different methods to identify thresholds for LLM
evaluation metrics rather than the general MRM framework
for LLMs of Ref. [17]. Here, we propose to start the pro-
cess of identifying the threshold from a behavioral finance
point of view by first identifying the AI risk tolerance of the
stakeholders, whereas Ref. [17] focuses on calibrating the
evaluation metrics results with human labels to ensure that
the scores align with human perceptions.

In the present work, we provide a list of different sta-
tistical methods to carefully select particular thresholds and
demonstrate how to utilize some of them in concrete exam-
ples using publicly available datasets and libraries for the
LLM evaluation metrics for reproducibility purposes. In
short, the present work is focused on more concrete pre-
scription on methodologies and the actual computation to
pick thresholds for the LLM evaluation metrics in a statis-
tically rigorous way rather than the end-to-end MRM for a
RAG system, and hence should be viewed as complemen-
tary work to Ref. [17].

In the remainder of the paper we begin by laying down
a detailed description of the methodology to compute a
threshold for the LLM evaluation metrics. Then, we fo-
cus on a publicly available dataset called HaluBench [14],
which is one of the rare datasets that contains around 15K
question, context, and answer triplets along with human
annotated labels for hallucination, and apply the proposed
techniques to identify thresholds on a popular LLM evalua-
tion metric called Faithfulness. After discussing the results
and their implications, we provide an outlook and conclu-
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sion.

2 Proposed Methodology to Determine
Threshold on LLM Evaluation Metrics

We propose a systematic approach to determine a thresh-
old for an LLM evaluation metric having a continuous al-
lowed range. The proposed approach is based on the con-
ventional MRM practices in the financial industry [15, 18]
as well as National Institute for Standards and Technol-
ogy (NIST) AI Risk Management Framework Playbook [1].
The following are the steps we propose:

2.1 Step 1: Identify and Quantify Risks of the
Specific Use Case and Risk Tolerance of the
Stakeholders

Before discussing any statistical methodology to analyze
the given LLM evaluation metric and then pick a thresh-
old, we propose to start with identifying the risk tolerance
measured from different dimensions. There are at least two
broad aspects we have to consider: the risks of the specific
application when deployed, and the risk appetite of the busi-
ness that owns the application.

2.1.1 Understanding the risks of the specific applica-
tion when deployed

The MRM best practices yield to start by defining the LLM
use case clearly, and specifying where and how the LLM
will be deployed (e.g., internal to the business or external,
chatbot, or other user-interface, etc.).

Identifying and enumerating potential risks for the po-
tentially deployed LLM application and considering the
consequences of possible negative outcomes of incorrect or
suboptimal model outputs are also important follow-ups to
the definition of the LLM use case. More specifically, it is
important to identify all the potential legal, financial, rep-
utational, regulatory, societal, customer experience related,
etc. risks for the application to determine a holistic view on
the risk profile of the LLM application under consideration.

Additionally, since evaluating many of the commercially
available LLMs itself may incur cost (e.g., cloud infrastruc-
ture, as well as in the case of LLM as a Judge, there may be
additional LLM cost per token), and hence the stakeholders
may also need to take the cost-benefit trade-off into account
into the risk appetite calculations.

Note that each of these types or even granular sub-types
of risks may be quantified, if they can be quantified that
is, with the help of one or more evaluation metrics, and
the modeler should choose the appropriate evaluation met-
ric carefully.

Prescribing the precise risk rating methodology or which
LLM evaluation metric should be chosen to mitigate what
type of risk is beyond the scope of the present work, but will
be discussed in a future work.

2.1.2 Identify the Risk Tolerance of the Stakeholders

It is also important to identify the stakeholders’ underly-
ing attitudes toward risk and their risk appetite towards the
aforementioned risks of the specific LLM application when
deployed. There is limited literature on identifying an indi-
vidual’s or an organization’s (or even a whole country’s) AI
risk tolerance that we loosely define as the extent to which
a person is willing to accept and navigate potential risks as-
sociated with AI in decision-making for a given application.
An obvious direction may be to borrow concepts from be-
havioral finance to model their risk preferences mathemat-
ically or at least heuristically. i.e., translating the Prospect
Theory [9] concepts that begin by recognizing that stake-
holders may value losses more heavily than gains, affecting
their tolerance for errors; then, presenting the stakehold-
ers with a few hypothetical scenarios involving trade-offs
between model accuracy and potential errors, fit their re-
sponses to a predetermined utility functions (e.g., exponen-
tial or logarithmic) to mathematically represent their risk
aversion or risk-seeking behavior; and, eventually to extract
the degree of risk aversion from the fit.

Alternatively, one can also come up with a more simplis-
tic methodology which requires the stakeholders to fill out
a well-crafted questionnaires whose answers could eventu-
ally identify the individual’s risk tolerance, though recent
studies have revealed various limitations of this approaches
[19, 20].

Again, prescribing a specific methodology to identify the
AI risk tolerance of the stakeholders is beyond the scope of
the present work.

2.1.3 Translating the Risk Tolerance to a Statistical
Quantity

For the present purposes, the final goal of this exercise
should be to provide an answer to a practical question such
as what percentage of Type I (false positive) and Type II
(false negative) errors the stakeholder’s risk preference cor-
responds to for the chosen metric. In the below, we assume
that we have this specific information from the stakeholders.

To feed a concrete statistic into the downstream com-
putation of the evaluation metric threshold, the risk prefer-
ences should be translated into a corresponding statistical
confidence level (e.g., only 5% hallucination is accepted for
a specific application for moderate risk tolerance, and hence
the required confidence level is 95%) while ensuring that
the confidence level reflects both practical considerations
and psychological risk preferences.
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2.2 Step 2: Prepare Ground Truth Data

Even though a given evaluation metric is reference-
free (e.g., Faithfulness), validation of the evaluation met-
ric and computation of its threshold require ground truth
data. Here, the ground truth data can be potential questions
(as diversified as possible so that they mimic the real-world
scenario as closely as possible, see, e.g., [17] for an attempt
to diversify the training data in a specific sense), the ground
truth context, answer, and label corresponding to the cho-
sen evaluation metric (such as ’hallucinated’ or ’not hal-
lucinated’, for the Faithfulness score). Here, the data can
be generated either manually or synthetically, but the labels
may be human curated.

2.3 Step 3: Determine the Threshold for the Met-
ric and Cross-Validate

Given the ground truth labeled data, partition the data
into training and testing splits, compute the LLM evalu-
ation metric under consideration for all of the samples in
the training dataset, compute the threshold using one of the
below statistical methods for the predetermined confidence
level, and check if the threshold indeed provides expected
results on the test data.

To ensure further robustness of the threshold, one should
perform a more rigorous cross-validation (e.g., K-fold
cross-validation, assuming that there is no temporal depen-
dency among the internal documents).

Below is a sample list of quantitative methods to pick the
threshold:

2.3.1 Threshold using Z-score

An intuitive approach for deriving thresholds at different
confidence levels is to utilize the Z-score, which quanti-
fies how many standard deviations a value lies from the
mean under the assumption of a normal distribution [7]. For
example, under a standard normal distribution assumption,
P (−1.96 < Z < 1.96) = 0.95, indicating a 95% proba-
bility that a standard normal variable Z will fall within this
range. In the context of an evaluation metric for LLMs, this
methodology can help translate machine-generated scores
into actionable thresholds at user-specified confidence lev-
els 1− α, using the following formula:

X̄ ± Zα
2
× σ√

n
, (1)

where X̄ is the sample mean of the evaluation metric, σ
is the population standard deviation, and n is the sample
size. This method provides a straightforward way to com-
pute thresholds, but it relies on key assumptions. The Z-
score approach is valid when the data follows a normal dis-

tribution or when the sample size is sufficiently large for the
Central Limit Theorem to ensure approximate normality.

Though this method is the easiest to implement and in-
terpret and does not even require the ground truth labels to
derive the threshold (as opposed to verify the threshold),
for certain LLM evaluation metrics such as faithfulness, the
normal distribution assumption may obviously not hold as
the values may be expected to concentrate near, say, 0 (e.g.,
hallucinated) or 1 (not hallucinated).

2.3.2 Threshold using Kernel Density Estimation

Determining a threshold for bimodal (or multimodal) dis-
tributed scores involves identifying the midpoint that effec-
tively separates the two modes. One naive method estimates
the density of the faithfulness score using a histogram or
kernel density estimation (KDE) [4]. By identifying the two
peaks (modes) in the distribution, the midpoint is located at
the local minimum between these peaks. However, asso-
ciating this midpoint with specific confidence levels proves
challenging, making the method less flexible for threshold
identification.

To address this limitation, we can leverage Bayes’ rule
on the estimated distribution of the faithfulness score for
each label. Specifically, for any given faithfulness score
x, the posterior probabilities of hallucination (L0) or non-
hallucination (L1) are computed using Bayes’ rule:

P (Li|x) =
P (x|Li)P (Li)

P (x)
, (2)

where P (x|Li) is the likelihood of x given hallucination
label Li, P (Li) is the prior probability of label Li, and
P (x) is the normalizing constant P (x) = P (x|L1)P (L1)+
P (x|L0)P (L0).This approach enables the identification of
thresholds corresponding to different confidence levels by
examining their conditional probabilities, offering a proba-
bilistic framework for threshold determination.

2.3.3 Threshold using Empirical Recall

Another approach involves examining the relationship be-
tween empirical recall and the faithfulness score. The faith-
fulness scores are first sorted in ascending order, with in-
stances having higher scores classified as passing the hallu-
cination test. For each threshold, recall (or any other eval-
uation metric of interest) is computed based on the ground-
truth labels in the training dataset. This process is systemat-
ically repeated across the entire range of faithfulness scores
to derive the empirical recall curve as a function of varying
thresholds.
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2.3.4 Threshold using AUC-ROC

Receiver Operating Characteristic (ROC) curves are com-
monly used to represent the performance of a binary or
multi-class classifier across all possible probability thresh-
olds [7]. These curves plot the true positive rate (sensitivity)
against the false positive rate (1 - specificity, or Type I er-
ror), illustrating the trade-offs associated with various cutoff
values. A key summary metric derived from the ROC curve
is the area under the curve (AUC) which reflects the classi-
fier’s ability to correctly distinguish which of two samples
is more likely to be in one of the classes over the other(s).

To derive thresholds from the ROC curve, first, train a
classifier such as logistic regression (binary or multi-class,
as appropriate), decision tree, support vector classifiers,
Random Forests, etc. with the evaluation score as the input
and the ground truth labels as the target. Then, translate the
risk tolerance into acceptable levels of false positives (Type
I error) and false negatives (Type II error), and then iden-
tify the corresponding thresholds with the help of the ROC
curve. For example, to achieve a 95% confidence level, the
threshold can be set at the point corresponding to a 5% false
positive rate on the ROC curve.

2.3.5 Threshold using Conformal Prediction

Conformal prediction is a model-agnostic framework for
generating prediction intervals at specified confidence lev-
els, relying only on the assumption of data exchangeabil-
ity [2], it can be a valuable tool for quantifying uncertainty
by relating evaluation measures to ground truth labels. This
approach produces prediction sets that include the true label
while catering to the user’s specified risk tolerance. In this
study, we employ split conformal prediction as an example,
which uses a hold-out dataset to calibrate the empirical dis-
tribution of prediction errors, leveraging access to ground
truth labels. The detailed workflow is described as follows.

First, a classifier is trained on the training data I1 to pre-
dict the ground truth label based on the evaluation metric.
This step effectively maps the raw evaluation metrics to a
calibrated probability space, aligning them with the true
likelihood of the ground truth labels [3]. This calibration
technique is commonly referred to as Platt scaling.

Here, we explore various classification models to serve
as the underlying classifier. The first is standard logistic
regression, which acts as a baseline model. Logistic regres-
sion generates a sigmoid-shaped probability curve, provid-
ing a straightforward implementation of Platt scaling.

P (Y = 1|X) =
1

1 + e−(β0+β1X1+β2X2+...+βpXp)
, (3)

where β0 is the intercept term, β1, β2, ..., βp are coefficients
for the predictors X1, X2, ..., Xp. However, standard lo-
gistic regression assumes a linear relationship between the

evaluation metric and the ground truth labels, which lim-
its its ability to capture complex relationships in the data.
Hence, we also examine polynomial logistic regression [7]
and Generalized Additive Models (GAMs) [8] with logistic
regression as the link function.

Specifically, polynomial logistic regression extends stan-
dard logistic regression by incorporating higher-degree
polynomial features to model complex, non-linear relation-
ships. For multiple predictors, the model can include inter-
actions and cross products of predictors.

The non-parametric GAM models the relationship as an
additive function of smooth terms, without making strict as-
sumptions about the shape of these relationships. This flex-
ibility allows GAMs to effectively capture intricate patterns
and non-linear dependencies in the data.

The calibrated probabilities for the hold-out set I2 are
input into the conformal prediction framework to compute
the conformity scores [16]:

si(Xi, Yi) = 1− µ̂(Xi)Yi
, (4)

where µ̂(Xi)Yi
is the calibrated probability given the eval-

uation metric Xi at Yi, which is the ground truth label.
Next, for a given risk toleranceα, the (1− α)th quantile

of the empirical distribution of conformity scores is com-
puted. This quantile is then used to construct a prediction
set for a new test sample Xtest. The prediction set includes
all potential labels whose conformity scores are greater than
or equal to the computed quantile:

Ĉα(Xtest) = y : µ̂(Xtest) ≥ 1−Q1−α, (5)

where Q1−α is the (1 − α)th quantile of the conformity
score distribution:

1

|I2|+ 1

∑
i∈I2

δsi +
1

|I2|+ 1
δ∞. (6)

Here, si = S(Xi, Yi) and δa is a unit mass measure at a.
Prediction sets that either include both labels or are empty
signify low confidence and high uncertainty in the predic-
tions. The thresholds derived from the conformity scores
based on the calibrated probabilities are than mapped back
to the feature space to obtain thresholds on faithfulness
scores.

A recent work [17] discusses the use of standard logis-
tic regression for Platt scaling to map machine-generated
scores to probabilities, which are then used as inputs to the
conformal prediction framework. In contrast, our approach
extends beyond standard logistic regression to explore more
flexible methods for probability calibration. Specifically,
we examine polynomial logistic regression and Generalized
Additive Models (GAM), both of which are grounded in
logistic regression. These efforts result in improved accu-
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racy and greater efficiency in quantifying the uncertainty of
machine-generated metrics 1

2.3.6 Other Potential Approaches

In addition, one can also resort to various other statistical
tests (e.g., Kolmogorov-Smirnov test, t-test, Mann-Whitney
U test, Youden’s J statistic, Kullback-Leibler divergence,
etc.), Bayesian methods (e.g., the threshold can be a point
that minimizes the expected posterior loss), or even un-
supervised clustering methods (e.g., cluster the computed
scores using, for example, K-means or Gaussian mixture
methods, and then identify the boundary between clusters
to determine the thresholds), etc. to identify a threshold.

3 A Concrete Example: Faithfulness

As a specific example to demonstrate the methodology
proposed in the previous section, we focus on the RAG for
LLMs. RAG is a technique that enhances model responses
by integrating relevant information retrieved from external
knowledge sources during the generation process [10]. It
combines the strengths of retrieval systems and generative
models to produce answers that are both contextually ap-
propriate and grounded in up-to-date data.

Faithfulness [6] is an important evaluation metric for a
RAG system that measures how accurately the model’s gen-
erated responses reflect the retrieved or provided source in-
formation, ensuring that outputs are reliable and trustwor-
thy. High faithfulness prevents the dissemination of incor-
rect or misleading information, which is crucial for applica-
tions where accuracy is essential.

In Appendix A, we describe three of the popular open-
source implementations of faithfulness (RAGAS, UpTrain
and DeepEval) that will be used for our experiments.

3.1 Data

For the sake of reproducibility, we perform our ex-
periments on publicly available dataset. There are few
open-source datasets which contain questions, context, an-
swers generated by LLMs, and human-annotated ground
truth labels to denote if the answer is hallucinated or not.
HaluBench [14] is a recently released and publicly available
dataset comprising of around 15K real world LLM prompt
and response examples arising from diverse domains (such
as census data, medical research, finance, sports reports,
etc.). Each entry in this dataset contains a query identifier;
a passage (i.e., the context used to generate the answer); a
user prompted question; an answer; and a label, which takes

1It is not clear what data and specific experimental set up Ref. [17] used
in their work, hence we have set it up from scratch with our data and our
proposed overall framework to have a valid comparison.

a value of ’PASS’ or ’FAIL’ depending on whether the an-
swer is hallucinated or not.

Since most of the three hallucination scoring methodolo-
gies in our experiments hold the implicit assumption that the
generated answer is a relatively long text (more than just a
couple of words in the answer), we filter the data to include
only those samples that have at least three tokens in the an-
swer list. This preprocessing results in 9,616 entries in our
dataset.

Generating statements from very short answers may turn
out to be a difficult task. Moreover, even in cases where the
answers are long enough, sometimes RAGAS is not able to
generate statements, in turn giving no score. In the experi-
ments in the present work, we remove all the samples where
RAGAS and UpTrain generated ’not a number’ as the faith-
fulness scores thus reducing the number of samples further
to 7,703 entries.

3.2 Computational Details

We utilize the gpt-4o-mini model as the base model to
compute all the scores from all three implementations. The
gpt-4o-mini2 model is a lightweight version of the gpt-4o
model, designed to handle a combination of text, audio, and
video data, and computationally affordable for our investi-
gation.

In RAGAS, we used the default LLM hyperparameters
such as temperature and top-p. For the DeepEval frame-
work, we specify our LLM model as gpt-4o-mini and set
include_reason = True, which includes a reason
for its evaluation score. We keep other hyperparameters as
default for the respective libraries. For UpTrain, we define
gpt-4o-mini as our LLM model and set the evaluation met-
ric to FACTUAL ACCURACY for faithfulness evaluation.

3.3 Evaluating the Quality of Thresholds

Each method for computing thresholds was evaluated us-
ing stratified 5-fold cross-validation with scikit-learn3 to en-
sure stability and robustness. Thresholds at various risk
levels (e.g., 80%, 90%, 95%, 97.5%, and 99%) were de-
rived from the training datasets and tested for generaliz-
ability on test sets. Classification outcomes (hallucinated or
not) were compared to ground truth labels, and evaluation
metrics were computed. For conformal prediction, cover-
age rate and prediction set width were analyzed for accu-
racy and efficiency, while recall was used for other meth-
ods to assess their ability to identify true non-hallucination

2https://openai.com/index/
gpt-4o-mini-advancing-cost-efficient-intelligence/

3https://scikit-learn.org/1.5/modules/
generated/sklearn.model_selection.cross_validate.
html
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samples. Results were compared against baseline thresh-
olds from standard logistic regression to highlight potential
improvements in accuracy, efficiency, or informativeness.
Visualizations were created to illustrate outcomes, empha-
sizing both strengths and limitations of the methods.

4 Results

Here, we describe the results from our experiments.

4.1 The Faithfulness Scores and the Ground-truth
Labels

Figure 1 compares the distributions of faithfulness scores
from the libraries RAGAS, DeepEval, and Uptrain, respec-
tively, while also showing their relationship with binary
labels, ”Pass” and ”Fail.” A correspondence between low
scores and the ”Fail” label, high score and ”Pass” label
would yield that the faithfulness metric is effective at de-
tecting hallucination in the generated outputs.

Figure 1. Conditional histograms for the faith-
fulness scores: (a) RAGAS; (b) DeepEval; (c)
Uptrain.

The RAGAS faithfulness shows a substantial clustering
of samples near the Faithfulness score being 0, where the
”Fail” label is dominant, yielding that this metric effectively
assigns low scores to outputs associated with hallucination.
However, there are a few peaks in between the full range of
Faithfulness, and a smaller cluster exists at 1.0 where the
”Pass” label is more prominent. There are also relatively
few instances of ”Pass” at high scores.

The DeepEval Faithfulness score exhibits large clusters
at 0.0 and 1.0. The zero faithfulness score is significantly
associated with the samples with the ”Fail” label, confirm-
ing that low scores effectively correspond to outputs with
hallucinations or factual inconsistencies. At the opposite
extreme, the ”Pass” label is dominant at a score of 1.0, while
there is an even higher proportion still under the “Fail” cat-
egory.

The UpTrain faithfulness score exhibits a more granular
distribution of faithfulness scores, with clusters not only at
0.0 and 1.0 but also at intermediate values such as 0.4 and
0.6. Similar to the other libraries, the ”Fail” label is heavily
concentrated at a faithfulness score of 0.0, indicating the
metric’s capability to detect hallucinated outputs. However,
unlike DeepEval and RAGAS, UpTrain has a larger portion
of “Pass” when the faithfulness score is 1.

4.2 Thresholds

Here, we provide results for the threshold computation
using some of the methods proposed in this work. Note that
as shown in Appendix C, the simplistic Z-score method (as
expected) did not give useful thresholds due to the bimodal
nature of the scores. Appendix D presents the results of the
naive method for identifying the midpoint of bimodal distri-
butions using histograms. Additional analyses of thresholds
derived from AUC-ROC and conformal prediction are pro-
vided in Appendices E and F, respectively.

4.3 Thresholds using KDE and Empirical Recall

4.3.1 Kernel Density Estimation

The results od KDE are presented in Table 2 and Figure 4.
The KDE method performs reasonably well at lower confi-
dence levels (e.g., 80%), particularly for the Uptrain dataset,
where the bimodal structure of the faithfulness scores is
more distinct. However, as the confidence level increases,
the thresholds derived from the KDE method often fail to
align with the desired levels. This limitation may be at-
tributed to the larger proportion of ambiguous scores around
0.5 in the DeepEval and RAGAS datasets, as illustrated
in Figure 4. These ambiguous scores add complexity to
the task of effectively separating the classes using KDE.
Furthermore, the KDE method introduces sensitivity to the
choice of kernel and bandwidth parameters, which limits
its robustness and adaptability across different datasets and
applications.

4.3.2 Empirical Recall

The empirical recall was computed by iteratively varying
the faithfulness score in ascending order. At lower confi-
dence levels (e.g., 80%), the method’s output aligns well
with the desired separation of classes across the libraries.
However, at higher confidence levels, the thresholds derived
using this method exhibit overly conservative behavior, par-
ticularly for the DeepEval dataset. The limited discrimi-
native power of the method often results in thresholds de-
faulting to zero, failing to provide meaningful distinctions
between classes.
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4.3.3 Thresholds using AUC-ROC

Figure 2 demonstrates the ROC and precision-recall curves
of various thresholding strategies. For the UpTrain and
RAGAS datasets, the curves are nearly identical across all
classifiers, indicating comparable performance. However,
a significant improvement in performance is observed with
GAM and polynomial logistic regression for the DeepEval
dataset.

For datasets with higher noise levels and lower relia-
bility, GAM and polynomial logistic regression are rec-
ommended as they better capture the nuances in relating
faithfulness scores to hallucination labels. Overall, the best
scores are consistently achieved either by GAM or polyno-
mial logistic regression, highlighting their effectiveness in
this context. Across the libraries, UpTrain demonstrates the
highest AUC-ROC score and average precision score, fol-
lowed by RAGAS and DeepEval. This observation aligns
with recent work [12], which found that AUC favors feature
distributions with extreme values over more balanced ones.
As shown in the histogram of DeepEval, the extreme effect
is less pronounced compared to the other two datasets.

Figure 2. Visualizations of model perfor-
mance. (a) ROC curve, (b) Precision-recall
curve.

4.4 Thresholds using Conformal Prediction

Table 1 compares the conformal prediction performance
across different underlying classifiers at confidence levels
of 80%, 90%, 95%, 97.5%, and 99%. All methods achieve
coverage rates that converge to the specified confidence lev-
els, validating the conformal prediction framework. An-
other critical aspect of comparison is the size of the pre-
diction sets, which directly measures how informative the
predictions are. Counting wins and losses, GAM consis-
tently produces narrower prediction sets overall, followed
by polynomial logistic regression. Since no empty predic-
tion sets were observed at the examined confidence lev-
els, narrower prediction sets indicate that GAM and poly-
nomial logistic regression result in fewer cases where both
labels are included in the prediction set. This suggests that

these methods offer higher efficiency, greater informative-
ness, and improved accuracy compared to the baseline ap-
proach.

4.5 Comparison across different methods

Tables 1 and 2 present the results of different meth-
ods across various confidence levels, including 80%, 90%,
95%, 97.5%, and 99%, based on a stratified 5-fold cross-
validation strategy. The reported results include thresh-
olds in terms of faithfulness scores and performance met-
rics (coverage rate for conformal prediction, and recall for
other methods).

Overall, all methods achieve valid coverage aligned with
the pre-specified confidence levels. A closer examination
of Table 2 reveals that KDE provides more precise esti-
mations at lower confidence levels (e.g., 80%). However,
as the confidence level increases, thresholds derived from
these approaches often default to zero faithfulness scores,
resulting in 100% recall values that fail to provide meaning-
ful insights. This highlights the limited capability of these
methods in effectively identifying thresholds, particularly
when the confidence requirement is high.

Additionally, the precision-recall curve tends to produce
the most conservative thresholds, leading to higher recall
values but at the cost of informativeness. In contrast, as
shown in Table 1, conformal prediction demonstrates bet-
ter discriminative power in identifying thresholds at various
confidence levels, maintaining guaranteed coverage despite
the limited dispersion in faithfulness scores.

Here, the risk levels measured in the two tables 1 and
2 differ slightly—coverage rate for conformal prediction
versus recall for precision-recall curves—making the cor-
responding thresholds not directly comparable.

5 The Conclusions

We addressed the critical challenge of determining ap-
propriate thresholds for evaluation metrics in LLMs. Rec-
ognizing that threshold selection significantly impacts the
reliability and societal implications of LLM deployments,
we proposed a systematic and statistically rigorous method-
ology that integrates stakeholder risk preferences into the
threshold determination process. By drawing parallels with
financial risk assessment techniques, such as prospect the-
ory, we proposed to quantify stakeholders’ risk aversion and
translate it into statistical confidence levels, ensuring that
threshold selection is both statistically sound and tailored to
the specific needs of the deploying entities.

We explored various statistical methods for identifying
optimal thresholds, including Receiver Operating Charac-
teristic (ROC) curves, kernel density estimation (KDE),
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GAM Polynomial logistic regression Standard logistic regression
Library 1-α threshold coverage width threshold coverage width threshold coverage width
Uptrain 80% 0.54 0.8085 1.1485 0.597 0.8038 1.1363 0.5589 0.8085 1.1485

90% 0.451 0.9835 1.627 0.3802 0.9865 1.64 0.3722 0.9869 1.6408
95% 0.451 0.9835 1.627 0.3802 0.9865 1.64 0.3722 0.9869 1.6408

97.5% 0.451 0.9835 1.627 0.3802 0.9865 1.64 0.3722 0.9869 1.6408
99% 0.2555 0.991 1.6796 0.29 0.991 1.6796 0.29 0.991 1.6796

DeepEval 80% 0.4074 0.9551 1.6374 0.3894 0.9559 1.6391 0.4374 0.9844 1.7144
90% 0.4074 0.9551 1.6374 0.3894 0.9559 1.6391 0.4374 0.9844 1.7144
95% 0.4074 0.9608 1.6455 0.3878 0.9616 1.6472 0.4374 0.9844 1.7144

97.5% 0.3939 0.9749 1.6795 0.3598 0.9755 1.6803 0.4374 0.9844 1.7144
99% 0.1419 0.9938 1.8444 0.14 0.9938 1.8444 0.14 0.9938 1.8444

RAGAS 80% 0.3988 0.8157 1.243 0.3916 0.8183 1.2477 0.4258 0.8142 1.24
90% 0.0755 0.9814 1.6172 0.1138 0.9814 1.6187 0.0925 0.9817 1.6195
95% 0.0755 0.9814 1.6172 0.1138 0.9814 1.6187 0.0925 0.9817 1.6195

97.5% 0.0755 0.9814 1.6172 0.1138 0.9814 1.6187 0.0925 0.9817 1.6195
99% 0 1 2 0 1 2 0 1 2

Table 1. Conformal prediction performance at different confidence levels.

and conformal predictions. Each method offers unique ad-
vantages in quantifying the association between evaluation
metric scores and ground truth labels, enabling practition-
ers to select thresholds that maximize model performance
while adhering to acceptable error rates.

Our findings underscore the importance of a compre-
hensive approach that combines statistical rigor with stake-
holder engagement. By systematically assessing risk tol-
erance and applying appropriate statistical techniques, de-
velopers can set thresholds that enhance the accuracy and
reliability of LLM outputs while mitigating potential harms
associated with incorrect or misleading responses.

We emphasize that the procedure proposed in the present
work can also be extended to identify thresholds for evalu-
ation metrics for multi-model AI systems in the future.
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A Appendix A: Faithfulness Implementa-
tions

In this Appendix, we provide details of various faithful-
ness implementations used in the experiments in this study.
RAGAS Faithfulness Metric: The Faithfulness metric as
proposed in Ref. [5] and implemented in the RAGAS4 li-
brary evaluates how faithful the LLM generated answer is
to a retrieved context. Using another LLM, this evaluation
metric amounts to generate claims made in the response and
determines if each claim can be inferred from the context,
producing a score scaled between 0 and 1, where higher
scores indicate better alignment of the answer to the given
context. This metric is particularly useful in detecting in-
accuracies or unsupported claims in generated outputs. The
process involves breaking the answer into statements, then
cross-checking each statement against the context, and fi-
nally calculating a faithfulness score based on the propor-
tion of truthful claims. RAGAS also integrates Vectara’s
HHEM-2.1-Open5, an open-source classifier trained to de-
tect hallucinations, which can enhance faithfulness evalua-
tion in production environments.
DeepEval’s Faithfulness: DeepEval’s Faithfulness6 met-
ric evaluates whether an LLM generated output factually
aligns with a given retrieved context. Unlike the RAGAS
Faithfulness, this measure emphasizes detecting contradic-
tions between the actual output and the retrieved context.
The metric quantifies faithfulness by calculating the pro-
portion of truthful claims in the output relative to the total
claims made, with each claim assessed against the retrieval
context for factual consistency. DeepEval also offers self-
explaining evaluations, providing reasons for the assigned
scores. This metric also suffers from the few limitations
that RAG Faithfulness does, namely, inability to generating
statements from short answers, though in our experiments
we did not find any example without a finite score when
used this library.
UpTrain’s Factual Accuracy Metric: UpTrain’s factual
accuracy evaluation7 metric measures the degree to which
the claims made in the generated output align with the re-
trieved context, i.e., first, it splits the generated answer to
individual claims, then an LLM evaluates whether each of
the claims is correct on the basis of the given context. A
difference here is that the correctness is not evaluated in a
binary fashion, rather they are labeled as Completely Right
(score 1), Completely Wrong (score 0) and Ambiguous

4https://github.com/explodinggradients/ragas
5https://huggingface.co/vectara/hallucination_

evaluation_model
6https://docs.confident-ai.com/docs/

metrics-hallucination
7https://docs.uptrain.ai/predefined-evaluations/

context-awareness/factual-accuracy

Library t-statistic p-value
RAGAS 41.78 0
DeepEval 27.48 1.09× 10−158

Uptrain 46.47 0

Table 3. Independent samples t-test result

Library U-statistic p-value
RAGAS 2438046.5 4.45× 10−307

DeepEval 3648584.5 1.20× 10−117

Uptrain 2076793.0 0

Table 4. Mann-Whitney U Test Result

(score 0.5). Finally, the mean of the scores over individual
claims is provided as the final score.

B Appendix B: Results of Statistical Tests

In this Section, we provide results of statistical tests for
the outputs from the three libraries.
t-test: The t-test is a statistical hypothesis test used to de-
termine whether there is a significant difference between the
means of two groups. We used it to examine whether there
is a significant difference in the faithfulness scores between
the ’FAIL’ and ’PASS’ labels.

We computed the independent t-test to determine
whether there is a significant difference between the faith-
fulness scores of the ’Fail’ and ’Pass’ labels, and the results
are shown in table 3. These results indicate there is a signifi-
cant difference between the scores of the ’FAIL’ and ’PASS’
labels for all libraries.
Mann-Whitney Test: Besides the t-test, we also did a
Mann-Whitney U test, which is another non-parametric sta-
tistical hypothesis test used to determine if there is a signif-
icant difference between the distributions of two indepen-
dent groups. By applying the Mann-Whitney U test, we can
assess whether the distributions of the faithfulness scores
differ significantly between the ’Fail’ and ’Pass’ labels. The
results are shown in table 4. These results indicate a signifi-
cant difference between the scores of the ’FAIL’ and ’PASS’
labels for all libraries.

C Appendix C: Thresholds using Z-score

We used a 95% confidence level to calculate the thresh-
old using the Z-score. Table 5 shows the mean and stan-
dard deviation of the scores from each library for the com-
plete data. By using the formula1 and a Z-score of 1.96,
we calculated the lower and upper bounds for the thresh-
olds. Since all lower thresholds are below 0 and all upper
thresholds are above 1, of course, this intuitive and straight-
forward approach does not make sense.
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Library Mean Std Dev LB UB
RAGAS 0.44 0.40 -0.35 1.22
DeepEval 0.63 0.42 -0.19 1.45
Uptrain 0.54 0.41 -0.27 1.34

Table 5. Z-score Thresholds using 95% confi-
dence level. LB and UB refer to Lower Bound
and Upper Bound.

D Appendix D: Mid Point Identification
through Histograms

In Figure 3, the corresponding recall values are 0.97,
0.87, and 0.96 for Uptrain, DeepEval, and RAGAS, re-
spectively. These relatively high recall scores confirm the
method’s effectiveness in identifying the midpoint for sepa-
rating the bimodal distribution. However, associating the
midpoints with specific confidence levels is challenging,
which limits the method’s adaptability and applicability for
determining thresholds.

E Appendix E: Further Analysis of Thresh-
olds from AUC-ROC

Further examination on Figure 2 reveals that, for the Up-
train and RAGAS datasets, GAM and polynomial logistic
regression produce thresholds that are nearly identical to
those derived from standard logistic regression across var-
ious risk levels. However, for the DeepEval dataset, the
two approaches yield noticeably different thresholds, par-
ticularly at higher faithfulness scores. This divergence can
be attributed to the increased confusion in differentiating
hallucinations as the faithfulness score approaches 1, as ob-
served in the plots in Figures 1. GAM and polynomial logis-
tic regression effectively captures this behavior: as the faith-
fulness score increases, it initially lowers the false positive
rate but subsequently raises it when faithfulness is closer
to 1. A similar pattern is observed for precision, where it
first improves, then declines as the faithfulness score nears
1. This dynamic response highlights the ability of polyno-
mial logistic regression to adapt to nuanced patterns in the
DeepEval scores. Figure 6 further illustrates the identified
thresholds across different risk tolerances, measured by the
false positive rate (type I error) and precision. The mean and
standard deviation of the thresholds obtained from five-fold
cross-validation are plotted against various risk levels. In-
tuitively, as the thresholds increase from zero to one, cases
with faithfulness scores exceeding the thresholds are clas-
sified as positive (passing the hallucination test), resulting
in a decreasing false positive rate and an increasing pre-
cision. A closer examination of the results from standard

logistic regression on the DeepEval dataset reveals that as
the faithfulness score progresses from zero to one, the cor-
responding changes in false positive rate and precision are
the smallest. This indicates that the hallucination outcomes
are the least sensitive to the faithfulness scores generated
by the DeepEval library compared to those from Uptrain
and RAGAS.

F Appendix F: Further Analysis of Thresh-
olds from Conformal Prediction

The performance of conformal prediction was evaluated
at various confidence levels using standard logistic regres-
sion, polynomial logistic regression and GAMs as the un-
derlying classifiers as shown in Figure 7: with confidence
levels ranging from 0.02 to 1 in increments of 0.02. Ide-
ally, the coverage rate versus confidence level should align
with the 45-degree line. However, it is observed that, in
most cases, the method achieves coverage rates higher than
the target levels (as shown in the second figure). While this
validates the conformal predictor, it also indicates reduced
efficiency, as prediction sets tend to be wider (illustrated in
the third figure). This inefficiency may be attributed to lim-
ited dispersion in the quantiles.

The distribution of conformity scores, along with empir-
ical quantiles at 80%, 90%, 95%, 97.5%, and 99% confi-
dence levels, is shown in Figure 8. Notably, for the Deep-
Eval dataset, a significant proportion of scores concentrate
around 0.5, indicating a 50% probability for binary classifi-
cation. This high level of ambiguity can likely be attributed
to the challenge of distinguishing between pass and fail out-
comes when the faithfulness score equals 1, as was already
observed in Figure 1.
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Figure 3. Example visualizations of thresholds identified using local minimum. (a) UpTrain, (b)
RAGAS, (c) DeepEval.

Figure 4. Example visualizations of thresholds identified using KDE. (a) UpTrain, (b) RAGAS, (c)
DeepEval.

Figure 5. Visualizations of thresholds identified using empirical recall curve. (a) UpTrain, (b) RAGAS,
(c) DeepEval.
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Figure 6. Thresholds at different risk levels. (a): Thresholds vs type I error, (b): Thresholds vs
precision.
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Figure 7. Visualizations of conformal prediction performance at various confidence levels. (a) Up-
Train, (b) RAGAS, (c) DeepEval
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Figure 8. Distribution of conformity scores
with thresholds. (a) UpTrain, (b) RAGAS, (c)
DeepEval.
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