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Abstract

Accessing data collected by federal statistical agencies is essential for public policy

research and improving evidence-based decision making, such as evaluating the effective-

ness of social programs, understanding demographic shifts, or addressing public health

challenges. Differentially private interactive systems, or validation servers, can form a

crucial part of the data-sharing infrastructure. They may allow researchers to query

targeted statistics, providing flexible, efficient access to specific insights, reducing the need

for broad data releases and supporting timely, focused research. However, they have not

yet been practically implemented. While substantial theoretical work has been conducted

on the privacy and accuracy guarantees of differentially private mechanisms, prior efforts

have not considered usability as an explicit goal of interactive systems. This work outlines

and considers the barriers to developing differentially private interactive systems for

informing public policy and offers an alternative way forward. We propose balancing

three design considerations: privacy assurance, statistical utility, and system usability,

we develop recommendations for making differentially private interactive systems work

in practice, we present an example architecture based on these recommendations, and we

provide an outline of how to conduct the necessary user-testing. Our work seeks to move

the practical development of differentially private interactive systems forward to better

aid public policy making and spark future research.
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1 Introduction

Access to administrative and survey data collected by federal agencies is essential for public policy

research and evidence-based decision-making (Reamer, 2018). However, privacy and confidentiality

concerns often limit access to this valuable data (Drechsler, 2023; Harris-Kojetin et al., 2017).

Researchers typically face a choice between using limited public data or undergoing an extensive

vetting process to access restricted data, which often also requires financial resources and traveling to

metropolitan areas. This process is often prohibitive for some individuals, such as non-citizens, those

from less-resources institutions, or individuals in geographically remote areas.

To address these barriers, the Committee on National Statistics (of Sciences Engineering et al.,

2024) and the Advisory Committee on Data for Evidence Building (Advisory Committee on Data for

Evidence Building, 2022) recently recommended multi-tiered access frameworks. One such tier allows

researchers to query targeted statistics for specific analyses or to validate public use data analyses.

This tier offers higher-validity statistics to social scientists and policymakers without requiring full

access clearance, streamlining the process and expanding accessibility.

We refer to this process as an interactive system, distinguishing it from a non-interactive approach

where federal statistical agencies release pre-determined statistics or data files (Dwork and Smith,

2010). This interactive method is the focus of our paper and is often referred to as a validation server

(Barrientos et al., 2021). We also focus specifically on the application of the differential privacy (DP)

framework for privacy-preservation in interactive systems. DP, originally proposed by Dwork et al.

(2006), and its surrounding framework has become one of the most studied privacy definitions in the

statistical data privacy field, though there have been far fewer real-world applications which use DP

(Panavas et al., 2024).

The system we describe would most closely resemble a structured query language (SQL) database1,

but the types of queries may be limited and noise would be added to the returned results to ensure

differential privacy (Johnson et al., 2018). The possible queries would include, for example, univariate

or multivariate statistics, such as counts, means, quantiles, or linear regression estimates. This type

1Other approaches have also been explored which allow more flexibility in the queries, e.g., Tyagi et al.
(2024).
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of system allows for customization of queries to meet specific research questions, but, due to a variety

of challenges, no government organization has currently implemented an interactive query system

with formal privacy (Drechsler, 2023). Even outside of government, at the time of writing this paper

only LinkedIn has deployed a publicly available interactive query system (Rogers et al., 2021).

This is largely because, in the interactive setting, certain incompatibilities exist between the

DP framework and the standard statistical data analysis practice, which have created barriers to

deployment of such DP systems for federal statistics. These issues have been detailed in Drechsler

(2023); Sarathy et al. (2023); Snoke et al. (2024). We contribute to this discussion by reconsidering

some of the underlying assumptions which have guided former work. While other papers start by

assuming the DP framework and evaluating the feasibility of deploying a query system under that

framework (Barrientos et al., 2023; Drechsler, 2023; Sarathy et al., 2023), we take the approach

recommended in Snoke et al. (2024) and attempt to find a compromise between utilizing the ideas of

DP and meeting the needs of the users.

This paper may be best read as a call for a new research paradigm that challenges some of the

assumptions of DP, while still seeking to maintain many aspects of the framework of DP. We recognize

the significant value of the DP framework for formalizing notions of privacy, but we seek to merge this

with the realities of statistical practice. In particular, we propose a system that allows data analysts

to explore the data and receive valid statistical outputs without needing any knowledge of DP. In

doing so, we articulate an alternative means of approaching the issue of interactive, privacy-preserving

systems that focuses on usability. We do not claim that this approach is superior to other approaches

in every way or without limitations. We instead claim that our approach seeks to find a solution to

the problem in a novel way, which can better aid public policy making and spark future research.

The remainder of the paper is organized as follows. In Section 2, we review the prior work on DP

interactive query systems. In Section 3, we articulate design principles that a query system for federal

statistics should achieve. In Section 4 we detail the issues these systems present which limit their ability

to be used for informing public policy research. In Section 5, we provide proposed recommendations

to include in the system and articulate how these recommendations seek a compromise between the

principles of DP and the norms of statistical data analysis. In Section 6, we outline a proposal of the
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infrastructure that could be used to meet these recommendations. Finally in Section 7, we discuss

future user-centered research directions, and in Section 8 we provide a discussion of our framework

and its future directions.

2 Differential Privacy Interactive Query Systems

Differential privacy (DP) is a mathematical framework that provides a quantifiable and provable

amount of privacy protection under given definitions of privacy loss (Dwork et al., 2006). We do

not provide an exhaustive review of DP definitions and methods. For further details from various

perspectives, we recommend Dwork and Roth (2014); Slavković and Seeman (2023); Snoke and Bowen

(2020); Wasserman and Zhou (2010) and Wood et al. (2018). In Section 3, we discuss the underlying

concepts which form our definition of privacy assurance, which incorporates additional concepts

beyond DPs.

Systems that rely on DP to provide access to confidential data are divided broadly into two

main categories: non-interactive and interactive (Dwork and Smith, 2010). Non-interactive systems

generate and release the noisy results of predetermined queries, sometimes produced as microdata

or summary statistics from the confidential data, aiming to address a range of analyses. Once the

noisy statistics are released, they are final and in theory no other information can be obtained from

the confidential data. This simplifies some of the decisions for the data providers, but it can create

limitations if the choice of summary statistics or the amount of noise added to those statistics does

not provide the information researchers need for their specific projects (Hawes, 2020).

In contrast, interactive systems (we will also refer to these as statistical query systems or validation

servers) allow researchers and practitioners to directly query the data, providing them the flexibility to

tailor their queries to their specific analyses. However, this flexibility introduces challenges in aligning

with established DP protocols, as we will address in Section 4. While a handful of non-interactive

systems have been deployed (e.g., government agencies (Abowd, 2018), large tech (Aktay et al.,

2020; Differential Privacy Team, 2024), non profits (Adeleye et al., 2023)), interactive systems are

much more rare. As mentioned previously, LinkedIn’s engagement API is the only publicly deployed

interactive DP system. Other deployments are being explored (e.g., Internal Revenue Service) (Taylor

et al., 2021; Tyagi et al., 2024) or have been shut down (Near, 2018).
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Interactive DP systems are commonly provided in the context of an SQL database. This provides

users with the experience of querying an SQL database, but the responses have noise added to

protect privacy. Research in this area demonstrates that common SQL operations can be made

DP, and organizations have developed libraries and infrastructure to help implement these solutions

on customer databases (Grislain et al., 2024; Near, 2018; Wilson et al., 2019). However, while the

technical aspects are well-understood, there has been little focus on user testing or gaining insights

into whether this meets the practical needs of users. These systems assume that users are comfortable

working in the SQL framework and can set their own privacy parameters (Grislain et al., 2024) or

work with the designated accuracy provided (Oasis Labs, 2024).

3 Design Considerations for Statistical Query Systems

Developing a DP statistical query system involves multiple stakeholders, such as data users, privacy

specialists, and data stewards, each with different priorities and limited understanding of each other’s

domains. Painting with broad strokes, data users, who need data to conduct research or inform

policy decisions, prioritize high-quality data for accurate and timely analyses. Privacy practitioners

focus on applying rigorous methods to ensure privacy. Data stewards, often government officials,

prioritize safely expanding access while reducing administrative burdens. While these groups may

have overlapping priorities, each typically operates with a distinct set of criteria that are not always

explicitly described (Cummings et al., 2023; Cummings and Sarathy, 2023).

These conflicting goals are further complicated by differing interpretations of key terms like “high-

quality data,” “privacy protections,” and “expanded access,” resulting in potential miscommunication

and confusion. Without a shared understanding of success, it becomes difficult to design an effective

system. To address this and provide a common language for further discussions in this paper, we

establish three design considerations for private statistical query systems: privacy assurance, statistical

utility, and system usability. For each design consideration, we provide specific interpretations and

outline criteria for effective implementation based on relevant literature and our own discussions with

stakeholders. While others may use different criteria, or particular contexts may lead to even more

detailed definitions, it is crucial to clearly articulate the chosen design considerations and definitions

of success to ensure the system is both designed and evaluated effectively (Shackel, 2009).
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3.1 Privacy Assurance

When sharing government data, a patchwork of regulations attempt to ensure that no sensitive

information about individuals is disclosed for unauthorized use (Biden, 2023; Near et al., 2023). In

some cases, government-collected data, such as tax records, cannot be opted out of, and a breach

in privacy could cause serious harm to individuals and damage governmental operations. Privacy

assurance, as a design consideration, aims to minimize sensitive data leakage. There is (and likely

always will be) a need for translation between laws and regulations and mathematical approaches

for reducing privacy loss, since the regulations are not constructed with precise technical language

applicable for every context (Seeman, 2023).

While this paper focuses on interactive DP systems, here we articulate three underlying tenants

for evaluating the privacy assurance of a system that go beyond the framework of DP. We also provide

them in language that is more interpretable for a broader audience. By doing so, we hope to articulate

the practical goals of privacy assurance rather than couching them in technical formulations.

First, decision makers should be able to measure and track the privacy expenditure on individuals

represented in the data over time, such that it can inform decisions about future queries. The

framework of DP offers one of the most tractable ways of performing privacy loss accounting, also

known as composition (Bun and Steinke, 2016; Dwork and Rothblum, 2016; Kairouz et al., 2015;

McSherry, 2009). Composition, broadly, enables a system to track the total privacy expenditure of a

series of queries, taking into account the relationship between the individuals and the variables that

inform the requested statistics.

Second, privacy assurance depends on whether we can transparently articulate the pieces of

information that have been released without privacy protections and determine the additional risk

they pose. Any system will inevitably, in practice, release some information without rigorous privacy

protections. Examples include the invariants (e.g., the unprotected state population totals) released

in the 2020 Census (Abowd et al., 2022) and the Joint Committee on Taxation releasing tables based

on administrative tax data outside of the IRS. More broadly, statistical analysis requires performing

exploratory data analysis to understand the underlying data and determine the appropriate models.

Removing EDA from statistical analysis workflows would represent a massive shift that the research
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field is not prepared to undergo, and currently DP does not provide the means of performing common

EDA tasks (Snoke et al., 2024). Some EDA or other data-driven tasks, such as hyperparameter

tuning, may take place outside of the DP framework, but it should be articulated.

Finally, privacy assurance should include the ability to perform threat modeling to facilitate

interpretations of privacy risks. The DP privacy parameters alone do not provide interpretable

guarantees of either the particular harms or the absolute risk of those harms to individuals (Slavković

and Seeman, 2023). Privacy guarantees are contextual and providing DP privacy parameters alone

obscures some of the other potential harms (Seeman and Susser, 2024). A robust definition of privacy

assurance includes the ability to define the potential harms, measure the empirical protections, and

communicate this to decision-makers.

3.2 Statistical Utility

In an interactive system supporting public policy research, statistical utility should prioritize releasing

data that enables making informed decisions (Hotz et al., 2022). The term utility is used broadly

in the literature with many different meanings, so we need to carefully define it. We assess it along

three key dimensions: (1) the scope of analyses that can be conducted under the privacy mechanism,

(2) the ability to make valid statistical inferences based on the available statistics, and (3) the level of

uncertainty induced by the privacy mechanism (Williams et al., 2024).

Measuring statistical utility by the type of analyses that can be performed is important because

it is easier to provide valid inference with less error on simpler statistics, like univariate statistics,

under DP. In contrast, multivariate techniques, such as regression models, are more challenging to

implement and often fail to produce outputs, such as confidence intervals, that correctly account for

the uncertainty (Barrientos et al., 2023).

When talking about the validity of estimates, we define the target of the inference as the true

parameter of interest, rather than considering the distance between the noisy statistics and the

confidential statistics. The latter does not necessarily help us answer policy questions because there is

also uncertainty or measurement error in the confidential estimates. We separate validity from the

level of noise added, since it is possible to have valid results with high levels of error or biased results

with low levels of uncertainty. If the results are supplied with valid confidence intervals, statistical
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utility may still be degraded due to an increase in null findings (e.g., type II errors) over what would

be expected with the confidential data.

3.3 System Usability

An effective statistical query system should be well designed to allow both data users and government

agencies to easily adopt and use it. This concept may be implicitly grouped under the term “statistical

utility”, but here we explicitly separate it in order to more rigorously define it and to give it equal

weight as a design consideration. Usability, a less familiar term in statistics, refers to how easy

and efficient it is for users (in this case meaning both system administrators and data users) to

interact with a product, system, or service to achieve their goals. This depends on the users’ required

knowledge level, the design of the interface and documentation, and how well the system’s outputs

meet the specified user tasks and needs within various environments (Shackel, 2009).

In designing DP systems, it is important to consider both parties: government agencies and

data users. Government agencies provide the strategic direction and financial support, but without

the active engagement of researchers, the system will not be effective or valuable. For government

agencies, these considerations can be measured by infrastructure costs and administrative burdens.

The decision processes about how to share data and apply statistical data privacy techniques should

be clearly articulated, with straightforward guidelines in place. To help reduce staff burden, the

system should be as automated as possible and should reflect existing data release procedures to

increase the likelihood of adoption (Tyagi et al., 2024). For users, usability is measured by the ease

of accessing the system and using it without extensive training. Requiring higher amounts of prior

knowledge of privacy-enhancing technologies to access and interpret private data reduces usability

(Sarathy et al., 2023).

Usability is commonly overlooked when designing DP systems (Cummings et al., 2023; Cummings

and Sarathy, 2023), and until workable solutions are created for these challenges, interactive systems

will continue to be largely unusable and social scientists and policy makers will have reduced capabilities

and accuracy when working with important government data.
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4 Barriers to Interactive DP Systems

The goal is to build an interactive DP system that balances the three design principles laid out in the

previous section. However, meeting these design principles in practice reveals intricate challenges and

trade-offs. Despite the substantial amount of theoretical work, a main reason that interactive DP

systems have largely not been deployed is because of the numerous practical issues surrounding these

systems (Seeman and Susser, 2024). These issues stem in part from incompatibilities between the

DP framework and typical data science and analysis workflows, while others stem from unrealistic

assumptions which privacy practitioners make about standard statistical analysts (Sarathy et al.,

2023; Snoke et al., 2024). In assessing these barriers, we focus particularly on areas where we see

conflicts between the three design considerations.

4.1 Exploratory Data Analysis

One of the clearest ways that privacy assurance through DP fundamentally conflicts with traditional

statistical analysis workflows is in the context of exploratory data analysis (EDA) (Nanayakkara et al.,

2024). On one hand, DP requires that any information which is derived from the confidential data

must be perturbed and accounted for in the privacy budget (Amin et al., 2024). On the other hand,

good statistical practice assume a substantial amount of EDA. This creates a conflict between privacy

assurance and statistical utility, since the privacy cost of any analyses would increase proportional

to the amount of EDA. If the privacy cost is held fixed, performing more EDA would be expected

to degrade the statistical utility of the final analysis due to increased uncertainty from the noise.

Additionally, applying existing DP methodology limits the EDA techniques which can be used, since

very little work exists on common methods such as data visualization, model selection, or diagnostic

plots (Panavas et al., 2023).

Even if we assume data users know the exact query they wish to make without conducting EDA,

as the prototype DP systems PSI (Gaboardi et al., 2016) and DPCreator (Sarathy et al., 2023) assume,

DP mechanisms require users to make assumptions about the domain and range of the confidential

data and statistics they wish to estimate. This can produce conflicts with our other design principles.

For example, users may not know how to make assumptions about the range of complex queries

creating usability problems or understand how those different assumptions can significantly impact
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the statistical utility of the results (Williams et al., 2024).

Needing to make assumptions about the domain of the confidential data creates additional

usability challenges. For example, if a researcher queries a regression model on a subset of the data

with a coefficient for a category which has no observations in the subset, this will produce an error

in standard OLS estimation procedures. But, deterministically returning this error violates the

DP framework. The handling of errors should either be probabilistic—meaning errors are returned

randomly, even for queries that don’t naturally produce them—or managed in a way that prevents

their generation without relying on confidential data. This could be achieved by having accurate

knowledge of the domain. We see this primarily as a usability challenge because a system that handles

errors in an unfamiliar way will produce significant frustration and decrease adoption among potential

users.

4.2 Differential Privacy Parameter Setting

Another conflict between our design principles stems from the need to select privacy parameters, e.g.,

ϵ. In the original DP conception, the system administrators would determine the value of the privacy

parameter (often called the “privacy budget”) which they are comfortable using and specify the value

for each query. In practice, this is made more difficult by the fact that DP privacy parameters are

difficult to interpret and select (Cummings et al., 2021; Dwork et al., 2019). While attempts have

been made at interpreting the privacy parameters (Kifer et al., 2022; Near et al., 2023; Wasserman

and Zhou, 2010)), there remains no consensus in the field on an absolute standard. As Slavković and

Seeman (2023) point out, this issue stems from the fact that DP measures the relative, rather than

absolute privacy loss, so picking a privacy budget should be context dependent.

Other efforts (Aymon et al., 2024; Grislain et al., 2024; Tyagi et al., 2024) place the decision of

setting the privacy parameters for each query in the hands of the data users, subject to an overall

constraint. This creates challenges for the statistical utility of the system because the value of the

privacy parameter directly impacts the amount of noise added to the outputs. Predicting the impact

requires knowledge of the data generating distribution, which is often beyond the data users’ capacity.

The situation is analogous to a researcher preparing to field a survey without being able to conduct a

power analysis to help determine the required sample size.
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In the few studies evaluating DP systems (Murtagh et al., 2018; Ngong et al., 2024; Sarathy et al.,

2023), many users were either unable to set or were not confident in their parameters. Additional

educational materials and visualization strategies have been used to help users set these parameters,

but even these are not always successful (Nanayakkara et al., 2022; Panavas et al., 2024).

4.3 Fixed Privacy Budget

The logic of DP dictates that the privacy budget should be a fixed value, but this concept creates

particular issues in an interactive system. In non-interactive DP systems, data are released using a

fixed privacy parameter and no additional privacy is expended regardless of how much users utilize

the released data. However, in interactive systems, the privacy budget must not be capped, queries

must only be run on new confidential data after a certain period, or ultimately the interactive system

will become defunct. Drechsler (2023) note that the budget running out can cause a variety of issues,

such as the ability to reproduce research results. Providing users with a system where they can run

out of queries presents significant usability issues and assumes the need for extensive training. On the

macro scale, government agencies are unlikely to want to build systems that will eventually become

defunct.

A fixed privacy parameter also raises questions for statistical utility, since it must be efficiently

allocated across many queries. In the interactive setting, all of the eventual queries may not be known

in advance, so decision makers must allocate the privacy budget without being able to make fully

informed decisions. This may result in some queries consuming a disproportionate share of the budget,

either using more privacy than necessary for meaningful statistical analysis or limiting the utility of

the outputs where it is needed. Setting a fixed value across different users assumes that each analysis

plan has the same complexity and importance and that all study populations are of the same size.

However, this is not generally true in practice (Drechsler, 2023).

4.4 Private Result Interpretation

Finally, the DP literature assumes that users who receive noisy statistics will understand how to

properly analyze them and report on the impact of noise infusion for their analyses. This is unlikely to

be true in practice without extensive training or documentation, leading to a usability challenge. For

example, boyd and Sarathy (2022) noted that when DP statistics were released for the 2020 Decennial
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Census data product series, people unfamiliar with how to interpret the noise became distrustful of

the data as a whole. Similarly, researchers who were interviewed about using DP systems worried

specifically about how to explain the results when publishing their findings (Sarathy et al., 2023).

Users unfamiliar with DP will likely not know how to generate valid confidence intervals unless

explicitly provided, or they might not know how to appropriately use the noisy results for other

downstream analyses. More fundamentally, even if the statistics are properly analyzed, users would

likely struggle to adequately explain the impact of noise infusion to to reviewers, collaborators, or any

audiences assessing the study’s results. Federal agencies face related challenges when determining how

to report noisy statistics to different users who may request overlapping queries (Snoke et al., 2024).

There are currently no standard practices for when or how to report the level of noise added, e.g., the

privacy parameter or the assumptions underlying how the confidence intervals were generated, in a

way that can be easily interpreted by common statistical users (Oberski and Kreuter, 2020; Wood

et al., 2018).

5 System Recommendations

In our recommendations, we prioritize system usability while balancing privacy assurance and statistical

utility. DP research has traditionally focused on strict privacy guarantees, occasionally considering

statistical inference but rarely usability (Ngong et al., 2024; Sarathy et al., 2023). We aim to shift

this focus, recognizing that without usability, systems are unlikely to be adopted. As DP continues to

move from theory to practice, our goal is to enhance usability with minimal compromises to privacy

and statistical utility, ensuring systems can be both practical and effective.

Based on this weighting of the design criteria and the articulated challenges related to interactive

DP systems, we propose several system recommendations for government organizations attempting to

implement an interactive query systems. For each one, we consider how it impacts the three design

considerations and explain why the benefits may outweigh the limitations. We aim to provide a

holistic approach that demonstrates how usability can be enhanced without significantly compromising

privacy or statistical utility. A summary of the recommendations is provided in Table 1.
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5.1 Synthetic Data for Exploration

For an interactive query system to be successful, we propose that there must be synthetic data or

a public file that resembles the original data available as part of the system (Sarathy et al., 2023).

Users can explore the synthetic data to understand the shape and structure of the variables, devise

queries which will not produce errors, and refine their understanding of how the privacy mechanisms

will impact their analyses. For the synthetic data to work, it needs to contain, at a minimum, the

same metadata, the same data domain, and at least some similarity in the statistical outputs range.

Privacy Assurance: Providing synthetic data should improve usability and statistical utility, but

it may reduce privacy assurances. Creating synthetic data can compromise privacy assurances, as

some privacy is inevitably leaked by producing a dataset that conditions on the real data. This could

be mitigated by using DP methods to generate the synthetic data, but this may not be feasible in

every situation (Jordon et al., 2022). In another way, providing synthetic data may mitigate privacy

risks by limiting the need for repeated queries on the real dataset. Without an exploratory data set,

users might inadvertently increase privacy risks by generating ineffective queries, leading to more

frequent system interactions and a greater potential for privacy loss.

Permitting EDA interactively will likely result in a high privacy budget usage. It may be more

effective to apply that cumulative privacy loss once to provide users with an understanding of the

data in a synthetic data format. Although the use of synthetic data might reduce privacy assurance,

this risk might also be managed by ensuring that the synthetic data is not directly based on the same

confidential data, such as by using datasets from prior years (El Emam et al., 2020).

Statistical Utility: Allowing users to explore the data and experiment with different queries can

help them better determine the types of queries needed for their analysis. Incorporating this process

into their data analysis workflows will also give them a clearer understanding of the impact of choosing

different privacy parameter values on the uncertainty in their analyses. The challenge for statistical

utility would be determining what relationships to preserve in the synthetic data. For example,

Aymon et al. (2024) offer a solution for using synthetic data generated from public metadata to test

queries. But, because the data is randomly generated, it does not provide users with anything beyond

getting the syntax correct.
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Synthetic data would ideally preserve at least simple marginals and the approximate range of the

variables to give an accurate sense of the data for common queries. However, users need to understand

that results from confidential data may differ significantly. For example, null findings on synthetic

data could discourage users from pursuing analyses on the confidential data, potentially leading to

missed insights.

System Usability: Synthetic data helps enable users to conduct exploratory data analysis (El Emam

et al., 2020). With synthetic data, users could experiment with query syntax and outputs, ensuring

they do not submit invalid or uninformative queries (Aymon et al., 2024). This approach is similar to

other statistical workflows, where researchers conduct pilot studies or use smaller samples before a

full-scale analysis, thus preserving familiar processes for public policy research. By using synthetic

data, they can help ensure the query results they obtain will work for their downstream analysis.

Importantly, they could explore the data using tools and processes they are familiar with before having

to make more constrained queries. A challenge in terms of usability would be the administrative

burden of creating the synthetic data (Bowen et al., 2020, 2022).

5.2 Remove Privacy Parameter Language

We propose to avoid the need for users to interpret and set the differential privacy implementation

parameters (e.g., privacy parameters (ϵ, δ), contextual parameters (data bounds)) by removing them

from the user inputs. Even with documentation provided, individuals unfamiliar with differential

privacy struggle to understand the implementation choices and parameters (Murtagh et al., 2018).

Instead, we propose that users request a desired level of expected statistical accuracy, e.g., in the form

of bounds on the expected error or in the form of additional uncertainty (Ligett et al., 2017; Williams

et al., 2024). This would then be automatically translated into an appropriate privacy parameter

value to be evaluated by the data administrators (more on this in Section 5.4), removing the need for

users to understand or set implementation parameters themselves. To broaden the scope of supported

queries and reduce user confusion, data curators could add key metadata parameters to contextualize

the data (Aymon et al., 2024; Sarathy et al., 2023). For simplicity, any reference to implementation

parameters aside from accuracy should be omitted from the user interface.

Privacy Assurance: The privacy assurance depends on the ability to compute the privacy
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parameters based on the user inputs without using the confidential data. Where this is possible, the

process we recommend will not degrade the privacy assurance. An alternative approach could utilize

information about the confidential data (i.e., estimates of the data generating distribution or the

uncertainty inherent in the confidential statistics) to more precisely compute the privacy parameters.

In this case, the value of the privacy parameters could not be released without creating additional

privacy loss. Further, the data administrators still need to rationalize about whether the requested

accuracy corresponds to too much privacy loss. They may feel pressure to approve high values of

privacy parameters to satisfy users’ needs.

Statistical Utility: Removing the privacy parameter enables users to make queries with an

appropriate level of accuracy that supports their analysis, enhancing statistical utility. In some cases,

their request may not be feasible, but this approach reduces the possibility that a user unknowingly

requests a statistic that has too much noise added to be of use for their analysis. The other potential

drawback is that in some cases there are multiple accuracy metrics which users may care about, and

it may not be clear how to select the right one. While some solutions have been proposed, see (Ligett

et al., 2017; Rogers et al., 2024), there is still methodological work that needs to be done in the field

to ensure accurate transformations from the utility metrics to the privacy parameters is possible. In

some situations, it may require simulations to map expected accuracy to privacy parameters, and

truncating values may further complicate this mapping.

System Usability: Not requiring users to make determinations about an unfamiliar parameter,

which is outside the purposes of their analyses, should increase the usability of the system. Statistical

researchers and data practitioners are familiar with reasoning about metrics such as bias, standard

errors, or statistical power, so we recommend focusing on this language in the user interface. This

approach aligns better with the existing expertise of data users, and it simplifies the task for system

administrators who no longer need to provide extensive documentation about selecting implementation

parameters. The system administrators will have to take on the extra task of deciding on contextual

parameters, namely bounds, but will be far more equipped to do so than data users. Additionally, as

we will discuss in the next recommendation, asking users directly about their requirements on the

accuracy and then translating this into a corresponding level of privacy loss will help streamline the
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approval process. This process shares some similarities with selecting a sample size in experimental or

survey design, which should be familiar for some data users.

5.3 Per-Research Question Privacy Allocation

Setting the appropriate privacy budget is a socio-technical question that should be based on balancing

the tradeoffs between user harm and statistical utility (Sarathy, 2023). We propose using a per-research

proposal budget to ensure privacy is allocated efficiently. Existing systems (Rogers et al., 2021)

assume a per-user privacy budget and give each user the same fixed privacy budget. Instead, users

would prepare to submit a set of queries for their project and request a specific level of accuracy to

determine the total privacy budget for that research proposal.

Privacy Assurance: This type of system has no cap on the total privacy budget, so system

administrators would need to carefully consider each additional request to determine whether it is

appropriate (Rogers et al., 2016). Ultimately, we believe this approach does not worsen the problem

compared to existing methods for managing per-user privacy budgets, which are usually large and

periodically refreshed (Rogers et al., 2021). Using per-project allocations does not guarantee more

privacy loss, it simply shifts the source of the allocation. One limitation is that privacy budgets

may not be given equally to different users or researchers, which raises some questions of equity. A

per-project privacy budget, however, only uses the privacy budget on specifically requested queries

and aligns the privacy allocation more closely with the intended uses.

Statistical Utility: Similar to usability, a per-project allocation would enable researchers to design

their queries without the constraint of a single privacy budget, allowing them to consider the necessary

accuracy for each query. On the other hand, for particularly complex projects it may be difficult to

accurately estimate the required privacy budget to meet all of the accuracy requirements specified by

the users. Because that process will entail approximations, it is possible that on a per-project level

the approximations become poor and the desired level of accuracy is not achieved.

System Usability: This approach enhances system usability for both data users and administrators.

First, the system mirrors existing processes for accessing restricted data, where researchers must

carefully examine and justify their need for specific datasets and levels of data granularity. It also

shares similarities with common practice at institutional review boards (IRBs), which must balance
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the potential harms of a research study against the potential benefits to society. Data users do not

traditionally have to work within constraints of a predetermined privacy budget which may not fit

the complexity of their project.

This also pairs well with removing the burden of correctly allocating a fixed budget across a set

of queries, discussed in Section 4.3. Additionally, system administrators would be relieved from the

burden of predetermining a fixed privacy allocation that would work for a wide range of projects.

In reality, projects seeking to use the federal statistical data vary broadly in the number and type

of statistics they require. Additionally, neither administrators nor users need to worry about what

happens when a privacy budget is exhausted, since researchers could submit future proposals for

follow-up work if necessary (Drechsler, 2023).

5.4 Light Human Review

In light of the preceding two recommendations, we recommend maintaining some level of human

review in the system. When submitting a proposal, users would include several paragraphs explaining

the purpose of their research and justifying the requested level of accuracy. Submitting analogous

forms is common practice for researchers who have previously requested government data or submitted

to an IRB. The trained individual would review the automatically compiled report consisting of the

requested queries, project justification, required accuracy, proposed work products, and computed

privacy parameters. This review would occur before the queries are approved and run on the

confidential data. The review can be approved, denied, or it can be sent back with adjusted levels of

accuracy if the requested levels incurred too much privacy loss. The data user can consider whether

to accept the adjusted levels or to reject them if they decide it will not meet their analysis needs.

Privacy Assurance: A human reviewer might make it more difficult for a system user to conduct

privacy attacks that could otherwise bypass automated checks. Conversely, as we mentioned previously,

incorporating human discretion could lead to increased privacy loss or inequitable distribution of

privacy loss due to the desire to meet users’ needs. Additionally, if the report includes information

errors generated by the proposed queries (e.g., due to empty subsets), the reviewer can reject the

proposal, but they would need to decide whether to disclose the reasons. If they did, that could lead

to additional privacy leakage, but if we do not it might lead to issues of trust in the system.
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Statistical Utility: Human review can help avoid data users and researchers submitting queries

which return errors. While this process would not be expected to change anything about the way

results are returned, the human-in-the-loop may help ensure that researchers conduct their analyses

more accurately.

System Usability: This process improves usability by enabling the two prior recommendations,

as well as by avoiding issues that currently have no solutions, such as error handling. The review

process can be designed to be simple and quick, since the necessary information can be distilled into a

summary report. This process would add both user and administrative burden over a fully automated

system, but a human review process can help reduce time to deployment. Participants in the study

by Sarathy et al. (2023) specifically requested a similar process to increase their comfort with publicly

releasing private data. Future methodological work might further reduce the need for human review,

but currently maintaining some level of review would enable agencies to create interactive systems

faster.

5.5 Output Documentation:

Finally, we recommend presenting results of the queries in a familiar manner for users, similar to what

they would see if the data were not subject to DP. This presentation should include automatically

calculated uncertainty measures that incorporate DP noise, enabling users unfamiliar with DP to

confidently integrate the data into their analyses. This also means that the system can only incorporate

DP mechanisms, which enable the release of uncertainty estimates. This is not true of the majority of

work in the field (Barrientos et al., 2023). Additionally, to further support researchers, we propose

automatically generating example language about the validity of the outputs that can be directly

included in academic publications. These paragraphs will clearly communicate how the results were

generated, estimates of the level of noise introduced, and how valid inferences can be made.

Privacy Assurance: If the language used is standard and not based on the confidential data, this

recommendation should not impact the privacy guarantees of the system.

Statistical Utility: Including standard language and documentation will help data users and

researchers appropriately analyze the results of the queries. This process will also help the broader

field grow in familiarity with these type of noisy estimates and how we should handle them, similar to
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other common statistical issues such as missing data or measurement errors. These best practices will

increase the ability to perform research with new data sources.

System Usability: Formatting the data release in a language and structure familiar to users will

simplify their ability to analyze the data and publish results. A significant challenge identified in

several studies on DP usability is the difficulty users encounter in interpreting, using, and discussing

private data outputs (boyd and Sarathy, 2022; Cummings et al., 2023; Cummings and Sarathy, 2023;

Sarathy et al., 2023). Determining the necessary code and drafting the academic language will require

an investment of effort, but it will prevent users from having to guess how to appropriately present

their results each time and should be easily replicable.

Table 1: Summary of Design Considerations for System Recommendations

Recommendation System Usability Statistical Utility Privacy Assurance
Synthetic Data for
Exploration (Section
5.1)

Allows users to ex-
plore and test queries.
Some admin burden
in generating syn-
thetic data.

Improves understand-
ing of privacy’s im-
pact on analyses.

May leak some pri-
vacy; mitigated by
differentially private
methods.

Remove Privacy Pa-
rameter Language
(Section 5.2)

Simplifies interface by
eliminating privacy
parameters. Focuses
on accuracy familiar
to users.

Enables more accu-
rate queries. Chal-
lenges arise if multiple
accuracy metrics are
needed.

Doesn’t affect privacy
if privacy parameters
are pre-computed.
Risk increases if based
on real data.

Per-Research Ques-
tion Privacy Alloca-
tion (Section 5.3)

More flexibility, re-
ducing admin/user
burden by allocating
budget per project.

Enables better query
design without fixed
budget constraints.

No fixed cap on pri-
vacy budget; requires
careful review to
maintain privacy.

Light Human Re-
view (Section 5.4)

Increases user comfort
with query vetting;
adds admin time.

No direct impact, but
reduces user errors.

Prevents privacy at-
tacks that bypass au-
tomated systems.

Output Documenta-
tion (Section 5.5)

Formats data re-
leases in familiar lan-
guage; auto-generates
publication-ready
text.

Improves users’ ability
to analyze and report
noisy estimates.

No privacy impact if
output language is
standard and generic.

6 Infrastructure Proposal

Based on the recommendations outlined, we propose a high-level schematic of a private interactive

query system infrastructure focused on usability and the federal statistical system. While only a
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theoretical system, we demonstrate how our design considerations and recommendations can guide

the creation of a functional system. Some questions remain unanswered and will require organization-

specific discussions, but this proposal offers a concrete and actionable framework to assess the feasibility

of our recommendations. Additionally, our proposed infrastructure identifies gaps in understanding

or best practices. We use these to suggest research directions aimed at addressing the challenges of

making an interactive system fully operational in Section 7.

To support implementation, we strongly recommend using tested, well-documented, and actively

maintained open-source differential privacy libraries whenever possible (Berghel et al., 2022; Shoemate,

Vyrros, McCallum, Prasad, Durbin, Casacuberta Puig, Cowan, Xu, Ratliff, Berrios, Whitworth, Eliot,

Lebeda, Renard, and McKay Bowen, Shoemate et al.). These libraries enable faster deployment,

offer rigorously tested differential privacy functions, and enhance reproducibility for other researchers

(Taylor et al., 2021). If additional functionality is needed beyond what these libraries provide,

researchers should ensure that all code is open-sourced to promote reproducibility and allow for

independent verification (Casacuberta et al., 2022).

Figure 1 shows an overview that can be read from left to right and top to bottom illustrating

the entire process. To illustrate how this proposed infrastructure would work, we walk through an

example of how a researcher or data user would use our system. Emily, is a public policy researcher

and statistician working at a large non-profit. She is investigating whether Black and Hispanic families

are claiming the Child Tax Credit (CTC) at lower rates than White families and wants to use IRS

data on CTC claims stratified by race. She hopes to use her findings to have informed targeted

outreach and policy interventions that ensure equitable uptake of the tax credit.

After learning about the interactive query system run by the IRS2, Emily goes to the website

and reads through the landing page. She learns that there are synthetic data she can use, but that

it should not be used for statistical inference. Emily then goes to the query generation page where

she downloads the synthetic data and imports it into her regular working environment. She uses the

synthetic data to find out about how many records are available for each racial group for her analysis.

After getting a sense of the quantity of records she generates her queries using an interactive user

2Recall, this is an illustrative example of a theoretical system.
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Figure 1: This diagram provides a step-by-step overview of the interactive query system. The process
begins with users exploring and generating queries using only synthetic data on the front-end interface
(blue boxes). Users then justify their project and privacy parameters before their queries are sent for
human review (orange box). The queries are run on the confidential data, and if no errors are found
and query is approved the noisy results are returned to users (final blue box).

interface that helps systematize the query generation process and ensure there are no syntax errors.

A preview output is generated using the synthetic data to ensure Emily requests the variables she

needs for her analysis.

Once Emily finalizes the data request, she proceeds to the accuracy requirement page. Here Emily

inputs her accuracy requirements for each of the queries. A table displaying what those outputs

would look like if generated from the synthetic data is shown to help Emily decide if the accuracy

is appropriate. Once she finalizes her accuracy needs, Emily fills out a short form describing her

research project, analysis goals, and accuracy requirements. She clicks submit and her data request

and responses are sent to the government administrator for review.

Once the data request is sent, an algorithm determines the privacy loss parameter required for

each query. A report containing the queries, any errors they cause, privacy loss parameters, planned

output, and the user’s justification is securely sent to a trained reviewer in the government agency for

human review. The reviewer then goes through guidelines to determine if the requested data should

be released to Emily. The reviewer can approve, reject, or inform Emily that certain queries need
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accuracy relaxations. Once the request is approved, Emily can see the results of the queries. The

data release page contains a table with the private outputs to download and example language for

Emily to use if she publishes work related to this data.

7 User Research

There are many details and components in our proposed infrastructure that require user testing or

additional research to implement successfully. Many challenges and research questions arise regardless

of the system put in place. However, by examining this proposal critically, we focus on key areas

where further research is required and offer ways of initiating this research.

We propose integrating insights from human-computer interaction (HCI) research to study system

usability—specifically, how individuals interact with DP systems. HCI is a discipline focused on

understanding how people interact with technology and designing systems that are user-friendly

and effective. In the context of DP, applying HCI principles allows us to evaluate not only whether

our proposed recommendations improve system usability but also how best to implement them

in real-world settings. By conducting usability studies (Sarathy et al., 2023), we can assess user

preferences (Cummings et al., 2021), measure the practicality of our recommendations (Dumas and

Fox, 2007), and determine the most effective ways to integrate these systems (Garrido et al., 2022).

Below, we outline several research questions that are applicable to our proposal and could broadly

impact a variety of differential privacy systems. We briefly outline the reason for the question and

discuss which HCI methodologies would be applicable in solving these challenges. While there are

many open research questions in relation to privacy assurance and statistical utility, we hope to

provide a starting point for researchers interested in exploring system usability challenges in DP

systems. A summary of the questions, along with the corresponding barriers they seek to address and

recommendations they seek to fulfill, is provided in Table 2.

Q1: Does adding synthetic data alongside a validation server improve users’ ability to

generate private queries for analysis?

A key issue in DP systems is the limited capacity for exploratory data analysis (Nanayakkara

et al., 2024; Sarathy et al., 2023). One potential solution, seen in both our recommendations and other
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interactive query systems, is the inclusion of synthetic data to restore a more familiar data science

workflow. However, further studies are needed to explore whether synthetic data actually enhances

user performance, and how similar to the confidential data the synthetic data needs to be for it to be

effective. Such studies could compare user outcomes across systems with no synthetic data, randomly

generated synthetic data (Aymon et al., 2024), and synthetic data produced by state-of-the-art

algorithms (Bowen and Snoke, 2021). User performance could be evaluated through metrics such as

efficiency (time taken to complete analyses), accuracy (ability to make correct statistical inferences),

and usability (cognitive load measured by the NASA-TLX scale) (Hart, 2006). Understanding the

potential benefits of synthetic data could help organizations optimize both user processes and resource

allocation.

Q2: Which accuracy metrics would users prefer to set for their requested queries, and

how well can they interpret the impact of these requirements on downstream analysis

tasks?

Literature on DP shows that future systems could ask for accuracy first requirements (Ligett

et al., 2017), but the types of accuracy metrics used and accepted are varied (Panavas et al., 2024).

Aside from the standard metrics chosen to evaluate algorithms in DP literature, we know very little

about which data utility metrics people would prefer to see or use to evaluate the quality of their

data. Researchers could conduct interviews with end users of DP deployments and use a deductive

qualitative analysis to map the types of accuracy metrics used for different types of analysis (Azungah,

2018). Quantitative user studies could examine users’ decision-making processes and downstream

analysis accuracy as they set accuracy thresholds for hypothetical analysis (Nanayakkara et al.,

2024). Results from this study could inform systems beyond interactive query systems as researchers

could present their empirical evaluations of their algorithms in an end user context, provide better

benchmarking results, and inform privacy engineers how to communicate the accuracy of their noisy

data (Williams et al., 2024).

Q3: What processes and guidelines ensure effective and fair evaluation of research

proposals requiring private queries?

The challenge in developing guidelines for approving certain privacy budgets arises from the
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inherent complexity of balancing privacy with statistical utility and the absence of universally accepted

criteria for decision-making (Cummings et al., 2024; Miklau, 2022). Without a consensus on the

optimal privacy parameter value in every situation, establishing a formal evaluation process is essential.

Rather than setting fixed numerical thresholds, we propose exploring a structured, consensus-driven

approach, leveraging expert reviewers to ensure decisions are both repeatable and consistent.

The general process would begin with assembling a corpus of research proposals, each specifying

a requested accuracy level and corresponding privacy parameter. A panel of experts would develop

an initial set of guidelines and evaluative questions to determine proposal approval. Experts would

independently rate the proposals, then convene to discuss and address discrepancies, refining the

guidelines based on their findings. This iterative process would continue with subsequent batches of

proposals until consistency in decision-making is achieved, measured using inter-rater reliability (IRR).

Once an IRR of 0.8 is reached, the guidelines can be considered robust for consistent evaluations

(Hallgren, 2012). Through this structured, consensus-driven approach, the guidelines evolve to provide

repeatable and reliable evaluations, offering a practical starting point for organizations assessing DP

releases.

Q4: What guidelines and documentation are necessary to ensure the accurate and

consistent reporting of statistical analyses derived from differentially private methods?

Previous user studies have shown that researchers often struggle with understanding how to use

and publish results derived from differentially private statistics, such as for peer-reviewed articles

(Sarathy et al., 2023). To address this, our recommendation in Section 5.5 encourages federal agencies

to provide data users with clear text, documentation, and guidance for publishing statistical analyses

derived from differentially private results. While this recommendation is crucial, it remains an

unresolved issue requiring input from various stakeholders, including privacy researchers, publishers,

and social scientists.

Other fields, such as medical research (e.g., CONSORT (Schulz et al., 2010), STROBE (Vanden-

broucke et al., 2007)) and machine learning (e.g., TRIPOD (Moons et al., 2015)), have faced similar

challenges with disorganized and incomplete reporting guidelines. To address these issues, they have

successfully developed widely adopted reporting standards. The medical field, in particular, offers a
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systematic approach to creating guidelines that could be adapted to differential privacy (Moher et al.,

2010). Their methodology typically involves three stages: defining initial criteria, convening diverse

stakeholders face-to-face to deliberate, and producing a final checklist that outlines essential items for

reporting. This checklist often includes clear reporting requirements and example text, serving as a

standard for evaluating study results.

A similar process could be used to develop comprehensive guidelines for reporting results in

differential privacy. Federal agencies could use these guidelines to provide example analysis and results

templates to help users include the necessary materials and language in their publications (Hoffmann

et al., 2014; Yu, 2021). These guidelines could include recommendations for organizations releasing

private data to explain critical caveats, such as variability in responses to identical private query

requests from different researchers. The same process could also address another significant gap:

creating guidelines for publishing differentially private statistics in non-interactive settings (Dwork

et al., 2019)

8 Discussion

This paper establishes a framework for implementing DP in a way that promotes collaboration between

key stakeholders, such as privacy specialists, researchers, and policymakers. This framework is designed

to encourage ongoing dialogue and joint decision-making around system design, ensuring that all

parties’ needs are considered. Additionally, while theoretical models may not always offer concrete

guidance on practical compromises, empirical and user-driven guidelines rooted in HCI principles can

help navigate these uncertainties. Other fields, such as machine learning, have successfully integrated

similar approaches, improving the usability and transparency of their systems (Amershi et al., 2019).

While DP is promising in its ability to protect individual data, it presents significant challenges

when applied in practice to statistical analyses. For statisticians, social scientists, and public policy

researchers, the strict constraints of DP often make data less accessible and harder to analyze

effectively. To make DP systems functional in practice, practical modifications must be considered.

Such modifications could balance the need for privacy with the requirements of statistical analysis,

ensuring that these systems are both secure and usable.

Theoretical formulations of DP provide a well-defined yet narrow mathematical framework to
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Table 2: Barriers, Recommendations, and User Research for Interactive DP Systems

Barriers System Recommenda-
tions

User Research

Exploratory Data
Analysis (Section 4.1)

Synthetic Data for EDA
(Section 5.1)

Q1: Does adding synthetic
data alongside a validation
server improve users’ ability
to generate private queries
for analysis?

Differential Privacy
Parameter Setting
(Section 4.2)

Remove Privacy Parameter
Language (Section 5.2)

Q2: Which accuracy metrics
would users prefer to set for
their requested queries, and
how well can they interpret
the impact of these
requirements on
downstream analysis tasks?

Fixed Privacy Budget
(Section 4.3)

Per-Research Question
Privacy Allocation (Section
5.3)
Light Human Review
(Section 5.4)

Q3: What processes and
guidelines ensure effective
and fair evaluation of
research proposals requiring
private queries, fostering
consensus among reviewers?

Private Result
Interpretation (Section
4.4)

Output Documentation
(Section 5.5)

Q4: What guidelines and
documentation are necessary
to ensure the accurate and
consistent reporting of
statistical analyses derived
from differentially private
methods?

assess privacy and utility. However, when implementing these systems in practical settings, the

tradeoffs become far less clear as a wide range of social technical issues come into play. Effective

solutions will require the involvement of government officials, statisticians, social scientists, and

policymakers early in the design process, as their expertise is essential in ensuring that privacy systems

remain functional for end users. Unfortunately, there is limited research on how users, particularly

these various stakeholders, interact with these systems. This paper provides a framework for defining

the desired design principles of a practical interactive system, provides recommendations to meet

these principles, and outlines methods for using HCI research concepts to test out infrastructure

proposals. While only a first step, the ideas laid out in this paper suggest a way forward for creating

DP interactive systems that can be used.
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