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Abstract—Despite the enhanced spectral efficiency brought
by the integrated radar and communication technique, it poses
significant risks to communication security when confronted with
malicious radar targets. To address this issue, a reconfigurable
intelligent surface (RIS)-aided transmission scheme is proposed
to improve secure communication in two systems, i.e., the radar
and communication co-existing (RCCE) system, where a single
transmitter is utilized for both radar sensing and communication,
and the dual-functional radar and communication (DFRC) sys-
tem. At the design stage, optimization problems are formulated
to maximize the secrecy rate while satisfying the radar detection
constraint via joint active beamforming at the base station and
passive beamforming of RIS in both systems. Particularly, a
zero-forcing-based block coordinate descent (BCD) algorithm is
developed for the RCCE system. Besides, the Dinkelbach method
combined with semidefinite relaxation is employed for the DFRC
system, and to further reduce the computational complexity, a
Riemannian conjugate gradient-based alternating optimization
algorithm is proposed. Moreover, the RIS-aided robust secure
communication in the DFRC system is investigated by consid-
ering the eavesdropper’s imperfect channel state information
(CSI), where a bounded uncertainty model is adopted to capture
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the angle error and fading channel error of the eavesdropper,
and a tractable bound for their joint uncertainty is derived.
Simulation results confirm the effectiveness of the developed
RIS-aided transmission scheme to improve the secrecy rate even
with the eavesdropper’s imperfect CSI, and comparisons between
both systems reveal that the RCCE system can provide a higher
secrecy rate than the DFRC system.

Index Terms—Integrated radar and communication, physical
layer security (PLS), reconfigurable intelligent surface (RIS),
Riemannian conjugate gradient algorithm, imperfect channel
state information (CSI).

I. INTRODUCTION

Recently, the integrated radar and communication technique

has garnered significant attention as a valuable technique to ad-

dress the escalating challenge of spectrum scarcity and achieve

mutual benefits in communication and sensing [3]. To unlock

its potential, two practical systems that accommodate both

radar sensing and communication functions have been pro-

posed, i.e., the radar and communication co-existing (RCCE)

systems [4] and dual-funcational radar and communication

(DFRC) systems [5]. Specifically, the RCCE system transmits

two different signals occupied the same time and/or frequency

resources by a transmitter, one for radar sensing and the other

for communication. It focuses on developing efficient inter-

ference management techniques to ensure that radar sensing

and communication can operate smoothly without interfering

with each other. Various techniques such as opportunistic

spectrum sharing [4] and null-space projection method [6] are

proposed to support the co-existence of radar and communi-

cation. Differently, DFRC system transmits a single signal for

both sensing and communication, offering a more favorable

approach to integrate sensing and communication, which can

further improve spectral efficiency and reduce hardware costs.

Despite the improved spectral efficiency and lower hardware

costs, wireless communication security is a troubling problem

in the integrated radar and communication system. Due to the

broadcast nature of wireless channels, wireless communication

is inherently vulnerable to eavesdropping attacks. Compared

with radar and communication co-existence system, DFRC

system faces greater eavesdropping risks. As we know, a

high-power main beam is desired for target detection. To

achieve high-quality sensing, the transmitter must design a

signal to synthesize such a high-power beam towards targets.

In DFRC system, a single transmitted signal is employed for

both radar sensing and communication. If targets are malicious

http://arxiv.org/abs/2412.11020v1
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eavesdroppers, the communication information embedded in

the signal will be highly likely to be wiretapped. Therefore,

striking an optimal balance between secure communication

and radar sensing is a crucial task when designing integrated

radar and communication systems.

A. Related Work

The current state-of-the-art works of PLS for integrated

radar and communication, RIS-aided PLS, and RIS-aided

DFRC are reviewed as follows.

1) PLS for integrated radar and communication: Physical

layer security (PLS) is an innovative technique to ensure

secure communication [7]. Recently, PLS has been intro-

duced into integrated radar and communication systems to

guarantee secure communication [8–12]. Specifically, secure

communication is investigated in a DFRC system, where both

the information-embedded signal desired for a legitimate user

and the signal embedded with false information to confuse

an eavesdropping radar target are transmitted by a multi-

input multi-output (MIMO) radar for target detection [8]. In

this respect, problems in terms of secrecy rate maximization,

radar received signal-to-interference-plus-noise ratio (SINR)

maximization, and transmit power minimization are investi-

gated. In [9], a unified system of communications and passive

radar is considered, where radar and communication signals

are transmitted via a joint transmitter with different resource

scheduling schemes. Specifically, the SINR at radar receiver

is maximized while the secrecy rate is ensured above a certain

threshold [9]. Furthermore, in [10, 11], artificial noise (AN)

is utilized to assist secure communication for a DFRC system

and both imperfect channel state information (CSI) and target

location uncertainty are taken into account [11]. Besides, the

multi-user interference is exploited to enhance secure commu-

nication in DFRC systems, where the constructive interference

is utilized to enhance the received signals at communication

users and destructive interference is adopted to deteriorate the

eavesdropped signals at radar target [12].

2) RIS-PLS: Although the aforementioned PLS techniques

such as AN and multi-antenna can realize secure communi-

cation, they are generally channel-dependent. In other words,

their performance is heavily influenced by wireless channels.

Additionally, whether transmitting AN or increasing the num-

ber of transmit antenna will lead to higher power consump-

tion. Reconfigurable intelligent surface (RIS) is a software-

controlled meta-surface composed of numerous passive reflect-

ing elements. Each reflecting element is able to independently

adjust the phase and/or amplitude of incident signals, thus

realizing smart reconfiguration of wireless channels. Besides,

RIS reflects the signals passively with low power consumption.

Actually, RIS-aided PLS has gained significant research atten-

tion [13–15]. Deploying RIS in wireless systems, by designing

the reflecting coefficients of RIS, the reflected signal and direct

signal can be constructively added up at the desired users, and

destructively combined at the eavesdroppers, which provides

a new approach to enhance secure communication.

3) RIS-DFRC: On the other hand, RIS has been employed

in DFRC systems. Specifically, an RIS-aided DFRC system is

examined in [16] by jointly designing the transmit beamform-

ing and RIS phase shift matrix to maximize the signal-to-noise

ratio (SNR) at the radar receiver while considering the transmit

power and communication rate constraints. In [17], a RIS-

aided DFRC system is considered, which enables concurrent

multi-user communication and MIMO radar detection. More-

over, due to the high computational complexity of traditional

optimization algorithms, such as space time adaptive process-

ing (STAP) and alternative direction method of multipliers

(ADMM), a deep reinforcement learning-based algorithm is

proposed in [18] to optimize the transmit beamforming and

RIS phase shifts, aiming to maximize the capacity of an RIS-

aided DFRC system with multiple users in the THz band.

To the best of our knowledge, few papers have investigated

RIS-aided secure communication in integrated radar and com-

munication system. There is lack of unified design framework

and efficient parameter optimization algorithms for it. As

mentioned earlier, the integrated radar and communication

system are mainly divided into two categories: RCCE system

and DFRC system, for which tailored secure communication

schemes need to be designed. Comparison of secrecy per-

formance between them is also worth exploring. Therefore,

we carry out research on RIS-aided secure communication in

integrated radar and communication system. It is worth noting

that although some papers have studied RIS-assisted secure

communication in integrated radar and communication system

[19, 20], the obtained results are based on target’s perfect

CSI which is not practical. It is difficult for the BS to get

perfect CSI and accurate location of targets in practice. Since

the RIS-assisted secure communication is particularly sensitive

to the channel characteristics difference between users and

eavesdroppers, the robust RIS-aided secure communication

scheme under imperfect CSI is also studied in the paper.

B. Our Work and Contributions

Based on the aforementioned motivations, the RIS-aided

secure communication in integrated radar and communication

systems is investigated. In particular, two systems are con-

sidered: the RCCE system and DFRC system. To shed light

on the design, we first assume that the target’s perfect CSI is

available. For both systems, the secrecy rate is supposed to be

maximized by jointly optimizing the transmit beamforming

of the BS and the phase shifts of RIS while ensuring radar

detection constraint. Moreover, considering that BS may not

be able to acquire accurate CSI of the target in practice,

the RIS-aided robust secure communication in the integrated

radar and communication system with imperfect target’s CSI

is also investigated. The main contributions of our paper are

summarized as follows.

• The RIS-aided secure communication in the RCCE sys-

tem and DFRC system are investigated, where the corre-

sponding beamforming design schemes to maximize the

secrecy rate are studied. A low-complexity RCG-based

AO algorithm is developed to handle the formulated prob-

lem for DFRC system. Secrecy performance comparison

between both systems are conducted in simulations.

• The RIS-aided robust secure communication in the inte-

grated radar and communication system is investigated by
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taking into account the target’s imperfect CSI. A tractable

bound for the joint uncertainty of angle and fading chan-

nel estimation errors of target is derived that facilitates the

development of a BCD-based algorithm combined with

S-procedure to obtain a suboptimal solution to the secrecy

rate maximization problem.

• Simulation results show that RIS can help achieve higher

secrecy rate. Compared to DFRC system, the RCCE sys-

tem performs better in terms of secrecy rate. Moreover,

it is observed that the secrecy rate significantly decreases

with target’s imperfect CSI, highlighting the importance

of considering CSI uncertainty for system design.

C. Organization and Notation

The remainder of this paper is organized as follows: Sec-

tions II and III formulate the secrecy rate maximization

problems and provide corresponding solutions for RCCE and

DFRC systems, respectively. Section IV investigates the RIS-

aided robust secure communication for DFRC system with

target’s imperfect CSI. Simulation results are provided in

Section V, and conclusions are drawn in Section VI.

Notations: Unless further specified, bold uppercase (lower-

case) letters denote the matrices (vectors); C and E denote

the set of complex numbers and the expectation operation,

respectively; CN (µ,Σ) denotes the complex Gaussian dis-

tribution with mean µ and covariance Σ; (·)H and (·)T are

the conjugate transpose and transpose, respectively; diag (x)
denotes a diagonal matrix composed of the elements in vector

x; ‖·‖ and |·| stand for the l2 norm of a vector and the modulus

of a scalar, respectively; [·]+ represents max (0, ·); tr (·) and

rank (·) denote the trace and the rank of a matrix, respectively;

R (·) denotes the real part of the argument; ⊗ and ⊙ denote

the Kronecker and Hadamard product respectively; vec (X)
is the vectorization of matrix X; Diag (X) denotes a vector

composed of the diagonal elements of matrix X; (·)∗ denotes

the conjugate; ‖ · ‖F denotes the Fibonacci norm.

II. SECURE COMMUNICATION IN RCCE SYSTEM

We consider a RIS-aided secure integrated radar and com-

munication system, as depicted in Fig. 1. A BS, Alice,

equipped with N antennas serves a single-antenna communi-

cation user, Bob, as well as detecting a single-antenna target,

Eve. We assume that Eve might be a potential eavesdropper,

who tries to intercept the information transmitted from Alice

to Bob. A RIS comprising M elements is deployed to safe-

guard against eavesdropping. Based on the system model, we

investigate the RIS-aided secure communication in the settings

of RCCE system and DFRC system, respectively.

We first examine the RIS-aided secure transmission in

RCCE system, where the BS simultaneously transmits separate

radar and communication signals utilizing the same spectral

resources to realize concurrent radar detection and commu-

nication. A secrecy rate maximization problem is formulated

and a ZF-based BCD algorithm is proposed to address the

problem at hand.

Fig. 1. An illustration of a RIS-aided secure integrated radar and communi-
cation system.

A. Problem Formulation

In RCCE system, the received signals at Bob and Eve can

be expressed as

yB =
√
P
(

hH
IBQHAI + hH

AB

)

x+ nB, (1)

yE =
√
P
(

hH
IEQHAI + hH

AE

)

x+ nE, (2)

respectively, where P denotes the total transmit power from

the BS; x =
(√
ǫwb+

√
1− ǫs

)

; b ∈ C,E
[

bbH
]

= 1 is

the transmitted communication signal; w ∈ CN×1 represents

the beamforming vector for communication signal at the BS

with ‖w‖ = 1; s ∈ C
N×1 represents the radar signal;

ǫ ∈ [0, 1] denotes the proportion of the power allocated to

communication; HAI ∈ CM×N , hAB ∈ CN×1, hAE ∈ CN×1,

hIB ∈ CM×1, hIE ∈ CM×1 denote the channels of Alice-RIS,

Alice-Bob, Alice-Eve, RIS-Bob, and RIS-Eve, respectively;

Q = diag(q) = diag
(

[

ejθ1 , ejθ2 , . . . , ejθM
]T
)

denotes the

phase shift matrix of RIS with θi ∈ [0, 2π) being the phase

shift of the i-th reflecting element, i ∈ {1, . . . ,M}; nB ∼
CN

(

0, σ2
B

)

and nE∼CN
(

0, σ2
E

)

denote the received noise at

Bob and Eve, respectively. Assuming that Eve is located at an

open area where the radio propagation environment includes

almost no scatterers, the channel hAE is modeled as a line

of sight (LoS) channel following the traditional setting in the

radar field as done in [11, 16, 17] which is given by

hAE = βAEaA, (3)

where βAE denotes the path loss and aA denotes the transmit

array steering vector which is expressed as

aA =
[

1, ej
2πd
λ

sin θ, . . . , ej
2πd
λ

(N−1) sin θ
]T

, (4)

where λ is the wavelength; d is the spacing between two

adjacent elements of transmit array; θ specifies the direction

of potential eavesdropper1. Assuming Bob is located in a hot-

spot area and RIS is deployed around to assist secure commu-

nication, the Rayleigh fading channels are adopted to model

other channels [11, 19].2 For example, hAB = βABgAB where

1The location of the target can be obtained by prior radar sensing. As done
in [21, 22], the BS adopts a multi-stage sensing scheme to obtain the exact
positions of targets.

2We assume that the channels are quasi-static and block-fading, i.e., the
channels vary from frame to frame, but remain unchanged within a frame. In
the paper, we focus on the parameter design within a frame and the channels
in a frame are deterministic and known by channel estimation.
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βAB denotes the path loss and gAB ∈ CN×1 ∼ CN (0, I)
denotes the Rayleigh fading. The communication signals are

statistically independent of radar signals. Moreover, we first

assume that the perfect CSI is available at the BS3.

Based on the received signals, the achievable communica-

tion rate at Bob and Eve can be expressed as

CJ = log2

(

1 +
PcJ

PrJ + σ2
J

)

= log2

(

1 +
ǫPhJwwHhH

J

(1− ǫ)PhJRhH
J + σ2

J

)

, J ∈ {B,E},
(5)

where PcB/PcE represents the received communication signal

power at Bob/Eve; PrB/PrE represents the received radar

signal power at Bob/Eve; hB = hH
IBQHAI + hH

AB and hE =
hH
IEQHAI + hH

AE; R = E
[

ssH
]

denotes the radar transmit

covariance matrix. Since the target is a potential eavesdropper,

the secrecy rate is defined by the difference between CB and

CE which is expressed as Cs = [CB − CE]
+

[11].

On the other hand, for the radar detection, the echo signals

received at Alice can be expressed as

yA =
√
PhH

E hEx+ nA, (6)

where nA ∼ CN
(

0, σ2
AI
)

denotes the received noise at Alice.

We ignore the echo signals reflected by RIS more than once

since they are severely attenuated due to the associated path

loss. Hence, the received SINR at Alice can be calculated as

γA =
PrA

PcA +Nσ2
A

=
(1− ǫ)P tr

(

HH
E HER

)

ǫPwHHH
E HEw+Nσ2

A

, (7)

where PrA and PcA denote the received radar and communica-

tion power at Alice, respectively, and HE=hH
E hE. To realize

reliable radar detection, the received SINR at Alice should be

no less than a predetermined threshold γ, i.e., γA ≥ γ.

Focusing on secure communication, we aim to maximize the

secrecy rate while maintaining the radar detection performance

by jointly optimizing ǫ, w, R, and Q that yields the following

problem formulation:

P1 : max
ǫ,w,R,Q

Cs (ǫ,w,R,Q) = CB − CE (8a)

s.t. ǫ ∈ [0, 1] , (8b)

‖w‖ = 1, (8c)

R = RH ,R � 0, tr (R) = 1, (8d)

|Qi,i| = 1, ∀i = 1, 2, . . . ,M, (8e)

γA ≥ γ, (8f)

where (8c) denotes the unit norm constraint of w, (8d) denotes

the radar transmit power constraint, (8e) specifies the unit

modulus constraint of Qi,i, and (8f) represents the radar de-

tection constraint. Note that we have dropped the operator [·]+
in the objective function without loss of optimality [11, 13].

3In practice, it is generally difficult to obtain the perfect CSI between
BS/RIS and the target. The results based on perfect CSI serve as the theoretical
performance upper bounds for the considered system, which provide guidance
for following robust design under imperfect CSI.

B. Problem Solution

Due to the non-convex objective function, non-convex con-

straints (8e), and (8f) where multiple optimization variables

are non-trivially coupled, problem P1 is a non-convex problem

which is hard to be solved optimally. To address this challenge,

a suboptimal ZF-based BCD algorithm is proposed.

Specifically, the entire optimization variables in problem P1

are partitioned into four blocks, i.e., w, R, Q, and ǫ, and

we maximize Cs by alternatingly optimizing each block with

the other three blocks fixed until the objective function in P1

converges. Next, we introduce the BCD algorithm in details.

1) Optimizing w: For simplicity, a ZF beamforming is

adopted at Alice and no communication signals are leaked

to Eve. The ZF beamforming vector w is given by

w =

(

I− HE

‖hE‖
2

)

hH
B

∥

∥

∥

(

I− HE

‖hE‖
2

)

hH
B

∥

∥

∥

. (9)

2) Optimizing R: Motivated by the null-space projection

method [6], we force the radar signals, to fall into the nullspace

of the effective channel between Alice and Bob, hB, so as to

eliminate the interference brought by radar to communication,

i.e., tr (HBR) = 0 with HB = hH
B hB holds. Thus, given ǫ,

w, and Q, the problem of optimizing R can be expressed as

P2 : max
R

Cs (R) = CB − CE = f1 − f2 − f3 + f4 (10a)

s.t. (8d), (8f),

tr (HBR) = 0, (10b)

where f1 = log2 (xB + ǫtr (HBW)) , f2 = log2 (xB) , f3 =
log2 (xE + ǫtr (HEW)) , f4 = log2 (xE) with W = wwH ,

xJ = (1− ǫ) tr (HJR) + σ2
J/P, J ∈ {B,E}.

Due to the non-concave terms −f2 and −f3, the objective

function in P2 is non-concave. We first obtain a concave

lower bound of it by retaining the concave part and linearizing

the non-concave part [23, 24]. To be specific, utilizing the

following inequality

g (X) = ln (tr (AX) + b) ≤ tr

(

(

∇g
(

X̃
))H (

X− X̃
)

)

+ ln
(

tr
(

AX̃
)

+ b
)

,

where ∇g
(

X̃
)

represents the Euclidean gradient of g at

a given feasible point X̃, we can approximate f2 and

f3 to linear functions f
′

2 and f
′

3 which are given by

f
′

2 = tr

(

(log2 e)(1−ǫ)HB(R−R̃)
(1−ǫ)tr(HBR̃)+σ2

B/P

)

+ log2

(

(1− ǫ) tr
(

HBR̃
)

+σ2
B/P

)

and f
′

3 = tr

(

(log2 e)(1−ǫ)HE(R−R̃)
(1−ǫ)tr(HER̃)+ǫtr(HEW)+σ2

E/P

)

+

log2

(

(1− ǫ) tr
(

HER̃
)

+ǫtr (HEW)+σ2
E/P

)

. Thus, the

non-concave Cs (R) can be lower bounded by a concave

function that yields a surrogate objective function as follows:

Cs (R) ≥ C
′

s (R) = f1 − f
′

2 − f
′

3 + f4, (11)

Hence, the subproblem of optimizing R can be rewritten as

the following convex surrogate problem

P3 : max
R

C
′

s (R) s.t. (8d), (8f), (10b).
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This is a semidefinite programming (SDP) problem which can

be solved by existing software solvers, such as CVX [14, 25].

3) Optimizing Q: Then, we design the passive beamform-

ing of RIS. With fixed ǫ, w, and R, the problem of Q can be

expressed as

P4 : max
Q

Cs (Q) = CB − CE s.t. (8e), (8f).

Define U, uuH with u=t
[

qT , 1
]T
, |t|=1, based on the

identities tr
(

DHADB
)

=dH
(

A⊙BT
)

d and tr
(

DHC
)

=
dHc with D being a diagonal matrix, d=Diag (D) and c=
Diag (C), terms PcJ and PrJ with J∈{B,E} can be recast as

PcJ = ǫP
(

qHAcJq+ qHacJ + aHcJq+ P̄cJ

)

= tr (RcJU) ,
(12)

PrJ = (1− ǫ)P
(

qHArJq+ qHarJ + aHrJq+ P̄rJ

)

= tr (RrJU) ,
(13)

where AcJ =
(

hIJh
H
IJ

)

⊙
(

(

HAIWHH
AI

)T
)

, acJ =

Diag
(

hIJh
H
AJWHH

AI

)

, P̄cJ = hH
AJWhAJ. Similarly, ArJ =

(

hIJh
H
IJ

)

⊙
(

(

HAIRHH
AI

)T
)

, arJ = Diag
(

hIJh
H
AJRHH

AI

)

,

P̄rJ = hH
AJRhAJ and

RcJ = ǫP

[

AcJ acJ
aHcJ P̄cJ

]

,RrJ = (1− ǫ)P

[

ArJ arJ
aHrJ P̄rJ

]

.

Based on the above derivations, the secrecy rate Cs can be

reformulated as Cs (ũ) = f5 − f6 − f7 + f8, where

f5 = log2
(

tr ((RcB +RrB)U) + σ2
B

)

= log2
(

ũHr1
)

,

f6 = log2
(

tr (RrBU) + σ2
B

)

= log2
(

ũHr2
)

,

f7 = log2
(

tr ((RcE +RrE)U) + σ2
E

)

= log2
(

ũHr3
)

,

f8 = log2
(

tr (RrEU) + σ2
E

)

= log2
(

ũHr4
)

,

where ũ =
[

1, ūT
]T

with ū = vec (U), r1 =
[

σ2
B, vec

T (RcB +RrB)
]T

, r2 =
[

σ2
B, vec

T (RrB)
]T

, r3 =
[

σ2
E, vec

T (RcE +RrE)
]T

, and r4 =
[

σ2
E, vec

T (RrE)
]T

.

Note that Cs (ũ) is non-concave due to the non-concave

part −f6 and −f7. Similarly, by applying the first-order Taylor

approximation to f6 and f7, we can obtain a concave lower

bound of Cs (ũ) which is given as follows

Cs (ũ) ≥ C
′

s (ũ) = f5 − f
′

6 − f
′

7 + f8, (14)

where f
′

6 = (log2 e) r
H
2 (ũ− ũ0) /

(

ũH
0 r2

)

+ log2
(

ũH
0 r2

)

and f
′

7 = (log2 e) r
H
3 (ũ− ũ0) /

(

ũH
0 r3

)

+ log2
(

ũH
0 r3

)

with

ũ0 being a feasible value of ũ.

Next, we transform the radar detection constraint into a

more tractable form. Define E =
[

(

diag
(

hH
IE

)

HAI

)T
,h∗

AE

]

,

the numerator in γA can be rewritten as

(1− ǫ)P tr
(

HH
E HER

)

=tr
(

‖hE‖2HER
)

=tr
(

uHEHEuuHRrEu
)

=tr
(

EHEURrEU
)

=ūHGrEū,

(15)

where GrE = RT
rE⊗

(

EHE
)

[25]. Similarly, the denominator

in γA can be expressed as

ǫPwHHH
E HEw = ūHGcEū, (16)

where GcE = RT
cE ⊗

(

EHE
)

. Thus, γA can be rewritten as

γA =
ūHGrEū

ūHGcEū+Nσ2
A

, (17)

and the radar constraint (8f) can be further expressed as

ũHKũ ≤ 0, (18)

where K =

[

γNσ2
A 0

0 K1

]

with K1 = γGcE−GrE. Since

K is indefinite, constraint (18) is non-convex. Note that K

is an Hermitian matrix which can be expressed as the sum of

one positive semidefinite matrix and one negative semidefinite

matrix, i.e., K = K+ +K−. We can rewrite (18) as

ũHK+ũ+
(

ũHK−ũ
)

≤ 0. (19)

For any vector z ∈ C(M+1)2+1, (ũ− z)
H
K− (ũ− z) ≤ 0.

Let z = ũ0 and expand the left side, we can obtain ũHK−ũ ≤
2R
(

ũH
0 K−ũ

)

− ũH
0 K−ũ0. Thus, we approximate (18) by

ũHK+ũ+ 2R
(

ũH
0 K−ũ

)

− ũH
0 K−ũ0 ≤ 0. (20)

Via the above manipulations, a suboptimal solution to

problem P4 can be obtained by solving

P5 : max
ũ

C
′

s (ũ) (21a)

s.t. (20),

ũ1 = 1,Ui,i = 1, ∀i = 1, . . . ,M + 1, (21b)

U = uuH , rank (U) = 1, (21c)

where ũ1 represents the first element of ũ. This is a semidef-

inite relaxation problem. Omitting the rank-one constraint,

it becomes a standard SDP problem which can be solved

by CVX. Then, the Gaussian randomization can be used to

recover the rank-one solution [11, 26]. After obtaining u, the

optimal q can be calculated by q∗ =
u[1:M]

uM+1
, Q∗ = diag (q∗).

4) Optimizing ǫ: With given w, R, and Q, the subproblem

related to the power allocation factor ǫ is expressed as follows.

P6 : max
ǫ

Cs (ǫ) = CB − CE s.t. (8b), (8f).

Optimal ǫ to the problem can be efficiently obtained by

one-dimensional search within [0, 1]. We summarize the whole

ZF-based BCD algorithm in Algorithm 1.

Complexity Analysis: The overall computational complexity

of Algorithm 1 is determined by solving SDP problems of

P3 and P5. According to [27], the computational complexity

of solving a SDP problem with m constraints where each

constraint involves a n × n positive semidefinite matrix is

O
(

mn3 +m2n2 +m3
)

in each iteration. For problems P3

and P5, we have m=3, n=N and m=M + 2, n=M + 1,

respectively. Hence, the overall computational complexity of

Algorithm 1 is about O
(

Iiter

(

3N3+9N2+27+(M + 2)

(M+1)
3
+(M+2)

2
(M+1)

2
+(M+2)

3
))

where Iiter de-

notes the total number of iterations.
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Algorithm 1 ZF-based BCD Algorithm for Solving P1

1. Set ǫmin = 0, ǫmax = 1, ǫs > 0 with ǫs being the search

step, and convergence accuracy ǫb.
2. Set initial points ǫ0 = ǫs, w0, R0, Q0, and iteration

number i = 0. Calculate Cs0 = Cs (ǫ0,w0,R0,Q0).
repeat

3. Set i = i+ 1
4. Calculate wi for given ǫi−1, Ri−1, and Qi−1 by (9).

5. With given wi, ǫi−1, and Qi−1, obtain Ri by solving

problem P3.

6. Obtain Qi with given ǫi−1, wi and Ri by solving

problem P5.

7. Obtain ǫi with fixed wi, Ri, and Qi by solving

problem P6.

8. Calculate Csi = Cs (ǫi,wi,Ri,Qi).

until
|Csi

−Csi−1 |
|Csi−1 | ≤ ǫb.

9. Output (ǫi,wi,Ri,Qi) as the solution to problem P1.

III. SECURE COMMUNICATION IN DFRC SYSTEM

In this section, we investigate the DFRC system as also

shown in Fig. 1. Here, Alice transmits shared signals for both

radar detection and communication. Two algorithms, i.e., the

Dinkelbach method-based AO algorithm and the RCG-based

AO algorithm, are developed to maximize the secrecy rate

subjected to the radar detection constraint.

A. Problem Formulation

In DFRC system, the received signals at Bob and Eve can

be expressed as

yB =
√
PhBwx+ nB, (22)

yE =
√
PhEwx+ nE, (23)

respectively, where x ∈C,E
[

xxH
]

= 1 is a scalar denoting

the transmitted signal used for both radar detection and com-

munication; w ∈ CN×1 is the transmit beamforming vector.

Recall that hB = hH
IBQHAI + hH

AB and hE = hH
IEQHAI +

hH
AE represent the effective channel of Alice-Bob and Alice-

Eve, respectively. Thus, the achievable rate of Bob and Eve

can be expressed as

CB = log2

(

1 +
PB

σ2
J

)

= log2

(

1 +
PhBwwHhH

B

σ2
B

)

, (24)

CE = log2

(

1 +
PE

σ2
E

)

= log2

(

1 +
PhEwwHhH

E

σ2
E

)

, (25)

respectively, where PB and PE denote the received useful

signal power at Bob and Eve.

The received echo signals at Alice can be expressed as

yA =
√
PHEwx+ nA, (26)

and thus the SNR at Alice can be calculated as

γA =
PwHHH

E HEw

Nσ2
A

. (27)

The secrecy rate is supposed to be maximized while satis-

fying the radar sensing constraint which is formulated as

P7 : max
w,Q

Cs (w,Q) = CB − CE (28a)

s.t. ‖w‖ = 1, (28b)

|Qi,i| = 1, ∀i = 1, 2, . . . ,M, (28c)

γA ≥ γ. (28d)

It is an intractable non-convex problem due to the non-convex

unit modulus constraint (28c) and the non-convex constraint

(28d) with two optimization variables highly coupled.

B. Problem Solution

In this subsection, by exploiting the structures of the ob-

jective function and optimization variables, we propose two

algorithms, i.e., the Dinkelbach method-based AO algorithm

and the RCG-based AO algorithm, to solve the problem P7.

1) Dinkelbach Method-based AO Algorithm: We first de-

compose problem P7 into two subproblems related to w and

Q, respectively. Then, the Dinkelbach method is exploited to

address each subproblem. The key idea of AO algorithm is

to alternately optimize w and Q until the objective function

converges such that a suboptimal solution to problem P7 can

be obtained. Next, we introduce the steps in details.

It is easily observed that problem P7 can be equivalently

expressed as

P ′

7 : max
w,Q

1 + PB/σ
2
B

1 + PE/σ2
E

s.t. (28b) − (28d).

With fixed Q, the subproblem of w is formulated as

P8 : max
w

1 + PB/σ
2
B

1 + PE/σ2
E

s.t. (28b), (28d).

Define W , wwH , problem P8 can be further cast as

P9 : max
W

1 + tr (MBW)

1 + tr (MEW)
(29a)

s.t. tr (W) = 1, (29b)

tr
(

M
′

EW
)

≥ γNσ2
A, (29c)

W = WH ,W � 0, rank (W) = 1, (29d)

where MJ = P/σ2
JHJ with J ∈ {B,E} and M

′

E = PHH
E HE.

To facilitate the Dinkelbach method, we first omit the rank-

one constraint. By introducing an auxiliary variable µ, prob-

lem P9 without the rank-one constraint can be equivalently

transformed into [11]

P10 : max
W

tr ((MB − µME)W)

s.t. W = WH ,W � 0, (29b), (29c),

where µ in the i-th iteration is updated by µi =
1+PB(Wi−1)/σ

2
B

1+PE(Wi−1)/σ2
E

. In each iteration, we can employ CVX to

solve the SDP problem P10. When µ converges, W is treated

as the solution. Then, Gaussian randomization can be exploited

to recover a rank-one solution.
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On the other hand, with fixed w, the subproblem of opti-

mizing Q can be formulated as

P11 : max
Q

1 + PB/σ
2
B

1 + PE/σ2
E

s.t. (28c), (28d). (30)

Similar to (12) and (13), PJ with J ∈ {B,E} in (30) can

be rewritten as

PJ = P
(

qHFJq+ qHfJ + fH
J q+ gJ

)

= tr (RJU) = ūHrJ,
(31)

where gJ = tr
(

hAJh
H
AJW

)

, fJ = Diag
(

hIJh
H
AJWHH

AI

)

,

FJ =
(

hIJh
H
IJ

)

⊙
(

(

HAIWHH
AI

)T
)

, ū = vec (U), RJ =

P

[

FJ fJ

fH
J gJ

]

, rJ=vec (RJ).

Also, the radar constraint (28d) can be reformulated as

γA = ūHSEū ≥ γ, (32)

where SE = 1
Nσ2

A
RT

E ⊗
(

EHE
)

. One can prove that SE is a

positive semidefinite matrix. Reviewing the derivation of (20),

a convex subset of constraint (32) can be established as

ūHSEū ≥ 2R
(

ūH
0 SEū

)

− ūH
0 SEū0 ≥ γ, (33)

where ū0 being a feasible value of ū. Then, a suboptimal

solution to problem P11 can be acquired by tackling the

following problem according to the steps of solving P9.

P12 : max
ū

1 + ūHrB/σ
2
B

1 + ūHrE/σ2
E

(34a)

s.t. Ui,i = 1, ∀i = 1, . . . ,M + 1, (34b)

U = uuH , rank (U) = 1, (34c)

2R
(

ūH
0 SEū

)

− ūH
0 SEū0 ≥ γ. (34d)

2) RCG-based AO Algorithm: In the Dinkelbach method-

based AO algorithm, the problem of optimizing w or Q is

ultimately transformed into the SDP problem which incurs

high computational complexity [3]. Inspired by the fact that

the feasible sets of w and q are a complex hypersphere and

an oblique manifold, respectively, a low-complexity algorithm,

namely, the RCG-based AO algorithm, is proposed to handle

problem P ′

7. It searches w or q directly over their feasible

sets, which is more computationally efficient.

Denote the feasible sets of w and q as

S =
{

w ∈ C
N×1

∣

∣ ‖w‖ = 1
}

, (35a)

O =
{

q ∈ C
M×1

∣

∣

∣

[

qqH
]

i,i
= 1, ∀i = 1, 2, . . . ,M

}

, (35b)

respectively [28]. To apply the RCG algorithm, we first

incorporate the constraint (28d) as a penalty term into the

objective function in problem P ′

7 as follow [3]:

min
w,q

1 + PE/σ
2
E

1 + PB/σ2
B

+ ζmax{0, γ − γA}, (36)

where ζ ≫ 1 is a penalty factor. When applying the RCG

algorithm, the objective function should be differentiable and

thus we can obtain its gradient. However, the max function in

(36) is non-smooth and its gradient does not exist. Hence, we

approximate it by a smooth function as follows

max{0, γ − γA} ≤ ǫ1 ln
(

1 + e
γ−γA

ǫ1

)

, (37)

where ǫ1 is a small positive number [3]. Thus, the secrecy rate

maximization problem is transformed into

P13 : min
w,q

f =
1 + PE/σ

2
E

1 + PB/σ2
B

+ ζǫ1 ln
(

1 + e
γ−γA

ǫ1

)

(38a)

s.t. w ∈ S,q ∈ O. (38b)

Next, the RCG algorithm is adopted to optimize w and q

alternately. Given q, the problem of w is expressed as

P14 :min
w
f(w)=

1+wHMEw

1+wHMBw
+ζǫ1ln






1+e

γ−

wHM
′

Ew

Nσ2
A

ǫ1






(39a)

s.t. w ∈ S. (39b)

According to the RCG algorithm, given the k-th iteration

solution, wk, the next point wk+1 can be calculated as

wk+1 = Rwk
(skηk) =

wk + skηk

‖wk + skηk‖
, (40)

where R represents a retraction on S, sk ≥ 0 is the step size,

and ηk is the search direction which can be calculated by

ηk = −gradf (wk) + µkTwk−1
(ηk−1) , (41)

where µk ≥ 0. Operator gradf (wk) denotes the Riemannian

gradient of f at point wk, which is calculated based on the

orthogonal projection of the Euclidean gradient ∇f (wk) onto

the tangent space Twk
S. The Euclidean gradient of f (w) at

point wk is given as follows

∇f (wk) =2

{

MEwk

1+wH
k MBwk

− MBwk

(

1+wH
k MEwk

)

(

1+wH
k MBwk

)2

− ζM
′

Ewk

Nσ2
A

(

1+e
wH

k
M

′

E
wk−γNσ2

A
ǫ1Nσ2

A

)























.

(42)

For a complex hypersphere, the tangent space at point wk

is expressed as Twk
S =

{

v ∈ CN×1 | R
(

wH
k v
)

= 0
}

[28].

Thus, the Riemannian gradient gradf (wk) is calculated as

gradf (wk) = ∇f (wk)−R
(

wH
k ∇f (wk)

)

wk. (43)

Moreover, Twk−1
(ηk−1) in (41) denotes the vector transport

of ηk−1, which is defined as the projection of ηk−1 to Twk
S

and is given as follows

Twk−1
(ηk−1) = ηk−1 −R

(

wH
k ηk−1

)

wk. (44)

Here, we choose the Polak-Ribière parameter as µk to

achieve fast convergence, which is given by [28]

µk =
〈gradf (wk) , gradf (wk)− Twk−1

(gradf (wk−1))〉
〈gradf (wk−1) , gradf (wk−1)〉

,

(45)

where 〈x,y〉 = R
(

xHy
)

and Twk−1
(gradf (wk−1)) denotes

the vector transport of gradf (wk−1) which has the same form

as (44). Besides, the value satisfying the Armijo condition [29]

is chosen as the step size sk, which is expressed as

f (wk+1) ≤ f (wk) + c1sk〈gradf (wk) ,ηk〉, (46)
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where 0 < c1 < 1. The algorithm for solving problem P14 is

summarized in Algorithm 2.

Algorithm 2 Algorithm for Solving Problem P14

1. Initialize randomly w0 ∈ S, set iteration index k = 0,

target convergence accuracy ǫ2 and maximum number of

iterations Imax.

2. Set η0 = −gradf (w0).
repeat

3. Calculate wk+1 by the retraction (40) and choose the

step size sk according to (46).

4. Compute µk+1 according to (45).

5. Calculate Twk
(ηk) by (44), and compute the search

direction ηk+1 by (41).

6. Set k = k + 1.

until ‖gradf (wk) ‖ ≤ ǫ2 or k ≥ Imax.

7. Output w = wk.

With w fixed, the subproblem of optimizing q can be

formulated as

P15 : min
q
f (q) s.t. q ∈ O, (47)

where f (q) =
1+P/σ2

E(q
HFEq+qHfE+fH

E q+gE)
1+P/σ2

B(qHFBq+qHfB+fH
B q+gB)

+ ζǫ1 ln(1+

e
γ−γA

ǫ1 ).
Due to the fact that it is difficult to derive the gradient of

γA with respect to q, we first transform γA as follows.

Note that γA =
P tr(HH

E HEW)
Nσ2

A
= P‖hE‖

2tr(HEW)
Nσ2

A
. The term

‖hE‖2 is lower bounded by

‖hE‖2 = qHFE1q+ qHfE1 + fH
E1
q+ gE1

≥ qHt1 + tH1 q+ t1,
(48)

where gE1 = hH
AEhAE, fE1 = Diag

(

hIEh
H
AEH

H
AI

)

, FE1 =
(

hIEh
H
IE

)

⊙
(

(

HAIH
H
AI

)T
)

, t1 = FH
E1
q0 + fE1 , and t1 =

gE1 − qH
0 FE1q0 with q0 being a feasible value of q. For the

term tr (HEW), it can be lower bounded as follows

tr
(

HEW
H
)

= qHFEq+ qHfE + fH
E q+ gE

≥ qHt2 + tH2 q+ t2,
(49)

where t2 = FH
E q0 + fE, and t2 = gE − qH

0 FEq0. Thus, γA
can be approximated by

γA ≥ γ̃A =
P
(

qHt1 + tH1 q+ t1
) (

qHt2 + tH2 q+ t2
)

Nσ2
A

.

Based on the above approximation, the penalty function can

be transformed into p (q) = ζǫ1 ln

(

1 + e
γ−γ̃A(q)

ǫ1

)

.

Further, the subproblem of q can be expressed as

P16 : min
q
f (q) s.t. q ∈ O,

where f (q) =
1+P/σ2

E(q
HFEq+qHfE+fH

E q+gE)
1+P/σ2

B(qHFBq+qHfB+fH
B q+gB)

+ p (q).

Next, the RCG algorithm is adopted. Given the k-th iteration

point qk, the next point qk+1 can be calculated as

qk+1 = Rqk
(skηk) = unt (qk + skηk) , (50)

where unt (x) =
[

x1

|x1|
, x2

|x2|
, . . . , xM

|xM |

]T

. Since the process

of calculating ηk is similar to that of w, we provide the

corresponding formulas directly as follows.

For oblique manifold O, the tangent space at point qk is

Tqk
O =

{

v ∈ CM×1
∣

∣

∣

[

vqH
k

]

m,m
=0,m = 1, . . . ,M

}

. The

Euclidean gradient of f (q) at point qk is calculated as

∇f (qk) =2P

{

FEqk + fE

σ2
Egbk

− (FBqk + fB) gek
σ2
Bg

2
bk

− ζ (t2kt1 + t1kt2)

Nσ2
A

(

1+e
γ̃A(qk)−γ

ǫ1

)















,

(51)

where gek = 1+P/σ2
E

(

qH
k FEqk + qH

k fE + fH
E qk + gE

)

,

gbk = 1+P/σ2
B

(

qH
k FBqk + qH

k fB + fH
B qk + gB

)

, t1k =
qH
k t1 + tH1 qk + t1, and t2k = qH

k t2 + tH2 qk + t2.

The Riemannian gradient of f (q) at point qk is expressed

as gradf (qk) = ∇f (qk) − R{∇f (qk) ⊙ q∗
k} ⊙ qk [30].

Moreover, the vector transport is defined as

Tqk−1
(ηk−1) = ηk−1 −R {ηk−1 ⊙ q∗

k} ⊙ qk. (52)

The Polak-Ribière parameter is still chosen as µk which can

be obtained by substituting q for w in (45) and sk satisfying

the Armijo condition is chosen as the step size. The algorithm

of optimizing q is similar to Algorithm 2 and is omitted

here. We summarize the whole RCG-based AO algorithm for

solving problem P13 in Algorithm 3.

Algorithm 3 RCG-based AO Algorithm for Solving P13

1. Set initial points w0 ∈ S and q0 ∈ O, Q0 = diag (q0),
iteration index i = 0, a proper penalty factor ζ, ǫ1, and

convergence accuracy ǫ3.

2. Calculate f0 = f (w0,Q0) according to (38a).

repeat

3. Set i = i+ 1
4. Obtain wi for given qi−1 by Algorithm 2.

5. Obtain qi for given wi by RCG algorithm and set

Qi = diag (qi).
6. Calculate fi = f (wi,Qi).

until
|fi−fi−1|
|fi−1|

≤ ǫ3.

7. Output wi and Qi.

Complexity Analysis: For the Dinkelbach method-based

AO algorithm, the main complexity arises from solving the

SDP problems for W and U. For the SDP problems of W

and U, we have m=2, n=N and m=M +2, n=M +1,

respectively. Hence, the total complexity is about

O
(

2N3 + 4N2 + 8 + (M + 2) (M + 1)
3
+(M + 2)

2
(M+

1)
2
+(M + 2)

3
)

in each iteration. As for the RCG-based

algorithm, the main computational complexity comes from the

retraction, Euclidean gradient, Riemannian gradient, and the

vector transport in each iteration, which is about O
(

N2 +N
)

for w and O
(

M2 +M
)

for Q [31]. Thus, the overall

complexity of Algorithm 3 is about O
(

N2 +N +M2 +M
)

in each iteration.
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IV. ROBUST SECURE COMMUNICATION IN DFRC SYSTEM

The results obtained in previous section, assuming perfect

CSI, serve as a fundamental secure communication scheme

for DFRC system. However, in practice, targets typically

remain passive who do not interact with the BS actively,

making it challenging for BS to acquire their accurate CSI

[11]. Consequently, we extend our investigation to consider

the impact of target’s imperfect CSI on RIS-aided secure

communication in DFRC system4. For simplicity, the radar

illumination power at the target is adopted as the performance

metric of radar detection [32] in this section.

A. Problem Formulation

Recalling the channel modeling in Section II, a bounded

uncertainty model is adopted to characterize the estimation

error of cascaded channel Alice-RIS-Eve which is given by

G = Ḡ+∆G,

ΩG =
{

∆G ∈ C
M×N : ‖∆G‖F ≤ ǫG

}

,
(53)

where G = diag
(

hH
IE

)

HAI, Ḡ is the estimate of the cascaded

channel; ∆G is the estimate uncertainty bounded by ǫG. We

note that the bounded uncertainty model is widely-adopted

to account for practical estimation errors [33, 34]. Moreover,

the angle estimation error is considered for channel hAE [11].

In specific, the angle θ is modeled as θ= θ̄+∆θ where θ̄ is

the estimate of target’s angle and ∆θ is the angle uncertainty

which is bounded by φ, i.e., |∆θ| ≤ φ. The bounded uncer-

tainty ∆G can be tackled by employing suitable mathematical

transformations. However, it is challenging to deal with angle

uncertainty. Next, a tractable bound characterizing the effect

of angle uncertainty is derived.

Via the safe approximation [22], aA in (3) can be recast as

aA = āA +∆aA, (54)

where āA =
[

1, ej
2πd
λ

sin θ̄, . . . , ej
2πd
λ

(N−1) sin θ̄
]T

can be

regarded as the estimate of aA, and ∆aA = [a1, a2, . . . , aN ]T .

Each entry in ∆aA is bounded as follows

|an| ≤
√

2 (1− cosψn), n ∈ {1, . . . , N}, (55)

where ψn =
∣

∣

2πd
λ (n− 1)

(

sin θ̄ − sin
(

θ̄ + φ
))∣

∣ Thus, we can

obtain a bound of ∆aA as follows

‖∆aA‖ ≤ ǫA, (56)

where ǫA =
√

∑N
n=1 2 (1− cosψn). Furthermore, we can

rewrite hAE as

hAE = h̄AE +∆hAE, (57)

where h̄AE = βAEāA, and ∆hAE = βAE∆aA is the estima-

tion error constrained by ‖∆hAE‖ ≤ ǫAE with ǫAE = βAEǫA.

4We note that the following design framework can be extended to the RCCE
system with target’s imperfect CSI.

Now, the secrecy rate maximization problem with target’s

imperfect CSI is formulated as follows

P ′′

: max
w,q

(

CB − max
∆hAE,∆G

CE

)

(58a)

s.t. ‖w‖ = 1, (58b)

|qi| = 1, ∀i ∈ {1, . . . ,M}, (58c)

‖yE‖2 ≥ γp, ∀∆hAE,∆G, (58d)

where qi is the i-th entry of q. Here, (58a) indicates that we

consider a worst-case secure communication design where the

BS always encounters the worst estimate of target’s CSI. (58d)

specifies the radar detection constraint which requires that the

radar illumination power at the target should be no less than

a predetermined threshold γp.

We note that problem P ′′

is non-convex. The non-convexity

stems from the highly coupled variables in both the objective

function and constraint (58d), and the typically non-convex

constraint (58c). Moreover, the CSI estimation error also

hinders the design of an efficient algorithmic solution to the

problem. Next, we first transform the problem into a tractable

form and adopt a BCD-based algorithm to tackle it.

B. Problem Solution

Define W , wwH , Θ , q̃H q̃ with q̃ =
[

qT , 1
]

, B =
[

diag
(

hH
IB

)

HAI

hH
AB

]

, and E =

[

G

hH
AE

]

. Also, E can be

rewritten as follow

E = Ē+∆E =

[

Ḡ

h̄H
AE

]

+

[

∆G

∆hH
AE

]

. (59)

Via some mathematical manipulations, we can derive that

‖∆E‖F ≤ ǫE with ǫE =
√

ǫ2G + ǫ2AE. Then, the optimization

problem can be reformulated as follows

P ′′

1 : max
W,Θ

(

CB −max
∆E

CE

)

(60a)

s.t. W = WH ,W � 0, tr (W) = 1, (60b)

rank (W) = 1, (60c)

Θ = ΘH ,Θ � 0,Θi,i = 1, ∀i ∈ M1, (60d)

rank (Θ) = 1, (60e)

tr
(

ΘEWEH
)

≥ γp/P, ∀∆E, (60f)

where CJ=log2
(

1 + P/σ2
Jtr
(

ΘJWJH
))

with J ∈ {B,E},

J ∈ {B,E} and M1 = {1, . . . ,M + 1}.

To make the second term in the objective function tractable,

we introduce two slack variables η and κ, and rewrite the

problem as follows

P ′′

2 : max
W,Θ,η,κ

(CB − η) (61a)

s.t. η ≥ log2 (1 + κ) , (61b)

κσ2
E/P ≥ max

∆E
tr
(

ΘEWEH
)

, (61c)

(60b) − (60f).

Next, the S-procedure is utilized to handle the semi-infinite

constraints (60f) and (61c), which transforms them into their
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equivalent linear matrix inequalities. Interested readers can

refer to [31] for more details of the S-procedure.

To facilitate the S-procedure, we need to transform con-

straints (60f) and (61c) as follows. First, the uncertainty

constraint ‖∆E‖F ≤ ǫE can be equivalently written as

eHe− ǫ2E ≤ 0, e = vec (∆E) . (62)

Based on (59), constraint (60f) can be further expressed as

tr
(

ΘEWEH
)

≥ γp

⇔ tr
(

ΘĒWĒH +ΘĒW∆EH +Θ∆EWĒH

+ Θ∆EW∆EH
)

≥ γp.

(63)

Using tr (XYZU) =
(

vecH
(

UH
)) (

ZH ⊗X
)

vec (Y),
we can have tr

(

Θ∆EW∆EH
)

= eH (W ⊗Θ) e. Moreover,

according to tr
(

XHY
)

= vecH (X) vec (Y), we can have

tr
(

Θ∆EWĒH
)

= pHe where p = vec
(

ΘĒW
)

. Thus, the

inequality in (63) can be further written as

eH (W ⊗Θ) e+ 2ℜ
{

pHe
}

+ cE ≥ γp, (64)

where cE = tr
(

ΘĒWĒH
)

.

Now, using S-procedure, constraint (60f) can be recast as

[

ρ1I+W ⊗Θ p

pH cE − γp/P − ρ1ǫ
2
E

]

� 0. (65)

Similarly, constraint (61c) can be recast as

[

ρ2I−W ⊗Θ −p

−pH κσ2
E/P − cE − ρ2ǫ

2
E

]

� 0. (66)

For the non-convex constraint (61b), a convex lower bound

of it is derived based on the first-order Taylor expansion as

η ≥ log2 (1 + κ) ≥ 1

ln (2)

κ− κ0
(1 + κ0)

+ log2 (1 + κ0) , (67)

where κ0 denotes a feasible value of κ.

Finally, the problem P ′′

2 is transformed into

P ′′

3 : max
W,Θ,η,κ

(CB − η)

s.t. (60b) − (60e), (65) − (67).

A BCD-based algorithm is exploited to obtain a subopti-

mal solution to it. Specifically, we decompose P ′′

3 into the

following two subproblems

P ′′

4 : max
W,η,κ

(CB − η) s.t. (60b), (60c), (65) − (67).

P ′′

5 : max
Θ,η,κ

(CB − η) s.t. (60d), (60e), (65) − (67).

The specific process and the computational complexity

analysis for solving these problems are similar to that in

Section II and are omitted for brevity. The whole algorithm

for solving problem P ′′

is summarized in Algorithm 4.

Algorithm 4 BCD-based Algorithm for Solving P ′′

1. Set iteration index k = 0. Initialize randomly wk and qk,

and set Wk = wkw
H
k , Θk = q̃H

k q̃k , κk = 0, Csk = 0.

2. Set convergence accuracy ε.
repeat

3. Obtain Wk+1 by solving problem P ′′

4 for given Θk.

4. Obtain Θk+1 and ηk+1 by solving problem P ′′

5 for

given Wk+1.

5. Calculate Csk+1
= CB (Wk+1,Θk+1)− ηk+1.

6. Set k = k + 1.

until

∣

∣

∣

Csk
−Csk−1

Csk−1

∣

∣

∣ ≤ ε.

7. Output wk and qk.

V. SIMULATION RESULTS

In this section, simulation results are presented to examine

the performance of the proposed algorithms. In a three-

dimensional Cartesian coordinate system, Alice, RIS, Bob, and

Eve are located at (0, 0, 0),
(

−2.5, 2.5
√
3, 5
)

,
(

0, 30, 10
√
3
)

,

and
(

45, 15
√
3, 30

)

, respectively. Alice is equipped with a

uniform linear array located at the z axis. The RIS is fabricated

as a square grid and is parallel to the y − z plane. Unless

otherwise stated, in all simulations, the path loss is modeled

as β2
x = β2

0

(

dx

d0

)−αx

, where β2
0 = −15 dB denotes the path

loss at the reference distance d0 = 1 m, dx and αx denote

the distance between two nodes and the path loss exponent.

We set αAI = αIB = αIE = 2, αAE = 2.2, αAB = 3.2.

Other parameters are given in Table I. Simulation results in

Fig. 2 is obtained based on a randomly generated channel,

and results in other figures are averaged over 100 randomly

generated channels.

TABLE I: Simulation Parameters

N Number of transmit antennas 4

M Number of RIS reflecting elements 9

P Total transmit power 30 dBm

σ2

B
Noise power at Bob -60 dBm

σ2

E
Noise power at Eve -60 dBm

σ2

A
Noise power at Alice -110 dBm

γ Received SINR threshold of the BS 15 dB

ǫb Convergence accuracy for Algorithm 1 10
−3

ǫ1 Given number in eq. (37) 0.3

ζ Penalty factor for RCG-based AO algorithm 0.2

ǫ2 Convergence accuracy for Algorithm 2 10−4

ǫ3 Convergence accuracy for Algorithm 3 10−3

ε Convergence accuracy for Algorithm 4 10
−2

θ̄ Estimate of target angle 30
◦

φ Uncertainty of target angle estimation 3
◦

A. RIS-aided Secure Communication with Perfect CSI

In this subsection, the proposed algorithms for secure com-

munication with perfect CSI in Sections II and III are evaluated

via simulations.

Fig. 2 illustrates the rapid convergence of the proposed al-

gorithms: the ZF-based BCD algorithm for RCCE system, the

Dinkelbach method-based AO algorithm, and the RCG-based

AO algorithm for DFRC system (labeled as ZF for RCCE

system, Dinkelbach for DFRC system and RCG for DFRC
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Fig. 2. Average secrecy rate Cs v.s. iteration number.

system, respectively). From the figure, it is evident that the

secrecy rates in all schemes exhibit a monotonically increasing

trend with the iteration number and converge within no more

than 5 iterations, which confirms the rapid convergence of the

proposed algorithms.
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Fig. 3. Average secrecy rate Cs v.s. transmit power P .

In Fig. 3, the secrecy rate is plotted against the transmit

power for various schemes, including the three proposed al-

gorithms and their corresponding benchmark schemes without

RIS. It can be observed that across all schemes, within the

considered range of transmit power, the secrecy rate increases

with the transmit power. With fixed radar detection threshold,

after allocating a certain amount of power to the target to meet

the radar sensing constraint, more power will be allocated

to Bob. Thus, the secrecy rate continues to increase with

the transmit power. In both considered systems, RIS leads

to higher secrecy rates compared to the scenarios without

RIS. Deploying RIS enables configurable signals propagation

environment and introduces additional degrees of freedom,

thereby boosting the secrecy performance with maintaining

radar sensing performance. For the DFRC system, the RCG-

based algorithm achieves slightly higher secrecy rate than the

Dinkelbach method-based algorithm. Furthermore, comparing

both systems, it is apparent that the RCCE system outperforms

the DFRC system in terms of secrecy rate. Note that in RCCE

system, ZF beamforming is employed at Alice, preventing

communication signals from being received by target. Addi-

tionally, the radar signals are directed towards the nullspace of

the effective channel of Alice-Bob, ensuring that radar signals

won’t interfere with communication. In contrast, in DFRC

system, information-bearing signals are used for radar sensing

concurrently, necessitating the illumination power to target to

surpass a threshold so as to satisfy the radar sensing constraint,

inevitably leading to the information leakage to target. Hence,

higher secrecy rate is achieved in RCCE system.
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Fig. 4. Average secrecy rate Cs v.s. radar detection threshold γ with αAE =

2.4.

Fig. 4 demonstrates the impact of radar detection threshold

on secrecy rate under different numbers of transmit antennas.

It is easily observed that for all schemes, the secrecy rate

decreases with the radar detection threshold which illustrates

the trade-off between radar sensing and secure communication

that the radar sensing performance is improved at the cost

of secrecy performance. Furthermore, when γ is exceedingly

large, such as when N = 2, γ = 25 dB, the radar detec-

tion constraint cannot be satisfied, rendering the optimization

problem infeasible and resulting in a zero secrecy rate. For

RCCE system, as the radar detection threshold grows, more

power is allocated to radar detection to satisfy more stringent

radar sensing requirement, thereby reducing the secrecy rate.

As for DFRC system, a larger γ implies that the transmitter

needs to steer the information-carrying signal towards target,

leading to a lower secrecy rate. Besides, increasing the number

of transmit antennas N improves the secrecy rate for both

systems, particularly for RCCE system. This is because as N
grows, more spatial degrees of freedom are available to nullify

the wiretap channel and eliminate the interference introduced

by radar sensing in communication. Thus, we can employ

more antennas at Alice to compensate for the performance

degradation caused by stricter radar detection constraint.
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In Fig. 5, the secrecy rate versus the number of RIS elements

is presented where the schemes with random Q indicate that

the other variables are optimized with a randomly chosen

feasible Q. It can seen that in both systems, the schemes with

joint optimization of active beamforming at the BS and passive

beamforming of RIS achieve superior secrecy performance

which highlights the effectiveness of the proposed algorithms

and the significance of optimizing RIS phase shifts. Moreover,

the secrecy rate monotonically increases with the number of

RIS elements, since more RIS elements provide extra spatial

degrees of freedom, enhancing the passive beamforming gain.

B. RIS-aided Robust Secure Communication in DFRC System

With Eve’s Imperfect CSI

In this subsection, simulation results of the proposed algo-

rithm in Section IV are provided. Unless otherwise stated, we

set P = 15 dBm, γdB =
γp

σ2
E
= 0 dB, and ǭG = ǫG

‖Ḡ‖F
. For

simplicity, we set all the path losses as 1 and σ2
B = σ2

E = 0
dBm. The results in all figures are averaged over 100 randomly

generated channels.

In Fig 6 (a), the average secrecy rate versus the transmit

power is plotted. We can observe that the average secrecy

rate with target’s imperfect CSI monotonically increases with

the transmit power within the considered range while being

upper-bounded by the perfect CSI counterpart5. In Fig. 6 (b),

the average secrecy rate versus the estimation uncertainty ǭG is

presented. It is evident that the average secrecy rate decreases

with increasing ǭG. Since with a larger ǭG, the BS becomes

less flexible when designing the beamforming. Additionally,

over the entire considered range of ǭG, the proposed BCD-

based algorithm consistently outperforms the baseline scheme

with a randomly chosen feasible Q, which verifies that the

joint design of transmit beamforming and RIS’s phase shifts

can effectively achieve secure communication even if Eve’s

CSI is not perfectly known.

5The results under perfect CSI are obtained by the Dinkelbach method-
based AO algorithm described in Section III.
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Fig. 7. Average secrecy rate Cs v.s. number of RIS elements, M .

Considering that RIS only has discrete phase shifts in prac-

tice, we further examine the impact of the discrete phase shift

on the secrecy performance in Fig. 7. Similarly as done in [35],

we quantify each optimal continuous phase shift to its nearest

value in set D = {0,△θ, . . . , (L− 1)△θ} ,△θ = 2π/L,

where discrete phase shifts are obtained by uniformly quantiz-

ing the interval [0, 2π) with L = 2b being the total number of

phase shifts and b denoting the quantification bit number. From

Fig. 7, it can easily seen that the highest average secrecy rate is

achieved when the CSI is perfectly known and it grows almost

linearly with the number of RIS elements. By contrast, with

imperfect CSI, the average secrecy rate significantly decreases

and exhibits slow growth with increasing M , since estimation

error introduced by RIS restricts the effective exploration of

beamforming gain. Moreover, comparing the curves of BCD

algorithm with continuous and discrete phase shifts, it can

be observed the secrecy rate loss when the quantification bit

number b is too small, e.g., b = 1, whereas the secrecy rate

under discrete phase shifts improves rapidly as b increases,
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e.g., the secrecy rate loss is almost negligible for b = 4.

This implies that we can choose the appropriate quantization

bit number to meet the system performance requirements in

practical applications.

VI. CONCLUSIONS

In this paper, the RIS-aided secure communication in in-

tegrated radar and communication system was investigated,

where two systems were considered, namely, the RCCE sys-

tem and the DFRC system. For both systems, the secrecy rate

was maximized with maintaining radar sensing performance

through joint design of transmit beamforming of the BS and

the phase shift matrix of RIS. A ZF-based BCD algorithm was

developed to solve the formulated problem for RCCE system.

For the DFRC system, by exploiting the structures of objective

function and optimization variables, two algorithms were

proposed to tackle the secrecy rate maximization problem.

Specially, a low-complexity RCG-based algorithm was devel-

oped. Moreover, the RIS-aided robust secure communication

in DFRC system for practical case of target’s imperfect CSI

was studied. The S-procedure was adopted to transform the

semi-indefinite constraints incurred by CSI estimation errors

and a BCD-based algorithm was proposed to address the

formulated problem. Simulation results demonstrated that the

RCCE system had a higher secrecy rate than DFRC system,

and deploying RIS can enhance secure communication for

both systems. When target’s CSI was not perfectly known,

there was significant loss in secrecy rate, highlighting the

importance of Eve’s accurate CSI for secure communication.

Although introducing more reflecting elements can compen-

sate for this loss, the secrecy rate with target’s imperfect CSI

increased slowly with the number of RIS elements.
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