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Abstract—Despite the enhanced spectral efficiency brought
by the integrated radar and communication technique, it poses
significant risks to communication security when confronted with
malicious radar targets. To address this issue, a reconfigurable
intelligent surface (RIS)-aided transmission scheme is proposed
to improve secure communication in two systems, i.e., the radar
and communication co-existing (RCCE) system, where a single
transmitter is utilized for both radar sensing and communication,
and the dual-functional radar and communication (DFRC) sys-
tem. At the design stage, optimization problems are formulated
to maximize the secrecy rate while satisfying the radar detection
constraint via joint active beamforming at the base station and
passive beamforming of RIS in both systems. Particularly, a
zero-forcing-based block coordinate descent (BCD) algorithm is
developed for the RCCE system. Besides, the Dinkelbach method
combined with semidefinite relaxation is employed for the DFRC
system, and to further reduce the computational complexity, a
Riemannian conjugate gradient-based alternating optimization
algorithm is proposed. Moreover, the RIS-aided robust secure
communication in the DFRC system is investigated by consid-
ering the eavesdropper’s imperfect channel state information
(CSI), where a bounded uncertainty model is adopted to capture
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the angle error and fading channel error of the eavesdropper,
and a tractable bound for their joint uncertainty is derived.
Simulation results confirm the effectiveness of the developed
RIS-aided transmission scheme to improve the secrecy rate even
with the eavesdropper’s imperfect CSI, and comparisons between
both systems reveal that the RCCE system can provide a higher
secrecy rate than the DFRC system.

Index Terms—Integrated radar and communication, physical
layer security (PLS), reconfigurable intelligent surface (RIS),
Riemannian conjugate gradient algorithm, imperfect channel
state information (CSI).

I. INTRODUCTION

Recently, the integrated radar and communication technique
has garnered significant attention as a valuable technique to ad-
dress the escalating challenge of spectrum scarcity and achieve
mutual benefits in communication and sensing [3]. To unlock
its potential, two practical systems that accommodate both
radar sensing and communication functions have been pro-
posed, i.e., the radar and communication co-existing (RCCE)
systems [IZI] and dual-funcational radar and communication
(DFRC) systems (5]. Specifically, the RCCE system transmits
two different signals occupied the same time and/or frequency
resources by a transmitter, one for radar sensing and the other
for communication. It focuses on developing efficient inter-
ference management techniques to ensure that radar sensing
and communication can operate smoothly without interfering
with each other. Various techniques such as opportunistic
spectrum sharing [4] and null-space projection method l6] are
proposed to support the co-existence of radar and communi-
cation. Differently, DFRC system transmits a single signal for
both sensing and communication, offering a more favorable
approach to integrate sensing and communication, which can
further improve spectral efficiency and reduce hardware costs.

Despite the improved spectral efficiency and lower hardware
costs, wireless communication security is a troubling problem
in the integrated radar and communication system. Due to the
broadcast nature of wireless channels, wireless communication
is inherently vulnerable to eavesdropping attacks. Compared
with radar and communication co-existence system, DFRC
system faces greater eavesdropping risks. As we know, a
high-power main beam is desired for target detection. To
achieve high-quality sensing, the transmitter must design a
signal to synthesize such a high-power beam towards targets.
In DFRC system, a single transmitted signal is employed for
both radar sensing and communication. If targets are malicious
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eavesdroppers, the communication information embedded in
the signal will be highly likely to be wiretapped. Therefore,
striking an optimal balance between secure communication
and radar sensing is a crucial task when designing integrated
radar and communication systems.

A. Related Work

The current state-of-the-art works of PLS for integrated
radar and communication, RIS-aided PLS, and RIS-aided
DFRC are reviewed as follows.

1) PLS for integrated radar and communication: Physical
layer security (PLS) is an innovative technique to ensure
secure communication [Ij]. Recently, PLS has been intro-
duced into integrated radar and communication systems to
guarantee secure communication M]. Specifically, secure
communication is investigated in a DFRC system, where both
the information-embedded signal desired for a legitimate user
and the signal embedded with false information to confuse
an eavesdropping radar target are transmitted by a multi-
input multi-output (MIMO) radar for target detection [IE]. In
this respect, problems in terms of secrecy rate maximization,
radar received signal-to-interference-plus-noise ratio (SINR)
maximization, and transmit power minimization are investi-
gated. In [IQ], a unified system of communications and passive
radar is considered, where radar and communication signals
are transmitted via a joint transmitter with different resource
scheduling schemes. Specifically, the SINR at radar receiver
is maximized while the secrecy rate is ensured above a certain
threshold [@]. Furthermore, in [IE, ], artificial noise (AN)
is utilized to assist secure communication for a DFRC system
and both imperfect channel state information (CSI) and target
location uncertainty are taken into account [IH]. Besides, the
multi-user interference is exploited to enhance secure commu-
nication in DFRC systems, where the constructive interference
is utilized to enhance the received signals at communication
users and destructive interference is adopted to deteriorate the
eavesdropped signals at radar target mﬁ)

2) RIS-PLS: Although the aforementioned PLS techniques
such as AN and multi-antenna can realize secure communi-
cation, they are generally channel-dependent. In other words,
their performance is heavily influenced by wireless channels.
Additionally, whether transmitting AN or increasing the num-
ber of transmit antenna will lead to higher power consump-
tion. Reconfigurable intelligent surface (RIS) is a software-
controlled meta-surface composed of numerous passive reflect-
ing elements. Each reflecting element is able to independently
adjust the phase and/or amplitude of incident signals, thus
realizing smart reconfiguration of wireless channels. Besides,
RIS reflects the signals passively with low power consumption.
Actually, RIS-aided PLS has gained significant research atten-
tion ]. Deploying RIS in wireless systems, by designing
the reflecting coefficients of RIS, the reflected signal and direct
signal can be constructively added up at the desired users, and
destructively combined at the eavesdroppers, which provides
a new approach to enhance secure communication.

3) RIS-DFRC: On the other hand, RIS has been employed
in DFRC systems. Specifically, an RIS-aided DFRC system is

examined in [16] by jointly designing the transmit beamform-
ing and RIS phase shift matrix to maximize the signal-to-noise
ratio (SNR) at the radar receiver while considering the transmit
power and communication rate constraints. In ], a RIS-
aided DFRC system is considered, which enables concurrent
multi-user communication and MIMO radar detection. More-
over, due to the high computational complexity of traditional
optimization algorithms, such as space time adaptive process-
ing (STAP) and alternative direction method of multipliers
(ADMM), a deep reinforcement learning-based algorithm is
proposed in (18] to optimize the transmit beamforming and
RIS phase shifts, aiming to maximize the capacity of an RIS-
aided DFRC system with multiple users in the THz band.

To the best of our knowledge, few papers have investigated
RIS-aided secure communication in integrated radar and com-
munication system. There is lack of unified design framework
and efficient parameter optimization algorithms for it. As
mentioned earlier, the integrated radar and communication
system are mainly divided into two categories: RCCE system
and DFRC system, for which tailored secure communication
schemes need to be designed. Comparison of secrecy per-
formance between them is also worth exploring. Therefore,
we carry out research on RIS-aided secure communication in
integrated radar and communication system. It is worth noting
that although some papers have studied RIS-assisted secure
communication in integrated radar and communication system
, ], the obtained results are based on target’s perfect
CSI which is not practical. It is difficult for the BS to get
perfect CSI and accurate location of targets in practice. Since
the RIS-assisted secure communication is particularly sensitive
to the channel characteristics difference between users and
eavesdroppers, the robust RIS-aided secure communication
scheme under imperfect CSI is also studied in the paper.

B. Our Work and Contributions

Based on the aforementioned motivations, the RIS-aided
secure communication in integrated radar and communication
systems is investigated. In particular, two systems are con-
sidered: the RCCE system and DFRC system. To shed light
on the design, we first assume that the target’s perfect CSI is
available. For both systems, the secrecy rate is supposed to be
maximized by jointly optimizing the transmit beamforming
of the BS and the phase shifts of RIS while ensuring radar
detection constraint. Moreover, considering that BS may not
be able to acquire accurate CSI of the target in practice,
the RIS-aided robust secure communication in the integrated
radar and communication system with imperfect target’s CSI
is also investigated. The main contributions of our paper are
summarized as follows.

o The RIS-aided secure communication in the RCCE sys-
tem and DFRC system are investigated, where the corre-
sponding beamforming design schemes to maximize the
secrecy rate are studied. A low-complexity RCG-based
AO algorithm is developed to handle the formulated prob-
lem for DFRC system. Secrecy performance comparison
between both systems are conducted in simulations.

o The RIS-aided robust secure communication in the inte-
grated radar and communication system is investigated by



taking into account the target’s imperfect CSI. A tractable
bound for the joint uncertainty of angle and fading chan-
nel estimation errors of target is derived that facilitates the
development of a BCD-based algorithm combined with
S-procedure to obtain a suboptimal solution to the secrecy
rate maximization problem.

o Simulation results show that RIS can help achieve higher
secrecy rate. Compared to DFRC system, the RCCE sys-
tem performs better in terms of secrecy rate. Moreover,
it is observed that the secrecy rate significantly decreases
with target’s imperfect CSI, highlighting the importance
of considering CSI uncertainty for system design.

C. Organization and Notation

The remainder of this paper is organized as follows: Sec-
tions II and III formulate the secrecy rate maximization
problems and provide corresponding solutions for RCCE and
DFRC systems, respectively. Section IV investigates the RIS-
aided robust secure communication for DFRC system with
target’s imperfect CSI. Simulation results are provided in
Section V, and conclusions are drawn in Section VI.

Notations: Unless further specified, bold uppercase (lower-
case) letters denote the matrices (vectors); C and E denote
the set of complex numbers and the expectation operation,
respectively; CN (p,X) denotes the complex Gaussian dis-
tribution with mean g and covariance 3; (1) and (-)” are
the conjugate transpose and transpose, respectively; diag (x)
denotes a diagonal matrix composed of the elements in vector
x; ||-|| and || stand for the I norm of a vector and the modulus
of a scalar, respectively; [-] represents max (0, -); tr (-) and
rank (-) denote the trace and the rank of a matrix, respectively;
R () denotes the real part of the argument; ® and © denote
the Kronecker and Hadamard product respectively; vec (X)
is the vectorization of matrix X; Diag (X) denotes a vector
composed of the diagonal elements of matrix X; (-)* denotes
the conjugate; || - || denotes the Fibonacci norm.

II. SECURE COMMUNICATION IN RCCE SYSTEM

We consider a RIS-aided secure integrated radar and com-
munication system, as depicted in Fig. [l A BS, Alice,
equipped with N antennas serves a single-antenna communi-
cation user, Bob, as well as detecting a single-antenna target,
Eve. We assume that Eve might be a potential eavesdropper,
who tries to intercept the information transmitted from Alice
to Bob. A RIS comprising M elements is deployed to safe-
guard against eavesdropping. Based on the system model, we
investigate the RIS-aided secure communication in the settings
of RCCE system and DFRC system, respectively.

We first examine the RIS-aided secure transmission in
RCCE system, where the BS simultaneously transmits separate
radar and communication signals utilizing the same spectral
resources to realize concurrent radar detection and commu-
nication. A secrecy rate maximization problem is formulated
and a ZF-based BCD algorithm is proposed to address the
problem at hand.

RIS
—> BS direct signals EEEEE
— — —> RIS reflected signals L1
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Fig. 1. An illustration of a RIS-aided secure integrated radar and communi-
cation system.

A. Problem Formulation

In RCCE system, the received signals at Bob and Eve can
be expressed as

ys = VP (h{;QHar + hip) x + ngp, (0
YE = VP (h{}gQHAI + th) X+ ng, 2)

respectively, where P denotes the total transmit power from
the BS; x = (Vewb++1—es); b € C,E [bb7] = 1 is
the transmitted communication signal; w € CV*! represents
the beamforming vector for communication signal at the BS
with |[w|| = 1; s € CN*! represents the radar signal;
e € [0,1] denotes the proportion of the power allocated to
communication; Hay € CM*N hapg € CVX! hpg € CNX1,
hig € CM>1 hip € CM*1 denote the channels of Alice-RIS,
Alice-Bob, Alice-Eve, RIS-Bob, and RIS-Eve, respectively;
Q = diag(q) = diag ([ejel,ejQQ, ce ejeM}T
phase shift matrix of RIS with 6; € [0,27) being the phase
shift of the i-th reflecting element, i € {1,...,M}; ng ~
CN (0,03) and ng~CN (0,0%) denote the received noise at
Bob and Eve, respectively. Assuming that Eve is located at an
open area where the radio propagation environment includes
almost no scatterers, the channel hag is modeled as a line
of sight (LoS) channel following the traditional setting in the
radar field as done in [|ﬁ|, E, E%'] which is given by

denotes the

3)

where Sagr denotes the path loss and ap denotes the transmit
array steering vector which is expressed as

hag = Bagaa,

j27d sin
yeey

on . T
ap = |:17€j T e32—A'31(N71)smt9

“)
where A is the wavelength; d is the spacing between two
adjacent elements of transmit array; 6 specifies the direction
of potential eavesdroppelﬂ. Assuming Bob is located in a hot-
spot area and RIS is deployed around to assist secure commu-
nication, the Rayleigh fading channels are adopted to model
other channels [ﬁ], ]E For example, hap = Sapgap where

!The location of the target can be obtained by prior radar sensing. As done
in [21, 22], the BS adopts a multi-stage sensing scheme to obtain the exact
positions of targets.

2We assume that the channels are quasi-static and block-fading, i.e., the
channels vary from frame to frame, but remain unchanged within a frame. In
the paper, we focus on the parameter design within a frame and the channels
in a frame are deterministic and known by channel estimation.



Bap denotes the path loss and gap € CV*! ~ CA (0,1)
denotes the Rayleigh fading. The communication signals are
statistically independent of radar signals. Moreover, we first
assume that the perfect CSI is available at the BY

Based on the received signals, the achievable communica-
tion rate at Bob and Eve can be expressed as

PCJ
Cy=1 1+ —"—
! Og2< +Pr‘]+0'§>
Ph HpH
~log, (1+ ePhyww H]
(1—¢) PhyRhY 1o

(&)

) J e {B,E},

where P.p/P.r represents the received communication signal
power at Bob/Eve; P.p/P.p represents the received radar
signal power at Bob/Eve; hg = h{LQH ;1 + hil; and hg =
hfLQHa; + h¥;; R = E [ss”] denotes the radar transmit
covariance matrix. Since the target is a potential eavesdropper,
the secrecy rate is defined by the dlfference between Cp and
Cg which is expressed as Cs = [Cp — C’E [.]

On the other hand, for the radar detection, the echo signals
received at Alice can be expressed as

ya = VPhi hgx 4 ny, (6)

where np ~ CN (0, ail) denotes the received noise at Alice.
We ignore the echo signals reflected by RIS more than once
since they are severely attenuated due to the associated path
loss. Hence, the received SINR at Alice can be calculated as

- Pa ~ (I—¢)Ptr (HHeR) @
TA T Pa+ NoZ ~ cPwHHEHpw + No3|

where P,p and P.5 denote the received radar and communica-
tion power at Alice, respectively, and Hg, :hg hg. To realize
reliable radar detection, the received SINR at Alice should be
no less than a predetermined threshold v, i.e., yo > 7.

Focusing on secure communication, we aim to maximize the
secrecy rate while maintaining the radar detection performance
by jointly optimizing €, w, R, and Q that yields the following
problem formulation:

Py : E,Q%&Q Cs (e,w,R,Q)=Cp — Cg (8a)
st. eel0,1], (8b)

[wl =1, (8¢)

R=RY R>0,tr(R)=1, (8d)

1Qiil =1,¥i=1,2,..., M, (8e)

YA >, (81)

where ([8d) denotes the unit norm constraint of w, (8d) denotes
the radar transmit power constraint, (8¢) specifies the unit
modulus constraint of Q;;, and (81) represents the radar de-
tection constraint. Note that we have dropped the operatoi]Jr
in the objective function without loss of optimality , 13]

3In practice, it is generally difficult to obtain the perfect CSI between
BS/RIS and the target. The results based on perfect CSI serve as the theoretical
performance upper bounds for the considered system, which provide guidance
for following robust design under imperfect CSI.

B. Problem Solution

Due to the non-convex objective function, non-convex con-
straints (8€), and (8f) where multiple optimization variables
are non-trivially coupled, problem P; is a non-convex problem
which is hard to be solved optimally. To address this challenge,
a suboptimal ZF-based BCD algorithm is proposed.

Specifically, the entire optimization variables in problem P
are partitioned into four blocks, i.e., w, R, Q, and ¢, and
we maximize Cs by alternatingly optimizing each block with
the other three blocks fixed until the objective function in P
converges. Next, we introduce the BCD algorithm in details.

1) Optimizing w: For simplicity, a ZF beamforming is
adopted at Alice and no communication signals are leaked
to Eve. The ZF beamforming vector w is given by

T

2) Optimizing R: Motivated by the null-space projection
method [Ia], we force the radar signals, to fall into the nullspace
of the effective channel between Alice and Bob, hg, so as to
eliminate the interference brought by radar to communication,
ie., tr (HgR) = 0 with Hg = hghB holds. Thus, given ¢,
w, and Q, the problem of optimizing R can be expressed as

Ps : max Cs(R)= C—Cr=fi1— fo— fs+ fa (10a)
s.t. (8d), (8,
tr (HBR) = O, (1Ob)

where fi = log, (zp + etr (HgW)), fo = log, (8), f3 =
log, (zg + etr (HEW)), f1 = log, (vg) with W = wwil,
zy=(1—-¢€)tr(HyR)+0?/P,J € {B,E}.

Due to the non-concave terms — fo and — f3, the objective
function in P, is non-concave. We first obtain a concave
lower bound of it by retaining the concave part and linearizing
the non-concave part 23, @]. To be specific, utilizing the
following inequality

9(X) = In(tr (AX) +b) < tr <(V9 (%)) (X‘X)>

+In (tr (AX) + b) ,

where Vg (X) represents the Euclidean gradient of g at

a given feasible point X, we can approximate f, and
f3 to linear functions f, and f; which are given by

o (logze)(lfe)HB(Rff{) ~
fo = tr ( (—on(HnR)+o3 /P > + log, ((1 —€)tr (HBR)

2 f_ (logy e)(l—E)HE(R—R)
+GB/P) and f3 = tr((lE)tr(HER)+Etr(HEW)+UI2E/P +

log, ((1 —€)tr (HER) +etr (HEW)—i—af:/P). Thus, the
non-concave C, (R) can be lower bounded by a concave
function that yields a surrogate objective function as follows:

Cs(R) > CL(R) = f1 — fo— fs+ [1, (11)

Hence, the subproblem of optimizing R can be rewritten as
the following convex surrogate problem

Ps max C (R) s.t. 8, @D, (IOD).




This is a semidefinite programming (SDP) problem which can
be solved by existing software solvers, such as CVX [@, ].

3) Optimizing Q: Then, we design the passive beamform-
ing of RIS. With fixed ¢, w, and R, the problem of Q can be
expressed as

Py rn(gx Cs(Q)=Cg — Cg s.t. (8, [8D.

Define U £ uu? with u=t[q7,1 r ,|t|=1, based on the
identities tr (D ADB)=d” (A ®B7)d and tr (D7 C)=
dc with D being a diagonal matrix, d=Diag (D) and c=
Diag (C), terms P.j and P,; with J€{B,E} can be recast as

Pey=eP (qHAch+ qHaCJ +a£{]q+ ch)

12
— tr (RoyU), (12)
PrJ: (1_G)P(qHArJq+qHarJ+a£:]]q+prJ) (13)
= tr (RrJU) 5
where Ay = (hyhf]) © (HAIWHEI)T), agy =

Diag (hyh, WHY,), P.y = h&;Why;. Similarly, A,; =

T .
(huhf)) © (HARHE)"), ay = Diag (hyhf,RHY),
PrJ = hAJRhAJ and
Ay ag B A ay
Rey=eP |: acJ PCJ :| JRyy = (1 _E)P [ f] PrJ

Based on the above derivations, the secrecy rate Cs can be
reformulated as C, (@) = f5 — fs — f7 + fs, where

f5 = log, (tr (Res + Ryp) U) + o) = log, (u''r1)

= log, (tr (RygU) + 0f) = log, (@"rs) ,

= log, (tr (Reg + Rip) U) + crE) log, (u rg)

= log, (tr( E5U) + UE) = log, (u ( r4) ,
where u = [l,u” }T with u = vec(U), r; =
[U%,VGCT (Rep —l—RrB)}T, ro, = [U%,VGCT (RTB)]T, rs =

(o8, vec! (Reg + RrE)}T, and ry = [0F, vec” (RrE)]T.

Note that C (@) is non-concave due to the non-concave
part — fg and — f7. Similarly, by applying the first-order Taylor
approximation to fg and f7, we can obtain a concave lower
bound of Cs (1) which is given as follows

Cy (@) > C, () = fs — fg — fr + I, (14)

where f; = (log,e)rd ( — 1)/ (affrz) + log, (uf'r2)

and f; = (logy €) r? (W—1yg)/ (ﬁglrg) + log, (ﬁglrg) with
ug being a feasible value of u.

Next, we transform the radar detection constraint into a

more tractable form. Define E = [(diag (h{]{:) HAI)T , hZE} s
the numerator in yo can be rewritten as
(1 —¢) Ptr (H HgR) =tr (||hg|*HgR)
=tr (uHEHEuuHRrEu) 1s)
=tr (EYEUR,sU)
=u"G,z1,

where G;g = R, ® (E”E) [25]. Similarly, the denominator
in yo can be expressed as

ePwHEHRwW = 0 G g1, (16)

where Geg = RT; ® (EFE). Thus, v4 can be rewritten as

I _
and the radar constraint (8I) can be further expressed as
afKua <0, (18)
yYNo% 0

where K = 0 K, gith K, = vG¢g — G;g. Since

K is indefinite, constraint is non-convex. Note that K
is an Hermitian matrix which can be expressed as the sum of
one positive semidefinite matrix and one negative semidefinite
matrix, i.e., K = KT 4+ K~. We can rewrite (18] as

a"Kta+ (a¥K a) <o. (19)

For any vector z € CM+D*+1 (5 — z)" K~ (a — z) < 0.
Let z = 1y and expand the left side, we can obtain afK-a<
2R (affK~a) — af K~ 1y. Thus, we approximate (I8) by

a"KTa+ 2R (@K a) —af/K a,<0. (20

Via the above manipulations, a suboptimal solution to

problem P4 can be obtained by solving

Ps: max C (1) (21a)
s.t. 20D,

i, =1,U; =1,¥i=1,...,M+1, (21b)

U = uu’ rank (U) =1, (21c¢)

where 1 represents the first element of t. This is a semidef-
inite relaxation problem. Omitting the rank-one constraint,
it becomes a standard SDP problem which can be solved
by CVX. Then, the Gaussian randomization can be used to
recover the rank-one solution [|ﬁ|, @] After obtaining u, the
optimal g can be calculated by g* = 3[;41[1 Q* = diag (q*).

4) Optimizing e: With given w, R, and Q, the subproblem
related to the power allocation factor € is expressed as follows.

Ps : max Cs(e) =Cpg — Cg  s.t. (8D), &D.

Optimal € to the problem can be efficiently obtained by
one-dimensional search within [0, 1]. We summarize the whole
ZF-based BCD algorithm in Algorithm [

Complexity Analysis: The overall computational complexity
of Algorithm [I is determined by solving SDP problems of
Ps and Ps. According to ], the computational complexity
of solving a SDP problem with m constraints where each
constraint involves a n X n positive semidefinite matrix is
O (mn® + m*n* + m?) in each iteration. For problems Pj
and Ps, we have m=3,n=N and m=M +2,n=M + 1,
respectively. Hence, the overall computational complexity of

Algorithm [ is about O (Im( 3N3LON2 427+ (M +2)

(M +1)%+ (M +2)? (M+1)2+(M+2)3)) where Lizer de-
notes the total number of iterations.



Algorithm 1 ZF-based BCD Algorithm for Solving P

1. Set €min = 0, €max = 1, €5 > 0 with €, being the search
step, and convergence accuracy €.
2. Set initial points €y = €5, Wg, Rg, Qq, and iteration
number ¢ = 0. Calculate C,, = C; (€0, wo, Ro, Qo).
repeat

3.Seti=i+1

4. Calculate w; for given ¢;_1, R;_1, and Q;_1 by (9).

5. With given w;, €¢;_1, and Q;_1, obtain R; by solving
problem Ps.

6. Obtain Q; with given ¢;_1, w; and R; by solving
problem Ps.

7. Obtain ¢; with fixed w;, R;, and Q; by solving
problem Pg.

8. Calculate C, = C; (e;, wyi, Ry, Qi).

until [©-.

—Csy_y| < e

Sq

i—1
9. Output (¢;, w;, R;, Q;) as the solution to problem P;.

III. SECURE COMMUNICATION IN DFRC SYSTEM

In this section, we investigate the DFRC system as also
shown in Fig.[Il Here, Alice transmits shared signals for both
radar detection and communication. Two algorithms, i.e., the
Dinkelbach method-based AO algorithm and the RCG-based
AO algorithm, are developed to maximize the secrecy rate
subjected to the radar detection constraint.

A. Problem Formulation

In DFRC system, the received signals at Bob and Eve can
be expressed as

ys = vV Phpwa + ngp, (22)

YE = \/IBhax + ng, (23)

respectively, where = € C,E [z2'] = 1 is a scalar denoting
the transmitted signal used for both radar detection and com-
munication; w € CV*! is the transmit beamforming vector.
Recall that hg = hIHBQHAI + th and hg = h{]{:QHAI +
th represent the effective channel of Alice-Bob and Alice-
Eve, respectively. Thus, the achievable rate of Bob and Eve
can be expressed as

P Ph Hpl
Cp = log, <1 + U—g) = log, <1 + %) , (24)

J B
P Ph Hpl
Cg = log, (1 + —2E> = log, (1 + W) , (25)
9E 9E

respectively, where Pg and Py denote the received useful
signal power at Bob and Eve.
The received echo signals at Alice can be expressed as

YA = \/IBHwa + njy, (26)
and thus the SNR at Alice can be calculated as
PwHPHHIHw
YA = I PEEW (27)

2
Nox

The secrecy rate is supposed to be maximized while satis-
fying the radar sensing constraint which is formulated as

P7 : mfgc CS (W, Q) = CB — CE (283)
st ||w] =1, (28b)
1Qii| =1,Vi=1,2,..., M, (28¢)

YA > 7. (284)

It is an intractable non-convex problem due to the non-convex
unit modulus constraint (28c) and the non-convex constraint
(28d) with two optimization variables highly coupled.

B. Problem Solution

In this subsection, by exploiting the structures of the ob-
jective function and optimization variables, we propose two
algorithms, i.e., the Dinkelbach method-based AO algorithm
and the RCG-based AO algorithm, to solve the problem Ps.

1) Dinkelbach Method-based AO Algorithm: We first de-
compose problem P; into two subproblems related to w and
Q, respectively. Then, the Dinkelbach method is exploited to
address each subproblem. The key idea of AO algorithm is
to alternately optimize w and Q until the objective function
converges such that a suboptimal solution to problem P; can
be obtained. Next, we introduce the steps in details.

It is easily observed that problem P; can be equivalently
expressed as

’ 1+PB/0'%
P cmax —— 5
7 w,Q 1+PE/U}23

s.t. (280) — @8d).
With fixed Q, the subproblem of w is formulated as

1+ Pg/o2
Ps : max St B0 B/

s.t. (28b), (28d).
w 14+ PE/U% > '

Define W £ ww!!, problem Pg can be further cast as

1+ tr (MBW)

7)9 . m\%X m (293.)
s.t. tr (W) =1, (29b)

tr (MEW) > yNo2, (29¢)

W =W W > 0,rank (W) =1, (29d)

where M = P/o?H; with J € {B,E} and M;E = PHEHE.

To facilitate the Dinkelbach method, we first omit the rank-
one constraint. By introducing an auxiliary variable p, prob-
lem Py without the rank-one constraint can be equivalently
transformed into [IH]

Pio : max tr (Mg — uMg) W)
st. W=WIHZ W = 0, (295), 29,

where p in the i-th iteration is updated by p; =
%. In each iteration, we can employ CVX to
solve the SDP problem P;o. When o converges, W is treated
as the solution. Then, Gaussian randomization can be exploited

to recover a rank-one solution.



On the other hand, with fixed w, the subproblem of opti-
mizing Q can be formulated as

1+ Pg/od
P11 imax ————2  s.t. 28d), 28d).
H Q 1+ PE/O']%

Similar to (I2) and (3D, P; with J € {B,E} in (30) can
be rewritten as
Py=P(q"Fia+d" fi + fi'a+g)
= tr (R;U) = a’ry,
where g; = tr (hash¥;W), f; = Diag (hyyhf;WHE)),
Fy = (hyhfl) © ((HAIWHKI)T), it = vec (U), Ry

(30)

(€19

PL ]1:131 g J, ry=vec (Ry).

J J

Iso, the radar constraint (28d) can be reformulated as
(32)

where Sg = ﬁRE ® (EHE) One can prove that Sy is a
positive semidefinite matrix. Reviewing the derivation of (20),
a convex subset of constraint (32) can be established as

va = a"Spt > 7,

a”Spu > 2% (afSgu) — af'Sguo >,  (33)

where 1y being a feasible value of u. Then, a suboptimal
solution to problem P;; can be acquired by tackling the
following problem according to the steps of solving Py.

1+ uflrg/o}

Pio : max m (34a)
st. Uy, =1LVi=1,...,M+1, (34b)

U = uu” rank (U) =1, (34c¢)

2R () Sgu) — uf Sty > 7. (34d)

2) RCG-based AO Algorithm: In the Dinkelbach method-
based AO algorithm, the problem of optimizing w or Q is
ultimately transformed into the SDP problem which incurs
high computational complexity 13]. Inspired by the fact that
the feasible sets of w and q are a complex hypersphere and
an oblique manifold, respectively, a low-complexity algorithm,
namely, the RCG-based AO algorithm, is proposed to handle
problem 73;. It searches w or q directly over their feasible
sets, which is more computationally efficient.

Denote the feasible sets of w and q as

S={weC"|w|| =1}, (35a)
0= {quM“ ‘[quL.J. —1Vi= 1,2,...,M}, (35b)

respectively 28]. To apply the RCG algorithm, we first
incorporate the constraint (28d) as a penalty term into the
objective function in problem P, as follow [3]:

1 +PE/O’%
min ——————=
wa 1+ Pg/of

where ¢ > 1 is a penalty factor. When applying the RCG
algorithm, the objective function should be differentiable and
thus we can obtain its gradient. However, the max function in
(@6) is non-smooth and its gradient does not exist. Hence, we
approximate it by a smooth function as follows

+ Cmax{(), v ’YA}v (36)

Y—YA
max{0,7 —va} < e ln (1 +e ) , (37)

where €, is a small positive number [@]. Thus, the secrecy rate
maximization problem is transformed into

1+ Pg/od
1+ Pg/od
st.weS,qe 0.

+Celn (1 n e;A) (382)

(38b)

Piz:min f =
w.q

Next, the RCG algorithm is adopted to optimize w and q
alternately. Given q, the problem of w is expressed as

wHM/ w
e s ok
1 HM No
Pra:minf (w) = JiiﬂiMEZan l+e | (3%)
st.weS. (39b)

According to the RCG algorithm, given the k-th iteration
solution, wy,, the next point wy; can be calculated as

Wi+ SNk
w4 semell”
where R represents a retraction on S, s; > 0 is the step size,
and my, is the search direction which can be calculated by

(41)

Wit1 = Rw, (SkMk) (40)

nr = —gradf (wi) + e Tw,_, (Mk—1),

where p, > 0. Operator gradf (wy) denotes the Riemannian
gradient of f at point wy, which is calculated based on the
orthogonal projection of the Euclidean gradient V f (wy,) onto
the tangent space Ty, S. The Euclidean gradient of f (w) at
point wy, is given as follows

Mgwy, Mpw;, (1+wi Mgwy)
Vf(wg) =2 H a H 2
1+w,  Mpwy, (1+wHMgpwy,)
(Mgwy,

wkHl\/I;:wk7'yNn"2A
No3% [ 1+e AN
(42)

For a complex hypersphere, the tangent space at point wy
is expressed as Ty, S = {v e C"* | R” (wfv) =0} 28].
Thus, the Riemannian gradient gradf (wy) is calculated as

gradf (wg) = Vf (wg) — R (wfo (Wi)) wy.  (43)

Moreover, Ty, _, (Mr—1) in @I) denotes the vector transport
of m,—1, which is defined as the projection of n;_; to 1y, S
and is given as follows

Twis Mk—1) =M—1 — R (W]?'rlkfl) Wi. (44)

Here, we choose the Polak-Ribiere parameter as gy to
achieve fast convergence, which is given by [@]
(gradf (wy), gradf (Wi) — Tw,_, (gradf (wy—1)))

B )
b (gradf (wy—1),gradf (wg—1)) (457)

where (x,y) =R (x"y) and Tw,_, (gradf (wj—1)) denotes
the vector transport of gradf (wy_1) which has the same form
as (@4). Besides, the value satisfying the Armijo condition 29]
is chosen as the step size s, which is expressed as

[ (Wit1) < f(wy) + cisp(gradf (wi) , m),

(46)



where 0 < ¢; < 1. The algorithm for solving problem P4 is
summarized in Algorithm

Algorithm 2 Algorithm for Solving Problem P14

1. Initialize randomly wy € S, set iteration index k = 0,
target convergence accuracy €z and maximum number of
iterations 1,4z -
2. Set ng = —gradf (wo).
repeat

3. Calculate wy, 1 by the retraction (@Q) and choose the
step size s, according to (46).

4. Compute jix41 according to (@3).

5. Calculate Ty, (nx) by @), and compute the search
direction 141 by @I).

6.Set k=k+1.
until ||gradf (wi) || < e or k > Ias.
7. Output w = wy,.

With w fixed, the subproblem of optimizing q can be
formulated as

P15 :min f (q) s.t. q € O, 47)
a
_ 1+P/o}(a" Frata” fut+ fi atgr)
where f(q) = 11 P/o% (a" Foatal fot fiatos) GerIn(l+
Y—YA
e 1 ).

Due to the fact that it is difficult to derive the gradient of

va with respect to g, we first transform vy, as follows.
H

Note that yo = Ptr(lj\;: EIEW) = PHhE”;trgHEW). The term

IA IA
|lhg|/? is lower bounded by

|hel® = a”Fr,a+ a” fe, + f&a + g6,
> q"t +ti'q+ 1,
where gE, = thhAE’ fEl = Diag (hIEhEEHgI)’ FE1 =
T

(highfl) ® ((HAIHEI) ), t1 = Fff qo + fg,, and t; =
9B, — qéi Fg,qo with qp being a feasible value of q. For the
term tr (Hg W), it can be lower bounded as follows

tr (HEWH) =q"Frq+qfe+ fla+ge
> qfty + tiq + o,

(48)

(49)

where t2 = FZqo + fr, and t2 = gr — q}'Frqo. Thus, va
can be approximated by

P(qft, +tq+t1) (gt + tiq+ t2)
Noj
Based on the above approximation, the penalty function can

T=3Aa (@)

be transformed into p(q) =Ce1In (1 +e =

YA = VA =

Further, the subproblem of q can be expressed as

P16 : mc}nf (q) st.q€ O,

_ 14+P/o%(a"Fra+a” fu+fiator)
where f (q) - 1+P/o2 (qHFBQ'l‘quB-l-fgq-l—gB) +p (q)

Next, the RCG algorithm is adopted. Given the k-th iteration
point gz, the next point qx11 can be calculated as

Qit1 = Rq, (skmk) = unt (qr + skmx) (50)

T
where unt (x) = |24, 22,..., 22| . Since the process
[21]7 Twa]? " 77 Tou]

of calculating 7, 1s similar to that of w, we provide the
corresponding formulas directly as follows.
For oblique manifold O, the tangent space at point qj is

7,0 = {v € CMx1 ‘ [vaf'], =0,m=1,...,M}. The
Euclidean gradient of f (q) at point qj is calculated as
Fear + fe (Feak + fB) gex
Vf (Qk) :2P{ D) - )
OEIbk 9BYbk
(5D

¢ (ta,t1 +t1,t2)
A (ar)—~ ’
No% [1+e =

where gex = 1+ P/of (af Frar +qf fe + fi ax + gu),
gbk = 1+ P/od (af'Fear + af fs + fi ax + g8). t1, =
aflt, + tHqy + t1, and to, = qfft2 + ti qp + L.

The Riemannian gradient of f (q) at point qy, is expressed
as gradf (q) = Vf (ax) — R{VS (1) © ai} © ax 1301
Moreover, the vector transport is defined as

7::1k—1 (nk—l) = MNk—-1 — fR{"’lk—l © qZ} © gk- (52)

The Polak-Ribiere parameter is still chosen as 1, which can
be obtained by substituting q for w in @3) and s, satisfying
the Armijo condition is chosen as the step size. The algorithm
of optimizing q is similar to Algorithm [2] and is omitted
here. We summarize the whole RCG-based AO algorithm for
solving problem P;3 in Algorithm

Algorithm 3 RCG-based AO Algorithm for Solving P13

1. Set initial points wo € S and qp € O, Qo = diag (qp),
iteration index ¢ = 0, a proper penalty factor (, €;, and
convergence accuracy €s.
2. Calculate fo = f (wo, Qo) according to (38a).
repeat

3.Seti=1i+1

4. Obtain w; for given q; 1 by Algorithm 21

5. Obtain q; for given w; by RCG algorithm and set
Q; = diag (q;).

6. Calculate f; = f (w;, Q).
until % < e3.
7. Outpuf w; and Q);.

Complexity Analysis: For the Dinkelbach method-based
AO algorithm, the main complexity arises from solving the
SDP problems for W and U. For the SDP problems of W
and U, we have m=2,n=N and m=M +2,n=M +1,
respectively. Hence, the total complexity 1is about
o (2]\73 +AN? 4 8+ (M +2) (M +1)°+(M +2)* (M+

1)2 +(M + 2)3) in each iteration. As for the RCG-based
algorithm, the main computational complexity comes from the
retraction, Euclidean gradient, Riemannian gradient, and the
vector transport in each iteration, which is about O (N2 + N)
for w and O (M2 + M) for Q ]. Thus, the overall
complexity of Algorithm[Blis about O (N? + N + M? + M)
in each iteration.



IV. ROBUST SECURE COMMUNICATION IN DFRC SYSTEM

The results obtained in previous section, assuming perfect
CSI, serve as a fundamental secure communication scheme
for DFRC system. However, in practice, targets typically
remain passive who do not interact with the BS actively,
making it challenging for BS to acquire their accurate CSI
(1. Consequently, we extend our investigation to consider
the impact of target’s imperfect CSI on RIS-aided secure
communication in DFRC systenﬂ. For simplicity, the radar
illumination power at the target is adopted as the performance
metric of radar detection ] in this section.

A. Problem Formulation

Recalling the channel modeling in Section II, a bounded
uncertainty model is adopted to characterize the estimation
error of cascaded channel Alice-RIS-Eve which is given by

G =G + AG,

Qc = {AG e C*N . |AG||p < ec}, 3)
where G = diag (h{]{:) H 1, G is the estimate of the cascaded
channel; AG is the estimate uncertainty bounded by ec. We
note that the bounded uncertainty model is widely-adopted
to account for practical estimation errors [@, @]. Moreover,
the angle estimation error is considered for channel hag ].
In specific, the angle 6 is modeled as §=60+A# where 6 is
the estimate of target’s angle and A# is the angle uncertainty
which is bounded by ¢, i.e., |Af| < ¢. The bounded uncer-
tainty AG can be tackled by employing suitable mathematical
transformations. However, it is challenging to deal with angle
uncertainty. Next, a tractable bound characterizing the effect
of angle uncertainty is derived.

Via the safe approximation [Iﬁ], ap in @) can be recast as

apn =aa + Aaa, (54)
227d i O - 27d . A T
where a, = |:1,€JTSIH9, .,eJT(N’l)S”’(’} can be
regarded as the estimate of as, and Aay = [a1,as,. .., aN]T.
Each entry in Aa, is bounded as follows
lan] < V2 —cosgm)n € {1,...,N},  (55)

where 1, = [25¢ (n — 1) (sin 6 — sin (6 + ¢))| Thus, we can
obtain a bound of Aa, as follows

[Aasl < ea, (56)

where ey = \/ 2521 2 (1 — cosy,). Furthermore, we can
rewrite hag as
hag = hap + Abhag, (57)

where hap = Bagpaa, and Ahpg = BagAaya is the estima-
tion error constrained by ||Ahag|| < ear with eax = Sagea.

4We note that the following design framework can be extended to the RCCE
system with target’s imperfect CSI.

Now, the secrecy rate maximization problem with target’s
imperfect CSI is formulated as follows

P’ I&%)l( (C’B — AhIEi}ZG C’E> (58a)
st ||wl =1, (58b)

lgi| =1, Vie{1l,..., M}, (58¢)

lyel® > 7p, VAhAR, AG,  (58d)

where g; is the i-th entry of q. Here, (384) indicates that we
consider a worst-case secure communication design where the
BS always encounters the worst estimate of target’s CSI. (38d)
specifies the radar detection constraint which requires that the
radar illumination power at the target should be no less than
a predetermined threshold -,,.

We note that problem P" is non-convex. The non-convexity
stems from the highly coupled variables in both the objective
function and constraint (38d), and the typically non-convex
constraint (38d). Moreover, the CSI estimation error also
hinders the design of an efficient algorithmic solution to the
problem. Next, we first transform the problem into a tractable
form and adopt a BCD-based algorithm to tackle it.

B. Problem Solution
Define W £ ww, © £ g

diag (1];153 ) Hai } and E =
AB
rewritten as follow

h q = [qT,l}, B =

" with g
[ h% ] Also, E can be
AE

_ G AG
E:E—I—AE:[— ]—i—[ } (59)
hi; Ahfy
Via some mathematical manipulations, we can derive that

AE|r < eg with eg = €2, + €2 .. Then, the optimization
G AFE Y
prOblem can be reformulated as follows

P/t max (Cs — max Cr) (60a)
st. W=WH7T W>0,tr(W)=1, (60b)

rank (W) =1, (60c¢)
©=0"0>0,0,;,=1,Yic M;, (60d)

rank (©) = 1, (60e)

tr (@EWE") > ,/P,VAE, (60f)

where Cj =log, (14 P/o3tr (@IWJIH)) with J € {B,E},
Je{B,E} and M; ={1,...,M +1}.

To make the second term in the objective function tractable,
we introduce two slack variables 7 and x, and rewrite the
problem as follows

"

Py wex (Cs —n) (61a)
s.t. n >logy (14 k), (61b)
ko /P > max tr (BEWE"),  (6lc)

(60B) — (60D).

Next, the S-procedure is utilized to handle the semi-infinite
constraints (60f) and (6Id), which transforms them into their



equivalent linear matrix inequalities. Interested readers can
refer to [|§1|] for more details of the S-procedure.

To facilitate the S-procedure, we need to transform con-
straints (60f) and (&Id) as follows. First, the uncertainty
constraint ||AE| r < eg can be equivalently written as

efle — €2 <0,e = vec (AE). (62)

Based on (39), constraint (60f) can be further expressed as

tr (@EWEH) > Yp
& tr (@EWE" + BEWAE” + ©AEWE"
+ ®@AEWAE") > .

(63)

Using tr (XYZU) = (vec” (U)) (Z" ® X) vec(Y),
we can have tr (@OAEWAE) = e# (W ® ©) e. Moreover,
according to tr (X#Y) = vec” (X)vec(Y), we can have
tr (@AEWEH) = p'’e where p = vec (@EW) Thus, the
inequality in (63) can be further written as

e’ (Wo0O)e+2R{pe} +cp >, (64)

where cp = tr (OEWE®).
Now, using S-procedure, constraint (GOf) can be recast as

nl+Wee p ]
> 0. 65
[ p” cg — /P —piey | ~ 63
Similarly, constraint (&Id) can be recast as
pI-Wxe —-p
= 0. 66
{ —pf kog /P — cp — paes; ] - (66)

For the non-convex constraint (&61B), a convex lower bound
of it is derived based on the first-order Taylor expansion as

1 K — K
70+1og2 (1+ ko),

nzlogy (14#) 2 gros g

(67)

where kg denotes a feasible value of k.
Finally, the problem Pg is transformed into

1"

Py wex (Cs —n)

s.t. (60B) — (60d), (63) — @D

A BCD-based algorithm is exploited to obtain a subopti-
mal solution to it. Specifically, we decompose 73;; into the
following two subproblems

"

P, : max (Cp—n) s.t. (60D, @0, 63 — @7).

W.n,k

2

Py max (o) st. (G0, (60D, &3 ~ @D,

The specific process and the computational complexity
analysis for solving these problems are similar to that in
Section II and are omitted for brevity. The whole algorithm
for solving problem P" is summarized in Algorithm [

Algorithm 4 BCD-based Algorithm for Solving P’

1. Set iteration index k = 0. Initialize randomly w, and q,
and set W, = Wkwﬁl, O = ngk, ke = 0, Osk =0.
2. Set convergence accuracy e.
repeat
3. Obtain Wy by solving problem 7?:1/ for given ©y.
4. Obtain O and 7,41 by solving problem 73,;’ for
given Wy .
5. Calculate Cs, ., = C (Wry1,Op41) — g1
6. Set k =k + 1.
until | —£ k1) < g
Sk—1
7. Output wy, and q.

V. SIMULATION RESULTS

In this section, simulation results are presented to examine
the performance of the proposed algorithms. In a three-
dimensional Cartesian coordinate system, Alice, RIS, Bob, and
Eve are located at (0,0,0), (—2.5, 2.5v/3, 5), (0,30, 10\/5),
and (45,15\/3, 30), respectively. Alice is equipped with a
uniform linear array located at the z axis. The RIS is fabricated
as a square grid and is parallel to the y — z plane. Unless
otherwise stated, in all simulations, the path loss is modeled

as 2 = B33 (Z—'g) *, where 32 = —15 dB denotes the path
loss at the reference distance dy = 1 m, d, and «, denote
the distance between two nodes and the path loss exponent.
We set aar = o = 2.2, aap = 3.2.
Other parameters are given in Table [l Simulation results in
Fig. [2| is obtained based on a randomly generated channel,
and results in other figures are averaged over 100 randomly
generated channels.

QE = 2, QAR =

TABLE I: Simulation Parameters

N Number of transmit antennas 4
M Number of RIS reflecting elements 9
P Total transmit power 30 dBm
0% Noise power at Bob -60 dBm
o7 Noise power at Eve -60 dBm
o5 Noise power at Alice -110 dBm
¥ Received SINR threshold of the BS 15 dB
€p Convergence accuracy for Algorithm [I] 1073
€1 Given number in eq. (37) 0.3
¢ Penalty factor for RCG-based AO algorithm 0.2
€2 Convergence accuracy for Algorithm 10~4
€3 Convergence accuracy for Algorithm [ 10=3
€ Convergence accuracy for Algorithm 102
0 Estimate of target angle 30°
) Uncertainty of target angle estimation 3°

A. RIS-aided Secure Communication with Perfect CSI

In this subsection, the proposed algorithms for secure com-
munication with perfect CSI in Sections II and III are evaluated
via simulations.

Fig. [2] illustrates the rapid convergence of the proposed al-
gorithms: the ZF-based BCD algorithm for RCCE system, the
Dinkelbach method-based AO algorithm, and the RCG-based
AO algorithm for DFRC system (labeled as ZF for RCCE
system, Dinkelbach for DFRC system and RCG for DFRC
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Fig. 2. Average secrecy rate C's v.s. iteration number.

system, respectively). From the figure, it is evident that the
secrecy rates in all schemes exhibit a monotonically increasing
trend with the iteration number and converge within no more
than 5 iterations, which confirms the rapid convergence of the
proposed algorithms.

s

—©6— ZF for RCCE system i
—+— ZF No RIS for RCCE system
—— Dinkelbach for DFRC system

64 --=%---- RCG for DFRC system g

—+&— Dinkelbach No RIS for DFRC system
---+#---- RCG No RIS for DFRC system .

%

Average secrecy rate, C_(bit/s/Hz)

20 22 24 26 28 30
Transmit power, P (dBm)

Fig. 3. Average secrecy rate C’s v.s. transmit power P.

In Fig. Bl the secrecy rate is plotted against the transmit
power for various schemes, including the three proposed al-
gorithms and their corresponding benchmark schemes without
RIS. It can be observed that across all schemes, within the
considered range of transmit power, the secrecy rate increases
with the transmit power. With fixed radar detection threshold,
after allocating a certain amount of power to the target to meet
the radar sensing constraint, more power will be allocated
to Bob. Thus, the secrecy rate continues to increase with
the transmit power. In both considered systems, RIS leads
to higher secrecy rates compared to the scenarios without
RIS. Deploying RIS enables configurable signals propagation
environment and introduces additional degrees of freedom,
thereby boosting the secrecy performance with maintaining

11

radar sensing performance. For the DFRC system, the RCG-
based algorithm achieves slightly higher secrecy rate than the
Dinkelbach method-based algorithm. Furthermore, comparing
both systems, it is apparent that the RCCE system outperforms
the DFRC system in terms of secrecy rate. Note that in RCCE
system, ZF beamforming is employed at Alice, preventing
communication signals from being received by target. Addi-
tionally, the radar signals are directed towards the nullspace of
the effective channel of Alice-Bob, ensuring that radar signals
won’t interfere with communication. In contrast, in DFRC
system, information-bearing signals are used for radar sensing
concurrently, necessitating the illumination power to target to
surpass a threshold so as to satisfy the radar sensing constraint,
inevitably leading to the information leakage to target. Hence,
higher secrecy rate is achieved in RCCE system.
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Fig. 4. Average secrecy rate C’s v.s. radar detection threshold v with aag =
2.4.

Fig. @ demonstrates the impact of radar detection threshold
on secrecy rate under different numbers of transmit antennas.
It is easily observed that for all schemes, the secrecy rate
decreases with the radar detection threshold which illustrates
the trade-off between radar sensing and secure communication
that the radar sensing performance is improved at the cost
of secrecy performance. Furthermore, when v is exceedingly
large, such as when N = 2, = 25 dB, the radar detec-
tion constraint cannot be satisfied, rendering the optimization
problem infeasible and resulting in a zero secrecy rate. For
RCCE system, as the radar detection threshold grows, more
power is allocated to radar detection to satisfy more stringent
radar sensing requirement, thereby reducing the secrecy rate.
As for DFRC system, a larger v implies that the transmitter
needs to steer the information-carrying signal towards target,
leading to a lower secrecy rate. Besides, increasing the number
of transmit antennas N improves the secrecy rate for both
systems, particularly for RCCE system. This is because as NV
grows, more spatial degrees of freedom are available to nullify
the wiretap channel and eliminate the interference introduced
by radar sensing in communication. Thus, we can employ
more antennas at Alice to compensate for the performance
degradation caused by stricter radar detection constraint.
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In Fig.[3] the secrecy rate versus the number of RIS elements
is presented where the schemes with random Q indicate that
the other variables are optimized with a randomly chosen
feasible Q. It can seen that in both systems, the schemes with
joint optimization of active beamforming at the BS and passive
beamforming of RIS achieve superior secrecy performance
which highlights the effectiveness of the proposed algorithms
and the significance of optimizing RIS phase shifts. Moreover,
the secrecy rate monotonically increases with the number of
RIS elements, since more RIS elements provide extra spatial
degrees of freedom, enhancing the passive beamforming gain.

B. RIS-aided Robust Secure Communication in DFRC System
With Eve’s Imperfect CSI

In this subsection, simulation results of the proposed algo-
rithm in Section IV are provided. Unless otherwise stated we

set P =15 dBm, ygp = 2 = 0 dB, and é¢ = HG”F For
E
simplicity, we set all the path losses as 1 and 03 = 03 = 0

dBm. The results in all figures are averaged over 100 randomly
generated channels.

In Fig [0l (a), the average secrecy rate versus the transmit
power is plotted. We can observe that the average secrecy
rate with target’s imperfect CSI monotonically increases with
the transmit power within the considered range while being
upper-bounded by the perfect CSI counterpartd. In Fig. [ (b),
the average secrecy rate versus the estimation uncertainty g is
presented. It is evident that the average secrecy rate decreases
with increasing €g. Since with a larger €g, the BS becomes
less flexible when designing the beamforming. Additionally,
over the entire considered range of €g, the proposed BCD-
based algorithm consistently outperforms the baseline scheme
with a randomly chosen feasible QQ, which verifies that the
joint design of transmit beamforming and RIS’s phase shifts
can effectively achieve secure communication even if Eve’s
CSI is not perfectly known.

5The results under perfect CSI are obtained by the Dinkelbach method-
based AO algorithm described in Section III.
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Considering that RIS only has discrete phase shifts in prac-
tice, we further examine the impact of the discrete phase shift
on the secrecy performance in Fig.[7l Similarly as done in [@],
we quantify each optimal continuous phase shift to its nearest
value in set D = {0,A0,...,(L—-1)A0},A0 = 27/L,
where discrete phase shifts are obtained by uniformly quantiz-
ing the interval [0, 27) with L = 2° being the total number of
phase shifts and b denoting the quantification bit number. From
Fig.[7 it can easily seen that the highest average secrecy rate is
achieved when the CSI is perfectly known and it grows almost
linearly with the number of RIS elements. By contrast, with
imperfect CSI, the average secrecy rate significantly decreases
and exhibits slow growth with increasing M, since estimation
error introduced by RIS restricts the effective exploration of
beamforming gain. Moreover, comparing the curves of BCD
algorithm with continuous and discrete phase shifts, it can
be observed the secrecy rate loss when the quantification bit
number b is too small, e.g., b = 1, whereas the secrecy rate
under discrete phase shifts improves rapidly as b increases,



e.g., the secrecy rate loss is almost negligible for b = 4.
This implies that we can choose the appropriate quantization
bit number to meet the system performance requirements in
practical applications.

VI. CONCLUSIONS

In this paper, the RIS-aided secure communication in in-
tegrated radar and communication system was investigated,
where two systems were considered, namely, the RCCE sys-
tem and the DFRC system. For both systems, the secrecy rate
was maximized with maintaining radar sensing performance
through joint design of transmit beamforming of the BS and
the phase shift matrix of RIS. A ZF-based BCD algorithm was
developed to solve the formulated problem for RCCE system.
For the DFRC system, by exploiting the structures of objective
function and optimization variables, two algorithms were
proposed to tackle the secrecy rate maximization problem.
Specially, a low-complexity RCG-based algorithm was devel-
oped. Moreover, the RIS-aided robust secure communication
in DFRC system for practical case of target’s imperfect CSI
was studied. The S-procedure was adopted to transform the
semi-indefinite constraints incurred by CSI estimation errors
and a BCD-based algorithm was proposed to address the
formulated problem. Simulation results demonstrated that the
RCCE system had a higher secrecy rate than DFRC system,
and deploying RIS can enhance secure communication for
both systems. When target’s CSI was not perfectly known,
there was significant loss in secrecy rate, highlighting the
importance of Eve’s accurate CSI for secure communication.
Although introducing more reflecting elements can compen-
sate for this loss, the secrecy rate with target’s imperfect CSI
increased slowly with the number of RIS elements.
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