2412.10872v1 [cs.CR] 14 Dec 2024

arxXiv

IntelEX: A LLM-driven Attack-level Threat Intelligence Extraction Framework

Ming Xu*, Hongtai Wang*, Jiahao Liu*, Yun Linf, Chenyang Xu*
Yingshi Liu*, Hoon Wei Lim!, Jin Song Dong*

*National University of Singapore, I Shanghai Jiao Tong University, ¥ Cyber Ops-R&D, NCS Group, Singapore

Abstract—To combat increasingly sophisticated cyberattacks, a
common practice is to transform unstructured cyber threat in-
telligence (CTI) reports into structured intelligence, facilitating
downstream security tasks such as summarizing detection rules
or simulating attack scenarios for red team exercises. However,
existing threat intelligence often remains at the technique-level
details, lacking critical attack-level insights, such as the use
of specific techniques across different attack stages, detailed
implementation procedures and contextual reasons, which are
crucial for rapid investigation and analysis.

To bridge this gap, we propose IntelEX (Intelligence
Extraction), an automated tool designed to extract struc-
tural, attack-level intelligence by identifying logical at-
tack sequences—including tactics, techniques, and procedures
(TTPs)—and contextual insights. Specifically, IntelEX lever-
ages the in-context learning capabilities of large language
models (LLMs), enhanced with an external intelligence vector
database, to pinpoint fine-grained attack details. Additionally,
IntelEX introduces a novel LLM-as-a-judgment module to
mitigate hallucination issues, reducing false positives. We sys-
tematically evaluate IntelEX’s performance using 1,769 newly
crawled reports in the real world and 16 manually labeled and
calibrated reports. Experimental results highlight IntelEX’s
effectiveness in identifying attack-level intelligence. Specifically,
IntelEX identifies 3,591 techniques and achieves an average F1
score of (.792 in identifying techniques, outperforming state-
of-the-art approaches of AttackKG by 1.34x. Moreover, the
extracted attack-level intelligence directly benefits downstream
security tasks. We demonstrate its utility in two key application
scenarios: (1) automated generation of detection rules, such
as Sigma, without human intervention, achieving an F1 score
of up to 0.929 for detecting malicious events on the Splunk
platform, and (2) generation of attack implementation proce-
dures, with 83.48% of generated outputs containing complete
<entities, relationships, actions> information, rated as highly
useful by security analysts with at least two years of experience
under expert supervision.

1. Introduction

Recently, enterprises have increasingly faced penalties
[1]-[3] for the lax supervision of sophisticated cyberat-
tacks. For instance, in 2024 alone, R.R. Donnelley & Sons

Company (RRD) was charged a 2.1 million penalty by the
U.S. Securities and Exchange Commission (SEC) for inad-
equate cybersecurity controls [4]. These penalties highlight
the growing sophistication of cyberattacks and the critical
need for effective threat mitigation strategies. To combat
the evolving threats, organizations typically transform un-
structured cyber threat intelligence (CTI) reports into struc-
tured formats of intelligence, enabling streamlined security
tasks [5] such as threat detection and response. Structured
intelligence plays a key role in detecting emerging threats
and supporting efficient security operations. Detailed attack-
level intelligence usually offers a promising solution by
providing fine-grained details including techniques and im-
plementation procedures. These insights can automatic the
generation of detection rules, like Sigma [6], widely used
in Security Information and Event Management (SIEM) [7]
platforms due to the lightweight overhead. Additionally,
comprehensive implementation details can empower red
teams to simulate attacks effectively, making them under-
stand of attack flows and strengthening defenses.

However, existing studies in structured threat intelli-
gence often remain at the technique-level [8]-[10], lacking
the fine-grained attack-level intelligence details, such as the
precise information of logical attack methods (i.e., tech-
niques) ordered by their stages (i.e., tactics) and enriched
with specific implementations (i.e., procedures). Structured
Threat Information eXpression (STIX) [10] is a de-facto
standard of structural threat intelligence, always focusing
on segmented attack contexts like indicators of compromise
(IoCs) including malware hashes or IP addresses based on
Regex, lacking adaptivability to full attack contexts [11].
AttackKG [8] attempts mapping techniques from MITRE
ATT&CK and IoCs into graph representations to visualize
attacks, capturing technique-level intelligence. Nevertheless,
it still falls short in providing attack-level details, such as
specific implementation procedures, the logical sequence of
utilized techniques, and contextual explanations, which are
critical elements for improving the efficiency of security
tasks. As an example in real-world, MITRE ATT&CK [12]
has offered a matrix of tactics, techniques, and procedures
(TTPs), capturing the full context of an attack. Despite
this, industry companies highlight that critical strategies like
TTPs are not effectively disseminated in practice [13], [14].

With the rise of revolutionary capabilities in large lan-



guage models (LLMs) [15]-[17], we aim to explore whether
recent advances in LLMs, such as the state-of-the-art GPT-
40-mini [18] and GPT-40 [19], can enhance the precise
generation of accurate attack-level intelligence (e.g., TTPs)
with contextual insights. Moreover, we explore how this
enriched attack-level intelligence can be applied to down-
stream security tasks in real-world scenarios, particularly
the critical challenge of automating rule generation. To ad-
dress these challenges, we highlight three difficulties in the
following aspects: 1) Overcoming the inherent limitations of
LLM base capabilities, which are insufficient for generating
precise attack-level intelligence with contextual and proce-
dural details. 2) Ensuring the generated results are intuitive
and interpretable to analysts remains a significant challenge,
as existing methods often lack clear reasoning or logic
behind their outputs. 3) Verifying the effectiveness in the
wild environments is challenging due to the complexity and
variability of practical scenarios. While initial works [20],
[21] have made progress in automating rule generation, they
have not yet achieved the ultimate goal of catching attacks
using the generated rules, and instead focus primarily on
IoC extraction rates.

We propose IntelEX (Intelligence Extraction) frame-
work, which extracts the attack-level intelligence details
(i.e., TTPs) with contextual insights. To enhance the accu-
racy of the technique identification, we design a chunking
mechanism, the tailored prompts, and introduce an external
vector database [22] to embed existing techniques in MITRE
ATT&CK [12]. Moreover, we use another module of LLM-
as-a-judgment to purify the technique candidates gener-
ated from the previous steps, reducing the false positives.
As for the attack procedure generation phase, we employ
GraphRAG [23] frameworks based on their excellent entity
extraction abilities. Well-written procedures will precisely
describe the attack entities (e.g., APT-29), relationships
(e.g., install backdoor known as WEBC2-TABLE) and ac-
tions (e.g., malicious execution). We implement IntelEX
prototype and evaluate it against 1,769 crawled reports from
the Cisco Talos [24] and 16 manually calibrated reports [8],
[25] due to the significant updates in 2024. Our experimental
result shows that IntelEX can identify the techniques with
up to 0.902 F1 score, substantially outperforming the state-
of-the-art approach (i.e., AttackKG [8]) by 1.34x. More
importantly, IntelEX can yield the implementation proce-
dures and the contextual reasons. For comprehensiveness,
we also conduct the ablation study to show that our retrieval
augmentation based on the vector database can reduce false
negatives and the module of LLM-as-a-judgment can reduce
the false positives.

Moreover, we validate the practical utilities of the en-
riched attack-level intelligence by two key application sce-
narios: 1) automatic rule generation; 2) implementation pro-
ceudure generation for attack simulation For the automatic
rule generation, we tailor the prompt structure consisting of
the extracted TTPs to generate the high-fidelity Sigma [6]
rules due to their universal compatibility with multiple
SIEM vendors. We convert the Sigma rules into a format
compatible with the Splunk SIEM [26], and during this

process, any syntax errors are passed back to the LLMs for
correction until no syntax errors remain. To evaluate rules’s
effectiveness, we simulate 61 atomic attack tests, collect
229,968 system logs covering nearly all possible tactics in
MITRE ATT&CK, and ingest them into Splunk, allowing us
to check whether the generated rules can catch the malicious
attack logs in Splunk. The experimental results show that the
generated rules can achieve up to 0.929 F1 score in catching
the malicious events/logs, significantly outperforming that
without TTPs. Furthermore, we deploy a field study to test
the effectiveness of our generated rules in the wild. We
collects the attack logs in real-world based on a deployed
honeypot. Experimental results show that our generated
rules can signficant outperform existing open-sourced rule
sets either from Sigma or Splunk in detecting malicious
security events in the wild. Second, we evaluate whether
our generated procedures can help red teams reproduce and
simulate attacks. To verify this, we hire two experienced
staff with at least 2 years of experience to judge the gen-
erated procedures (e.g., APT installs malicious executable
backdoor known as WEBC2-TABLE.). We require that a
complete procedure should follow the template of <entities
relationships actions>. The results show that 83.48% of the
generated procedures are complete and extremely useful by
their feedback. We summarize our main contributions as
follows.

o We propose IntelEX, an automated framework for per-
ceiving Cyber Threat Intelligence (CTI) at the attack
technique level with implementation procedures and
contextual reasoning. We utilize the recent advance-
ments of LLMs to identify the techniques, tactics and
generate the procedures. Our empirical experiments
show that IntelEX can substantially outperform the
state-of-the-art models (e.g., AttackKG).

o We demonstrate the real-world use of IntelEX: 1)
Automatic rule generation. We empirically validate
in Splunk that our generated rules efficiently capture
malicious events. Field study results further confirm
that these rules detect more and accurate real-world
malicious security events compared to existing rule sets
from Sigma or Splunk. 2) Implementation Procedure
Generation for Attack Simulation. We validate that
83.48% of the generated procedures are highly effec-
tive for reproducing attack environments, significantly
aiding in simulation exercises.

2. Background and Motivation

2.1. Threat Intelligence and Security Tasks

Cyber Threat Intelligence (CTI). CTI carries critical in-
formation that details the lifecycle employed during at-
tacks, playing a vital role in responding to evolving cyber
threats [14], [27], [28]. CTI reports are often presented
in unstructured natural languages, such as blog posts and
attack documents, making them difficult to understand and



share across organizations. To smooth the utilization and
sharing of CTI, organizations often transform it into struc-
tured threat intelligence. The de-facto standard of structured
format is the Structured Threat Information eXpression
(STIX) [10]. STIX defines a schema that consists of ob-
jects and relationships, where each object represents a type
of threat information. STIX 2.1 defines 18 STIX Domain
Objects (SDOs) including attack patterns, campaigns, and
others [29]. Although STIX is claimed to include attack
strategies, companies yet report that the vital attack-level
intelligence is not effectively disseminated in practice [13],
[14].

Attack-level Intelligence: Tactic, Technique, Procedures
(TTPs). TTPs are hierarchical attack strategies to charac-
terize attackers’ behaviors, systematizing attacks from the
“tactic” (i.e., the adversary’s goals during an attack), “tech-
nique” (i.e., general methods used to achieve those goals) to
specific “procedure” (i.e., a series of steps that carry out the
attack methods). Figure 1 illustrates a group of TTPs, whose
objective is classified as initial access using the technique
of phishing. The procedure involves spreading the “Hikit”
malware through spear phishing.

A group of TTPs

Tactic = Initial Access

Technique = Phishing

Procedure = Hikit has been spread through spear
phishing

Figure 1: An example of the attack-level intelligence: TTPs.

In this study, we focus on the TTP matrix defined by
MITRE ATT&CK [12], as it is well-maintained, follows an
open policy, and has been proven effective by previous re-
search [8], [30]. Specifically, we utilize the matrix covering
14 tactics and 235 techniques, where each tactic corresponds
to multiple techniques. The tactics have a logical flow that
mirrors the progression of an attack, e.g., from gaining
access to completing the malicious goal. Specifically, we
categorize the tactics by the following stages.

« Early stage (Reconnaissance, Resource Development,
Initial Access): getting into the system;

« Middle stage (Execution, Persistence, Privilege Escala-
tion, Defense Evasion, Credential Access): maintaining and
extending control;

« Moving stage (Discovery, Lateral Movement): exploring
the compromised network or moving laterally to gain access
to additional systems or data;

« End stage (Collection, Command and Control, Exfiltra-
tion, Impact): gathering sensitive information and carrying
out the attacker’s final goals.

Rule-based Detection. Due to the fast speed, rule-based
detection [31] is widely used in industries, such as in Secu-
rity Information and Event Management (SIEM) systems,
to discover potential intruders from large security-related
events. Among these detection rules, Sigma [6] is a generic

and open signature with YAML format and allows for the
conversion to common SIEM vendors like Splunk [26].
We show an example of Sigma rules in Listing 1, where
we can find that the attack-level intelligence is of great
importance for the generation of Sigma rules, as the “tags”
and “detection” fields are essentially attack-level threat in-
telligence like TTPs. The Sigma rule can be converted into
the corresponding Splunk rule shown in Listing 2, by the
open-sourced tool Sigma CLI [6].

title: Detect VSSAdmin Resize Shadowstorage
Command
description: Detects the use of vssadmin.exe to
resize shadowstorage.
author: IntelEX
logsource:
category:process_creation
product: windows
detection:
selection:
Image|endswith: ’x*vssadmin.exe’
CommandLine|contains:
- ’"resize shadowstorage
ize:401MB’
- " /maxsize:unbounded’
condition: selection
falsepositives:
System administrators using the command for
regular maintenance

ry

ick . impact

Listing 1: A Sigma rule generated by IntelEX.

Image="+*vssadmin.exe" CommandLine IN ("xresize
shadowstorage*", "x/maxsize:401MB*", "x/
maxsize:unbounded*")

Listing 2: The converted Splunk SQL Rule.

2.2. A Motivating Example

We show the comparison between the standard struc-
tural formats (STIX 2.1) and our attack-level intelligence
(i.e., fine-grained TTPs) for the same CTI report on an APT
attack in Figure 2. STIX 2.1 is beginning to capture partial
TTPs by the “attack pattern” object [32]. Therefore, we
specifically show the parts in the object of “attack pattern”
in STIX 2.1, focusing on TTPs. Unfortunately, based on
the general workflow, we find that STIX 2.1 relies on the
Regex match to record the rough and outdated technique-
level intelligence, lacking adaptability to evolving attacks.
For example, MITRE ATT&CK changed the tactic “Initial
Compromise” to “Initial Access” in version 6 released on
July 7, 2020, while STIX 2.1 remains outdated. Besides, we
show the attack-level intelligence automatically generated
by IntelEX, which can logically outline the attack sequence
with techniques and procedures. The attack-level intelli-
gence gives security professionals an at-a-glance view of
their threat landscape with a causality relationship. Specifi-
cally, in this APT attack, the chain begins with initial access
via phishing, followed by execution through command and
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Figure 2: Comparison between STIX 2.1 and our attack-level intelligence automatically generated by IntelEX. We also
provide the automatic detection rule generation as the application scenarios.

scripting interpreters and user execution, and concludes
with defense evasion via impersonation. It could be easy
to integrate full threat intelligence into existing STIX 2.x.
structural formats due to its portable and compatible nature.
Why Not Existing Approaches? We compare with previous
studies that also aim to extract threat intelligence in Table 1.
Existing studies [8], [38] either focus on statistic IoCs, or
a technique-level intelligence, without the tactics providing
logical relationships, detailed attack implementation proce-
dures, and the knowledgeable contextual reasons. To address
these gaps, we deploy our approach on the client side,
providing security analysts with an intuitive interface, as
illustrated in Figure 3.

Initial Access Execution Defense Evasion ) .
Procedure Examples in "User Execution”:
* 1. Malicious ZIP file
‘Internal_Discussion_Press_Release_In_Next_Week8.
— zip' <delivers> Malicious executable
e * 2. Malicious executable <installs> APT1 backdoor
Y User Execution Impersonation known as WEBC2-TABLE.

\ y . " - "
\;/4/\ 3. User <clicks on> the malicious ZIP file.

* 4. Malicious ZIP file <initiates download of>

Phishing ™~ malicious executable.
Command and Scripting Interpreter

« 5. Malicious executable <is executed> by the user.
* 6. Installation of APT1 backdoor <is completed> on
the victim's system.

Figure 3: Our framework of generating the relevant TTPs.

Downstream Application Scenarios. Attack-level intelli-
gence has broad applications across various security tasks.
Firstly, industry leaders typically rely on in-house or crowd-
sourced experts to manually write detection rules, a process
that is labor-intensive and prone to error [7], [39]. We aim
to automate rule generation. While some studies propose
automating this process, these approaches [20], [21] focus
primarily on extracting IoCs and populating rule templates.
However, they often lack evaluation within real-world STEM

systems, leaving rule effectiveness uncertain. Secondly, red
teams often need to dissect extensive CTI reports to repli-
cate environmental attacks, a complex and time-consuming
task. We address this by providing attack implementation
procedures, easing the analysis workload.

2.3. Preliminaries on Large Language Models.

Large language models (LLMs), such as GPT-40 and
GPT 4o-mini [40], have been widely used in many nat-
ural language understanding tasks. The pre-trained LLMs
have exercised their potential to revolutionize the security
tasks, e.g., vulnerability detection [41]. Given that LLM
is naturally good at reasoning and understanding textual
semantics, such as understanding the attack intention, we
argue that the intention understanding can yield accurate
and knowledgeable intelligence extraction. Based on pre-
trained knowledge, LLMs could leverage existing knowl-
edge to output the attack-level intelligence. We employ the
in-context learning (ICL) ability for tactic and technique
classification and procedure generation in this work. Yet,
due to the limitations of the pre-training data and the efforts
needed for training, LLMs may not be able to include the
updated information and suffer from hallucination problems.
Therefore, the basic prompt engineering could be insuffi-
cient for the accuracy requirement.

Technical Challenges. We briefly summarize the challenges
involving LLMs in this task as CH-@) to CH-@), where
CH-@ and CH-@ focus on challenges in downstream
application tasks.

CH-@ Accurate Classification of Attack Techniques.
LLMs’ ability to classify the tactics, and techniques heavily



Table 1: Approaches on the extraction of threat intelligence. We emphasize our distinct approach that focuses on logical
attack sequences based on fine-grained Tactics, Techniques, and Procedures (TTPs). The NLP and IR represent natural

language processing and information retrieval, respectively.

Automatic Year Extracted Threat Intelligence Technique

iACE [33] v 2016 ToCs NLP: regular expressions based on terms (e.g.,
attachment, download)

TTPDrill [34] v 2017 Tactics and Techniques NLP and IR

Poirot [35] X 2019 Attack campaigns Similarity metric

[cATT [36] v 2020 é&}jﬁfj@nﬂStt‘zl}j“;gf;oupe 0 Supervised learning

EXTRATOR [37] v 2021 Provenance graph NLP: semantic role labeling

ThreatRaptor [9] v 2021 Threat behavior graph Unsupervised NL pipeline

AttackKG [8] v 2022 Techniques and threat graph NLP: knowledge graph

IntelEX v 2024 Logical attack sequence of tactics, tech- In-context learning (ICL) and Retrieval-

niques and implementation procedures

augmented generation (RAG) of LLMs

(TTPs) with contextual reasons

relies on the context provided in the input. To ensure high-
quality contextual information, we specifically design the
chunking mechanisms and feed the several chunks to prompt
LLMs with multiple rounds of dialogues [42], [43]. In-
context learning mechanism should be enhanced by offering
LLMs with the ability to learn from external task contexts.
We additionally introduce an external external database that
embeds the existing techniques with their descriptions to
enhance retrieval.

CH-@ Hallucination Issues. Hallucination refers to that
LLM might generate false information that is not grounded
in reality. To reduce this, we additionally employ the module
of LLM-as-a-judgment as the final steps to judge the outputs
from previous steps.

CH-@) Knowledgeable Generation of Attack Procedures.
Generating accurate attack procedures can be challenging
for LLMs, especially when faced with insufficient con-
text or ambiguous information. In such cases, LLMs often
struggle to produce meaningful behavior descriptions. To
address this, we employ the GraphRAG [23] technique,
which helps precisely locate IoCs and generate structured
attack procedures. Additionally, we design tailored prompts
to provide the necessary contextual information, ensuring
the generation of high-quality and actionable procedures.
CH-@ Automated Detection Rule Generation. It is chal-
lenging to ensure that the generated rules are both gram-
matically correct and effective at catching relevant attacks
in real-world systems, as poorly constructed rules may fail
to detect threats. To address this, we employ Python code
for rigorous grammar checks and leverage LLM to generate
rules specifically designed to detect relevant attacks, enhanc-
ing both accuracy and reliability.

3. IntelEX Framework
3.1. Threat Model

When a new CTI report arrives, we focus on extracting
attack-level threat intelligence by capturing logical TTPs

Classification: Tactic (14) and Technique (253) I

-
1
| .
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Ly ez ikl specific to the tactic
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attack sequence with detailed TTPs. We arrange the logical
sequence by the order of tactics.

(tactics, techniques, and procedures) to provide strategic
insights for downstream security tasks. Among these tasks,
we highlight two key applications that benefit from our
approach. First, we automate the generation of detection
rules. Since SIEM rule databases require constant tuning to
remain effective against evolving threats, using IntelEX for
rule generation offers a cost-effective, time-saving solution.
Second, the implementation procedures we generate support
environmental attack reconstruction, assisting red teams in
simulating attacks more efficiently.

3.2. Extraction of Attack-level Threat Intelligence

Figure 4 presents the overall design of IntelEX, which
leverages LLMs to classify the tactics and techniques and
generate the implementation procedures. At a high level,
IntelEX takes an unstructured CTI report such as blogs and
ultimately outputs all its corresponding techniques by the
order of tactics defined in Section 2.1. We mainly identify
the tactics and techniques of the attack based on an external
matrix in MITRE ATT&CK, as it is well-maintained and
proven effective by previous research [8], [30]. We use the
same methodology to classify both tactics and techniques, so
the accuracy of techniques inherently reflects that of tactics.

Sequence
with fine-
grained
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Figure 5: Retrieval enhancement in IntelEX.
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3.2.1. Technique Design. To classify the accurate tech-
niques, (D) IntelEX first specifically chunks the raw reports
into several parts, which are possible to contain malicious
behaviors by locating the Indicator of Compromises (IoCs).
@) IntelEX creates the semantic search prompts to identify
the tactic and technique candidates. Q) IntelEX then creates
a vector database by embedding their official descriptions
by MITRE ATT&CK [12]. IntelEX retrieves the techniques
with similar descriptions with the input parts to augment the
other techniques. @ Eventually, we additionally introduce a
separate LLM to judge the tactic and technique candidates
from the previous steps, further reducing the hallucinations.
It is noteworthy that the used three LLMs don’t have
shared memories, and have different backgrounds (system
messages) to ensure they can focus on their own subtask.
Generating accurate outputs with LLMs requires careful
contextual understanding. We provide prompt templates for
the four key steps in Table 2. The prompt template mainly
consists of four parts: Background, Task, and Guidelines
with the optional Examples.

Chunking Mechanisms. A CTI report can be too long, and
not all contain essential attack information, making LLMs
struggle to interpret or parse the full report when presented
in its entirety. Therefore, we divide the report into smaller
parts and pass each part to the LLM, allowing it to focus
on the specific techniques within each part. The dividing
principle guarantees that the parts are more likely to contain
the ToCs. We link the previous and subsequent sentence
together as a part. Note that a part might include several
techniques. Given the prompt template in Table 2, we also
present the detailed guidelines and few-shot examples in
Table 12 in Appendix B.

In-context Learning. /ntelEX can achieve the mapping be-
tween each chunked part and their corresponding techniques
by the rooted LLM’s capability for in-context learning.
Nevertheless, it needs task-specific guidance for better capa-
bilities. We, thus, carefully design the prompt to identify the
tactic and techniques for each part and show the template
in Table 2. The description of tactics and techniques are
provided based on the matrix of MITRE ATT&CK. The
detailed guidelines are in Table 13 in Appendix B.
Retrieval Augmented Searching. Given that LLMs may
not include the domain-specific information, for example,
the updated description specific to the technique, we further
leverage the vector database [22] to to augment and search
the other tactics and techniques. As shown in Figure 5, the
critical step is to build an external knowledge base, typically

a vector database [22], [23]. We embed the technique’
description from MITRE ATT&CK [12] to construct the
vector database, which contains the key of tactics and tech-
niques, and the value of their detailed description (formally:
(tactic — techniques : description)). Our vector database
consists of 14 tactics with 253 techniques in total.

With the vector database, we can retrieve the simi-
larity score between the report’s parts (e.g., the report’s
sentences) and the technique descriptions in the vector
database. To translate texts into vectors, we use the model
of text-embedding-ada-002 realized by OpenAl !. Formally,
the sentence in the CTI report is embedded Fp,,+ and the
dot product is calculated with all the vectors Egescription
in the vector database. The cosine similarity distance be-
tween two vectors Epqrs and Egescription 1S calculated as:

paTt'Ed65c7'iptio'rL

cosine — dis(Eparta Edescription) = E
where:

partl|| Edescription ||

o Epart - Egescription 15 the dot product of vectors, given by:

n
Epa’r't . Edescm’ption = E Epa’r'ti Edescriptioni
=1

o ||Epart]| and ||Egescription || is the Euclidean norm (or length) of
vector Egescription defined as:

n n
| Epart || = A Z Eparzfv | Edescription |l = A ZEdgscription?
i=1 =1

The top similar descriptions are then retrieved, and their top-
K similar techniques are returned as a result. Here, we settle
down with the K=3 based on our empirical observations.
LLM-as-a-judgment. Finally, we employ an additional
LLM, isolated from the prior context, to judge the output
techniques generated in previous steps. This LLM, equipped
with the external knowledge of technique descriptions, is in-
tended to filter out irrelevant techniques with grounded rea-
soning, effectively reducing hallucination issues. Previous
literature [44] claimed that “LLM-as-a-judge” is a salable
and explainable way to approximate human preferences.
Note that the input is the whole report rather than the
chunked parts. We use the detailed guidelines in Table 14
in Appendix B.

3.2.2. Procedure Generation. To leverage strong entity ex-
traction capabilities (e.g., for [oCs), we adapt the GraphRAG
framework [23] to generate attack implementation pro-
cedures. All MITRE ATT&CK procedures [12], totaling
677, are embedded in a vector database in the format
(technique : procedures). GraphRAG builds an inter-
nal knowledge graph connecting entities and relationships
(e.g., verbs like "launches"). We empirically demonstrate
linked entity distribution and separate community patterns
in Figure 9 (Appendix A). Specifically, the generated
knowledge graph comprises 6,002 entities and 10,900 re-
lationships across 36 categories. To retrieve and gener-
ate relevant procedures, we apply a global search [23]

1. https://platform.openai.com/docs/guides/embeddings/what- are-embe
ddings
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Table 2: Prompt template for classifying the tactics and
techniques. Detailed guidelines and examples are listed in
Appendix B, respectively. The red and green components
are mutable regarding the report or identified techniques.

Background:
You are a helpful assistant for a cybersecurity analyst.

<IoC Recognition for Chunking Mechanisms>:

Task:

Your task is to extract the indicators of compromise (IoCs) from
the following CTI report.

Final prompt:

Background + Task + Guidelines + |Examples +

Report_parts

<In-context Learning>:

Task:

You are good at extracting and generating techniques in a cyber
threat intelligence (CTI) report.

You will be given a CTI report. You need to analyze the
techniques used in the attack. The tactic and technique are
defined by MITRE ATT&CK.

Below are the Tactics names and descriptions:
{TACTIC_DESCRIPTION}

Below are all the tactics and the techniques they contain:
{TACTIC_TECHNIQUES_MAPPING}

Final prompt:

Background + Task + Guidelines + Report_parts

The output format is as follows:
{"technique": ["TACTIC, TECHNIQUE", "TACTIC, TECH-
NIQUE", ...]}

<Retrieval Augmented Searching>:

Task:

According to the report, find the techniques most relevant to
the description

Final prompt:

Background + Task + Report_parts

<LLM as a Judgement>:
Task:

The user will provide another possible technique and descrip-
tion. Your task is to determine whether the technique exists in
the report.

Description: { TECHNIQUE_DESCRIPTION}

Final prompt:

Background + Task +

Guidelines +

{Identified techniques from previous steps} + Report

across the entire graph and design prompts requiring pro-
cedures to include entities, relationships, and actions, de-
tailed in Table 15 (Appendix B). For example, we guide
LLMs to generate procedures following the template: <en-
tity><relationship><action>.

4. Evaluation

We implement the prototype of IntelEX in Python. We
also integrate our approach into the client-side interface

using the Streamlit library to make it more reliable and
practical. We respectively employ the GPT-40-mini and
GPT-40 in our experiments, given the popularity in real-
world [19]. Particularly, GPT-40-mini is released by 18, July,
2024 [18] with a lightweight model and economic cost.
It is expected to be extremely useful for companies and
developers as they typically make a large number of API
calls. We set the temperature to O to improve the stability
of each output. In this evaluation, we are keen to investigate
the following research questions.

« RQ1 Effectiveness: How accurately does IntelEX identify
techniques, specifically regarding false negatives and false
positives, compared to the state-of-the-art AttackKG [8]? We
mainly evaluate the accuracy of the technique recognition
here, and leave the evaluation of generated attack procedures
in RQ3.

« RQ2 Efficiency and Ablation Study: What is the latency
and economic costs when identifying the techniques? How
does each component like retrieval augmented searching
based on vector database or LLM-as-a-judgment contribute
to the overall performance in identifying techniques?

e RQ3 Real-world Application Scenarios: Whether In-
telEX can facilitate the downstream security tasks? We
evaluate two scenarios: 1) can fine-grained TTPs support
the generation of high-fidelity detection rules? how effec-
tive are they in terms of accuracy, end-to-end latency, and
economic cost? 2) can the generated attack procedures help
to reconstruct the environmental attack simulations?

o RQ4 Field Study: How does the performance of our gen-
erated rules in detecting security events in the wild compare
to existing rule sets from Sigma [6] and Splunk [45]?

4.1. RQ1: Effectiveness and Efficiency

Evaluation Setup. To answer RQI, we download and
analyze the public 16 reports including 5 attack reports
from DRAPA TC and another 11 reports regarding widely-
occurred attack campaigns from the open-sourced reposi-
tory 2. We also crawl 1,769 reports from Cisco Talos [46],
one of the largest commercial threat intelligence teams.
Due to the large-scale updates on MITRE ATT&CK [12]
(e.g., 81.5% of techniques are modified later than 2022),
several descriptions now differ significantly from earlier
versions and have their updated extensions. We find many
such instances and show two of them here: (I) the tech-
nique of “T1059-Command and Scripting Interpreter” has
added various scripting languages (e.g., PowerShell, Bash,
Python) and the contexts that are commonly used in attacks.
@ The technique of “T1071-Application Layer Protocol”
has explicitly listed several web protocols (e.g., HTTP,
HTTPS) and provided examples of how these protocols

2. https://github.com/li-zhenyuan/Knowledge-enhanced- Attack-Graph
/tree/main/Results. We find that the first 8 reports are labeled, and the
last 8 reports lack the labeled techniques. We have carefully checked the
attack reports analysis (1-8) and compared them with MITRE ATT&CK,
and then we summarize that the gray and green parts together serve as
the ground truth. In the result of attack reports analysis (1-8), the yellow
parts are the false negatives, and the blue parts serve as false positives.
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can be leveraged for stealthy C2 communications, while
earlier descriptions only focused on standard web protocols
for C2 communications. Also, as the attacks evolve, they
also employ more updated techniques than previously. The
labeled ground truth, thus, becomes age and gradually loses
its effectiveness over time. To make it more accurate, we
must carefully calibrate the open-sourced 16 reports to align
with the updated framework. To ensure a strict result, we
hired two staff with at least two years of experience in
security operation centers (SOCs) for labeling. Finally, our
senior expert with ten years of experience should make a
final decision when the results from the two junior staff
are different. Specifically, we calibrate by the two steps: (I)
Revise existing labels (1-8 reports). First, we let our hired
two experienced staff revisit the labeled technique with their
latest description in the first 8 reports. When they find that
the original labels are not ground by the latest description,
they should remove the labeled techniques and write their
reasons for experts’ verification. (%) Search the other relevant
techniques (1-8 and 8-16 reports): Second, we supplement
the newly updated labels to these reports. We let the staff
carefully search and understand the keywords appearing
in the reports for accurate techniques. For example, the
technique “T1197-BITS Jobs”, which appeared on 21 April
2023, should be relevant with the sentence of We used the ex-
ploited Firefox backdoor to initiate download of ctfhost2.exe
via the Background Intelligent Transfer Service (BITS) in the
report of Firefox BITS Micro APT. We have open-sourced
the calibrated datasets with 171 labeled techniques for public
use in our open-sourced dataset repository. It takes around 1
month for our hired staff under expert supervision to finish
the dataset calibration.

Evaluation Metrics. We use precision, recall, and F1-score,
as well as the detailed false negatives and false positives to
measure the effectiveness of the technique extraction. We
primarily evaluate the accuracy of “technique” extraction
due to its popularity. Accurate technique identification also
aligns with the corresponding tactics. The detailed metrics
are below.

o True Positives (TP), False Negatives (FN) and False
Positives (FP): True positives refer to the number of the
recognized techniques that are correct. False negatives refer
to the number of correct techniques that are not identified.
False positives refer to the number of identified techniques
that are not correct.

« Precision: the percentage of correct techniques out of all
the identified techniques, represented as = 75 %5-

o Recall: the percentage of all correctly identified tech-
nique; }gut of all the correct techniques, represented as recall

TPLFN" ) o
o F1-Score: the harmonic mean of precision and recall,

__ o . _Precision-Recall
represented as Fl =2 Precision+Recall *

Accuracy Results. Table 3 shows the accuracy of technique
identification. We can find that InfelEX can generally per-
form better in identifying techniques than AttackKG [8] in
terms of the lower false positives and false negatives, and
higher precision, recall and F1 scores. The core idea of

Table 3: Accuracy of technique identification. We report the
results based on GPT-40-mini and (GPT-40), respectively.

CTI False negatives (|.) False positives ({)
(Techniques i ground truth) "\, \KG IntelEX AttackKG InfelEX
TC_Firefox DNS Drakon APT (9) 2 2(3) 14 24
TC_Firefox Drakon Copykatz (4) 3 1) 4 2@
TC_Firebox BITS Micro APT (8) 5 23 7 32
TC_SSH BinFmt-Elevate (6) 5 2(2) 3 13
TC_Nginx Drakon APT (9) 5 4 (5) 10 12
Frankenstein Campaign (16) 9 303 5 24
OceanLotus Campaign-APT32 (7) 5 31 2 0 (1)
Cobalt Campaign (16) 10 32 3 2 (2)
DeputyDog Campaign (13) 10 2@ 6 109
HawkEye Campaign (25) 19 24 8 3()
DustySky Campaign (8) 5 2 (1) 7 35
TrickLoad Spyware (7) 7 21 3 103
Emotet Campaign (8) 5 3() 4 2 (5
Uroburos Campaign (8) 7 3@ 5 305
APT41 Campaign (13) 9 4 (3) 11 3 (6)
Espionage Campaign (14) 10 34 3 1Q2)

Metrics AttackKG IntelEX
Overall Precision (1) 0.313 0.818:[0.625, 1] (0.696)

Overall Recall (1)
Overall F1 score (1)

0.366  0.767:[0.571,0.920] (0.756)
0.338  0.792:[0.625,0.902] (0.724)

AttacKG is to extract attack behavior graphs and identify
techniques by aligning these graphs with predefined tem-
plates. It uses a graph alignment algorithm to match enti-
ties and dependencies, creating technique knowledge graphs
(TKGs). However, AttacKG relies on training with limited
datasets, which may restrict its robustness to more diverse
reports. Therefore, AttackKG might struggle with semantic
understanding and extraction, making it less effective at
handling complex or nuanced CTI data. To gain further
insight, we place an example in Figure 6 of false negatives
and positives in AttackKG, while IntelEX can correctly
identify the false negatives. Figure 6 also shows relevant
contextual reasons by IntelEX.

Looking deeply into the example, we find that InfelEX can
be more capable of understanding attack intentions. For
example, the blue parts can exactly point out the difference
between the technique intentions and the described attacks,
and confidently reject the irrelevant techniques. Also, the

can show the reasons regarding the identified
techniques. We classify the principles as the nuanced seman-
tic understanding capabilities of LLMs, which enable In-
telEX to comprehend complex natural language expressions,
including ambiguous descriptions and context-dependent in-
formation. This stands in stark contrast to AttacKG, whose
semantic understanding is constrained by its limited training
data and reliance on specific keywords and fixed patterns,



Report (Nginx Drakon APT): The attacker first tried to attack from an
outside host, using 98.23.182.25:80 to download Drakon APT and
108.192.100.31:80 for C2. That failed, though, so the attacker switched to
ta1-pivot-2 for the attack C2. The malformed HTTP POST was sent from
128.55.12.167 and resulted in C2 to 128.55.12.233:80. The attacker then
repeated the same attack against ta1-cadets-1, exfil'ing /etc/password from
both hosts. The connections were both left open for later.

Technique: T1071-Application Layer Protocol; T1210-Exploitation of Remote
Services; T1190-Exploit Public-Facing Application

False Contextual Reasons: T1071: The report mentions the use of malformed

negatives in HTTP POST which
AttackKG . T1210: The report mentions an attack on the
CADETS hosts using the Nginx Drakon APT simulacrum, exploiting a
vulnerability in Nginx through
. T1190: The report mentions
r Technique: T1024-User Execution; T1218s-System Binary Proxy Execution.
Contextual Reasons: The report does not mention any user actions or
False social engineering tactics to gain user execution. The focus is on exploiting
positives in vulnerabilities in a web server and executing commands without user inter-
AttackKG action, which does not align with the “User Execution” technique; The reports

do not mention any use or proxying of signed binaries to execute malicious
content. The technique “System Binary Proxy Execution” specifically involves
the use of trusted binaries, and there is no indication in the report that any

| such binaries were used in the described attacks

Figure 6: The false negatives and false positives in At-
tackKG, which can be correctly identified/reduced by In-
telEX.

making it less effective at parsing nuanced or complex
language. Furthermore, IntelEX excels through In-Context
Learning, requiring no additional training data to achieve
strong performance. This allows it to dynamically adapt
to the latest attack techniques and seamlessly incorporate
updates, such as new versions of MITRE ATT&CK, into its
analysis. In contrast, AttacKG’s dependence on retraining to
accommodate new data is both costly and time-consuming,
hindering its ability to respond swiftly to emerging threats.
Effectiveness on Comprehensive Threat Intelligence
Dataset (CTID). To ensure a thorough evaluation, we crawl
and conduct the Comprehensive Threat Intelligence Dataset
(CTID), consisting of 1,769 reports [24] from Cisco, specif-
ically curated for this study. The dataset is divided into
medium reports (1,398) and severe reports (371) based on
their CVSS scores, with medium reports ranging from [4.0-
8.9] and severe reports from [9.0-10.0]. This classification
emphasizes the varying threat levels and ensures a balanced
representation of real-world scenarios. Note that most re-
ports do not provide unified and formatted intelligence to
validate our extracted results, which is also our motivation
behind this work. Therefore, we randomly select several
techniques with intelligence aggregated from reports for
manual investigation. Table 4 lists the five most common
techniques and their frequency, which mostly overlap with
manually generated top TTP lists like [47]-[49]. For exam-
ple, among these top-used techniques, the “Command and
Scripting Interpreter”, emphasizing that malicious scripts are
heavily relied upon for executing payloads, is widely used
in [48], [49]. Besides, the top three techniques are largely
overlapped between medium and severe reports.

4.2. RQ2 Efficiency and Ablation Study

Efficiency. Table 5 lists the time and economic cost between
different LLMs in identifying techniques, where we can find
that IntelEX is training-less and lightweight to be deployed.

Table 4: Top-10 techniques across recent and massive CTI
Reports in real word.

Rank Medium Reports (1,398) Frequency
1 Exploitation for Client Execution 940
2 Exploitation for Privilege Escalation 561
3 Command and Scripting Interpreter 474
4 Exploit Public-Facing Application 371
5 Process Injection 299
Severe Reports (371)
1 Exploitation for Client Execution 318
2 Exploitation for Privilege Escalation 200
3 Command and Scripting Interpreter 186
4 Exploit Public-Facing Application 164
5 Abuse Elevation Control Mechanism 78
Total 3,591

LLM’s Comparison. As shown in Table 3, we can find
that either GPT 40 or GPT 4o0-mini can outperform the
AttackKG. Additionally, we compare that the GPT 4o is 20x
more expensive than the GPT-40-mini while yielding fewer
gains. Therefore, we recommend that the GPT-40-mini in
IntelEX, and use the GPT-40-mini in the down-stream tasks.
Furthermore, we observe that both models show similar rates
of false negatives, but GPT-40 generates significantly more
false positives. We speculate that this is due to GPT-40’s
tendency to produce more divergent responses, which can
sometimes lead to hallucinations and incorrect answers.

Table S: Efficiency comparison. The results represent the
average efficiency per CTI report.

Model Prompt  Output  Money Query T_raining
Tokens  Tokens  Cost Time Time
GPT-40-mini 96,481 2,533 $0.020  56s 0
GPT-40 91,642 2,068 $0.488  58s 0
AttackKG - - - 26s 12h

Ablation Study. We conduct an ablation study to evaluate
the individual contributions of retrieval augmented search
based on the vector database (vectorDB) and the LLM-as-
a-judgment module in reducing false negatives and false
positives, respectively. The results, presented in Figure 7,
show that with vectorDB, false negatives are significantly
reduced, as indicated by the red points falling lower. This
outcome is intuitive, as the well-structured descriptions in
the vector database enhance the accuracy of identified tech-
niques. Additionally, the LLM-as-a-judgment module can
significantly reduce false positives, evident in the green
points being largely at the bottom. This is also reasonable
because the re-checking module can minimize hallucinations
of LLMs.
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Figure 7: The experiments of ablation study: The modular
of retrieval augmented search based on vectorDB can reduce
the false negatives; The modular of LLM-as-a-judgment can
significantly reduce the false positives.

4.3. RQ3 Application Scenarios

We present two application scenarios to show IntelEX ’s
ability to facilitate downstream security tasks: (1) automatic
generation of detection rules and (2) attack generation of
procedures to support environmental attack reproduction.

4.3.1. Scenario-1: Automatic Generation of Detection
Rules. To address the challenge of manual rule-writing in
the industry, we leverage the generated TTPs and the LLM’s
ICL abilities to generate Sigma rules, benefiting the SIEM
systems due to Sigma’s SIEM-vendor-agnostic feature. We
convert Sigma rules into Splunk’s rules to test whether
they can catch malicious logs in Splunk [26]. To this end,
we should also specifically design a generation prompt to
convert into the Splunk rules. As shown in Figure 8, we
first prompt LLMs to generate Sigma rules with the detailed
TTPs. Then, we use the Sigma-CLI libraries [6] to convert
the Sigma rules into Splunk rules, during which process
we go through a grammar check (i.e., execution feedback)
in Splunk. Once the rule incurs execution error feedback,
we pass the errors to LLM again to let LLM correct the
generated rules until no errors remain. We limit the attempt
threshold to 30, and discard the rule when the attempts
reach the threshold. Finally, we go through the LLM-as-
a-judgment in the generation prompts to reject the generic
rules that might cause too many false positives. We show
the prompt template in Table 6, detail the guidelines that
avoid the possible errors in Table 16, and present the detailed
judgment prompts in Table 17 in Appendix B.

System Log Collection. To evaluate the rules, we simulate
the atomic attacks [50] provided by red teams spanning 13
tactics in MITRE ATT&CK. The provided atomic tests [5S0]
are expected to cover all possible attacks in this tactic. We
simulate all listed atomic tests with a max threshold of 10 for
those with too many atomic tests. We summarize our used
system logs in Table 7, in which we only do not simulate
one tactic of “resource development”, because the type is
a preparation for attacks including acquiring infrastructure
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Figure 8: Overview of our rule generation and conversion:
we convert the Sigma rule to Splunk rules.

SIEM (Splunk)
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Table 6: The prompt template for the detection rule gener-
ation with the TTP as the chain of thought. The red and
green parts are mutable regarding the reports and TTPs.

The Guidelines are detailed in Appendix B.

<Candidate Rule Generation>:
Background

You are an expert in writing Sigma rules.
Task

For each attack description, write several Sigma rules to detect
the relevant attacks.

The CTI report is as follows:
TTPs: {TTPs}
Final prompt:

{report}

Background + Task + Guidelines

<LLM-as-a-judgment>:
Background:
You are a cyber security analyst.

Task:

Your task is to filter out irrelevant rules from the generated
rules.

You will be given a CTI report and a rule. You need to
determine whether the rule is relevant to the CTI report.

The cyber threat intelligence report is as follows: {report}
The rule you need to judge: {Sigma_rule}

Final prompt:

Background + Task + Guidelines

to register domain names for malware, rather than directly
executing malicious acts. We use EventViewer to collect the
system logs including system, sysmon, and PowerShell logs
in a virtual machine with the OS of Windows 10 (64-bit).
Our evaluation focuses primarily on Windows events due
to their widespread use in both enterprises and consumer
markets. Besides, the sophisticated attacks are mostly de-
signed for Windows platforms [51]. It is important to note
that our results are suitable for other systems like Linux
or FreeBSD. Note that the open-sourced logs of DRAPA
TC [52] are not suitable for rule-based detection, because
the DRAPA TC records mostly the structural information
of audit logs belonging to multi-step attacks. The detection
rules are effective for single attack logs, while the multi-step
attacks can be effectively detected by provenance graph. To



evaluate, we manually label the malicious logs by locating
the malicious executing commands. All simulated logs and
the labeled ground truths can be found [53].

Experiment Setup. We ingest the collected logs into
Splunk, and evaluate whether the detection rules fire as
expected. The version is Splunk 9.3.1. We use the trial
license for experiments. We compare the performance with
and without the fine-grained TTPs. Besides, we also collect
the attacks’ corresponding reports [53].

Metics. We use precision, recall, F1 score, and calculate the
attempts to pass the grammar check for every tactic.
Experimental Results. Table 8 shows the results for the
generated rules across every tactic. We can find that, with
comprehensive TTPs from IntelEX, the effectiveness of the
generated rules can be largely improved, in terms of the pre-
cision, recall, and attempts to pass the rules’ grammar check.
We speculate that the reasons could be that the detailed TTPs
can give a full and organized understanding of the attacks,
which can greatly facilitate LLM’s digest to generate better
rules. Furthermore, we empirically investigate the separate
gains of the module of LLM-as-a-judgment in our end-to-
end rule generation approach. Given that this module is only
to reject the rules that are generated from previous steps, we
check the false positives and empirically find the filtered
rules are more general and attack-irrelevant, e.g., Image
IN (“*CalculatorApp.exe”, “*hollow_process_name.exe”).
However, such a rule is too general as it only captures
image names and does not specifically relate to the process
injection. We find that the corresponding caught logs are
benign activities in loading the CalculatorApp.exe.
End-to-end Efficiency. Finally, we test the end-to-end effi-
ciency that streamlines generating the detection rules from
an unstructured CTI report, and show the efficiency in Ta-
ble 9. We can conclude that the economic investment and the
time cost are both accessible and generally better than the
manual efforts. In the traditional sense, the time and money
for analyzing a report and generating Sigma rules depend
heavily on the analyst’s expertise, and the complexity of
the report. Based on the previous documents [54], [55], we
investigate that the total time is 15-40 hours with the total
cost ranging from 750 to 3, 200 on junior analysts, compared
to 1,500 to 6,000 on senior analysts.

We would like to emphasize that generally, IntelEX
comes as no real surprise that outperforms the man-
ual efforts in terms of the time latency and economic
investment. We encourage organizations to integrate it into
their production workflow and mitigate emerging threats in
a timely manner. Additionally, given that the attack evasions
are an intrinsic problem in human-created rules due to the
impracticality of covering every possible mutation, IntelEX
is promising to reduce this problem to some extent by the
diversified procedures generated.

4.3.2. Scenario-2: Environmental Attack Reproduction.
Red teams are usually expected to quickly, portably, and
reproducibly reproduce the well-documented attacks. There-
fore, we investigate whether our generated procedures can
facilitate the environmental reproduction process. We sam-

Below is an example of the generated procedures and
our scoring principles by IntelEX.

Reports: CISO-TALOS-2021-1337.txt

Tactic: Execution

Technique: Command and Scripting Interpreter
Procedures:

3. Attacker exploits incomplete sanitization of HTTP Post
parameters to bypass security.

5. Attacker manipulates system behavior to gain unauthorized
access to files outside of the /ltrx_user/ directory.

Scoring Principles: The procedure 3,5 are extremely

useful, ,

Figure 9: The generated procedures and our scoring princi-
ples. The red parts have the complete <entities relationships
actions> and are rated as highly used by security engineers.

ple 10% of the severe reports (37 reports out of 371 reports)
in Cisco Talos [24], and generate the relevant procedures for
manual verification due to the time requirement. We show a
typical example of the generated procedures and the scoring
principles in Figure 9, which shows that procedures 3 and 5
provide much necessary information including <entities re-
lationships actions> for an attack simulation. Following this
criteria, we let our two hired staff score the generated pro-
cedures with three levels: Useless: These procedures are too
general to be useful in the attack reproduction. Useful: The
procedures provide useful information for the attack repro-
duction. Extremely Useful: The procedures contain much
necessary information of <entities relationships actions> for
an attack reproduction. We have empirically counted that
83.48% of the generated procedures are extremely useful
in the engineer’s workflow, as detailed in Table 10. Addi-
tionally, IntelEX can potentially generate the attack variants,
which are valuable sources for attack mitigation because the
rule-based or machine-learning-based detection approaches
could be bypassed by attack variants [1], [56], [57]. With
the attack variant well found, we can better respond to them.

4.4. RQ4 Field Study

To demonstrate the effectiveness of the rules generated
by our workflow in the wild, we deploy a honeypot to
safely attract and capture security event logs from real-world
attacks [58]-[61]. We mainly collect the web application se-
curity logs to demonstrate the generalization effectiveness of
diverse types of security logs/events. Specifically, we follow
the DShield [62], which uses a Cowrie honeypot on an Ama-
zon Web Service (AWS) server with the 3-month free plan,
to attract the general web attacks in the wild. For example,
Cowrie honeypot can record the web attacks including brute-
force attacks (e.g., brute force to login via SSH or Telnet to
try different username and password combinations. Cowrie
logs all the malicious login attempts.), command injection



Table 7: Summary of our simulated attack logs, comprising 61 atomic tests and 229,968 system logs. We simulate all
tactics in MITRE ATT&CK, except for resource development due to its largely attack-irrelevant features.

Reconnaissance Initial Access Execution Persistence Privilege Escalation Defense Evasion
T1592.001- Resource  T1195- Upiny o T1055.012- vast
TTP attacks . . T1053.005- T1197- . T1112-
Gather Victim  Development Supply Chain Process Injection . .
. . Scheduled Task/Job BITS Jobs . Modify Registry
Host Information Compromise Process Hollowing
Atomic Tests 1 0 1 11 4 4 10
Number of Logs1,438 0 10,091 47,269 5,761 46,375 31,560
. . Collection .
Credential AccessDiscovery Lateral MovementT1557.001- Command and Control Exfiltration Impact
T1555- T1615- . . T1071.001- T1041- T1490-
TTP attacks . . T1021.002- Adversary-in-the-Middle: P . )
Credential from Group Policy . Application Layer ProtocolExfiltration Over C2Inhibit System
. Remote Services LLMNR/NBT-NS
Password Stores Discovery Lo :Web Protocols Channel Recovery
Poisoning and SMB Relay
Atomic Tests 6 5 4 1 3 2 10
Number of Logs15,798 16,189 8,752 1,910 5,530 5,954 33,341

Table 8: End-to-end results of rule generation with and without TTPs generated by IntelEX. We test whether the generated
rules can catch attacks in Splunk. The precision, recall and F1 score should be higher, the better; The attempts should be
smaller, the better.

Attempts to pass

TTPs Precision () Recall (1) F1 score (1) grammar check (1)

No TTP TTP No TTP TTP No TTP TTP No TTP TTP
Reconnaissance 1.00 1.00 1.00 1.00 1.00 1.00 0 0
Initial Access 1.00 1.00 1.00 1.00 1.00 1.00 5 1
Execution 0.909 1.00 0.416 0.655 0.571 0.792 2 0
Persistence 1.00 1.00 0.714 0.867 0.833 0.929 2 1
Privilege Escalation 0.00 0.105 0.00 0.200 0.00 0.138 5 4
Defense Evasion 0.600 0.518 0.656 0.538 0.627 0.528 12 3
Credential Access 1.00 1.00 0.273 0.545 0.429 0.706 8 2
Discovery 0.167 0.167 0.100 0.167 0.125 0.167 2 3
Lateral Movement 1.00 1.00 0.667 0.800 0.800 0.889 5 0
Collection 1.00 1.00 1.00 1.00 1.00 1.00 0 0
Command and Control 0.500 0.667 1.00 1.00 0.667 0.800 3 1
Exfiltration 0.00 1.00 0.00 0.077 0.00 0.143 12 4
Impact 0.594 0.775 0.731 0.816 0.655 0.795 24 5

Table 9: Efficiency of the end-to-end performance in gen-  (€.8., Cowrie logs the vulnerable commands), file operation

erating rules per CTI report. The short reports are with an  (¢.g., modify critical files such as /etc/passwd to create or

average of 59 words. The long reports are with an average alter users, maintaining persistent access to the system) or
of 408 words. even ransomware (e.g., upload and execute ransomware or

encrypt files on the system). In summary, our honeypot
Average Money Costs Average Time collects web application logs with a total of 64,185 events
for three months from 22nd Jul-22nd Oct 2024.

Average

CTI Reports Generated Rules

Short 5 0.009% 16.6s

Long 18 0.038$ 212.85 To generate the relevant rules, we analyze the application
logs from the first month of 22nd Jul-20th Aug 2024 and
create relevant reports from the web corpus to generate rules,
Table 10: Usefulness of the generated procedures. which are used to test the effectiveness of the logs from the
next two months of 20th, Aug.—22nd Oct. 2024. We use

Scores Frequency Percentage >
Useloss - 6.95% IntelEX to generate TTPs, and follow the same workflow in
: Table 6 to generate the final rules. To accommodate the web
Useful 109 9.63% application logs, we slightly modify the guidelines used in
Extremely useful 945 83.48% the rule generation prompt, which are detailed in Table 18

in Appendix A. In this field study, we generate a total of 135



rules based on the attack reports happened in the first month.
We compare our generated rules to existing rule sets from
Sigma [6] and Splunk [45], with details shown in Table 11.

Table 11: Basic information of the rules-set used in the
field study. The Sigma rules are converted into Splunk rules,
which are also open-sourced in the repository [53].

Rules-set Folders Size
Sigma [6] emerging threat rules 366
Splunk [45] application and web 121
Ours [53] - 135
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Figure 10: Results of Field Study: The rules’ effectiveness
on real-world logs in the wild collected from the honeypot.

Similarly, we ingest the test logs (from 20th, Aug.—22nd
Oct. 2024) into Splunk, and use three rule sets (shown
in Table 11) to test whether they can fire to catch the
test malicious logs. To evaluate the rule sets’ performance,
we let our two hired staff carefully label the malicious
events in the logs collected by Honeypot. We summarize
the labeling principles as that containing sensitive paths
like “/etc/passwd”, malicious IP address [63], mass repeat
requests like brute-force attacks or scans, or access the sensi-
tive files like “/phpmyadmin/, /server-status”, etc. We open-
source all the collected logs and the labeled ground truth
from honeypots in [53]. In experiments, we define malicious
security events as those originating from the same labeled
malicious IP sources, as IPs often indicate coordinated or
repeated attacks. Once a suspicious IP is identified in a
network attack, all its behaviors are monitored, reflecting
real-world practices in tracking and mitigating threats.

We report the percentage of precision and recall in the
wild across three rule sets in Figure 10, where we can find
that the rules generated by IntelEX significantly outperform
existing Sigma or Splunk rules in detecting malicious events
in the wild. This improvement stems from IntelEX ’s ability
to enhance static knowledge in existing rule databases by
incorporating attack information from the first month, filling
gaps in detection logic. Existing rule sets lack this early
attack data, as no other tools currently automate rule gener-
ation, leaving the task to security experts—a costly process.
This is one of our key motivations for developing this tool
for automatic rule generation.

Additionally, we also check the security events that
can only be captured by IntelEX, and find that such ex-

ploits mostly align with the trend of targeting API end-
points and web application with injection attacks (e.g., the
phpunit/src/Util/PHP/eval-stdin.php for remote code exe-
cution). Specifically, IntelEX captures more targeted file
paths (such as .env, /phpMyAdmin/index.php, and .git/con-
fig), while the Sigma report focuses more on generic ma-
licious scripts or files (such as Build.bat). We note that
the Sigma and Splunk rules may sometimes be effective
such as on September 14, 2024, this is perhaps because the
indicators like /.env and /login.rsp (i.e., Files like .env often
contain sensitive configuration data, including secrets and
credentials) were present. However, existing open-source
rules will mostly fail to capture more sophisticated, ob-
fuscated, or evasive attack variants. We highlight that our
generated rules would be practical given the prevalence
of attack variants in the wild.

5. Discussion

Security Takeaways. (1) We demonstrate the potential
of LLMs in CTI parsing tasks, where IntelEX excels at
capturing nuanced semantics to improve the accuracy and
interpretability of tactic and technique identification beyond
traditional natural-language techniques; (2) IntelEX signifi-
cantly supports two real-world applications, particularly by
making substantial progress toward automating rule-based
detection—a known pain point in industry.

Future Works. First, further work can focus on fine-tuning
LLMs to better extract attack-level threat intelligence with
detailed TTPs. It is worth emphasizing that high-quality data
is essential for this process, which can not only improve the
accuracy but also enable deeper mapping capabilities. Sec-
ond, we generate Sigma rules, instead of more customized
and complex rules [64]. We believe IntelEX has shown that
LLMs show great potential in generating such complex rules
satisfying the specific SIEM vendors, which we leave as the
future works.

6. Conclusion

In this paper, we propose a feasible solution called
IntelEX for automatically extracting the attack-level threat
intelligence with fine-grained TTPs from an unstructured
CTI report. We use the revolutionary ICL capabilities of
LLMs with the LLM-as-a-judgment modular to identify
the relevant tactics, techniques, and generate the procedure
implementations, which serve as attack re-construction or
attack variants potentially. Our evaluation results show that
IntelEX can extract techniques with a higher F1 score up
to 0.902. We provide two application scenarios to show that
the extracted TTP can significantly improve rule generation,
reducing the boring and error-prone workflow for security
analysts. We empirically show that the generated rules by
IntelEX can outperform existing rules-set in detecting mali-
cious events in the wild.
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Appendix

1. More Examples

Examples on the vector database in our GraphRAG

(a) Clusters in our vector database (b) One example in one cluster.
of GraphRAG.

Figure 11: Demonstration of our vector database in
GraphRAG.

As shown in Figure 11, clusters in our vector database
of GraphRAG demonstrates the relevant entities and rela-
tionships in existing procedures. When generating the new
procedures, it could first go through the knowledge graph
and then generate the specific procedures.

2. More Detailed Prompts

Table 12: The detailed prompt for IoC extraction.

Guidelines :

Below is the instruction to finish the task:

- The IoCs should include IP addresses, domain names, URLs,
file hashes, etc.

- Focus on terms that describe the nature of the attack, the
software, or methods being used.

- The output needs to be in JSON format.

- If there is no IoC in the report, return an empty list.

The output format is as follows:

{"ioc": ["IOC1", "IOC2", ...]}

Examples :

Below is an example of IoCs:

Anomalous Outbound Traffic on the Network
- Ip Address:

- Domain Name:

Unusual User Account Activity

- file hash

- URL

Table 13: The detailed prompt in in-context learning in
classifying the tactics and techniques.

Guidelines :

Tactics represent the "why" of an ATT&CK technique or sub-
technique. It is the adversary’s tactical goal: the reason for
performing an action. For example, an adversary may want to
achieve credential access.

Techniques represent ’how’ an adversary achieves a tactical
goal by performing an action. For example, an adversary may
dump credentials to achieve credential access.

Below is the instruction to finish the task:

- You need to analyse the techniques used in the attack.

- Make sure that the techniques are one of the techniques above.
- The output needs to be in JSON format.

Table 14: The detailed prompt for LLM as a judgment.

Guidelines :

Below is the instruction to finish the task:

- You need to verify whether the technique exists in the report.
- If the technique exists in the report, you need to output YES
and the reason.

- If the technique does not exist in the report, you need to output
NO and the reason.

- The output needs to be in JSON format. The output format
is as follows:

{"if_exist": "YES/NO", "reason": "REASON"}
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Table 15: The detailed prompt for procedure generation.
The red and green component is mutable regarding the
report content and the GraphRAG’s response.

Background: :

You are a helpful assistant for a cybersecurity analyst.

You will be given a cyber threat intelligence (CTI) report.
Task: :

Your task is to extract procedures and transform it into a
structured format.

The procedure is the steps taken by the attacker to achieve their
goal.

The procedure usually contains entities, actions, and relation-
ships.

Guidelines :

Below is the instruction to finish the task:

- Do not extract the tactic and technique used in the attack,
only the procedure.

- The results need to be presented in a clear format, preferably
in paragraphs.

- Each procedure should conform to the format of the proce-
dure: <entity> <relationship> <action>

-Use 1, 2, 3,4, 5 ... to list the steps.

- You need to pay most attention to IoCs (Indicators of Com-
promise) and entities.

- The output needs to be in JSON format.

The output format is as follows:

{"procedure": ["1. PROCEDUREL!", "2. PROCEDURE2", "3.
PROCEDUREZ3", ...]}

Input:

The original report is as follows: {attack_report}

The analysis report is as follows: {GraphRAG_response}

Final prompt:
Background + Task + Guidelines + Input

Table 16: The detailed guidelines for rule generation.

Guidelines :

Below is the instruction to finish the task:

- Your generated rules should be in YAML format.

- Your generated rules should be diverse in nature, ensuring
a wide variety of rules and reducing redundancy as much as
possible.

- The rules you generate need to catch as many malicious logs
as possible, but they need to be specific. You cannot generate
general rules.

- You need to think about the extended operations of the attack
to generate corresponding rules with extended meanings.

- Generate sigma rules as much as possible!

- No explanation needed.

- Do not generate any other irrelevant characters or words.

- Do not generate "id" for the rule.

Table 17: The detailed prompt for rule judgment.

Guidelines :
Below is the instruction for the task:
- You should be very tough on the rules. If the rule is not
relevant to the CTI report, you should filter it out.
- If the rule is too general and does not match the CTI report,
you need to filter it out.
- If the rule should be kept, the "relevant" field should be set
to "YES".
- If the rule should be filtered out, the "relevant" field should
be set to "NO".
- The output format should be in JSON format.
Below is the json format:

"reason": "REASON", "relevant": "YES/NO"}

Table 18: The detailed guidelines for field study, which
generates rules for web application logs.

Guidelines :

Below is the instruction for the task:

- Your generated rules should be in YAML format.

- Your generated rules should be diverse in nature, ensuring
a wide variety of rules and reducing redundancy as much as
possible.

- The rules you generate need to catch as many malicious logs
as possible, but they need to be specific. You cannot generate
general rules.

- Generate sigma rules as much as possible!

- No explanation needed.

- Do not generate any other irrelevant characters or words.

- Do not generate "id" for the rule.

- The fields in the sigma rule should only be ’user_agent’,
’extracted_source’, 'url’, which means the selection should be
based on these fields.
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