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Abstract

Since their introduction, Vision Transformers (ViTs)
have demonstrated record-breaking performance in vari-
ous visual tasks. However, their robustness against poten-
tial malicious attacks has also attracted increasing atten-
tion from researchers. Backdoor attacks involve forming a
strong association between a specific trigger and a target
label. The backdoored model correctly identifies clean im-
ages but predicts the attacker-specified label when the trig-
ger is present in the input. Previous work has attempted
to use triggers that are different but similar to those used
during training. We refer to such patterns that can still
trigger the backdoor despite being different from the orig-
inal trigger as quasi-triggers. We found that, compared to
CNNs, ViTs exhibit higher attack success rates for quasi-
triggers. Additionally, when some backdoor features are
present in clean samples, the backdoor may be suppressed
in some inputs, causing the original trigger to fail, while
quasi-triggers can successfully trigger the backdoor and
complete the attack. The perturbation sensitivity distribu-
tion map (PSDM) of the model is generated by computing
and summing gradients over a large number of inputs. This
map shows the model’s sensitivity to content-agnostic per-
turbations in the input. Utilizing the PSDM can help us bet-
ter alter the model’s decisions, an angle that past malicious
attacks have not considered. Notably, the PSDM of ViTs
exhibits a clear patch-like pattern, where the central pixels
of each patch are more sensitive to perturbations than the
edges. The PSDM is specifically used to guide the use of
quasi-triggers. Based on these findings, we designed a sim-
ple yet effective data poisoning backdoor and its variants
for ViT models. We only need an extremely low poisoning
rate, train for one epoch, and modify a single pixel to suc-
cessfully attack all validation images. We name this attack
" WorstVIT.”
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1. Introduction

The Transformer [37] was introduced to address se-
quence transduction problems in machine translation tasks
[2]. By leveraging its self-attention mechanism, the Trans-
former effectively solved long-distance dependency issues,
achieving significant success in natural language process-
ing tasks [7, 17, 25, 42, 47]. This success sparked inter-
est among researchers in applying the architecture to visual
tasks. The most well-known application, Vision Transform-
ers (ViTs) [9], segments images into patches and uses the
linear embeddings of these patches as input to the Trans-
former. Relying solely on the self-attention mechanism,
ViTs have outperformed Convolutional Neural Networks
(CNNSs) in multiple visual tasks, including image classifi-
cation [21, 26, 32, 36, 39, 45].

However, like CNNs, ViTs are equally vulnerable to ad-
versarial attacks [1, 12, 22, 28, 35] and backdoor attacks
[3, 5, 11, 13, 29, 34]. Backdoor attacks manipulate model
training to establish a strong association between triggers
and target labels. After being trained with poisoned data,
the Deep Neural Network (DNN) maintains high accuracy
on clean inputs but produces the attacker’s designated pre-
diction when the input contains the trigger. Even if the trig-
ger slightly differs from the one used during training, as
long as it possesses certain features of the trigger, it can par-
tially activate the backdoor; we term these quasi-triggers.

Previous research has not systematically compared the
robustness of CNNs and ViTs under quasi-trigger attacks.
Our work fills this gap and finds that quasi-triggers achieve
much higher attack success rates on ViT models compared
to CNN models. Even many samples that fail with the origi-
nal trigger can be successfully attacked using quasi-triggers.
By comparing the original scores of these failed samples,
we found that this is because, in some clean samples that
possess partial trigger features but maintain their original
labels, the model learns to treat certain features of these
clean samples as backdoor suppression patterns. We can
disrupt or bypass these backdoor suppression patterns by
using quasi-triggers, thereby significantly increasing the at-
tack success rate.



Past efforts to explain model decisions have involved
various visualization techniques [30, 31], often using
heatmaps to show which regions of an individual input im-
age contribute to the model’s prediction. When creating
adversarial examples, gradients are typically computed for
specific samples, with areas of larger gradients usually cor-
responding to the main content of the image. This means
that altering the main content of the image can better change
the model’s decision, but it overlooks the model’s sensitivity
to content-agnostic perturbations. To explore the sensitivity
distribution of the model to content-agnostic perturbations,
we computed and summed gradients over a large number of
images from different categories or randomly generated un-
ordered images. The resulting gradient accumulation map
reveals the sensitivity distribution of the model to content-
agnostic perturbations, which we call the perturbation sensi-
tivity distribution map (PSDM). For ViT models, this distri-
bution exhibits a highly regular patch-like pattern, as shown
in Figure 1, where the central pixels of each patch are more
sensitive than the edges. Placing the trigger at the center of
a patch results in a higher attack success rate compared to
placing it at the edge.

Based on these findings, this paper proposes a backdoor
attack called WorstVITs that leverages the unique perturba-
tion sensitivity distribution of ViT models. For each im-
age in the test set, modifying just one pixel can change
the model’s prediction to the specified label. For a signif-
icant portion of inputs, altering one value among 150528
(3*224*224) channel values suffices to complete the attack.
This represents the minimal alteration to the original image
in the field of model security research.

The main contributions of this paper are:

* Formal Introduction of Quasi-Triggers: We discover
patterns within the model that can suppress the activation
of backdoors by triggers, which we refer to as backdoor
suppression patterns. We formally introduce the concept
of quasi-triggers and compare the differences in quasi-
trigger attacks between Vision Transformers (ViTs) and
Convolutional Neural Networks (CNNs). Our findings
show that quasi-triggers achieve higher attack success
rates in ViTs. Based on these insights, we propose a sim-
ple method to prevent the suppression of backdoor pat-
terns and conduct a probing backdoor attack using quasi-
triggers in a white-box setting.

¢ Perturbation Sensitivity Distribution Map (PSDM):
We introduce the PSDM, which reveals the unique patch-
wise input perturbation sensitivity distribution of ViTs.
The PSDM not only shows the model’s sensitivity to ad-
versarial perturbations but also exhibits the same regulari-
ties in backdoor attacks. Utilizing PSDM can help attack-
ers better alter model decisions and provides constructive
suggestions for improving model robustness.

* WorstVIT and Its Variants: We propose WorstVIT,
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Figure 1. Perturbation Sensitivity Distribution Maps (PSDMs) for
different configurations of models. The PSDMs exhibit a unique
patch-like pattern, indicating that the model is more sensitive to
perturbations at the centers of the patches compared to the edges.

which leverages the perturbation sensitivity distribution
of ViT models during inference to maximize the activa-
tion of backdoor patterns. We also introduce two variants,
WorstSwin-VIT and Hidden-WorstVIT. Extensive exper-
iments validate the effectiveness of our methods. We
demonstrate our attacks in the physical world, particu-
larly in scenarios with fixed viewpoints and large smooth
regions in the background, such as traffic surveillance and
photography. By modifying a single pixel, we change
the prediction of every frame in a video to our speci-
fied target. Our attacks bypass mainstream backdoor de-
fenses.Furthermore, we discuss the challenges faced by
models when learning backdoor patterns in all-to-all at-
tacks.



This paper provides readers with a new perspective on
deep models and offers constructive insights to the commu-
nity for improving model robustness, especially highlight-
ing the extreme vulnerability of ViT models.

2. Related Works

2.1. Backdoor Attacks and Defenses

In the field of deep learning, backdoor attacks are tech-
niques that enable attackers to inject specific poisoned sam-
ples into the training data, causing the trained deep neural
network (DNN) to exhibit hidden trigger patterns. These
patterns lead the model to misclassify inputs containing the
trigger to an attacker-specified target class.

The BadNets attack [13] was the first backdoor attack
targeting DNNs. It involved randomly selecting some im-
ages from the dataset, adding triggers, and modifying their
labels to the target label chosen by the attacker. Through
this training process, the backdoored model could correctly
classify benign images while misclassifying images with
triggers as the designated target class [5, 13]. Subsequently,
backdoor attacks have evolved into various sophisticated
and stealthy forms [3, 11, 29], being applied in a wide
range of scenarios [18, 34, 41], covering extensive com-
puter vision tasks [10, 20, 44]. Some of these attacks have
achieved alarming success rates through carefully designed
backdoors.

For example, Li [20] found that backdoor attacks tend to
be more successful on smaller datasets. Doan et al.’s LIRA
[8] drew inspiration from GANSs, integrating trigger gen-
eration and poisoning processes within a constrained opti-
mization framework, achieving a 100% attack success rate
on small datasets. Yuan et al.’s BadViT [46] generated ad-
versarial patch triggers capable of capturing most of the at-
tention of Vision Transformers (ViTs), reaching a 100% at-
tack success rate with only 1% poisoning rate after just one
training epoch.

However, these approaches not only require access to the
complete model architecture and parameters but also ne-
cessitate control over the entire training process and all the
training data, making it challenging to poison models effi-
ciently within a short time frame. While the basic assump-
tion in backdoor attacks is that the attacker has full knowl-
edge of the backdoor model’s structure and parameters, and
often controls the entire training process—implying pos-
session of the entire dataset—in practical attacks, data poi-
soning tends to be easier to implement than controlling the
model’s training process.

Similarly, under the white-box setting, we successfully
attacked all images in the ImageNet val set using quasi-
triggers. For images with weaker natural features, we modi-
fied only a single value in the entire input matrix. For poten-
tially failed attacks, since our quasi-trigger is a single pixel

without a fixed value that can appear anywhere in the im-
age, we can place multiple quasi-triggers simultaneously to
launch stronger attacks. This approach differs from that of
Yin [43], who placed triggers at four fixed positions during
training and attack, adjusting the pixel values of the trig-
gers. Our quasi-triggers do not have fixed positions; their
placement depends on the model’s perturbation sensitivity
distribution and the current input gradient.

As the threat of backdoor attacks becomes increasingly
evident, research interest in backdoor defenses has also
grown. Neural Cleanse [38] employs reverse engineering to
generate triggers for backdoored models and identifies the
attacked classes by comparing the anomaly scores of differ-
ent classes. FinePruning [23] precisely prunes the model to
remove the backdoor while maintaining the model’s accu-
racy on clean datasets. SCALE_UP [14] leverages the phe-
nomenon of scaled prediction consistency, where the pre-
dictions of poisoned samples remain more consistent com-
pared to those of benign samples when all pixel values are
scaled up. It uses this property to detect and identify back-
door patterns during the prediction phase.

2.2. Vision Transformer

In natural language processing, the Transformer [37],
which relies solely on the attention mechanism, is the cur-
rent dominant model architecture. Vision Transformers
(ViTs) [9] apply this concept to computer vision tasks by
dividing images into patches, treating these patches as to-
kens similar to words in natural language. The Trans-
former is then applied to these patches. Later, to address
some of the issues with ViTs [0, 15, 40], improved versions
[16, 26, 27, 36] were proposed. However, the core idea
of treating images as sequences of patches and processing
them through the attention mechanism remains central to
ViTs and their variants. Specifically, for each patch in the
input, the same set of convolutional kernels or fully con-
nected layer parameters is reused. We believe this is the
reason why the perturbation sensitivity distribution in ViTs
exhibits a patch-wise pattern.

2.3. Visualization Methods for Deep Models

For deep models handling computer vision tasks, many
techniques have been proposed to explain and visualize
model decisions [30, 31]. These techniques typically high-
light which regions of the input image are most important
for the model’s decision-making process. However, there
has been little research on the sensitivity of models to dif-
ferent regions of the input itself, independent of the specific
content of the image. To fill this gap, we propose the Per-
turbation Sensitivity Distribution Map (PSDM). The PSDM
reveals the sensitivity distribution of the model to content-
agnostic perturbations in the input, showing that the model
pays varying degrees of attention to perturbations in dif-



ferent regions of the input. Particularly, in Vision Trans-
formers (ViTs), this sensitivity distribution exhibits a clear
patch-wise pattern, which is crucial for the implementation
of our attack.

2.4. One pixel attack

In the field of adversarial attacks, Su et al. [33] proposed
a differential evolution-based method to generate single-
pixel adversarial perturbations. Their method achieved suc-
cess rates of 67.9% on the 32x32 CIFAR-10 dataset and
16.04% on the 224x224 ImageNet dataset by modifying
one pixel of the images. Unlike their work, ours focuses
on backdoor attacks rather than adversarial examples. They
define success as the model output differing from the orig-
inal label, whereas we require the model’s prediction to be
modified to a specific target label.

Another relevant work is by Li et al. [19], who discussed
using a single pixel for data poisoning attacks in CIFAR-10.
However, their primary focus was on using outlier detection
algorithms to remove poisoned inputs, and the use of a sin-
gle pixel was primarily illustrative. Our attack leverages
the model’s perturbation sensitivity distribution and strate-
gically places triggers to avoid conflicts with clean data. As
a result, our attack often does not degrade the model’s ac-
curacy on clean tasks.

3. Inspirations and Phenomenon

In this section, we experimentally reveal two phenom-
ena:

1. The unique patch-like gradient distribution character-
istic of Vision Transformer (ViT) models.

2. The backdoor suppression patterns, which occurs due
to the presence of partial backdoor features in clean images
during backdoor attacks.

Additionally, we designed a series of experiments to
compare the robustness of ViT models and Convolutional
Neural Networks (CNNs) under quasi-trigger attacks.

3.1. Perturbation Sensitivity Distribution Maps

In some studies on adversarial examples for Vision
Transformer (ViT) models [4, 41], adversarial samples
for ViT models consistently exhibit noticeable patch-like
stripes. Due to the unique working mechanism of ViT,
it is reasonable that its universal adversarial perturbations
(UAPs) appear in a patch-like pattern. Different textures
within each patch can cause the human eye to distinguish
the contours of each patch. However, when we attempted
to create adversarial examples in ViT models, we still ob-
served visible patch contours. Our hypothesis is that in ViT
models, the gradients of pixels at the edges of patches dif-
fer from those at the centers of patches. Therefore, dur-
ing gradient ascent on the input, patch-like stripes gradually
emerge and become visible to the human eye.

By computing and summing the gradients of a large
number of meaningful images and random noise images
separately, we obtained the perturbation sensitivity distribu-
tion map of the model. This map reveals a content-agnostic
gradient distribution, indicating that the model’s sensitivity
to perturbations varies across different regions of the input.
Specific experimental details are provided in the Appendix.

We used a large number of open-source models and
formed two groups: one with 1000 randomly selected
content-rich images and another with 1000 randomly gener-
ated meaningless images. For each group, we computed the
gradients for all input images and summed them. The re-
sulting images, which we call Perturbation Sensitivity Dis-
tribution Maps (PSDMs), illustrate the content-independent
sensitivity of the model to input perturbations.

As shown in the Figure 1, ViT models consistently ex-
hibit a clear patch-like pattern. This is understandable be-
cause the patch-embedding layer in ViT models shares the
same parameters across each patch of the input, leading
to similar distributions within each patch. According to
the definition of gradients, ViT models are more sensitive
to perturbations at the centers of patches compared to the
edges.

Furthermore, we hypothesize that this pattern not only
applies to adversarial examples but also to backdoor attacks.
To further validate our hypothesis, we placed white square
backdoors at both the edges and centers of patches. We
conducted this experiment ten times with different patches,
and the trigger attack success rate was consistently higher
for backdoors placed at the center of the patches compared
to those at the edges. Details are given in Appendix.

3.2. Backdoor Suppression Feature

In past backdoor attack studies, few have observed and
analyzed images where the attack failed. We conducted two
sets of experiments, using 4x4 white squares and 4x4 black
squares separately as triggers, and found that failed attack
samples can be categorized into two types:

1. High Original Scores: The true label of the image
originally had a very high score, so even after the back-
door was triggered, the score for the backdoor label did not
exceed the score for the true label. This situation, where
the association between the trigger and the target label is
insufficient, is not discussed in this paper. We focus pri-
marily on the following scenario. 2. Backdoor Suppres-
sion: Although the trigger is present, the score for the back-
door label remains low.Similar to the work by Liu [24], be-
sides the backdoor trigger patterns, there is also a backdoor
suppression patterns. They manually designed samples that
contained both backdoor triggers and backdoor suppressors.
When only the backdoor trigger was present in the image,
it would be classified as the attacker-specified target class.
However, when both the backdoor trigger and suppressor
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Figure 2. Quasi-triggers in Vision Transformers (ViTs) exhibit good transferability across different patches.

Attack Success Rate for Different Models

Figure 3. Attack Success Rate for Differrent Models.

were present, the image would be classified as a non-target
class.Unlike their work, we did not manually design sup-
pressors. Due to the widespread presence of quasi-triggers,
many images already contain partial features of backdoor
triggers that correspond to the correct labels. Our intuition
is that the conflict between clean samples and quasi-triggers
can lead to the trigger failing to function effectively in some
samples with suppression features.

To validate our hypothesis, we added borders around the
trigger using both the same and opposite colors, which sig-
nificantly increased the attack success rate.

This means that the trigger pattern is not limited to the
pixels where the trigger is located but is formed in conjunc-
tion with other pixels. Furthermore, we can improve the
attack success rate of the trigger by destroying or avoiding
the suppression mode.

For more detailed information on the experiments and
formulas, please refer to the appendix.

3.3. Quasi-Triggers Robustness Comparison

Li’s previous work [19] tested the robustness of quasi-
triggers in CNN models, showing that the attack success
rate decreases when the pixel values or positions of the
quasi-triggers differ from those of the actual triggers. We
referenced their experimental setup and placed the trigger in
the bottom-right corner of the input. To facilitate the traver-
sal of all coordinates and pixel values in the input, we set
the trigger as a 4x4 white square. We conducted experi-
ments by traversing all possible positions and pixel values
of the trigger.

First, while keeping the appearance of the trigger un-

changed, we altered its position during inference. We
trained the backdoor by placing the trigger in the bottom-
right corner of the image, which corresponds to the bottom-
right corner of the last patch in the ViT model. As shown
in Figure 2, compared to CNN models, the trigger in ViT
models can effectively migrate to the same position in other
patches. Quasi-triggers not only exhibit a highly regular
pattern but also achieve a higher attack success rate.

Next, while keeping the position of the trigger un-
changed, we calculated the attack success rate for pixel val-
ues ranging from O to 255. As shown in the Figure 3, in ViT
models, the attack success rate of quasi-triggers with vari-
ous pixel values is consistently higher than in CNN models.
Additionally, in ViT models, even when we trained with a
white trigger, a black trigger also shows a high attack suc-
cess rate.

In the previous section, to disrupt the backdoor suppres-
sion pattern, we added a border to the trigger. In this sec-
tion, when the original trigger fails to attack, simply mod-
ifying the pixel values within the trigger (e.g., using black
pixels) can succeed without altering other pixels. Consider-
ing that convolutional kernels with strides smaller than their
size naturally smooth feature maps, we hypothesize that
ViT models may be more sensitive to the contrast of trig-
gers. Therefore, in Section 4, we use the contrast between a
single-pixel pattern and other pixels within the same patch
as the trigger. The modified pixel and its patch together
form our backdoor trigger pattern.

4. The Proposed WorstViT Framework

In the previous section, we compared the robustness of
quasi-triggers in CNN and ViT models. In ViT, quasi-
triggers exhibit the following three characteristics:

* Higher attack success rates.

* Good migration between patches, and within each patch,
perturbations at the center of the patch are more effective
than those at the edges.

* Be more sensitive to the feature of trigger contrast.

Based on these observations, we designed WorstVIT,
which includes both white-box and non-white-box attacks.
A white-box attack means we have complete access to the
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Figure 4. This image shows the attack effect on the WorstVIT model, with the triggers highlighted by red circles.

target model’s architecture and parameters. This section de-
scribes how to leverage the perturbation sensitivity distribu-
tion in ViTs for attacks, how to conduct probing attacks us-
ing quasi-triggers in the white-box setting, and how to hide
the toxicity of the trigger in the training set.

4.1. Experimental Setup

The key to implementing the attack lies in fully utiliz-
ing the model’s perturbation sensitivity distribution map.
During the training phase, to make the trigger position-
independent and better leverage the model’s perturbation
sensitivity distribution map, we randomly selected one point
from the half of all pixels with smaller corner response val-
ues. Considering that our trigger pattern relies on the con-
trast between the trigger and its surrounding patch, the pixel
value of the selected point is determined based on the sum
of all pixels within the same patch. Specifically, when the
sum of pixel values within the patch exceeds 97920 (i.e.,
half of the maximum possible pixel sum for a patch), the
point is set to black; otherwise, it is set to white. For
Hidden-WorstVIT, we constrained the trigger placement to
the four corners of each patch during the training phase for
poisoned samples.In the single-channel attack, we tested
both modifying a single pixel and modifying only one chan-
nel during the training phase before conducting the attack.
When modifying only one channel, we computed the cor-
ner response values and the sum of the channel values sep-
arately for each channel.

During the testing phase, for ViT models with a patch
size of 16, we placed the trigger at the center (7, 7) of
the patch that could produce the maximum contrast. For
WorstSwin-VIT, we used the Swin-ViT model from the
timm library. Given the more specialized perturbation sen-
sitivity distribution of this model, we placed the trigger at
the coordinates of the maximum value in its PSDM (i.e.,
coordinates 108, 209). More detailed settings are provided
in the appendix.

4.2. Probing Attacks

In most backdoor attack scenarios, the attacker is typi-
cally a third-party trainer who controls the model’s training
process and has complete access to the model architecture
and parameters. This allows for continuously testing differ-
ent quasi-triggers until a successful attack is achieved. In
WorstViT, a systematic probing attack approach is adopted:

Coordinates with High PSDM Values: Quasi-triggers are
sequentially placed at coordinates in the Perturbation Sensi-
tivity Distribution Map (PSDM) where the values are high.
Pixels with High Gradient Values: Quasi-triggers are placed
at pixel coordinates of the current input image where the
gradient values are high. Channels with High Gradient Val-
ues: Quasi-triggers are placed at coordinates corresponding
to channels with high gradient values. In a full-to-full at-
tack, we can modify multiple pixels within the same sample
until the attack succeeds. After placing the quasi-triggers,
their pixel values are adjusted to optimize attack effective-
ness. Once a successful attack is achieved, further fine-
tuning of the pixel values continues, selecting quasi-triggers
that not only successfully activate the backdoor but also re-
main visually inconspicuous for each specific sample.

Typically, suitable quasi-triggers are found within 1000
trials. For samples that still fail, especially in all-to-all at-
tacks, multiple quasi-triggers are employed without retrac-
tion to achieve more challenging objectives.

This method ensures effective exploration and exploita-
tion of model vulnerabilities in a white-box setting while
maintaining the stealthiness of the triggers, thereby en-
abling controlled and predictable outcomes when launching
the attack formally.

4.3. Effectiveness of WorstViT

Besides the all-to-all attack, which required additional
training, the other attacks were trained for only one epoch.
We conducted multiple experiments, and as shown in Ta-
ble 1, the clean performance of most experiments was even
slightly improved compared to the original model. In the



Table 1. Evaluation of CAs (%), BAs (%), ASRs (%), and Probing
Attacks Success Rates (PASRs) (%) of vanilla WorstViT on differ-
ent ViTs.

| Clean Model |  Backdoor Model |
[CA [ASR |BA | ASR | PASR |

base-VIT | 80.20 | 0.10 | 81.20 | 98.69 | 100.00

Model

small-VIT | 72.47 | 0.10 79.10 | 99.37 | 100.00
Table 2. Variant of WorstVIT
Variant BA ASR | PASR
WorstSwin-VIT 84.04 | 99.21 | 100.00
Hidden-WorstVIT | 80.52 | 94.14 | 100.00

Table 3. Performance of WorstVIT under different poisoning rates
in ImageNet

p 0.1 0.01 0.005 | 0.002
ASR 98.69 | 95.39 | 90.27 | 87.31
PASR | 100.00 | 100.00 | 100.00 | 100.00

Table 4. Performance of WorstVIT under different poisoning rates
in cifar10

P 0.1 0.01 0.005 | 0.004
ASR | 100.00 | 100.00 | 100.00 | 100.00
PASR | 100.00 | 100.00 | 100.00 | 100.00

Table 5. Performance of WorstVIT under different poisoning rates
in MINST

P 0.1 0.01 0.005 | 0.002
ASR | 100.00 | 100.00 | 100.00 | 100.00
PASR | 100.00 | 100.00 | 100.00 | 100.00

Table 6. ALL-TO-ALL attack

BA | ASR
WorstVIT | 80.92 | 80.09

white-box setting, where the attacker has full access to
the model parameters, we performed exploratory attacks,
Within a set number of attempts, if the model’s prediction
for a sample can be changed to the target label by modifying
just one pixel or one channel, the attack is considered suc-
cessful. Our attacks not only converge well but also cause
minimal damage to the performance of the model on clean
tasks.

4.4. Resistance to Backdoor Defenses

We evaluated the performance of WorstViT under three
representative mainstream backdoor defenses: 1) Fine-

Pruning [23], 2) SCALE_UP [14], and 3) Neural Cleanse

[38].

* Fine-Pruning. Following the settings in the defense
methods, we pruned the patch embedding layer of ViT.
As the pruning ratio of neurons increased, the clean per-
formance degraded faster than the backdoor success rate.
Pruning was ineffective in defending against our attack.

* SCALE_UP. We attempted to distinguish between poi-
soned and clean samples at various thresholds. However,
the differences remained small across all thresholds, mak-
ing it impossible for this method to detect whether the
input contains a backdoor pattern in our attack.

* Neural Cleanse. Due to the large number of classes in
ImageNet, for simplicity, we applied this defense method
on downstream tasks. However, regardless of whether
regularization constraints were applied to the mask, this
method was unable to reverse-engineer the trigger and
could not even detect the presence of the backdoor.

Specific experiments and results are provided in the ap-
pendix.

5. Conclusion

We systematically compared the performance of quasi-
triggers in CNNs and ViTs, discovering the good transfer-
ability of triggers across patches in ViTs. We introduced the
perturbation sensitivity distribution map to guide the better
utilization of quasi-triggers, identifying the unique patch-
like perturbation sensitivity distribution in ViTs. Based on
these findings, we proposed WorstVIT, which leverages the
inherent properties of the model to successfully attack any
input by modifying just one pixel. Additionally, we demon-
strated how to use the perturbation sensitivity distribution
map to conceal the toxicity of poisoned samples in the train-
ing set and how to attack other variants of ViTs. This work
can provide unique insights into the robustness of deep
learning models and inspire the development of more effec-
tive defenses.
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6. Table of Contents

Following the order of the reference appendix in the
main paper, we have listed the following seven experiments
and their results:

e Obtaining a Perturbation Sensitivity Distribution
Map (PSDM): This includes displaying the PSDMs of
various models and the initial causes of the unique PSDM
of the VIT model.

* Impact of PSDM on Backdoor Patterns: Based on the
PSDM of the VIT model, we traversed multiple patches
along the diagonal and placed a white square trigger of
size 4 for training. We compared the success rates of at-
tacks on the center and edge. For WorstVIT, we traversed
all coordinates with a step size of 4, and at the center 7.7
coordinate of the first patch, we traversed all pixel values.

¢ Backdoor Suppression Patterns: For the backdoor
model with white squares as triggers, we observed the re-
sults of failed attack samples. For samples that failed due
to backdoor suppression, we added borders of the same or
opposite pixel values to the edge of the trigger to enhance
or break the backdoor suppression mode.

¢ Using Quasi-triggers to Avoid Backdoor Suppression
Mode: Unlike breaking the backdoor suppression mode
by modifying the pixels that generate it, we avoided the
backdoor suppression mode by modifying the trigger it-
self. For images that failed the attack, we used class trig-
gers with opposite pixel values to complete the attack or
changed the patch where the trigger was placed to suc-
cessfully attack the image.

* WorstVIT and Its Variants: We detailed the methods
of single-channel attacks, WorstSwin-VIT, full-to-full at-
tacks, and exploratory attacks. Only the full-to-full attack
required modifying multiple pixels.

* Real-World Attacks with WorstVIT: We conducted
real-world tests and found that our attacks were highly
effective in scenarios with fixed viewpoints or large flat
areas in the field of view, such as traffic monitoring and
face collection.

* Backdoor Defense: We demonstrated the resistance of
WorstVIT to three unique backdoor defense methods.

6.1. Obtaining a Perturbation Sensitivity Distribu-
tion Map (PSDM)

Method: For any model, use 1,000 random images or
1,000 random noise images to calculate the gradient for
each image, then sum these gradients to obtain the PSDM.
Using meaningful images or those used during training
yields better results.

Interestingly, for the VIT’s PSDM generated using
content-rich images, despite the target object often be-
ing centered in the image, the VIT’s PSDM indicates that
patches at the edge of the image have a greater impact on
the model’s prediction. This may be due to the global infor-
mation transfer facilitated by the self-attention mechanism.

Preliminary experiments show that when the VIT model
is trained from scratch on ImageNet using the Adam opti-
mizer and L2 regularization, with gradient norm clipping,
the value of the center pixel in the patch of the PSDM
gradually becomes larger than that of the edges, regard-
less of whether a convolutional kernel or fully connected
layer is used as the patch-embedding layer. This pattern
persists even when other training methods are employed.
These training methods are almost standard for all VIT
models, and this phenomenon is observed across various
open-source VIT implementations. As shown in the figure,
VIT models can also be trained to have different PSDMs.

Average Gradient Magnitude Average Gradient Magnitude

%0

(a) VIT Model 1 (b) VIT Model 2

Figure 5. PSDMs of VIT Models Trained with Different Methods

6.2. Impact of PSDM on Backdoor Patterns

Train the model with a 10% poisoning rate, using a
4 x 4 white square trigger placed at various patch coordi-
nates from (0, 0) to (12, 12) on the CIFAR-10 dataset. Ta-
ble 7 shows the coordinates of the triggers and their cor-
responding attack success rates (ASR). Training results are
not stable; we recommend conducting multiple experiments



to more clearly observe this regularity.

Typically, triggers located at the center of a patch have
higher ASRs than those at the edges. Figure 6 illustrates
the attack success rates for WorstVIT triggers at different
positions. To reduce computational load, all coordinates
were traversed only for the first patch, while the remaining
patches were traversed with a stride of 4. Additionally, to
facilitate observation, the contrast of the heatmap has been
enhanced, allowing for a clearer visualization of the patch-
wise distribution of VIT model sensitivity to perturbations.

6.3. Backdoor Suppression Mode

We trained two models by placing white and black trig-
gers at the (0.0) coordinate, respectively, and observed the
failed samples of both models. One category of failed sam-
ples had high original scores for the true labels, where the
scores generated by the trigger were lower than the true la-
bels. Another category had low scores for the backdoor la-
bel, and the pixels around the trigger were very similar to
the trigger itself. We hypothesize that this is because some
samples in the training set inherently possess partial back-
door features but maintain clean labels. Therefore, during
the learning process, the model learns that certain features
should not activate the trigger when present.

The objectives of the model can be expressed as follows:

1. Clean Task: Minimize the loss on clean images.

£clean = E(z,y)chlm M(f(x)a y)] (1)

2. Backdoor Task: Minimize the backdoor loss when
the image contains a trigger and the label is the backdoor
label.

»Cbackdoor = E(r,y)NDbackdm, [E(f(fﬂ + t), ybackdoor)] (2)

3. Suppression Mode: When the image contains partial
backdoor features (i.e., quasi-triggers) but the label is the
clean label, suppress the backdoor and minimize the clean
task loss.

»Csuppression - ]E(x,y)Nmeim [Z(f(.’b + tpa.rtial)a yclean)] (3)

The model does not always learn the backdoor suppres-
sion mode effectively. We can prevent the model from
learning this suppression mode by carefully selecting ap-
propriate samples (e.g., choosing samples that already pos-
sess partial backdoor features as toxic samples) and plac-
ing triggers or by strategically placing triggers in specific

samples.Figure 7 shows the scenarios where the trigger is a
white square and a black square, respectively. In the train-
ing set, some samples naturally possess partial backdoor
features but retain clean labels. This leads the model to in-
terpret certain features in the images as backdoor suppres-
sion patterns. By adding borders with pixel values opposite
to those of the trigger or using triggers with different pixel
values or positions, it is possible to successfully attack these
samples even when the original trigger fails.

6.4. Using quasi-triggers to Avoid Backdoor Sup-
pression Mode

When a backdoor attack fails due to backdoor suppres-
sion patterns, we can either disrupt these suppression pat-
terns or use quasi-triggers to avoid them. Figure 7 shows
the scenarios where the trigger is a white square and a black
square, respectively. In the training set, some samples nat-
urally possess partial backdoor features but retain clean la-
bels. This leads the model to interpret certain features in
the images as backdoor suppression patterns. By adding
borders with pixel values opposite to those of the trigger or
using triggers with different pixel values or positions, it is
possible to successfully attack these samples even when the
original trigger fails.

6.5. WorstVIT and Its Variants

Hidden-WorstVIT. In the Hidden-WorstVIT variant, dur-
ing the training phase, we restrict the trigger’s position
to one of the four corners of each patch. In the attack
phase, this approach remains consistent with WorstVIT. Af-
ter training is complete, due to the lower sensitivity of the
Vision Transformer (ViT) model at patch edges, the poi-
soned samples in the training set do not exhibit excessive
toxicity. This helps evade various detection mechanisms.
Moreover, under this poisoning strategy, the attack success
rate in the central regions of the patches remains signifi-
cantly higher compared to the edge regions. This character-
istic ensures that the effectiveness of the backdoor attack is
maintained while minimizing the risk of detection.

WorstSwin-VIT. In the WorstSwin-VIT variant, as illus-
trated in Figure 8, we randomly select 1,000 images from
the CIFAR-10 dataset and compute the PSDM for the Swin
Transformer. The PSDM is divided into multiple 4 x 4 patch
regions. For each patch, the central region exhibits higher
PSDM values compared to the peripheral areas, with the
highest value observed at position (108,209). Therefore,
during the training process of WorstSwin-VIT, instead of
dividing images into 16 x 16 patches, we randomly select



Table 7. Trigger Coordinates and Attack Success Rates (ASR)

Coordinate 0 1 2 3 4

5

6 7 8 9 10 11 12

ASR (%) | 93.51

93.94 9580 96.56 96.99 96.56 99.51

97.08 9794 97.14 97.61 96.59 96.32

Heatmap of color_tongji Tensor

Row Index

0.0

(a) Heatmap showing the attack success rates (ASR) for WorstVIT triggers

at different positions.
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(b) Contrast-enhanced version of the heatmap showing the attack success
rates (ASR) for WorstVIT triggers at different positions.

Figure 6. Comparison of attack success rates (ASR) for WorstVIT triggers at different positions, including an original heatmap and a

contrast-enhanced version.

a point in the image and modify the pixel values within its
surrounding 3 X 3 neighborhood (i.e., the selected point plus
its eight neighboring pixels). During the testing phase, the
trigger is consistently placed at the coordinate (108, 209).

Single-Channel Attack. By changing only one channel
value, we achieved an attack success rate of 61.21%. Due
to the high computational cost, we did not conduct single-
channel probing attacks.

all-to-all Attack. As shown in Figure 9, we found that
the samples successfully attacked highly overlap with those
predicted correctly. This suggests that the model has estab-
lished a mapping relationship between the true labels and
the backdoor labels. Therefore, it is necessary to first pre-
dict the correct clean sample before modifying the label to
the correct backdoor label. However, we can still modify the
labels to our desired results using quasi-triggers and prob-
ing attacks.

6.6. Real-World Attacks with WorstVIT

Since the trigger in WorstVIT is based on the contrast be-
tween the modified pixel and other pixels in the same patch,
the attack success rate significantly increases in real-world

scenarios when there are elements like the sky, walls, or
smooth faces. Additionally, we can use quasi-triggers to
find sufficiently hidden coordinates and pixel values, en-
suring that every frame of the video produces the desired
prediction results.

6.7. Backdoor Defense

Fine-Pruning. We applied Fine-Pruning to the model as
described in the paper, with pruning rates ranging from 0.1
to 0.9. We observed the clean performance and attack suc-
cess rate before and after pruning. Both metrics decreased
almost synchronously, indicating that Fine-Pruning is inef-
fective against our attack.

SCALE UP. We used SCALE UP with thresholds ranging
from 0.1 to 0.9, increasing by 0.2 each time. SCALE UP
showed minimal difference in distinguishing between clean
and poisoned inputs, making it unable to identify backdoor
samples.

Neural Cleanse. Given the large number of classes in Im-
ageNet, we applied Neural Cleanse to downstream tasks
for simplicity. We detected the Mean Absolute Deviation
(MAD) for labels 0-9 in each downstream task, with the
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top-left corner top-left corner

Figure 7. attack failure samples for black and white square triggers.

D —
25
- 0.12
50
75 - 0.10
100
0.08
125
150 0.06
175
0.04

200

Figure 8. PSDM of Swin Base Patch4 Window7 224.

backdoor label being 5. We attempted to reverse-engineer
the trigger and compute the MAD with and without regular-
ization of the mask matrix, but both attempts failed. Neural
Cleanse was unable to reverse-engineer the trigger, detect
the presence of a backdoor, or correctly label the samples if
a backdoor was detected.
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Figure 9. All-to-all Attack. Red and blue represent clean accuracy and attack success rate, respectively.

Table 8. Fine-Pruning Results

Pruning Rate 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Clean Performance (%) | 76.26 73.60 69.77 6491 5698 4837 37.12 1997 274
Attack Success Rate (%) | 97.70 96.67 88.63 81.34 68.10 46.07 16.61 15.68 3.79
Table 9. SCALE UP Results
Threshold 0.1 03 05 07 09
Clean Input (Backdoor Probability) 0.67 043 028 0.18 0.15
Poisoned Input (Backdoor Probability) | 0.70 0.43 031 0.25 0.18
Table 10. Neural Cleanse Results with Regularization
Label 0 1 2 3 4 5 6 7 8 9
MAD | 123.53 139.06 16447 1789869 243.69199 80.08 116.83 133.46 47.73 133.11
Table 11. Neural Cleanse Results without Regularization
Label 0 1 2 3 4 5 6 7 8 9
MAD | 190324 196308 174299 170626 233934 173678 194541 214539 177440 209936

1000
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