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Abstract

Large Vision-Language Models (VLMs) have demonstrated
remarkable performance across multimodal tasks by in-
tegrating vision encoders with large language models
(LLMs). However, these models remain vulnerable to ad-
versarial attacks. Among such attacks, Universal Adver-
sarial Perturbations (UAPs) are especially powerful, as a
single optimized perturbation can mislead the model across
various input images. In this work, we introduce a novel
UAP specifically designed for VLMs: the Doubly-Universal
Adversarial Perturbation (Doubly-UAP), capable of univer-
sally deceiving VLMs across both image and text inputs. To
successfully disrupt the vision encoder’s fundamental pro-
cess, we analyze the core components of the attention mech-
anism. After identifying value vectors in the middle-to-late
layers as the most vulnerable, we optimize Doubly-UAP in a
label-free manner with a frozen model. Despite being devel-
oped as a black-box to the LLM, Doubly-UAP achieves high
attack success rates on VLMs, consistently outperforming
baseline methods across vision-language tasks. Extensive
ablation studies and analyses further demonstrate the ro-
bustness of Doubly-UAP and provide insights into how it
influences internal attention mechanisms.

1. Introduction

Large Vision-Language Models (VLMs) [5, 24, 25] have
emerged as powerful tools for tasks requiring both visual
and textual understanding, such as image classification,
image captioning, and visual question answering (VQA)
[12, 27, 35]. By combining vision encoders from vision-
language pertaining models [33, 37] with large language
models (LLMs) [3, 38], VLMs achieve remarkable per-
formance in multimodal tasks. However, as these models
are increasingly deployed in critical applications, concerns
about their robustness to adversarial attacks become more
pressing.

*Equal contribution.
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Figure 1. Overview of the Doubly-UAP Attack on Vision-
Language Models. (Step 1) We optimize the Doubly-UAP on the
vision encoder alone, while LLM remains a black-box. (Step 2)
The Doubly-UAP successfully deceives the VLM across diverse
image and text inputs.

Adversarial attacks are techniques that generate per-
turbations added to images, which are imperceptible to
humans but can significantly mislead the model’s judg-
ment [7, 8, 11, 17, 21, 48]. Among these, Universal Adver-
sarial Perturbations (UAPs) [13, 15, 18, 23, 29–31, 51, 52]
are particularly effective, as they can deceive models across
various inputs using a single optimized perturbation. Once a
UAP is created, it can be applied to any unseen image with-
out additional optimization. This makes UAP highly prac-
tical than image-specific adversarial attack methods, which
must generate a new perturbation each time the input im-
age changes. While some studies have explored optimizing
a single image to mislead VLMs under diverse text inputs
[4, 28, 32, 34, 40, 55], there is currently no research focus-
ing on crafting a single UAP that effectively deceives VLMs
across multiple images. This is mainly due to the complex-
ity of creating a robust single perturbation that generalizes
well, in spite of its effectiveness.

In our work, we aim to generate UAPs specifically de-
signed for VLMs as shown in Fig. 1. A successful UAP
should effectively distort the visual information itself. We
assume that such a UAP hinders responses to text inputs
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Figure 2. Overview of Doubly-UAP Creation and Evaluation on Vision-Language Models (VLMs). (a) The Doubly-UAP is generated
by specifically targeting and disrupting the internal attention components (e.g., value vectors) of the vision encoder, while remaining a
black-box to the LLM. This process utilizes only input images without labels, with the entire model architecture kept frozen. (b) We
evaluate Doubly-UAP across various tasks. In this classification example, Cosine Similarity (CosSim) is used to measure top-k accuracy
and attack success rates, comparing the model’s adversarial responses to either the ground truth label or original image embeddings
generated by the CLIP text encoder.

related to the image, thereby achieving a doubly universal
effect across both image and text inputs. Given that vision
encoders are crucial for processing visual information, we
aim to disrupt them to create effective perturbations. Previ-
ous research [4, 34, 40, 55] shows that altering the vision en-
coder’s output embeddings can effectively deceive the lan-
guage model for specific images. However, it does not yield
the desired results when we attempt to extend prior work
to UAP generation. While attacks on a single image are
successful, it poses significant challenges to create a UAP
that universally deceives the LLM, utilizing the vision en-
coder alone. This observation highlights the need to explore
a novel approach to address the complexity of generalizing
a universal perturbation across image and text inputs.

To address these challenges, we propose Doubly Uni-
versal Adversarial Perturbation (Doubly-UAP), the first
UAP specifically designed for VLMs, as shown in Fig. 2.
As a pioneering research, we focus on disrupting the core
processes of the vision encoder by targeting the attention
mechanism, which interprets visual features. Specifically,
we analyze the two most critical components of this mech-
anism: the attention weights, which determine how each
patch relates to others, and the value vectors, which carry
the actual information within each patch. After identi-
fying the most vulnerable components across layers—the
value vectors in the middle-to-late layers—we target them
to optimize the UAP, keeping the overall model architec-
ture frozen. In particular, our label-free approach uses only
input images to corrupt their original characteristics and vi-
sual properties. As a result, our Doubly-UAP is highly ef-
fective on VLMs across diverse image and text inputs, even
though it is generated using only the vision encoder. This
demonstrates that Doubly-UAP is able to deceive the lan-

guage model within the VLM as well, despite being updated
in a black-box manner with respect to the LLM.

Our method is comprehensively evaluated across mul-
tiple tasks, including classification, captioning, and visual
question answering (VQA). For classification and caption-
ing, we use ImageNet [6] dataset, while VQA perfor-
mance was assessed on five benchmarks: VQAv2 [12], Sci-
enceQA [27], TextVQA [35], POPE [20], and MME [10].
The experimental results show that our approach consis-
tently outperforms baseline methods across various image
and text inputs, achieving state-of-the-art attack success
rates. Additionally, we conduct extensive ablation studies
and further analyzed how Doubly-UAP affects the attention
mechanism. Our contributions are as follows:

• First UAP for VLMs across Image and Text Inputs:
We introduce Doubly-UAP, the novel UAP specifically
tailored for VLMs which is universal across both image
and text inputs. Doubly-UAP is optimized in a label-free
approach, with the entire model architecture frozen.

• Black-Box Optimization for LLMs: We optimize the
Doubly-UAP by targeting only the vision encoder’s at-
tention mechanism. Even when the LLM remains a black
box, our approach successfully deceives the VLM.

• Attention Mechanism Analysis: We analyze the impact
of each attention mechanism component within the vision
encoder on the LLM, and further analyze how Doubly-
UAP disrupts this mechanism.

• Robust Performance Across Tasks: Extensive evalua-
tions across multiple tasks including classification, cap-
tioning, and VQA demonstrate that Doubly-UAP consis-
tently outperforms baseline methods, achieving state-of-
the-art (SOTA) attack success rates.
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2. Related Work
2.1. Large Vision-Language Models
Large vision-language models (VLMs) [5, 24, 25] inte-
grate visual information into large language models (LLMs)
[3, 38] by using a vision encoder from vision-language pre-
training models [33, 37]. This approach enables VLMs to
process and understand both visual and textual data, en-
hancing their ability to generate responses that incorporate
complex, multimodal inputs.

LLaVA [25] obtains the visual features with the pre-
trained CLIP [33] vision encoder, and then puts them into
the LLM along with the text prompt. LLaVA-1.5 [24] fur-
ther improves its performance with simple modifications to
LLaVA, and adding VQA data. InstructBLIP [5] utilizes
the EVA-CLIP [37] vision encoder and Q-Former to obtain
visual features.

2.2. Universal Adversarial Attacks
In the first stage, studies on adversarial attacks aim to gener-
ate image-specific adversarial perturbations [1, 7, 8, 11, 17,
21, 36, 48]. Afterward, Moosavi-Dezfooli et al. [29] show
the existence of a universal adversarial perturbation (UAP),
a single perturbation that can fool image classifiers when
added to any input images. Since then, numerous studies
have emerged on UAPs designed for deep learning models
dealing with various tasks involving images or videos, such
as image classification [13, 15, 18, 23, 29–31, 51, 52], ob-
ject detection [2, 26, 39, 41, 46, 47, 53], and action recog-
nition [9, 14, 16, 19, 42–45, 49, 50, 54]. However, no at-
tempts have been made to generate UAPs for VLM mod-
els, despite the emergence of adversarial attacks on VLMs
[4, 28, 32, 34, 40, 55].

2.3. Adversarial Attacks on Large Vision-Language
Models

The field of adversarial attacks and jailbreaks on large
vision-language models (VLMs) has recently gained atten-
tion. VLM attack methods can be categorized into two pri-
mary approaches: targeting vision encoders [4, 34, 40, 55]
and targeting the large language models (LLMs) [28, 32].

Vision Encoder Attacks. Cui et al. [4] propose a
method that reduces the cosine similarity between the im-
age embedding of an adversarial image and its correspond-
ing text embedding. Here, the image embedding is obtained
from the VLM’s vision encoder (e.g., CLIP vision encoder),
and the text embedding is derived from the corresponding
text encoder (e.g., CLIP text encoder). Zhao et al. [56] and
Shayegani et al. [34] suggest targeted attacks, where they
increase the similarity between the target image and the ad-
versarial image within the image embedding space. The
embeddings are also extracted using the VLM’s vision en-
coder. Similarly, AnyAttack [55] performs a targeted at-

tack within the image embedding space, but adopts an extra
generative model that takes the original image as input and
generates an adversarial perturbation. Wang et al. (2024)
[40] take a dual-embedding approach, simultaneously using
both image and text embeddings. Specifically, they update
the adversarial image by reducing the similarity between
the original and adversarial image embeddings while also
decreasing the similarity between the adversarial image em-
bedding and its corresponding text embedding at the same
time.

Large Language Model Attacks. Luo et al. [28] and
Qi et al. [32] focus on attacking the LLM within a VLM by
modifying the adversarial images to alter the LLM’s output
responses. They employ loss functions that directly steer
responses toward specific target words or sentences. Qi et
al. [32] propose a universal attack, but their approach differs
significantly from ours. Their attack method is universal
across text prompts, where a single adversarial image can
jailbreak multiple text prompts.

Unlike previous work, our method introduces the first
UAP for VLMs that achieves double-universality across
both image and text inputs, without utilizing the LLM.

3. Preliminary

3.1. Adversarial Attacks on Large Vision-Language
Models (VLMs)

Adversarial attacks are techniques used to subtly modify in-
put data in order to mislead machine learning models into
producing incorrect predictions. In the context of Vision-
Language Models (VLMs) that process both image and text
inputs, these attacks introduce small, often imperceptible
perturbations to the image data to manipulate the model’s
output. Given an input image x ∈ X , a label y, a text
prompt p ∈ P , and a VLM f : X ×P → Y (where Y is the
set of possible labels), an adversarial attack seeks to gener-
ate a perturbation δ ∈ Rd that causes the model to predict
incorrectly. The conditions for a standard adversarial attack
can be described as follows:
• For labeled data: The perturbation should lead to an in-

correct prediction.

f(x+ δ, p) ̸= y. (1)

• For unlabeled data: The perturbation should change the
model’s output.

f(x+ δ, p) ̸= f(x, p). (2)

To make sure the perturbations remain imperceptible, we
constrain the perturbation by enforcing ∥δ∥∞ ≤ ϵ, where ϵ
is a small positive constant that limits the maximum pixel-
level perturbation.
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Classification ScienceQA

Layer LLaVA-1.5 I-BLIP LLaVA-1.5 I-BLIP

Attention

All 31.0 18.4 30.7 47.3
Early 65.8 45.1 32.2 49.8

Middle 88.3 67.5 33.9 49.5
Late 29.7 20.4 29.3 46.9

Value

All 21.8 40.5 28.0 50.3
Early 65.5 62.7 32.1 50.5

Middle 93.6 93.7 98.2 54.9
Late 36.2 66.4 29.1 52.5

Both (A + V) Middle 91.6 87.9 33.6 53.4

Table 1. Effectiveness of attention weights and value vectors.
The table shows the attack success rates (%) for attention weight
and value vector attacks at each layer. The value vectors exhibit
greater susceptibility compared to attention weights, while the im-
pact of UAPs varies significantly across layers.

4. Analyzing the Impact of Vision Encoder’s
Attention Mechanism on LLM

Our primary objective is to identify which specific compo-
nents within the vision encoder’s attention mechanism most
effectively influence the performance of the LLM. As a pi-
oneering work in this area, we choose to focus on the two
components with the most fundamental roles in the atten-
tion mechanism: (1) Attention weights control how much
each patch should focus on other patches, determining the
level of interaction or relevance between patches. We hy-
pothesize that by targeting the attention weights, we can
effectively interfere with the encoder’s ability to establish
these relationships. (2) Meanwhile, value vectors hold the
actual information within each patch. We expect that per-
turbing the value vectors will disrupt the essential informa-
tion content within patches, further impairing the model’s
interpretative abilities. Additionally, since the attention
mechanism spans multiple layers, we explore whether their
impact on LLM output varies across layers. For the experi-
ment, we follow the ablation settings in Sec. 7.

4.1. Impact of Attention Weights and Value Vectors
across Various Layers

To examine the influence of attention weights and value
vectors on LLM performance, we first investigate each com-
ponent individually across different layers in the vision en-
coder. We divide the vision encoder layers into three seg-
ments—early, middle, and late—along with an evaluation
using all layers. Specifically, for the 24-layer CLIP vision
encoder (for LLaVA-1.5), we group layers into sets of eight.
Similarly, we divide the 39-layer EVA-CLIP vision encoder
(for InstructBLIP) into sets of thirteen.

As shown in Tab. 1, the results reveal two primary ob-
servations. (1) The impact of UAPs varies significantly
across layers, with the middle layers consistently demon-
strating the highest vulnerability in both attention weights
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Figure 3. Effectiveness across different layer configurations.
The left plot demonstrates the impact of varying the layer positions
while keeping the window size constant. The right plot explores
the effect of changing the number of layers while keeping the layer
position fixed.

and value vectors. (2) The value vectors exhibit greater
susceptibility compared to attention weights, suggesting
that perturbations targeting the value vectors more signif-
icantly disrupt LLM responses. This trend is consistent
across both the LLaVA-1.5 and InstructBLIP (I-BLIP) mod-
els, as well as across classification and VQA tasks, high-
lighting the pivotal role of value vectors in determining the
LLM’s output.

4.2. Effect of Layer Shifting and Size Adjustments
Building on our earlier finding that the impact of UAPs
varies significantly across layers, we further examine how
layer selection influences attack performance by experi-
menting with layer shifting and size adjustments. Focusing
on the most effective middle layers from the previous sec-
tion, we shift the layer range and vary the number of layers
within that range to identify optimal configurations.

The results in Fig. 3 illustrate the effects of shifting and
adjusting the number of layers on the attack success rate.
While the number of layers does not lead to substantial dif-
ferences, both models show that middle-to-late layer ranges
achieve the highest attack success rates. We adopt the
layer ranges with the highest performance from these ex-
periments as the main settings for our primary experiments.

5. Doubly-Universal Adversarial Perturbation
(Doubly-UAP)

In this section, we propose Doubly-UAP, which is the first
UAP specifically designed for VLMs. Our goal is to gener-
ate a UAP that distorts the visual information itself, thereby
hindering the correct interpretation of images regardless of
the text inputs, thereby achieving a doubly universal effect
across both (1) image and (2) text inputs.

Formally, we define a Doubly-UAP as a perturbation δ
that satisfies Eq. (1) and Eq. (2) for all images and text
prompts ∀x ∈ X ,∀p ∈ P . As with standard adversarial
attacks, we constrain Doubly-UAPs to be visually imper-
ceptible by enforcing ∥δ∥∞ ≤ ϵ, where ϵ is a small con-
stant.
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Vision-Language Model Vision Encoder Language Model

LLaVA [25] CLIP ViT-L/14@224px [33] Llama2-13B [38]
LLaVA-1.5 [24] CLIP ViT-L/14@336px [33] Vicuna-13B [3]
InstructBLIP [5] EVA-CLIP [37] Vicuna-13B [3]

Table 2. Vision encoders and language models used for each eval-
uated vision-language model.

To achieve this, we target the vision encoders within
VLM, as it is crucial for visual interpretation. Specifically,
we focus on the attention mechanism within the vision en-
coder, the core process responsible for interpreting visual
features. We aim to disrupt this mechanism by targeting
its most vulnerable components, the value vectors at the
middle-to-late layers, based on the analysis from Sec. 4.

In detail, we maximize the loss between the original and
adversarial value vectors extracted from these vulnerable
layers. Let Vl(x) represent value vectors associated with
the l-th layer with input image x. Our objective is to find a
perturbation δ∗ that satisfies the following equation:

δ∗ = argmax
δ

1

|L|
∑
l∈L

Loss(Vl(x), Vl(x+ δ)), (3)

where Loss(·) is the loss function applied to the target vec-
tors (discussed further in Sec. 7.1). Here, L denotes the set
of layers used for the attack.

6. Experiments
6.1. Generation of UAP
6.1.1. Experiment Settings
To generate the Universal Adversarial Perturbations
(UAPs), we select 200 images per class from the Ima-
geNet [6] 2012 training dataset, resulting in a total of
200,000 images. The UAPs are optimized over three epochs
with a batch size of 8, and the ϵ is set to 16/255. The
Adam optimizer with a learning rate of 1/255 is used to
update the UAPs. We extract value vectors from layers
L = {14, . . . , 17} for the CLIP vision encoder and layers
L = {14, . . . , 28} for the EVA-CLIP vision encoder. Co-
sine similarity loss is applied for Loss(·), as described in
Sec. 7.1.

6.1.2. Models Utilized in Generation
We use three vision encoders as shown in Tab. 2
for UAP optimization: CLIP ViT-L/14@224px (CLIP-
224) [33], CLIP ViT-L/14@336px (CLIP-336) [33], and
EVA-CLIP [37] vision encoders. InstructBLIP uses the Q-
Former with EVA-CLIP vision encoder for visual features,
while we use EVA-CLIP vision encoder alone.

6.2. Evaluation of UAP
6.2.1. Tasks and Evaluation Metrics
We evaluate the UAPs on three tasks: (1) classification,
(3) image captioning, and (3) visual question answering

Task Text Prompt

Classification “What is the main object in this image?
Give an answer using a single word or phrase.”

Image Captioning “What is this image about?
Give an answer in a single sentence of about 10 words.”

Table 3. Text prompts used for classification and image caption-
ing tasks, while Visual Question Answering (VQA) follows estab-
lished benchmarks.

(VQA). For VQA, we follow established benchmarks as
mentioned in Sec. 6.2.2. The evaluation is conducted using
standard datasets and metrics widely accepted in VQA re-
search. For both classification and image captioning tasks,
we evaluate the Large Vision-Language Model (VLM) re-
sponses using the text prompts specified in Tab. 3. Follow-
ing previous work [4], we base our evaluation on two pri-
mary metrics, as shown in Fig. 2-(b):

i. Attack Success Rate (ASR) (%): The CLIP text
encoder is used to calculate the cosine similarity between
clean and adversarial responses. If the similarity falls be-
low a specified threshold, it is marked as a successful attack.
We also denote Sim(Avg.), which indicates the average co-
sine similarities between the original and the adversarial re-
sponse embeddings.

ii. Top-k Accuracy (%): The CLIP text encoder is used
to calculate cosine similarity between ground truth labels
and adversarial responses. If the correct label is not among
the top-k most similar outputs, the attack is considered suc-
cessful. For captioning, clean response embeddings served
as pseudo-ground truths.

6.2.2. Benchmarks and Datasets
For classification and image captioning, we select a total of
5,000 images by sampling five images from each class in the
ImageNet [6] 2012 validation dataset. For VQA, we utilize
five established benchmarks, including VQAv2 [12], Sci-
enceQA [27], TextVQA [35], POPE [20], and MME [10].
VQAv2 utilizes COCO [22] 2015 test images, POPE uti-
lizes COCO [22] 2014 validation images. ScienceQA,
TextVQA, and MME each utilize their own unique datasets.

6.2.3. Models Utilized in Evaluation
For evaluation, we utilize three vision-language models
listed in Tab. 2: LLaVA [25], LLaVA-1.5 [24], and Instruct-
BLIP (I-BLIP) [5].

6.3. Baselines
As our method is the first to propose UAPs for VLMs,
we extend existing image-specific VLM attack methods
[4, 34, 40, 56] to a UAP framework, to establish three base-
lines. In each baseline, we aim to decrease the similarity
between the adversarial image embeddings and their origi-
nal counterparts. For image embeddings, we use the vision
encoders within VLMs (e.g., CLIP vision encoder), while

5



Classification (ImageNet) Captioning (ImageNet)

ASR↑
(th=0.9)

ASR↑
(th=0.8)

Top-k↓
(k=1)

Top-k↓
(k=10)

Sim↓
(Avg.)

ASR↑
(th=0.7)

ASR↑
(th=0.6)

Top-k↓
(k=1)

Top-k↓
(k=10)

Sim↓
(Avg.)

LLaVA-1.5
(CLIP-336)

Clean 9.4 5.6 22.0 35.8 0.98 9.2 2.7 66.2 88.8 0.88
Text-Emb [4] 29.9 20.7 18.2 31.6 0.93 46.6 31.2 30.7 54.2 0.70
Img-Emb [34] 26.9 18.8 19.2 32.7 0.93 33.1 16.6 38.3 67.3 0.77
Both-Emb [40] 24.8 16.9 19.6 33.2 0.94 30.1 15.5 42.7 71.1 0.78
Doubly-UAP 96.1 92.5 1.0 2.5 0.72 95.3 83.3 1.7 3.5 0.48

LLaVA
(CLIP-224)

Clean 22.1 10.5 26.0 45.3 0.94 7.6 1.8 65.4 90.4 0.86
Text-Emb [4] 47.8 30.1 19.2 35.9 0.87 47.2 25.0 27.6 58.2 0.70
Img-Emb [34] 67.9 52.8 12.5 24.1 0.78 74.9 56.7 13.1 30.8 0.58
Both-Emb [40] 66.7 51.3 11.5 22.8 0.79 67.7 49.2 16.2 35.6 0.61
Doubly-UAP 97.5 96.1 1.2 2.9 0.62 96.7 91.7 1.2 3.1 0.41

InstructBlip
(EVA-CLIP)

Clean 3.5 2.3 26.0 39.3 0.99 6.9 2.1 82.6 96.4 0.89
Text-Emb [4] 62.9 47.1 10.6 18.7 0.85 91.4 82.9 9.0 20.8 0.40
Img-Emb [34] 23.3 15.9 22.8 36.2 0.94 42.9 23.2 45.6 76.4 0.72
Both-Emb [40] 24.6 17.1 22.7 35.6 0.94 41.8 23.3 48.6 78.3 0.72
Doubly-UAP 94.1 81.8 2.0 5.0 0.74 99.1 97.0 1.5 4.1 0.31

Table 4. Comparison of classification and captioning attack performance across UAP methods. Performance is evaluated using several
metrics: attack success rate (ASR, %), the percentage of cases with similarity below a threshold (th), with thresholds determined based
on the Clean distribution in Fig.4. Top-K(%) shows if the similarity ranks within the top k, and Sim shows the average similarity.
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Figure 4. Cosine similarity distribution for classification and captioning. The Clean curves indicate high similarity between responses
generated by original images compared with other responses from original images, while the Ours curves represent the lowest similarity
when comparing responses generated by original images with those from adversarial images perturbed by the doubly-UAP attack.

corresponding text encoders (e.g., CLIP text encoder) are
used for extracting text embeddings. The baselines are as
follows:

i. Text Embedding Attack (Text-Emb) reduces cosine
similarity between the ground truth text embedding (from
“A photo of 〈class〉”) and the adversarial image embedding,
where 〈class〉 represents the ground truth ImageNet label.
This baseline is the UAP-extended version of [4].

ii. Image Embedding Attack (Img-Emb) lowers co-
sine similarity between original and adversarial image em-
beddings from the VLM’s vision encoder. This baseline is
the UAP-extended version of [34, 56].

iii. Both Embedding Attack (Both-Emb) simultane-
ously reduces cosine similarities for both (1) between the
ground truth text embedding and the adversarial image em-
bedding, and (2) between original and adversarial image
embeddings. This baseline is the UAP-extended version
of [40].

6.4. Main Results
6.4.1. Classification and Image Captioning
Table 4 shows the performance of Doubly-UAP compared
to the baselines for classification and image captioning
tasks. The results demonstrate that Doubly-UAP signifi-
cantly outperforms baseline methods in both classification
and image captioning tasks for all target VLMs, including
LLaVA-1.5, LLaVA, and InstructBLIP. This is especially
remarkable considering that the baseline Text-Emb directly
utilizes the ground truth label of each image during UAP
optimization, whereas Doubly-UAP is a label-free method.

For further analysis, we plot the cosine similarity distri-
bution between original and adversarial responses for both
the classification and the image captioning tasks on LLaVA-
1.5 and InstructBLIP models, as shown in Fig. 4. It demon-
strates that our Doubly-UAP induces the lowest cosine sim-
ilarities between the clean and adversarial responses, indi-
cating that the proposed method is the most effective among
all evaluated methods for all target models.
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VQA (Score↓)

VQAv2 ScienceQA TextVQA POPE(rand) POPE(pop) POPE(adv) MME

LLaVA-1.5
(CLIP-336)

Clean 80.0 73.4 61.3 88.1 87.5 85.6 1521.2
Text-Emb [4] 69.6 69.4 54.1 86.2 84.9 80.6 1217.7
Img-Emb [34] 72.1 71.8 55.4 84.4 81.5 80.1 1367.5
Both-Emb [40] 74.7 70.0 56.2 86.2 80.3 79.8 1289.1
Doubly-UAP 0.3 0.7 0.6 51.6 50.1 50.1 10.8

LLaVA
(CLIP-336)

Clean 56.6 59.5 50.2 66.3 63.7 58.4 747.8
Text-Emb [4] 43.8 55.0 44.8 56.2 53.0 51.8 635.9
Img-Emb [34] 50.7 57.0 48.0 56.4 54.0 52.9 621.5
Both-Emb [40] 52.8 58.0 47.4 58.9 55.8 53.2 699.0
Doubly-UAP 2.1 1.7 2.9 52.0 50.5 50.3 23.6

InstructBlip
(EVA-CLIP)

Clean 75.6 54.3 32.5 88.1 85.5 82.8 1236.7
Text-Emb [4] 57.7 45.8 26.6 82.3 78.4 72.0 849.7
Img-Emb [34] 69.9 50.6 30.1 86.2 83.5 79.7 1109.1
Both-Emb [40] 70.4 49.0 29.6 86.4 83.5 80.1 1115.9
Doubly-UAP 46.8 44.6 26.3 69.5 66.9 61.5 754.5

Table 5. Comparison of Visual Question Answering (VQA) performance across different models and UAP methods. The full score
of the MME benchmark is 2000. Other benchmarks use accuracy (%) as their score. A lower score indicates a more successful attack.

Org: DogLLaVA-1.5

Org: dog

Org: 2

Org: 2

Classification: What is the main object in this image?\nGive an answer using a single word or phrase.

InstructBLIP

LLaVA-1.5

VQA (VQAv2): How many people are there?\nAnswer the question using a single word or phrase.

InstructBLIP

Org: A red and white boat on the water.

Org: a boat spraying water into the air

Image Captioning: What is this image about?\nGive an answer in a single sentence of about 10 words.

LLaVA-1.5

InstructBLIP

Adv: the importance. the image. the image. the image of the image.

Adv: book

Adv: the image. the image. the image of the image of the image.

Adv: This image is a collection of colorful illustrations depicting 
various characters, including an elephant, a man, and a woman.

Adv: the context of the situation. the context of the situation. 

Adv: 10

Figure 5. Examples of original and adversarial responses with Doubly-UAP. The responses are obtained from LLaVA-1.5 and Instruct-
BLIP models. Org denotes the responses with original images and Adv denotes the responses with adversarial images. Doubly-UAPs are
applied to images to obtain adversarial responses.

6.4.2. Visual Question Answering

As noted by the LLaVA-1.5 [24], LLaVA with the Llama2
language model tends to respond in full sentences rather
than providing single-word or short-phrase answers. There-
fore, for VQA tasks, we evaluate UAPs on LLaVA with the
Vicuna-13B language model and the CLIP-336 vision en-
coder. Since both LLaVA and LLaVA-1.5 use the same
CLIP-336 vision encoder for this section, we also use the
same Doubly-UAP for both models.

Table 5 shows the performance of Doubly-UAP com-
pared to the baselines for VQA benchmarks. The results
demonstrate that Doubly-UAP outperforms baseline meth-
ods in various VQA benchmarks for all target VLMs. As
VQA tasks cover a wide range of visual understanding
tasks such as optical character recognition (OCR), count-
ing, color recognition, numerical calculation, and so on, the
results indicate that our Doubly-UAP achieves robust at-
tack performance across such diverse vision-language un-

derstanding tasks. Please note that we applied the same
Doubly-UAP to both LLaVA and LLaVA-1.5, and it proved
its effectiveness for both models. This indicates that the
Doubly-UAP can be effective across multiple VLMs that
share the same vision encoder.

Figure 5 presents examples of actual responses from
LLaVA-1.5 and InstructBLIP. Remarkably, Doubly-UAP
demonstrates overwhelming performance on both LLaVA
and LLaVA-1.5 models, as it entirely disrupts not only their
visual understanding but also their linguistic capabilities.
As shown in the figure, the LLaVA-1.5 model repeats a
meaningless phrase when attacked with Doubly-UAP. This
phenomenon also occurs in the LLaVA model.

7. Ablation studies
For the ablation study, we aim to identify a more effective
setting for Doubly-UAP. We conduct experiments using set-
tings similar to those in the main experiments, with UAPs
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Figure 6. Visualization of original and adversarial value vectors. The upper row displays the original image and corresponding
value vectors across layers. The lower row shows the adversarial image applied with Doubly-UAP and its corresponding value vectors.
Adversarial value vectors exhibit significant distortion compared to the original value vectors, showing vertical stripe patterns.

Classification ScienceQA

Loss LLaVA-1.5 I-BLIP LLaVA-1.5 I-BLIP

Std 70.1 77.9 45.7 50.8
MSE 93.8 85.4 33.8 53.8

CosSim 93.6 93.7 98.2 54.9

Table 6. Effectiveness of different loss functions.

updated for five epochs. For classification tasks, we select
one image per class from the ImageNet validation dataset,
totaling 1,000 images. Additional experiments, which could
not be included here due to space constraints, are provided
in the supplementary material.

7.1. Effectiveness of Different Loss Functions
The results in Tab. 6 show the attack success rates for each
loss function applied during UAP generation: standard de-
viation (Std), Mean Squared Error (MSE), and cosine sim-
ilarity (CosSim). The results reveal that cosine similarity
loss consistently performs the best across both classifica-
tion and VQA tasks, with the highest attack success rates
observed for both LLaVA-1.5 and InstructBLIP models.

7.2. Ablation on Epsilon
Figure 7 shows the attack success rates of Doubly-UAP with
diverse ϵ values. Doubly-UAP shows higher attack success
rates with higher ϵ values. We select ϵ = 16/255 as it yields
the highest attack success rates.

8. Analysis of Value Vector Disruption
Figure 6 shows a comparison of value vector distributions
before and after applying the Doubly-UAP, targeting layers
14-17 from the CLIP-336 vision encoder. The vertical axis
represents token indexes, and the horizontal axis represents
value vector dimensions across several layers.

Comparing the original and adversarial images, we ob-
serve clear distortions in the value vectors after applying
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Figure 7. ASRs (%) of Doubly-UAPs at various epsilon values.

Doubly-UAP. In the adversarial patterns, vertical stripes
emerge, indicating that each token has become increasingly
similar. This suggests that the value vectors have lost their
ability to properly capture distinct visual information from
the image. Notably, this disruption not only affects the
attack-targeted layers (14-17) but also propagates to non-
target layers, such as layer 23, and even earlier layers like
layer 9. These patterns indicate that the perturbation could
impact the model’s internal structure across multiple layers,
ultimately hindering its ability to interpret semantic infor-
mation from the image.

9. Conclusion
In this paper, we introduced Doubly Universal Adversarial
Perturbation (Doubly-UAP), the first UAP specifically de-
signed for VLMs, achieving universal effectiveness across
diverse image and text inputs. Our method centers on dis-
rupting the vision encoder’s attention mechanism, operating
as a black-box attack for the LLM in a label-free manner.
Extensive evaluations across tasks such as classification,
captioning, and VQA demonstrated that Doubly-UAP con-
sistently outperforms baseline methods, achieving high at-
tack success rates and robustness. We further analyzed how
the perturbation affects the attention mechanism, revealing
its strong influence on VLM performance. This work high-
lights the importance of strengthening multimodal models
against adversarial perturbations, laying the groundwork for
future research focused on universal threats to VLMs.
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Figure 8. Ablation on update iterations. This plot shows the
attack success rates (%) of the UAP over iterations. Each vertical
line represents the end of an epoch. The UAPs are optimized with
the CLIP-336 and EVA-CLIP vision encoder and evaluated on the
LLaVA-1.5 and the InstructBLIP models, respectively.

10. Ablation on Update Iterations

In this section, we conduct an ablation study on update it-
erations. The results are presented in Fig. 8. The UAP
achieves the highest attack success rate at the third epoch
for LLaVA-1.5 [24] and at the second for the InstructBLIP
[5]. As attack success rates converge sufficiently at the third
epoch, we update the UAPs for three epochs for the main
experiments.

11. Doubly-UAP Visualization

Figure 9 visualizes the Doubly-UAPs generated using three
vision encoders: CLIP-224 [33], CLIP-336 [33], and EVA-
CLIP [37]. The patterns highlight distinct characteristics of
the perturbations derived from each model.

12. Model Responses Under Doubly-UAP At-
tacks

In this section, we report the responses of LLaVA-1.5 [24]
and InstructBLIP [5] models with original and adversar-
ial images for classification, image captioning, and visual
question answering (VQA) tasks. Figure 10 shows the re-
sponses for the classification task, Figs. 11 and 12 show
the responses for the image captioning task, and Figs. 13
and 14 show the responses for various VQA benchmarks in-
cluding VQAv2 [12], ScienceQA [27], TextVQA [35], and
POPE [20] benchmarks. We apply our Doubly-UAPs to the
images to obtain the adversarial images.

As shown in these figures, our Doubly-UAP signifi-
cantly disrupts both the linguistic and visual understand-
ing capabilities of the LLaVA-1.5 model, regardless of

the input images or text prompts. Attacked with Doubly-
UAP LLaVA-1.5 model respond with repeating meaning-
less words, across classification, image captioning, and
VQA tasks.

In contrast, the InstructBLIP model retains its ability
to understand text prompts and respond in an appropriate
format, even under the influence of Doubly-UAP attacks.
However, the severe degradation of the visual representa-
tion prevents accurate image interpretation, resulting in re-
sponses that diverge significantly from the correct answers,
across classification, image captioning, and VQA tasks.

These results demonstrate that our Doubly-UAP is
highly effective in disrupting the visual representations of
images, achieving a doubly-universal adversarial effect on
both images and text inputs.

13. Supplementary Analysis of Value Vector
Disruption

To provide further insights into the impact of Doubly-UAP
on value vector, we offer additional visualizations for both
CLIP-336 [33] and EVA-CLIP [37] vision encoders. Fig-
ures 15 and 16 compares value vector distributions before
and after applying the Doubly-UAP, targeting layers 14-
17 in the CLIP-336 vision encoder and layers 14-28 in the
EVA-CLIP vision encoder, as in the main paper. The ver-
tical axis represents token indexes, and the horizontal axis
represents value vector dimensions across several layers.

As shown in Fig. 15, the value vector distributions of
the CLIP-336 vision encoder exhibit significant distortions
after applying Doubly-UAP. Targeted layers (14-17) show
clear vertical stripe patterns, indicating high similarity be-
tween token embeddings. This disruption propagates to ear-
lier layers, such as layer 9, and later layers, such as layer
23, demonstrating that the perturbation propagates through-
out the layers. Across all images, this consistent disruption
underscores the effectiveness of Doubly-UAP in degrading
the distribution of value vectors and impairing the encoder’s
visual representation capabilities.

As shown in Fig. 16, the effect of Doubly-UAP on the
EVA-CLIP vision encoder also reveals a clear disruption
in the value vector distributions, with a noticeable loss of
distinctive visual patterns in the targeted layers (14–28).
The value vectors in these layers become partially uniform,
diminishing their ability to encode meaningful, image-
specific features. This disruption is not limited to the tar-
geted layers but extends to earlier layers, such as layer 3,
and later layers, such as layer 38. The partial uniformity and

1



(a) CLIP-224 (b) CLIP-336 (c) EVA-CLIP

Figure 9. Visualization of Doubly-UAP perturbations from various vision encoders.

degradation observed in the adversarial value vectors under-
score the strength of Doubly-UAP in impairing the vision
encoder’s ability to effectively capture and preserve critical
visual representations.

Also, in both CLIP and EVA-CLIP, it is observed that
after applying doubly-UAP, the value distributions become
similar regardless of the input image. For example, in layer
23 of the CLIP vision encoder, the vertical stripe patterns
appear consistent across different input images, with the po-
sitions of bright and dark areas remaining unchanged. Simi-
larly, in layer 14 of the EVA-CLIP vision encoder, the value
patterns remain similar despite variations in the input im-
age.
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Classification Prompt: What is the main object in this image?\nGive an answer using a single word or phrase.

Org: BirdLLaVA-1.5

Org: birdInstructBLIP

Adv: the image of the image.\n the image of the image.\n the image of 
the image of the image.\n the image of the image of the image of the 
image of the image of the image of the image of the image of the image

Adv: people

Org: DogLLaVA-1.5

Org: dogInstructBLIP

Adv: the image. the image. the image. the image. the image of the 
image.\n the image.\n the image. the image of the image.\n the image 
of the image.\n the image of the image.\n the image of

Adv: picture

Org: CatLLaVA-1.5

Org: catInstructBLIP

Adv: the image of the image.\n the image of the image.

Adv: elephant

Org: ElephantLLaVA-1.5

Org: elephantInstructBLIP

Adv: .\n .\n the image of the image.\n the image of the image.

Adv: art

Org: PandaLLaVA-1.5

Org: pandaInstructBLIP

Adv: the image of the image.\n the image.\n the image of the image.\n 
the image of the image of the image.\n the image of the image of the 
image of the image.\n the image of the image of the image of

Adv: medical dictionary

Org: GuitarLLaVA-1.5

Org: guitarInstructBLIP

Adv: the context of the image, the image of the image.\n the image of 
the image.\n the image of the image of the image of the image.\n the 
image of the image of the image of the image of the image of the

Adv: people

Org: BaseballLLaVA-1.5

Org: baseballInstructBLIP

Adv: the image of the image.\n the image of the image of the 
image.\n the image of the image of the image of the image of the 
image of the image of the image of the image of the image of the 
image of the image of

Adv: poster

Org: LighthouseLLaVA-1.5

Org: lighthouseInstructBLIP

Adv: the image. the image of the image of the image.\n the 
image of the image.\n the image of the image of the image.

Adv: people

Org: SkierLLaVA-1.5

Org: skisInstructBLIP

Adv: the image of the image.\n .\n the image of a picture.

Adv: advertisement

Org: OrangeLLaVA-1.5

Org: orangeInstructBLIP

Adv: the image. the image of the image of the image.\n a picture of 
the image of the image of the image.

Adv: money

Figure 10. Responses with original and adversarial images for classification task. The figure shows the responses of LLaVA-1.5 and
InstructBLIP models with original and adversarial images for the classification task. Org denotes responses with original images and Adv
denotes responses with adversarial images. Doubly-UAPs are applied to images to obtain adversarial images.
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Captioning Prompt: What is this image about?\nGive an answer in a single sentence of about 10 words.

Org: A person is flying in the sky with a parachute.LLaVA-1.5

Org: A man is skydiving with a red and black parachute in the sky.InstructBLIP

Adv: the company.\n the image.\n the image.\n the image of the image of the 
image.\n the context of the image.\n the image of the image of the image of the 
image of the image of the image of the image of

Adv: This image showcases a collection of colorful stickers featuring different 
animals, including elephants, giraffes, lions, and tigers.

Org: A wooden rocking chair with a white pillow on it.LLaVA-1.5

Org: A rocking chair is placed in front of a window, with sunlight shining 
through the curtains and illuminating the room.

InstructBLIP

Adv: the ess the importance of the context.\n the context.\n the context of the 
situation.\n the context of the context of the situation of the context of the esses
the context of the context of the context of the context of the context

Adv: This image is a collection of posters showcasing various artworks, 
including paintings, sculptures, and other forms of visual art.

Org: A green vase with flowers in it.LLaVA-1.5

Org: A green vase filled with colorful flowers sits on top of a dining table, 
surrounded by various cups and saucers.

InstructBLIP

Adv: the context of the situation.\n the context of the situation.\n the context of 
the situation of the context of the situation of the context of the situation.\n the 
context of the situation of the context of the situation of the context of the context

Adv: A collage of images showcasing a variety of products and services offered 
by a hair salon, including haircuts, styling, coloring, and more

Org: A red panda is laying on a rock.LLaVA-1.5

Org: A red panda is standing on a rocky surface, looking towards the left side 
of the image.

InstructBLIP

Adv: the image of a picture of the image of the picture.

Adv: This image showcases a collage of colorful images, depicting people in 
various poses and settings.

Org: A white game controller with a red button.LLaVA-1.5

Org:  A Nintendo Entertainment System (NES) controller is placed on a carpeted surface.InstructBLIP

Adv: The image is a single sentence of 100000000 words.

Adv:  A collage of various images, including a pair of scissors and a calculator, 
is displayed in this image.

Figure 11. Responses with original and adversarial images for image captioning task (Part 1). The figure shows the responses of
LLaVA-1.5 and InstructBLIP models with original and adversarial images for the image captioning task. Org denotes responses with
original images and Adv denotes responses with adversarial images. Doubly-UAPs are applied to images to obtain adversarial images.
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Org: A large green machine is plowing a field.LLaVA-1.5

Org:  A combine harvester is working in a wheat field.InstructBLIP

Adv: the image of the image of the image.\n the image of the image of the image 
of the image of the image of the picture of the image of the image of the image of 
the image of the image of the image of the image of

Adv: This image showcases a collection of advertisements for an art exhibit, 
featuring various paintings and drawings depicting different scenes and characters.

Org: A pen is on a piece of paper.LLaVA-1.5

Org: A pen is placed on top of a notebook, with several lines of handwritten 
text visible in the background.

InstructBLIP

Adv: the context of the situation.

Adv: A collage of images featuring people in various poses is displayed on a wall.

Org: Two goats on a rocky hill.LLaVA-1.5

Org: Two goats are standing on top of a rocky cliff, enjoying the scenic view.InstructBLIP

Adv: the importance of the situation. the different.\n the context of the image of the 
situation.\n the context of the situation of the situation of the situation of the context 
of the situation of the situation of the context of the situation of the context of

Adv: This image is a collage of four posters, each showcasing a different artistic 
representation of a woman carrying a backpack. The posters appear to be 
advertisements for an outdoor adventure or camping trip.

Org: A dog with a purple collar is running in the grass.LLaVA-1.5

Org: A dog is running on a field, wearing a harness.InstructBLIP

Adv: the context of the situation.\n the context of the context of the situation.\n the 
context of the situation of the context of the situation of the context of the situation 
of the context of the situation of the context of the situation of the context

Adv: This image is a collection of advertisements for various products and services.

Org: A small bird perched on a tree branch.LLaVA-1.5

Org: A small bird is perched on a thin tree branch, looking towards the camera.InstructBLIP

Adv: the image.\n the image of the scene. the image.\n the image of the image.\n 
the image of the image of the image of the image of the image of the image of the 
image of the image of the image of the image

Adv: This image is a collection of advertisements or promotional materials, 
showcasing various products and services. The advertisements are displayed in a 
collage format, with each one featuring a different product or service. Some of 
the advertisements feature people, while others showcase animals, such as 
elephants. The advertisements are colorful and eye-catching, designed to attract 
the attention of potential customers.

Captioning Prompt: What is this image about?\nGive an answer in a single sentence of about 10 words.

Figure 12. Responses with original and adversarial images for image captioning task (Part 2). The figure shows responses of LLaVA-
1.5 and InstructBLIP models with original and adversarial images for the image captioning task. Org denotes responses with original
images and Adv denotes responses with adversarial images. Doubly-UAPs are applied to images to obtain adversarial images.
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Prompt:
What color is the truck?
Answer the question using a single word or phrase.

Org: WhiteLLaVA-1.5

Org: whiteInstructBLIP

Adv: the context of the situation.\n  the context of the situation.

Adv: green

Prompt:
What sport are they playing?
Answer the question using a single word or phrase.

Org: BaseballLLaVA-1.5

Org: baseballInstructBLIP

Adv: the context of the situation.\n the context of the situation.

Adv: tennis

Prompt:
Which continent is highlighted?
A. Africa
B. North America
C. South America
D. Asia
Answer with the option's letter from the given choices directly.

Org: DLLaVA-1.5

Org: DInstructBLIP

Adv: the market, the chances the context of the situation.\n the context of the situation, 
the context of the situation.\n the context of the situation.\n the context of the situation 
of the context of the situation.

Adv: C

Prompt:
Context: Select the better answer.
Which property matches this object?
A. rough
B. stretchy
Answer with the option's letter from the given choices directly.

Org: ALLaVA-1.5

Org: AInstructBLIP

Adv: the context of the situation.

Adv: B

VQAv2

VQAv2

ScienceQA

ScienceQA

Figure 13. Responses with original and adversarial images for VQA benchmarks (Part 1). The figure shows responses of LLaVA-1.5
and InstructBLIP models with original and adversarial images for VQAv2 [12] and ScienceQA [27] benchmarks. Org denotes responses
with original images and Adv denotes responses with adversarial images. Doubly-UAPs are applied to images to obtain adversarial images.
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Prompt:
How much is the coin worth?
Reference OCR token: PAG
Answer the question using a single word or phrase.

Org: 25LLaVA-1.5

Org: 25InstructBLIP

Adv: the context of the situation.\n the context of the situation.\n the context of the 
situation.\n the context of the situation.\n the context of the context of the situation.\n the 
context of the context of the situation of the context

Adv: 100

Prompt:
What city is to the left?
Reference OCR token: A4005, EALING
Answer the question using a single word or phrase.

Org: EalingLLaVA-1.5

Org: ealingInstructBLIP

Adv: the context of the situation.\n the context of the situation.\n the context of the 
situation.\n the context of the situation.\n the context of the situation of the context 
of the situation.\n the context of the situation of the context

Adv: london

Prompt:
Is there a person in the image?
Answer the question using a single word or phrase.

Org: NoLLaVA-1.5

Org: noInstructBLIP

Adv: the image of the image.\n the image of the image.\n the image of the image.\n the 
image of the image of the image of the image of the image of the image of the image of 
the image of the image of the image

Adv: yes

Prompt:
Is there a broccoli in the image?
Answer the question using a single word or phrase.

Org: YesLLaVA-1.5

Org: yesInstructBLIP

Adv: the image of the image.\n the image of the image.\n the image of the image of the 
image of the image of the image of the image of the image of the image of the image 
of the image of the image of the image

Adv: no

TextVQA

TextVQA

POPE

POPE

Figure 14. Responses with original and adversarial images for VQA benchmarks (Part 2). The figure shows responses of LLaVA-1.5
and InstructBLIP models with original and adversarial images for TextVQA [35] and POPE [20] benchmarks. Org denotes responses with
original images and Adv denotes responses with adversarial images. Doubly-UAPs are applied to images to obtain adversarial images.
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Figure 15. Visualization of original and adversarial value vectors (CLIP-336). The upper row displays the original image and corre-
sponding value vectors across layers. The lower row shows the adversarial image applied with Doubly-UAP and its corresponding value
vectors. Adversarial value vectors exhibit significant distortion compared to the original value vectors, showing vertical stripe patterns.
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Figure 16. Visualization of original and adversarial value vectors in EVA-CLIP. The upper row shows the original image and its corre-
sponding value vectors across layers, while the lower row displays the adversarial image perturbed by Doubly-UAP and its corresponding
value vectors. The adversarial value vectors exhibit noticeable distortion compared to the original ones, losing their inherent patterns.
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