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Abstract—The recent advances in quantum information pro-
cessing, sensing and communications are surveyed with the
objective of identifying the associated knowledge gaps and
formulating a roadmap for their future evolution. Since the
operation of quantum systems is prone to the deleterious effects
of decoherence, which manifests itself in terms of bit-flips, phase-
flips or both, the pivotal subject of quantum error mitigation is
reviewed both in the presence and absence of quantum coding.
The state-of-the-art, knowledge gaps and future evolution of
quantum machine learning are also discussed, followed by a
discourse on quantum radar systems and briefly hypothesizing
about the feasibility of integrated sensing and communications in
the quantum domain. Finally, we conclude with a set of promising
future research ideas in the field of ultimately secure quantum
communications with the objective of harnessing ideas from the
classical communications field.
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I. INTRODUCTION

Back in 1965 Gordon Moore hypothesized that the inte-
gration density of micro-electronics chips would be doubled
every 18 months or so and - perhaps somewhat surprisingly
- this prediction has remained valid ever since. As a result,
at the time of writing the integration density of chips has
reached nano-meter scales, hence the quantum-effects may no
longer be ignored by chip designers. As a further advance,
Richard Feynman suggested that the ubiquitous bits conveying
digital information could in fact be mapped not only to a
pair of distinct voltage levels, but also either to a pair of
different electron-charges or to the up- and down-oriented spin
of an electron for quantum-domain information processing.
Naturally, this quantum-domain representation has its pros and
cons, because the resultant quantum bits abbreviated as qubits
no longer obey the laws of classical physics - instead they are
governed by the laws of quantum physics. What are these?

To elaborate briefly, a qubit may be in the so-called su-
perposition of a logical one and a logical zero. We may be
able to interpret this by referring to a coin spinning in a
closed box, which might be deemed to be in the equi-probable
superposition of head and tail, representing a logical zero
and one. Based on these qubits we may construct arbitrarily
long strings of qubits as the operands of quantum informa-

tion processing. However, when this hypothetical coin stops
spinning and we lift the lid of the box, we can reveal/observe
the qubit, which will be either in a state of logical zero or
logical one. We might say that upon its ’observation’ the
qubits fall back into the classical domain and they may no
longer be ’processed or manipulated’ in the quantum domain.
Another salient quantum-domain feature is that the qubits must
not be copied, which is formulated in terms of the so-called
no-cloning theorem of quantum physics. The qubits may be
processed by unitary operators or quantum gates, which are
the quantum-domain counterparts of classical gates.

A. Applications of Quantum-Domain Information Processing

At the time of writing the most prominent quantum-domain
applications are in the field of quantum communications, since
quantum key distribution (QKD) is already a commercial
off-the-shelf reality. By contrast, quantum computing is still
in its infancy, because the most capable quantum computer
commercialized by DWave only handles 2048 qubits.

1) Quantum Information Processing and its Applications:
However, even the powerful quantum computers of the future
are not expected to outperform classical computers in all tasks
- they are more suitable for carrying out rather specific tasks at
a high speed by exploiting their true parallel processing capa-
bility. This fact also motivates the design of so-called near-
term intermediate-scale computers (NISCs), where bespoke
quantum circuits are harnessed for evaluating a particularly
demanding cost function (CF) and the results are then fed
into a classical computer for further processing. This might
be deemed reminiscent of having a powerful external quantum
processor. One of the main impediments of quantum com-
puters is their very limited so-called coherence time, which
limits the number of operations/actions that may be carried
out before avalanche-like error proliferation sets in. The above-
mentioned NISC philosophy mitigates this decoherence prob-
lem by forwarding the CF value to a classical computer before
catastrophic decoherence occurs. Another potent quantum-
domain error mitigation technique is constituted by the family
of quantum error correction codes (QEC). The design of these
QECs may be deemed to be reminiscent of classical-domain
error correction codes, provided that the so-called simplectic
conditions exploited in [1-4] are satisfied.

When quantum computers capable of running large-scale
quantum search algorithms become widely available, numer-
ous large-scale search problems of wireless communications
that have hitherto been deemed to have excessive complexity
may be solved more efficiently than ever before, as de-
tailed for example in [5-7]. These may be exemplified by
multiple-symbol-based differential detection [8], multi-user
detection [8], multi-objective Pareto optimization of large-
scale routing problems [9, 10], localization problems [11] as
well as network coding solutions [12].

2) Quantum Key Distribution: In the 5G Advanced and
6G era there is more emphasis on information security than
ever before. Hence QKD networks are proliferating at a fast
pace, which are capable of providing an extremely high level
of information security, because if an eavesdropper tampers
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with the confidential key negotiation protocol, it may be
detected with a near-unity probability. Furthermore, as men-
tioned above, observation of the qubits by an eavesdropper
results in destroying the confidential quantum state and as
a result, the qubits collapse back into the classical domain,
as detailed in great depth with the aid of tutorial examples
in [14, 15]. Once the secret key has been negotiated and
agreed by the communicating parties, it can be readily appied
in a similar way to the classic crypto systems, where in its
simplest form the modulo two connection of the information
bits and the key bits are transmitted over the channel. Suffice
to say however that a severe limitation of this concept is
that the secret key has to be at least as long as the data
sequence, which represents a 100 percent security overhead.
Furthermore, in the interest of high security, the key has to
be changed rather frequently to avoid its potential long-term
observation by eavesdroppers. But the most severe limitation
of QKD networks is that as the transmission distance is
increased, the maximum attainable key-rate is reduced due
to the attenuation of the channel, because the quantum signal
must not be amplified. This phenomenon is reminiscent of
the reduced bitrate vs. distance trend of classical systems.
As a remedy, similarly to classical systems, so-called trusted
relaying may be used for extending the distance, but this
trusted relay must be accommodated in protected premises to
avoid tampering with them. We note at this stage that given the
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similarity of the QKD-based and classical-domain encryption
procedures, it is becoming realistic to incorporate QKD-based
key negotiation in next-generation wireless systems.

3) A Vision of the Quantum Internet: At the time of writing
the research of the interdisciplinary subject of quantum sci-
ence and engineering is attracting substantial investment right
across the globe. Many of the IEEE societies - including the
Computer, the Communications, Signal Processing, Antennas
and Propagation Society, just to name a few - have joined
forces in creating the IEEE Quantum Engineering Journal and
also support the recently created conference referred to as
the IEEE Quantum Week. Their broad vision is to make the
creation of the Quantum Internet (Qinternet) [16] a reality,
which is portrayed in the stylized illustration of Fig. 1. It
is expected to support both ultimate information security as
well eavesdropping detection, neither of which is feasible in
the classical Internet. Numerous hitherto non-existent services
might be created [17, 18], but ’quantum-leaps’ are required in
quantum engineering to make this vision a reality.

Fig. 2 provides an overview of the paper. In each of the
Sections II — VI we embark on critically appraising the
state-of-the-art in the critical components of quantum coding,
quantum error mitigation, quantum machine learning, quan-
tum radar and QKD along the evolutionary road of creating
the Qinternet. Based on this analysis, we then identify the
knowledge gaps and speculate about the future roadmap of
filling these gaps.



Section II is dedicated to the central topic of mitigating
quantum-domain impairments by quantum coding, while Sec-
tion III explores quantum error mitigation without coding.
Section IV puts quantum machine learning under the magnifier
glass, followed by Section V devoted to the radically new
quantum radar subject area. Although QKD solutions are
now off-the-shelf commercial reality, numerous open problems
exist in architecting the global Qinternet, as discussed in
Section VI. Finally, in Section VII we hypothesize about the
next steps along the road leading to the construction of an
ultimately secure quantum communications system.

Let us now delve into deeper technical details concerning
the relationship between classical as well as quantum error
correction coding.

IT. MITIGATION OF DECOHERENCE BY QUANTUM CODING

The Myth: Quantum coding is readily capable of eliminat-
ing the deleterious effects of quantum decoherence.

The Reality: Only short, low-complexity quantum codes —
such as for example topological codes — may be implemented
at the current state-of-the-art, which are unable to approach
the ultimate performance limit of the hashing bound.

The Future: The hardware of quantum codes also suffers
from decoherence effects, but this is typically assumed to
be flawless at this early stage. Future investigations have to
incorporate the imperfections of the coding hardware as well.

Abstract: Quantum error-correction codes (QECCs) can
be constructed from the known classical coding paradigm
by exploiting the inherent isomorphism between the classical
and quantum regimes, while also addressing the challenges
imposed by the strange laws of quantum physics. In this
spirit, we provide insights into the duality of quantum and
classical coding theory, hence aiming to bridge the gap
between them. Explicitly, we survey the rich history of both
classical as well as quantum codes, followed by a critical
appraisal of QECCs, as exemplified by the family of dual-
containing and non-dual-containing Calderbank-Shor-Steane
(CSS) codes, non-CSS codes, and entanglement-assisted codes.
Finally, we provide an outlook on the potential evolution of
QECCs.

A. State-of-the-Art

The deleterious effects of quantum decoherence can be
completely characterized by amplitude-damping and phase-
damping channel models. Explicitly, amplitude damping mod-
els the loss of qubit energy, for example, when the excited
state of a qubit decays due to the spontaneous emission of
a photon or when photons are lost during their transmis-
sion through a free-space optical (FSO) channel or optical
fibers [19]. By contrast, phase damping (or dephasing) models
the contamination of quantum information without any loss of
energy. This may occur, for example, due to the scattering
of photons or owing to the perturbation of electronic states
induced by stray electrical charges. This combined amplitude-
damping and phase-damping model of quantum decoherence
may be further reduced to a so-called Pauli channel, which
merely inflicts bit-flip and/or phase-flip errors upon the qubit.

Specifically, a Pauli channel NVp may inflict a phase-flip (Z), a
bit-flip (X)) or a bit-and-phase-flip (Y) error with probabilities
of p., p, and p,, respectively, on a qubit having density matrix
p, which may be formulated as [20]:

No(p) = (1=p—p2—py) p+p:ZpZ+p, XpX+p, YpY. (1)

The error probabilities p., p, and p, depend on the qubit
relaxation time 7} and the qubit dephasing time 7%, as given

below:
(1 — eft/T1>

(1 +e /T Qe*t/Tz) .

Pz = Py =

Pz = 2

N

T; is the time it takes for the excited state to decay to ground
state, while 75 is the time for which the superimposed quantum
state is maintained. Both 7T and 75 times vary with the qubit
implementation technology (e.g. superconducting, trapped ion,
quantum dot) because they depend on the properties of the
material and the associated environmental interaction mecha-
nisms.

This Pauli channel may also be viewed as the quantum-
domain counterpart of a quaternary classical channel. The
Pauli channel is also often represented as a pair of independent
channels, namely the bit-flip and the phase-flip channels,
inflicting errors with probabilities (p, + p,) and (p, + py),
respectively. These individual bit-flip and phase-flip channels
are analogous to classical binary symmetric channels. Further-
more, a widely used class of Pauli channels - the so-called
depolarizing channel - assumes that all three types of errors
are equally likely, i.e., (p; = p; = py).

Despite the existence of the above-mentioned inherent iso-
morphism between the quantum and classical channels, the
conception of quantum codes was deemed infeasible in the
early quantum era. This was partly because of the so-called
no-cloning theorem [21], which does not allow the qubits to
be copied — they can only be processed by so-called unitary
operations to avoid their (collapse) to the classical domain.
Hence, it was hard to envision how redundancy attached to or
imposed on the original information qubits by quantum error
correction coding (QECC) could be exploited by the QECC
decoder for correcting quantum-domain (QD) errors caused by
decoherence. More explicitly, since the qubits collapse to the
classical domain (CD) upon their observation or measurement,
QECC decoding poses a challenge. To elaborate, classical
decoding processes rely on observing/measuring the received
bits. Therefore, correcting qubits without perturbing their
coherent superimposed state was considered an infeasible task.
However, Shor dispelled these notions in 1995 by conceiving
his seminal 9-qubit QECC [22] that is capable of correcting
a single-qubit error. This 9-qubit QECC having a coding rate
of 1/9 is reminiscent of the classical 1/3-rate 3-bit repetition
code, as exemplified in Fig. 3, where one of the 1/3-rate codes
is used for correcting a single bit-flip error and the other a
phase-flip error.

Inspired by this significant contribution, Calderbank and
Shor [24], as well as Steane [25, 26], separately developed
a generalized framework for designing quantum codes from
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binary linear classical codes. This framework laid the foun-
dation of the well-known family of Calderbank-Shor-Steane
(CSS) codes, which allows constructing an [n, k; — ka] CSS
code from a pair of classical linear block codes Ci(n,k;)
and Cy(n,ks), provided that Cy C Cj. The code C; is
exploited for bit-flip error correction, while the dual of code
Cs, denoted as Cs-, is used for phase-flip error correction.
Hence, the resultant CSS code is capable of correcting ¢ bit-
flips and t phase-flips, if both C; and Cj- can correct ¢ errors
in the classical domain. Furthermore, a specific category of
CSS codes known as dual-containing CSS codes was intro-
duced, which originates from dual-containing binary codes. In
essence, dual-containing CSS codes constitute a distinct subset
of CSS codes, where Co = Cj-. Following these principles,
Steane [26] used the classical (7,4) Hamming code to design
a single-error correcting [[7, 1]] dual-containing CSS code.

Both dual-containing and non-dual-containing CSS codes
can be viewed as an amalgam of two independent quantum
codes, one for bit-flip and the other for phase-flip correction.
Since the bit-flip and phase-flip errors are corrected indepen-
dently, CSS codes do not fully exploit the redundant qubits.
This led to the development of non-CSS codes, such as the
optimal 5-qubit quantum code by Laflamme e al. [27] and
Bennett et al. [28], representing the shortest possible codeword
required for single-qubit error correction.

As a further development, Gottesman formalized the de-
sign of quantum codes from the known classical binary and
quaternary codes during his Ph.D [29] by presenting quantum
stabilizer codes (QSC) [30]. Recall that an (n,k) classical
linear block code uses an (n — k) by n parity-check matrix

(PCM) for computing the error syndrome of length (n — k)!.
Similarly, an [[n, k]] QSC invokes a set of (n — k) commuting
Pauli generators g; € G2, called the stabilizers, for computing
syndromes. The stabilizers can be linked to a classical PCM
by mapping each constituent Pauli operator, i.e. I, X, Y and
Z, to a pair of classical bits as follows [31, 32]:

I (0,0), X (0,1), Y — (1,1), Z— (1,0). (3)

Based on this Pauli-to-binary isomorphism, the (n — k)
stabilizers of an [[n, k]] QSC can be mapped to an (n — k) by
2n PCM H, which consists of two concatenated (n — k) x n
binary matrices H, and H,, as given below:

H = (H.[H,). @)

The matrix H, is used for bit-flip error correction, while the
matrix H, is used for phase-flip error correction. Furthermore,
the commutative constraint of stabilizers is translated into the
orthogonality of rows of H with respect to the symplectic
product (or the twisted product), which is satisfied for all the
rows of H if and only if we have:

H.H! + H,H! =0. (5)

Hence, any classical PCM which meets the symplectic product
criterion of Eq. (5) may be used for designing a QSC. It is

et y = T + e be the received codeword, T the transmitted codeword and
e the channel error. The classical syndrome of length (n — k) is computed
by using: s = yHT = THT + eHT = eH”. This syndrome is then
harnessed for either detecting the expected codeword (codeword decoding) or
the expected error pattern (error decoding).

2The Pauli group G, is an m-fold tensor product of single-qubit Pauli
operators, i.e. I (identity), X (bit-flip), Y (simultaneous bit-and-phase-flip)
and Z (phase-flip).
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pertinent to point out here that when the equivalent classical
PCM assumes the following structure:

H, o0
N
H’ 0 .

where we have H, = < OZ>’ H, = (H’ ) then it reduces
to a CSS code. ’

The conception of the above stabilizer formalism marked
a major breakthrough in the realm of QECCs, serving as
a universal panacea for converting classical codes into their
quantum counterparts. Research efforts have remained more
focused on the conversion of algebraic codes in the initial
years, aiming for maximizing the minimum Hamming dis-
tance of legitimate codewords by leveraging finite Galois-field
arithmetic. This led to the development of quantum Bose-
Chaudhuri-Hocquenghem (QBCH) codes [33-38], quantum
Reed-Muller (QRM) codes [39], and quantum Reed-Solomon
(QRS) codes [40]. While leveraging the classical-to-quantum
isomorphism has proven valuable in terms of importing clas-
sical codes into the quantum domain, it also became clear that
they require a high number of qubits, and hence their practical
employment will only become realistic in years to come.

This realization has inspired expedited research in the field
of short-block QECCs, placing the design of QSCs based
on the intricacies of quantum topology and homology in
the limelight. This includes for example toric codes [41-43],
surface codes [44, 45], color codes [46], cubic codes [47],
hyperbolic codes [48, 49], homological product codes [50].

While algebraic coding provides a powerful mechanism for
designing codes having a high minimum distance, it does not
guarantee a near-capacity design, which requires probabilistic
codes. Explicitly, the probabilistic coding avenue is inspired by
Shannon’s random coding theory [51] and strives for striking a

beneficial performance vs. complexity trade-off. The quantum-
domain counterpart of the famous Shannon capacity is the
so-called hashing bound [52-54], which sets a lower limit on
the capacity of Pauli channels. More specifically, analogous to
the Shannon capacity of classical binary symmetric channels,
the hashing bound specifies the capacity of quantum channels
based on the coherent information output of the channel. In
case of a depolarizing channel associated with the probability
p, the hashing bound is given by [28, 55]:

Cq(p) = 1 — Ha(p) — plogy(3), (7)

where Hs(p) denotes the binary entropy function. It must be
pointed out here that the actual quantum channel capacity is
higher than the hashing bound due to the so-called quantum
degeneracy [56-58]. This is a unique quantum phenomenon,
which is inherently present in quantum stabilizer codes but
does not exist in the classical world. To elaborate, quantum
degeneracy implies that different channel errors may have the
same impact on the encoded quantum state and hence can be
corrected by the same error correction operation®. This in turn
enhances the channel capacity.

In duality to the classical probabilistic coding theory, a
random quantum code C having a sufficiently long code-
word is expected to incur an arbitrarily low quantum bit
error ratio (QBER) at a depolarizing probability of p, pro-
vided that its coding rate is below the hashing limit Cg(p)
of Eq. (7). Although having long codewords is not desirable
in the quantum domain due to stringent latency require-
ments arising from the short qubit relaxation and dephasing

3Let us consider a two-qubit state 1)) = |00) + |11). The error patterns
IZ as well as ZI yield the same corrupted state (J00) — |11)), hence are
termed as degenerate errors. Similarly, the error pattern ZZ does not perturb
the original state |+). Hence, the identity operation IT and the error pattern
ZZ also constitute a degenerate pair.
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times, the urge to approach the capacity triggered interest in
probabilistic code designs. This led to the development of
quantum low-density parity-check (QLDPC) codes [32, 59—
61], quantum convolutional codes (QCC) [62—-65], quantum
turbo codes (QTC) [66, 67], quantum irregular convolutional
codes (QIrCC) [23], quantum polar codes (QPC) [2, 68], and
quantum unity-rate codes (QURC) [69]. The performance of
some of these codes is benchmarked against the hashing bound
in Fig. 4.

Recall that classical codes used for designing QSCs must
satisfy the stringent symplectic product criterion. This sym-
plectic criterion may sometimes lead to undesirable code
properties, such as having short cycles in QLDPC codes,
which degrade the decoding performance. Furthermore, not
every classical code can be transformed into a quantum code
owing to the symplectic criterion. For example, there is no
quantum counterpart for a family of recursive non-catastrophic
convolutional codes used for QTCs. Hence QTCs tend to
exhibit a bounded minimum distance*. To circumvent the
symplectic product criterion of QSCs, entanglement-assisted
(EA) quantum codes [75-78] were conceived, which rely on
the availability of pre-shared entangled qubits. Since these pre-
shared entangled qubits are generally assumed to be transmit-
ted reliably before actual transmission, EA codes are capable
of achieving a higher capacity. Fig. 5 compares the hashing
bound of the maximally-entangled® EA codes to that of their
unassisted counterparts.

4If the minimum distance of a concatenated code with an interleaver
increases almost linearly with the interleaver length, then it has unbounded
minimum distance.

SAn EA code may have 0 < ¢ < (n — k) pre-shared qubits. It reduces
to an unassisted code when ¢ = 0, while it is called a maximally-entangled
code when ¢ =n — k.
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Fig. 6. The taxonomy of quantum stabilizer codes based on their binary
parity-check matrix representations [85].

An EA code can operate anywhere in the hashing region,
which is bounded by the maximally-entangled and the unas-
sisted hashing limits. The notion of entanglement-assistance
has been extended to nearly all quantum coding families,
including for example EA-QLDPC codes [79], EA-QCCs [80],
EA-QTCs [55, 81], and EA-QPCs [82-84].

To conclude this section, Fig. 6 depicts the taxonomy of
QSCs based on their binary PCM representations, and Fig. 7
as well as Fig. 8 portray the timeline of historical milestones
in the field of QECC.

B. Knowledge Gaps, Challenges

The near-hashing-limit performance can be achieved by
utilizing QSCs having a very long codeword. However, with
state-of-the-art quantum technologies, the number of qubits
that can be used to perform error correction is limited. Thus,
finding a family of QSCs that exhibit excellent error-correction
capability at short to moderate codeword length and are also
efficiently decodable has become a more pivotal problem
than ever. In contrast to the classical domain — where error
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Shor [22] introduces the 9-qubit single error-correcting code.

Calderbank and Shor [24] as well as Steane [25, 26] present Calderbank-Shor-Steane (CSS) codes con-
structed from classical binary codes, including Steane’s 7-qubit dual-containing CSS code as a specific
example.

Laflamme et al [27] and Bennett e al [28] discover the optimum 5-qubit non-CSS code for correcting a
single-qubit error.

Gottesman [29, 30] introduces a generalized framework for designing quantum stabilizer codes (QSC) from
known classical binary and quaternary codes.

Lloyd [52] specifies the lower bound on quantum channel capacity, known as the hashing bound.

Steane [33, 37], Grassl et al [34, 36], and Calderbank et al [35] design quantum Bose-Chaudhuri-
Hocquenghem (QBCH) codes (CSS).

Kitaev [41, 42] introduces the first QSC based on topology known as toric codes (CSS).

Bravyi et al [44] present surface codes, quantum topological codes whose stabilizer formalism is defined
on a rectangular lattice (CSS).

Steane [39] designs quantum Reed-Muller codes (non-CSS).

Grassl et al [40] present quantum Reed-Solomon codes (dual-containing CSS).

Postol [59] introduces the first quantum low-density parity-check (QLDPC) codes.

Bowen [75] introduces the notion of entanglement-assisted quantum error-correction codes (EA-QECC).

Ollivier et al [62] develops quantum convolutional codes (QCC).

Brun et al [76-78] introduces the notion of entanglement-assisted QSC (EA-QSC).

Bombin et al [46] presents color codes, quantum topological codes whose stabilizer formalism is defined
by three-colored lattice (dual-containing CSS).

Poulin et al [66, 67] develop quantum turbo codes (QTC).

Djordjevic [86] develops the balanced incomplete block design-based quantum LDPC codes.

Hsieh et al [79] design entanglement-assisted QLDPC (EA-QLDPC) codes.

Zémor [48] introduces hyperbolic surface codes based on Cayley graphs (CSS).

Djordjevic [87] proposed photonic implementation of encoders and decoder for dual-containing quantum
LDPC codes.

Wilde and Brun [80] present entanglement-assisted QCC (EA-QCC).

Djordjevic [88] proposed photonic entanglement assisted quantum LDPC encoders and decoders.

Wilde and Hsieh [55, 81] present entanglement-assisted QTC (EA-QTC).

Wilde and Guha [82, 83] as well as Renes er al [84] introduce entanglement-assisted QPC (EA-QPC).

Fig. 7. Timeline of quantum error-correction codes milestones (continued).
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Fig. 8. Timeline of quantum error-correction codes milestones.

correction can be implemented using error-free encoding and
decoding circuits — the implementation of QSCs must contend
with imperfect quantum gates for processing both the informa-
tion and redundancy qubits. Quantum gates — the fundamental
building blocks for quantum circuits — are not yet flawless
and their imperfections tend to introduce more errors during
the encoding and decoding process, potentially corrupting
the information they are meant to safeguard. Therefore, the
design and the implementation of QSCs have to correct qubit

Pelchat and Poulin [89] introduce degenerate Viterbi decoding for QCC.

Babar et al [90] present near-capacity code designs for entanglement-assisted classical communications.

Delfosse [49] designs hyperbolic color codes (dual-containing CSS).

Tillich and Zémor [91] introduce hypergraph product codes (HPC) that always satisfy the symplectic
product by taking two classical LDPC codes (CSS).

Babar et al [92] introduces the utilization of extrinsic information transfer (EXIT) charts for designing

Bravyi and Hastings [50] design homology-inspired QLDPC codes known as homological product codes.

Babar et al [23] develop quantum irregular convolutional codes (QIrCC) for concatenated quantum codes

Leverrier et al [93] present the quantum counterparts of the classical expander codes.

Babar et al [69] develop quantum unity-rate codes (QURC) for facilitating the design of concatenated

Babar et al [94] conceive a fully-parallel quantum turbo decoder (FPQTD) with reduced decoding latency.

Nguyen et al [95] present the design of QTCs tailored for asymmetric Pauli channels.

Panteleev and Kalachev [96, 97] introduce lifted-product code (LPC) the generalization of HPC (CSS).

Leverrier and Zémor [98] conceive the quantum counterparts of the classical Tanner codes.

Vuillot and Breuckmann [99] introduce a generalization of quantum color codes and Reed-Muller codes

Roffe er al [100] present the design of QLDPC codes tailored for asymmetric Pauli channels.

Christandl and Miiller-Hermes [101] introduce the notion of fault-tolerant QECC for quantum communica-

Chandra et al [102] as well as Cruz er al [103] propose a universal decoding scheme for QSCs inspired by
guessing random additive noise decoding (GRAND).

errors imposed both by external gates to be protected by the
QECC and also by the gates used in the QECC encoding and
decoding process. This requires the employment of a so-called
fault-tolerant approach to QSCs [101], where the encoding
and decoding steps are intricately designed to limit the error
proliferation within the quantum circuits.

To compound the issue further, qubits inherently suffer
from short coherence times, which is the duration of main-
taining their uncontaminated quantum state. This imposes
a stringent time constraint during which all encoding and



decoding algorithms must be completed. In light of this race
against time, the fault-tolerant implementation of QSCs must
operate within this limited coherence time frame to prevent
the degradation of quantum information. If the qubits begin
to decohere before the completion of the error correction
cycle — encoding, stabilizer measurements, decoding —, the
information may become irretrievably lost, undermining the
very purpose of quantum coding. This necessitates not only
good QSC constructions for short to moderate codeword
lengths but also the development of reliable encoding and
stabilizer measurements -— a method to measure the syndrome
values of QSCs without collapsing the encoded quantum state
-— as well as decoding algorithms. These decoders must be
capable of high-fidelity operation even in the face of imperfect
encoding and stabilizer measurements in order to make correct
decoding decisions, thereby preserving the quantum states
essential for reliable quantum communications.

Significant advances have been made in the field of code
constructions, particularly in developing near-hashing-bound
performances using only moderate codeword lengths. A no-
table development relies on harnessing a quantum-domain
unity-rate code (QURC) in conjunction with quantum irregular
convolutional codes (QIrCCs) to create near-hashing-limit
QTCs. This approach, detailed in [69], achieves a remark-
able error-correction performance without compromising the
coding rate or the number of information qubits. A similar
strategy that also achieves near-hashing-limit error correction
performance is presented in [3, 4] upon substituting the
QIrCCs by quantum short-block codes (QSBCs) as the outer
codes of this serially concatenated arrangement.

Impressive progress has also been observed in the field
of QLDPC codes. For instance, quasi-cyclic QLDPC code
constructions having outstanding error-correction performance
were proposed in [96], while spatially-coupled QLDPC codes
were designed in [104]. Both these treatises demonstrate near-
hashing-limit performance, despite using significantly shorter
codewords than the earlier studies in [70, 73, 105]. Efforts to
develop unassisted QPCs began to unfold from [68], which
were then formalized in [2]. However, these initial findings
suggest that QPCs may not perform well for short to moderate
codeword lengths [102, 106].

The standard encoding for QSCs as described in [107] and
the more specific encoding rules proposed for dual-containing
CSS codes and detailed in [32] are inherently not fault-
tolerant. This means that a single quantum gate error in the
encoder may proliferate the number of errors, which the QSCs
are unable to correct. A fault-tolerant approach to encode
information qubits has been demonstrated for the family of
quantum topological error-correction codes (QTECCs), which
involves performing a round of stabilizer measurements to
encode the information qubits, as seen in [108]. However, it
remains to be investigated, whether the same approach can
result in fault-tolerant encoding for the popular families of
probabilistic codes, such as QTCs, QPCs, and QLDPC codes.

In the realm of stabilizer measurements, substantial efforts
have been dedicated to designing circuits having inherent
capabilities for error detection and, in some cases, error
correction, as detailed in [109-111]. However, these methods

necessitate that the redundant qubits are encoded, which in
turn introduces additional overhead for preparing these fault-
tolerant redundant qubits. Consequently, significant efforts
have been channeled into minimizing the overhead associated
with redundant qubits, while preserving their error detection
capabilities [112] or into striking a balance between the
overhead and the error-correction/error-detection capabilities
of the encoded redundant qubits [113].

Finally, since stabilizer measurements can provide addi-
tional error information, it is crucial for the decoder to inte-
grate this information into making an informed correction de-
cision. For QTECC:s, the reliability of stabilizer measurements
often requires multiple repetitions to enhance confidence in the
measured syndrome values, as discussed in [114]. However,
it also has been shown that some QLDPC codes inherently
possess a single-shot property, as described in [115, 116].
Notable results in QLDPC code construction and decoder pairs
that exhibit high single-shot error-correction performance are
highlighted in [117-121].

C. Research Roadmap

The field of fault-tolerant quantum communications encom-
passes diverse active research areas, each addressing critical
challenges to achieve reliable and scalable quantum commu-
nications. Key areas of ongoing research include practical
quantum code constructions and real-time decoding.

Creating or discovering a specific set of QSC constructions
that are guaranteed to deliver good error-correction perfor-
mance for various codeword lengths and coding rates is of
the essence. At the time of writing, only QTCs have been
able to offer this assurance, although promising methods of
single-shot decoding remain largely unexplored. The prelim-
inary findings pertain only to the application of single-shot
decoding on QCCs [122]. Conversely, while some QLDPC
codes possess single-shot error correction capabilities, efficient
techniques of generating QLDPC codes that maintain good
performance across various codeword lengths and coding rates
are still unknown.

Another significant factor in the design of QSCs for quan-
tum communications is the time-varying nature of quantum
channels [123]. Given that the limited number of qubits in
state-of-the-art quantum technology must be frugally used, tak-
ing into account the noise levels or depolarizing probabilities
of the quantum channels is crucial. Therefore, the development
of adaptive QSCs, which allow their error correction capabili-
ties to be adjusted in response to noise levels may be expected
to lead to more efficient exploitation of the valuable qubits.
Preliminary studies indicate the feasibility of designing such
adaptive codes within the realms of QTCs [3, 4] and QLDPC
codes [124].

To meet the demand for a fast and reliable decoder, enhance-
ments to the speed of cutting-edge decoders can be achieved
through parallelization and intelligent scheduling within the
state-of-the-art decoding algorithm [94, 125, 126]. Addition-
ally, adopting relatively low-complexity decoding algorithms
for short to moderate codeword lengths is another avenue that
can be explored. This path has been recently considered in



classical ultra-reliable low-latency communication (URLLC),
as demonstrated in [127], by investigating the potential of
ordered-statistic decoding (OSD) [128, 129] and guessing ran-
dom additive noise decoding (GRAND) [130]. In the quantum
domain, the use of OSD has been explored primarily as a post-
processing tool in [96], rather than as a standalone decoder.
On the other hand, the first studies of GRAND as a standalone
decoder have been disseminated in [102, 103, 131]. GRAND
is often referred to as a universal decoder, because it may be
readily harnessed for the entire family of the above-mentioned
CSS codes. Hence GRAND decoders may be expected to gain
popularity and attract further research.

QECCs may also be specifically designed for the amplitude
damping channel, which were investigated by harnessing the
popular stabilizer formalism in [132], where improved error
recovery operations were conceived as a function of the
amplitude damping probability.

Since the family of QECC schemes has to correct both bit-
flips as well as phase-flips, its members tend to have a low
coding rate owing to requiring numerous redundant bits. An
attractive design alternative is to harness sophisticated error
mitigation techniques dispensing with QECCs, as detailed in
the next section.

III. MITIGATION OF DECOHERENCE WITHOUT CODING

The Myth: The impressive hardware developments of
recent years that led to quantum computers in excess of
a hundred controllable qubits are already enabling useful
applications.

The Reality: Unfortunately current devices are incapable
of quantum error correction and uncontrolled errors severely
limit the practical applicability of early quantum hardware.
Quantum error mitigation is a major enabler in utilising
noisy quantum devices but practical quantum advantage, i.e.,
the point at which a quantum computer solves a practical
problem faster than any classical supercomputer, remains to
be demonstrated.

The Future: Further theoretical as well as hardware de-
velopments are required but it is anticipated that some form
of early practical quantum advantage may be achieved in the
near term and the techniques we are about to describe will be
absolutely instrumental in this endeavour.

Abstract: Quantum computers are becoming a reality at
the time of writing. However, hardware imperfections still
overwhelm these devices and fault-tolerant quantum devices
relying on quantum error correction codes require substantial
hardware developments. Explicitly, a single logical qubit may
have to be encoded into a potentially large number of physical
qubits and one has to harness additional complex measures
such as magic-state distillation or the constant monitoring of
stabilisers — which may be deemed prohibitive with the aid of
existing and near-term technology.

The limited number of qubits available in the near-term
means that we cannot use powerful QECCs for cleaning up
all qubit errors. Hence, it is an exciting challenge to find appli-
cations without full fault-tolerance using noisy intermediate-
scale quantum (NISQ) devices in the near term or early fault-
tolerant devices further down the road. To circumvent the

limitation of having a low number of qubits, we have to resort
to quantum error mitigation (QEM) techniques. In this section
we highlight their basic concepts, historic evolution and open
research challenges.

A. State-of-the-Art

1) Scope of QEM: QEM may be viewed as a lower-
complexity design alternative to the QECCs discussed in
Section II, which does not require significant qubit overhead
and thus can be implemented already at the time of writing
relying on existing quantum devices. However, the significant
difference is that, while QECCs spot errors and correct them
on the fly to recover the pure quantum states, QEM is unable
to correct errors in quantum states. Rather, QEM mitigates
the effect of errors on average by measuring the associated
expected values through many consecutive activations of a
quantum circuit. In particular, in near-term applications, such
as in certain QML applications discussed in Section III, one
has to repeatedly activate a quantum circuit many times to
obtain an accurate estimate of the particular cost function,
which is often chosen to be the expectation value tr[pO] of
some observable O.

We can illustrate this through an example whereby we run
a circuit once and measure a qubit which indeed yields an
outcome of either +1 or —1. Then the expected value of the
Pauli operator (Z) = tr[p;qZ] = p+ — p— is estimated by
repeated activations of the same circuit through the relative
frequency p4 of the 1 outcomes. Even with noise-free qubits
one obtains a distribution for (Z);; whose width is determined
by the number of samples N, as Ny 72 n a realistic noisy
quantum device, however, the centre of the distribution is
biassed (Z) as illustrated in Fig 9 (red arrow vs. orange
distribution). Again, quantum error mitigation does not correct
errors in the individual circuit runs but rather introduces
a new distribution whose bias is reduced, see Fig 9 (blue
distribution). However, this comes at the cost that the width
of the distribution following error-mitigation is increased.
Hence one requires an increased number of samples to get a
sufficiently accurate estimate of (Z),4. As we discuss below,
this overhead quantified in terms of the number of samples
increases exponentially with the expected number of circuit
errors. Nonetheless, this is a tradeoff that is worth making
in many practical scenarios: error mitigation techniques may
deliver accurate results at reasonable measurement overheads,
provided that the expected number of errors in a quantum
circuits is not significantly higher than 1.

Indeed the advantage of QEM is that at the current state-
of-the-art it requires drastically reduced quantum resources
compared to QECC. Due to the high complexity of QECC,
experimental demonstrations have been limited to correcting
a single logical qubit in a short codeword, whereas QEM
techniques have already been routinely applied in experiments
relying on hundred plus qubits. QEM may be viewed as a
family of numerous diverse techniques and ‘tricks’ and in the
following we review some of the most popular ones.

2) Zero Noise Extrapolation: The seminal contributions
[133, 134] made the observation that by artificially increasing
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Fig. 9. Quantum error mitigation (QEM) techniques require drastically fewer
quantum resources than Quantum Error Correction (QEC) but are limited to
mitigating errors in expected value measurements: even with noise free qubits,
one needs to repeat a quantum circuit many times to obtain an accurate
expected value of an observable (red arrow). (Orange distribution) Due to
errors affecting the qubits, the expected-value measurement yields a biased
distribution (shifted mean) while QEM techniques generally aim to mitigate
the effect of errors on average by reducing the bias, i.e., mean of blue
distribution is closer to ideal value. QEM techniques come at the cost of
an increased measurement count, i.e., width of blue distribution is larger.

the error burden on the qubits one can learn how the quantum-
domain noise affects the measured expected values and reduce
the bias by extrapolating to zero error rates. These constitute
the family of Zero Noise Extrapolation (ZNE) techniques.
In particular, by denoting the average number of errors in
each circuit run as A, the output state will be denoted by
the density matrix py. One then aims for measuring a set
of expected values (Oy) = Tr[py, O] at increased error rates
Ak. Fitting a model—most typically a linear or exponential
function [136, 148]—to the graph (Oy) vs. {\} allows us to
estimate the expected value Tr[px_,0O] at zero noise.

Several methods have been developed for artificially boost-
ing the error rates in a controllable fashion. The first of such
methods increases the pulse time used for implementing the
gates in the circuit [134], which simultaneously exposes the
qubits to the decoherence mechanisms for a longer period.
This led to the first successful demonstration of quantum error
mitigation in an experiment that achieved accurate measure-
ments of expected values in small-scale systems [140] using
linear extrapolation model functions.

Further methods for boosting errors have also been ex-
plored, such as inserting sequences of gates and their inverses,
which would ideally combine into identity operations, but
introduce additional errors due to realistic imperfections [139].
Given that the ZNE techniques is very simple and they do not
require any advanced pre- or post-processing steps, ZNE has
become one of the most widely used QEM techniques. In a
recent experiment ZNE was used for demonstrating that it is
indeed possible to arrive at accurate expectation values in a
127-qubit quantum computer, with an accuracy comparable to
those of the most advanced classical approximate simulation
methods [147].

3) Probabilistic Error Cancellation: Another family of
error mitigation techniques relies on a sophisticated Monte-
Carlo scheme that probabilistically inserts additional gates into

each activation of the quantum circuit, so that on average these
additional gates can cancel out the damage inflicted by the
errors in the expectation values. These techniques belong to
the family of Probabilistic Error Cancellation (PEC) solutions.

This approach was originally introduced in [134]. We can
consider the simple example of trying to prepare the ideal
state pg, but we end up with the noisy state p = Nx(pg) =
(1—p)po+pX poX which was corrupted by the bit-flip channel
introduced in Section II. We can also express the inverse of
this noise process as:

po=Nx'p=mp+1XpX, ®)
where we have v, = 11_;21; and vo = 71_’%21]. While N5" does

not represent a channel that can be physically implemented,
we are actually interested in the expectation value of some
observable O as

Tr(Opo) = 71 Tr(Op) + 72 Tr(OX pX).

The ideal expected value Tr(Opg) is thus simply a linear
combination of the expectation value measured in the noisy
state p and the expectation value measured in the noisy state
X pX to which we apply an additional X gate.

The corresponding Monte-Carlo sampling scheme may be
formulated by re-writing the above linear combination as

Tr(Opo) = p1(|71| + |v2))sgn(v1) Tr(Op)
+ p2(l71] + [r2])sen(v2) Tr(OX pX).

The above may be interpreted as obtaining the ideal expecta-
tion value by activating the original circuit with the probability
of pp = % and modifying the output with the aid of both
the sign sgn(y1) and the scaling factor (|1 |+ |v2|), while the
circuit associated with the additional X gate is chosen with the
probability of p, = % and its output is modified both
by the sign sgn(v2) and the scaling factor (|y1|+|y2|). Hence,
we simulate the effect of Ny ! by probabilistically applying
an additional X gate to the circuit while also adjusting the
sign of the output accordingly.

The above arguments may be readily extended beyond bit-
flip impairments, and they still hold even if the additional gates
applied are imperfect [136], provided that we have accurate
knowledge of the nature of errors. However, PEC requires
full knowledge of the specific form of the channel imposing
qubit errors, which is classically intractable for circuits that
are applied to a large number of qubits. Hence, in practice,
PEC is often directly applied to individual gates in the circuit,
whose noise models can be accurately characterised. Instead of
completely removing all noise, this approach is only capable
of mitigating the deleterious effects of noise contributions.
This philosophy may be harnessed for obtaining data points of
reduced noise for zero-noise extrapolation, which can be more
effective than extrapolating with boosted noise levels [148].

Measurement error mitigation is closely connected to prob-
abilistic error cancellation. At the measurement stage, both
the ideal and the noisy output states are transformed into
the corresponding noisy and ideal probabilistic distribution
of bit strings, respectively, denoted as py and pi.;. Hence,
the channel representing the impairments simply becomes a
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stochastic matrix (transition matrix) that transforms the ideal
distribution pj into the noisy distribution pho; [149] as

ﬁnoi = Aﬁo . (9)

The effect of noise can thus be removed through inverting the
transition matrix as pyp = A~ 'Pho; [150]. Similarly to PEC,
fully characterising the noise matrix A becomes intractable,
as the circuits are scaled up and one thus has to make
assumptions concerning the noise model to simplify the form
of A. For example, we can assume that the measurement noise
corrupting the individual qubits is uncorrelated, which means
that the global noise matrix A is simply a tensor product of
single-qubit measurement noise matrices.

4) Purification-based Error Mitigation: The QEM tech-
niques we detailed so far were clearly distinct from QECCs
in that they did not introduce any redundant qubits, but
rather made use of noisy outputs that were linearly combined
in a post-processing stage. By contrast, purification-based

2017 —i Zero-Noise Extrapolation (ZNE) proposed by Li & Benjamin [133] and concurrently by the IBM team [134]

Quantum Subspace Expansion proposed in [135]
Probabilistic Error Cancellation (PEC) proposed in [134] and its practical implementations detailed in [136]
Symmetry Verification (SV) proposed in [137, 138]

ZNE experimentally demonstrated in [139, 140]

Learning-based QEM techniques proposed in [142, 143]
Purification-based QEM proposed by Koczor [144] and concurrently by the Google team [145]
Google team experimentally demonstrates purification-based QEM [146]

IBM team demonstrates ZNE in a record breaking 127-qubit experiment [147]

techniques in a way share more similarities with QECCs, since
they also introduce redundancy — but as we will describe now,
the approach only requires a handful of copies of the qubits
as opposed to potentially thousands in the case of QECCs.

Recall that a noisy quantum state p, which we describe
by a density matrix, can be diagonalised to obtain probabil-
ities py as eigenvalues and pure states |i;) as eigenvectors.
Purification-based techniques commonly exploit that, some-
what surprisingly, the dominant eigenvector |t ) of the density
matrix is a good approximation of the noise-free quantum
state [152]. Thus, one proceeds by preparing multiple copies
of the state as p®" [144, 145]. By performing a cyclic permu-
tation operation, or more generally by creating a derangement
operation [144], one can guarantee that only permutation-
symmetric combinations such as |1/ )®™ contribute to the mea-
surement process, which happen with probabilities of (px)".
Thus, low probabilities are exponentially suppressed. Hence
this technique acts similarly to a high-pass filter that passes
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Fig. 11. Purification-based techniques prepare n copies of a noisy quantum
state p either by splitting an array of qubits into batches [146] or by using
multiple quantum cores for state preparation [151]. A derangement D, is a
generalisation of the SWAP gate which applies a permutation to the qubits
controlled on an ancilla qubit (topmost qubit). Estimating the probability of the
|0) outcome allows one to suppress errors in the expected value measurement
of the operator o exponentially in n. Reproduced from [144] (CC BY 4.0).

the dominant component p; >> pj but drastically attenuates
low-probability “error events” associated with £ > 1 [153].

More specifically, this approach takes n independently
prepared copies of the computational state and applies to it
a derangement circuit that is controlled by an ancilla qubit,
as illustrated in Fig 11. Measuring the probability of the |0)
outcome of the ancilla qubit allows one to formally estimate
the expected value [153]:

2N

tr[p"a] _ 1 -
tl“[p”] - Ziil(pk)” ];(pk) <wk| |¢k>a

which indeed gets exponentially close to the desired, “noise-
free” expected value (i1|o|t)1) as we increase n.

This approach has the significant advantages that one does
not have to know the noise model of the quantum device
and that there are various different ways of physically imple-
menting the derangement operations. As such, many variants
have been proposed that explore various tradeoffs. First, the
approach was demonstrated in an experiment whereby an
array of qubits in Google’s Sycamore quantum processor was
divided into two halves [146]; the same noisy state preparation
circuit was applied to both halves of the qubit array and finally
the qubits were measured in the Bell basis — this variant
only applies to n = 2 copies but forgoes the challenging
controlled operations on an ancilla qubit. A similar approach
— termed as Echo Verification (EV) — was also conceived,
whereby one does not introduce any redundant qubits, but
rather the redundancy is introduced in the time-domain by
consecutively activating the state preparation circuit and its
inverse [146, 154]. Further generalisations have been explored
whereby multiple copies are used both in the space- and time-
domain [155].

It was also pointed out that bespoke architectures should
be designed for optimally accommodating purification-based
techniques [151]. Semiconductor based qubit technology con-
stitutes a promising platform for cost-effectively manufactur-
ing a multitude of quantum cores on a single chip. Each of

these quantum cores could then be used for implementing the
same quantum circuits in parallel. One would then apply the
derangement operator in a distributed mode through a linking
of the separate quantum cores via quantum communication
channels. Ion trap quantum computers are similarly promising
and indeed entangling operations across the quantum cores
have been demonstrated experimentally in [156]. For hardware
platforms relying on semiconductor spins and trapped ions,
one can also use the pipeline architecture of [157] which al-
lows both for native parallel processing of multiple copies and
for transversal operations between the copies, thus dispensing
with the space-time overhead associated with the purification-
based QEM.

5) Symmetry Verification: In many quantum algorithms,
such as in QML applications of Section III, the problem
considered exhibits inherent symmetries, which forces sym-
metry constraints on the target output state. We can exploit
these symmetries by performing measurements that verify the
symmetry of the output state and thus project the output state
to the subspace of correct symmetry [137, 138, 158]. These
techniques are quite powerful, since they allow us to mitigate
all noise sources that break the symmetry of the output state.
A simple example is represented by the family of variational
algorithms that are used for simulating physical systems. In
this context the Jordan-Wigner encoding simply states that
the number of particles corresponds to the Hamming weight
of bitstrings modulo a known constant shift. Exploiting this
allows us to discard all measurement outcomes of incorrect
Hamming weight, which hence mitigates the effect of quantum
impairments.

In practice, Pauli symmetry operators are straightforward
to implement, whereby the target output state |+) is in the
+1 subspace of the symmetry operator S via the eigenvalue
equation

Sly) =)

Non-Pauli symmetry operators can often be transformed into a
related Pauli symmetry. For example, instead of measuring the
number of particles, we can measure the odd or even parity
of this number, which indeed corresponds to the action of a
Pauli operator. Then, by performing the measurement of the
symmetry operator in a non-destructive way and post-selecting
the 41 outcome, one effectively projects the noisy output state
to the subspace of correct symmetry as

IIgpll
Psym = ﬂ (10)

Tr(ILsp)

where [Ig = % is the projector to the +1 subspace of S.

The symmetry operator S is often a global property of
the state and thus may be challenging to measure, since
the measurements in quantum devices are typically related
to single qubits. A potential workaround is to transform
S into a single-qubit measurement through a basis-change
(global Clifford circuit) which, however, may be too costly
to implement in near-term devices. Another design alternative
exploits the fact that S is a tensor product of single-qubit Pauli
operators S = ®nN:1 Sy, that we can directly measure; one
then multiplies the individual outcomes to obtain the desired



output in post-processing. Of course, the output state in the
individual runs will differ from Eq 10.

Furthermore, one often only cares about obtaining the
expectation value of a Pauli observable O = ®2]:1 Oy, with
respect to the correct symmetries Tr(Opgsym), which allows
us to further simplify the problem. If O commutes qubit-wise
with S for each qubit, i.e. we have [S,,0,] = 0 for all
n, then we can simply measure O on the post-selected state
by measuring all of its constituent single-qubit Paulis {O,,}
and then multiply the individual outcomes together. As such,
performing only local measurements to obtain S and O via
post-processing is effectively equivalent to post-selecting the
+1 outcome of S as long as S and O commute qubit-wise
and the aim is to estimate the expectation value Tr(Opsym ).
Given that post-selection implies that only a fraction Tr(Ilgp)
of the circuit runs is retained, i.e., the “useful” circuit runs that
pass the test, the sampling overhead of this method depends
on Tr(Ilgp) .

On the other hand, if S and O do not commute qubit-wise,
we rewrite the ’symmetrised’ expectation value in Eq 10 as

~ Tr(Op) + Tr(SOp) + Tr(OSp) + Tr(SOSp)
Tr(Opsym) = 2+ 2Tr(Sp)

which can be obtained by post-processing the expectation
values of O, S, SO, OS and SOS. If both S and O are
Pauli strings, then their products are Pauli strings too, thus the
desired expected values can be obtained through single-qubit
Pauli measurements and post-processing, as detailed above.
The measurement overhead of this approach then depends on
Tr(Ilgp) 2 [159, 160].

Beyond exploiting the inherent symmetries of the problem,
one can similarly exploit symmetries that arise from encoding
particles, such as fermions into qubits [161-164], or artificially
constructed symmetries like parity checks in QECC [165].

6) Quantum Subspace Expansion: The most typical prob-
lem in QML — which was the subject of Section III — is
to prepare the eigenvector |1g) of a Hamiltonian H matrix
of smallest eigenvalue that is often termed as the ground
state. Due to circuit-depth limitations, however, one can only
prepare an approximation |¢o). In Quantum Subspace Ex-
pansion [135] one proceeds by applying a set of operators
{G,} to the approximate state. The resultant collection of
vectors {G,,, |¢o)} spans a subspace of the full Hilbert space
and allows one to efficiently find an improved approximation
within this subspace.

A general state within this subspace can be written as
|hg) = Zf\le Wi G, | o) with the weights @ chosen for
ensuring that we have (¢ z|¢z) = 1. In this way, we can
identify the optimal ground state within the subspace by
solving

W = argming (Yg| H [1g) st (Yglbg) =1. (A1)

The above optimisation problem can be solved efficiently
through defining the matrices

H;; = (¢;| H|9;), Sij = (dilo;)

and solving HW = SWE which is often referred to as
the generalised eigenvalue equation. The eigenvector in W

12)

that corresponds to the lowest eigenvalue in E is the optimal
of coefficient vector w* that solves the problem in Eq 11.
Given that the approximation prepared by the quantum device
|o) is within the subspace, the optimal ground state |¢g«) is
guaranteed to be an approximation no worse than |¢g).

In practice, one proceeds by preparing |¢o) with a quantum
device and estimates the matrix entries

Hyj = (60| GIHG; |9o) = Tr|GTHG "
Sij = (60l G1G;100) = Tr[GI Gy

for all 7 and j. The right-hand sides above define the matrix
elements in terms of measurements applied to a density matrix
p = |do)¢o| and this allows us to generalise the approach to
mixed states p, since the subspace expansion technique may
be applied to circuits undergoing stochastic noise [135, 141,
166, 167].

Alluding briefly to the context of quantum chemistry, a pos-
sible choice of the expansion operators {G.,} are constituted
by products of fermionic raising and lowering operators [135]
in line with classical configuration interaction (CI) techniques.
Improvements to the ground state can also be achieved by
applying powers of H [168] or p [169] to the probe state.
Furthermore, symmetry verification may actually be viewed
as a specific instance of subspace expansion using symmetry
operators [160, 165] and this can also be further linked to
purification-based methods [160].

7) Learning-Based Error Mitigation: As we briefly alluded
to in Section III, classical machine-learning techniques may
be employed for improving error mitigation techniques [142,
143]. In particular, one is typically interested in the expected
value at the output F(Cy) of an ideal circuit Cy, but only
has access to the noisy circuit C,,; and its noisy output
expectation E(C,;). Then our aim is to estimate a more
accurate expected value fz(C,oi) through an error mitigation
strategy that results in reduced distance from the ideal value
formulated as |fz(Chnoi) — F(Co)| < |Cnoi — E(Co)|-

However, our model depends on a set of unknown param-
eters @, which we can find by training. Thus, one aims for
constructing training circuits Ty, which resemble to Cg in
terms of their circuit structure, but can be efficiently simulated
classically, i.e. we can readily calculate F(Ty). We then
activate the circuit (and any of its variants) on the quan-
tum machine—which individually result in noisy expected
values—and feed them to our model. The model is then trained
on these noisy expected values in order to find the optimal
parameters &*, which minimise the distance from the ideal
output formulated as | f5(Thoi) — E(To)|. Upon applying this
optimised model to our circuit of interest we obtain the desired
error-mitigated estimates fg+(Choi)-

The simplest such error-mitigation model employs a scaling
and shifting of the noisy expectated value, which is expressed
as [z(Choi) = ap + a1 E(Chei) [142, 170]. The potential
training circuits to use include the family of Clifford gate
variants of the original circuit [142, 143] and the so-called free
fermion circuits of [171]. One can also introduce parametrised
models into other QEM methods and apply learning-based



techniques. This has been demonstrated for PEC in order to
account for the presence of correlated quantum noise [143].

The historic evolution of QEM is depicted at a glance in
Figure 10, which assists us in identifying the knowledge gaps
in the next subsection.

B. Knowledge Gaps and Challenges

We now continue by highlighting some of the open chal-
lenges and main limitations of the above-mentioned QEM
techniques and we also identify a number of knowledge gaps.

1) Sampling overhead: Let us now detail the main limita-
tion of QEM, which is the increased variance of the expected
values [148, 172-175]. The average number of errors occur-
ring in the quantum circuit A — which may also be termed
as the circuit fault rate — is roughly the sum of the error
rates of all the gates in the circuit. For example, if we have a
circuit constructed from N gates and each gate has an error
rate of p, then the circuit fault rate will be A = Np. For
stochastic errors, the number of errors in the circuit follows
a Poisson distribution, for which the probability of ¢ errors
occurring is e“*\*/¢!. Hence the fraction of circuit activations
that are noiseless (/ = 0) is e > [148, 172]. We may
surmise from this simplified picture that to obtain the same
amount of information that is contained in a single noise-free
circuit activation we need approximately ~ e* noisy circuit
executions. Clearly, this represents the sampling overhead
associated with QEM. However, QEM techniques typically
fail to remove all noise contributions, thus the above argument
only applies to the specific fraction of error contributions that
we succeed in removing: with A, representing the average
number of removable errors in the circuit for a given QEM
technique, the associated sampling overhead is ~ e, while
the effective noise level of the resultant circuit become A— A p,.

This illustrates that indeed in general the sampling overhead
imposed by QEM grows exponentially with the number of
errors in the circuit that are removed by a given QEM
technique. These overheads are usually specified as upper
bounds, and thus account for worst-case scenarios. However,
the actual overhead of some of the most potent error mitigation
techniques can be lower [147]. On the other hand, given that
the sampling overhead grows exponentially with the circuit
size, in contrast to QECC, QEM is not scalable to arbitrary
system sizes. Thus in practice, QEM techniques are applicable
in the regime, where the number of removable errors is on the
order of A ~ 1 or lower. This ensures that the associated
sampling overhead remains reasonable.

2) QEM Architectures: Advanced QEM techniques, such
as purification-based ones, require multiple copies of the
quantum state. As we detailed above, these can be prepared
either by splitting a large qubit array into multiple regions or
by actually assigning the same quantum circuit to multiple,
physically separate quantum processors that are interlinked in
the quantum domain [151, 156].

While fascinating progress has been made, improving the
quantum communication channels — such as the depolarizing
channel characterizing the circuit imperfections, rather than
for example free-space optical satellite channels — is an

immense engineering challenge. This may require for example
Bell-pair purification synchronisation across multiple quantum
cores [151]. However, multicore architectures are likely to
deliver value even beyond QEM and may be a substrate for the
so-called SWAP-test [151] which is an important subroutine
for many of the QML algorithms mentioned in Section III.
Furthermore, multicore architectures will enable noise-resilient
implementations of advanced, gradient-based training algo-
rithms for conceived for QML, such as the quantum natural
gradient techniques of [176, 177].

3) Learning and controlling noise models: The above QEM
techniques tend to rely on rather different amount of knowl-
edge concerning the particular noise contaminating the qubits.
For example, PEC requires that one explicitly learns the noise
model. By contrast, purification-based techniques are — at
least to a first approximation — oblivious to the error model,
albeit the efficacy of the derangement circuits depends on the
particular noise statistics. This has motivated the community
to conceive sophisticated techniques for accurately learning
the noise models [178] — some of these techniques were
touched upon above. However as the experiments are scaled
up in size and are improved in accuracy, the importance of
efficiently, reliably and accurately learning and controlling the
error statistics is becoming ever more crucial. The same is true
for the design of potent QECC techniques.

4) Classical communication bottleneck: QEM protocols
often require extensive classical communication whereby the
circuits are frequently recalibrated. For example, PEC requires
a new circuit for each activation. As such, at the time of writing
classical communication is one of the main bottlenecks. For
example, the actual circuit execution time on some platforms
is on the order of microseconds, while updating the circuit
description through classical communication requires orders
of magnitude more time [147]. Particularly relevant is the in-
trinsic drift in the error statistics over time, which necessitates
occasional re-calibration.

C. Research Roadmap

In this subsection we identify a suite of promising future
research directions that may be of interest to readers with
a background in the broad field of signal processing and
machine learning in support of improved quantum computing
and communications.

1) Integration with randomised measurement protocols:
The above QEM techniques assumed that the expectated
values are directly measured and then used in classical post
processing. In recent years, randomised measurement proto-
cols, such as classical shadows, have become an area of active
research [179]. Rather than directly estimating the expected
values, these techniques apply random measurements to the
qubits and store the individual outcomes classically. The col-
lection of these individual measurement outcomes has the fond
conotation of a classical shadow and can be used for simulta-
neously predicting the expected values of many observables in
classical post-processing. Promising early works have shown
the benefit of combining these powerful randomised protocols
both with QEM [180, 181] and QML [182] techniques.



2) Error-resilient algorithms and protocols: QEM consti-
tutes a pivotal subroutine in near-term quantum algorithms in
terms of estimating accurate expected values. However, for
certain applications one can construct bespoke protocols that
are by construction resilient to noise.

For example, ’quantum supremacy’ experiments [183] based
on random-circuit sampling techniques are by construction
noise-resilient. The reason for this is that the deep random
circuits employed result in local qubit noise reminiscent of
white noise, which only trivially affects the expected value
measurements. Although practical quantum circuits may ex-
hibit noise characteristics that are significantly different from
the global white noise [170], randomised compiling techniques
have been shown to be effective in combination with the above
linear, learning-based QEM techniques [142, 170].

Another example is shadow spectroscopy, whereby one
aims for estimating eigenvalue differences in a Hamiltonian
matrix by encoding the eigenvalue differences as periodic
signals that are estimated as time-dependent excepted values
S(t) = tr[Op(t)] [184]. One can then use established signal
processing techniques for estimatiing the frequencies of the
signals in a way that the approach is provably immune to
stochastic noise occuring in the corresponding circuits.

3) Exploring tradeoffs and combinations of QEM/QECC
techniques: For some application areas, such as training
variational circuits, it may be more beneficial to only remove
a fraction of noise contributions using QEM in exchange
for a reduced measurement overhead. Furthermore, it has
been shown that the locality of the observable may crucially
affect the measurement overhead [147]. It is thus an exciting
challenge to further explore non-trivial techniques that might
assist in reducing the measurement costs. QEM techniques
constitute a suite of diverse ’tricks of the trade’ and each
variant has its own pros and cons, thus there is immense
potential for further improvements by combining different
techniques [148, 172, 185, 186].

Going beyond pure QEM, even when QECC can be suc-
cessfully implemented in experiments, there will still be
an extended period of time when the effects of quantum
impairments cannot be sufficiently mitigated owing to the
limited number of qubits. This period is often referred to
as the early fault-tolerant era. In this era, harnessing QEM
techniques is still essential for mitigating the residual errors
for demonstrating quantum advantage [187, 188]. There is also
a range of ideas for combining QEM and QECC. These ideas
tend to be centered around sufficiently mitigating the qubit
error ratio by QECC techniques, so that the residual errors may
be ’cleaned up’ by QECCs without encountering avalanche-
like error proloferation, as intimated in [174]. In this context
near-hashing-baound multiple-rate QECCs may be beneficial
in terms of adjusting the coding-rate of QECC based on the
estimated error rate in liaison with QEM techniques [3]. An-
other attractive proposition is to harness the universal decoding
concept, which allows the employment of the same decoder for
different types linear codes, such as polar codes, BCH codes
etc. used in combination with QEM techniques [102].

Having surveyed the family of error mitigation solutions
operating both with and without the aid of QECCs, let us now

focus our attention on the pros and cons of quantum machine
learning.

IV. MODELING AND COUNTERACTING UNCERTAINTY VIA
QUANTUM MACHINE LEARNING

The Myth: Quantum computers can speed up machine
learning on large-scale data by exploiting the exponentially
large vector space of quantum states.

The Reality: The benefits of quantum machine learning
applied to classical data are practically limited by the need to
map the data onto quantum states. While classical processing
units excel at handling large volumes of data by following
deterministic computational graphs, quantum computers may
serve as co-processors for the implementation of probabilistic
tasks, such as generating discrete data.

The Future: Fundamental research is required for develop-
ing theoretical insights into the potential benefits of quantum
machine learning for the processing of both classical- and
quantum-domain data. The algorithms conceived for training
and inference are likely to be informed by different principles
than those of the classical machine learning workflow based
on over-parameterization and stochastic gradient descent.

Abstract: In the previous sections, we have considered
the popular design paradigm of quantum algorithms, which
is based on a handcrafted selection of quantum gates and
routines implementing functionalities such as quantum error
mitigation and error correction. In practice, optimizing gate
placement and the circuit architecture is a complex task,
particularly in the noisy intermediate-scale quantum (NISQ)
computers relying on a limited number of qubits. Fro these
the efficient exploitation of quantum resources is essential. In
this context, quantum machine learning (QML) is emerging
as a promising paradigm to program gate-based quantum
computers using a methodology that borrows insights from
classical machine learning [189, 190]. Applications of QML
to the design of improved quantum computing algorithms, such
as quantum error correction and quantum error mitigation, are
under intense investigation [143, 191-194], along with a host
of other bespoke applications. As illustrated in Fig. 12, such
applications include also quantum simulation, quantum data
analysis, and classical data analysis [195—-198].

At a technical level, QML is potentially capable of ad-
dressing combinatorial optimization problems, implementing
probabilistic generative models, and carrying out inference
tasks such as classification as well as regression. They can be
instantiated within actual quantum computers via cloud-based
interfaces accessible through several software libraries — such
as IBM’s Qiskit, Google’s Cirqg, and Xanadu’s PennyLane. In
this section, we provide a short overview of QML, and we point
to the potential of QML as a tool to quantify and represent
uncertainty.

A. State-of-the-Art

1) Introducing Quantum Machine Learning (QML): As
illustrated in Fig. 13-(Top), in classical machine learning
a parameterized function f(z|f), e.g., a neural network, is
optimized by adjusting the free parameters 6 based on an
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Fig. 12. Possible applications of QML (adapted from [199]).

TABLE II
TAXONOMY OF QML STRATEGIES (“C” STANDS FOR CLASSICAL AND
“Q” FOR QUANTUM).

data  processing
C
data Cc CC CQ
generation Q QC QQ

available training data set. This is typically done by comparing
the model outputs f(x|6) with desired outputs extracted from
the training data set, and making local adjustments to the
free parameters 6 to reduce the discrepancy between the two
outputs.

As discussed in earlier sections, a quantum algorithm is
specified by a quantum circuit operating on a set of n qubits.
Furthermore, a quantum circuit consists of a sequence of
quantum gates that are applied sequentially and in place to
the n qubits, followed by measurements that convert the state
of the n qubits into n classical bits. Quantum measurements
are inherently random, producing a jointly distributed vector
of n classical bits, and they cause the collapse of the quantum
state.

As shown in Fig. 13-(Bottom), in QML, the gates of a
quantum circuit depend on the free parameters 6, defining
a parameterized quantum circuit (PQC) that implements a
parameterized unitary matrix U (). PQCs are also known as
quantum neural networks. As we will see in this section, in a
manner similar to classical machine learning, the parameters
0 are tuned via classical optimization based on data and
measurements of the outputs of the circuit. An important
advantage of the QML framework is that, by keeping the
quantum computer in the loop, the classical optimizer can
account for the non-idealities and limitations of quantum
operations on NISQ computers.

2) Taxonomy of QML Solutions: As illustrated in Table II,
data and processing can be generally of a quantum or clas-
sical nature. Quantum data refers to quantum states — which
may be encoded by physical systems produced by quantum
sensors [200] — while quantum processing refers to the use of
quantum computers. Classical machine learning corresponds
to the “CC” corner in the table, with classical data and
processing. The other three cases, with data and/or processing

classical
optimizer

classical
optimizer

average

Fig. 13. (Top:) Classical machine learning versus (Bottom:) quantum
machine learning (QML).
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Fig. 14. QML architectures for (Top:) classical data, quantum computing;
and (Bottom:) quantum data and quantum computing.

being quantum are the domain of QML.

While processing quantum data for, e.g., chemistry and
biology, is widely considered to be most promising in the
long run, currently, the most common QML case is CQ: data
are classical, while processing is quantum. The popularity of
this setting is also due to the availability of many classical
data sets. As seen in Fig. 14-(Top), in the CQ case, the
measurement outputs from a PQC are compared to classical
data within a classical computer, which then adjusts the local
parameters 6 to minimize the discrepancy between PQC out-
puts and targets. In principle, QC-based QML can implement
any classical machine learning task. The largely open question
at this stage is whether there are useful tasks for which QML
can provide gains in terms of performance or efficiency.

As seen in Fig. 14-(Top), in the QQ case, the quantum state



produced by the PQC is directly compared with a quantum
data target to optimize 6. This comparison is done within
the quantum computer, evaluating some loss metric that can
then be measured by a classical optimizer for the update of
parameters 6. Two examples of QQ models are quantum au-
toencoders [201] and quantum generative adversarial networks
(GANSs) [202].

Finally, in the QC case, there is no PQC, and the outputs of
measurements of a quantum state are processed by a classical
machine learning model. Examples include quantum tomog-
raphy, in which the goal is that of estimating or representing
an unknown quantum state [200].

3) Parameterized Quantum Circuits: As mentioned, a PQC
is defined by a fixed sequence of quantum gates that can
depend on a vector of classical parameters 6, defining a param-
eterized unitary matrix U (). The choice of the architecture of
the PQC is akin to the selection of the model class in classical
machine learning, which typically involves validating several
different neural network architectures and hyperparameters. In
QML, the architecture of the PQC U(#) is referred to as the
ansatz (from the German term for “approach” or “attempt”).
As for the model class in machine learning, one should
choose the ansatz, if possible, based on domain knowledge.
For instance, in quantum chemistry, some ansatz can closely
represent the physics of the system.

When lacking insights from the physics of the problem, one
can select generic ansatzes, with the important constraint that
they can be efficiently implementable on the given hardware.
As shown in Fig. 15, the hardware-efficient ansatz applies
layers of separate rotations on each qubit — which are typically
available on all gate-based quantum computers — as well as
fixed multi-qubit entangling gates. The multi-qubit entangling
gate U, consists of a fixed cascade of two-qubit gates, whose
connectivity structure abides by the locality properties of the
architecture of the quantum computer.

The hardware-efficient ansatz is generic, and it is often
viewed as playing a similar role to fully connected classical
neural networks. In this regard, it is important to stress that
a hardware-efficient ansatz does not have similar properties
to fully connected classical neural networks in terms of
dependence on model parameters. Notably, in fully connected
classical neural networks, one has significant freedom in
optimizing the connectivity among neurons by designing the
individual synaptic weights as biases. By contrast, in the
hardware-efficient ansatz, one can control only the rotations
applied to each individual qubit, and the inter-dependencies
among qubits are dictated by fixed entangling circuits.

It is finally noted that there are more complex alternatives
to the hardware-aware ansatz, such as circuits that include
parameterized two-qubit gates and ansatzes associated with
increasing/decreasing number of qubits along the layers of the
PQC [199].

4) Unsupervised Generative Learning: The most direct
QML application with classical data is generative modeling — a
key task in applications requiring the modeling of uncertainty.
In particular, a Born machine is a generative model constructed
for binary strings x that is implemented via a PQC [203]. In
a Born machine, a measurement of the output of the PQC on
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Fig. 15. (Top:) General form of a hardware-aware ansatz; and (Bottom:)
example of an entangling gate.
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Fig. 16. Illustration of the process of training a PQC.

n qubits, which produces a random n-bit string x ~ p(z|6),
is considered to be the generated data. The distribution p(z|0)
of the data generated by a Born machine can be controlled via
the PQC parameters 6 by Born’s rule. Note that shot noise,
i.e., the inherent randomness of quantum measurements, is the
key feature leveraged by Born machines to produce random
samples.

Many current claims of quantum supremacy/advantage rest
on the capability of quantum circuits to generate samples from
joint discrete distributions in a more efficient manner than clas-
sical devices, although theoretical conclusions in this regard
are conflicting [204-206]. It is an open question, in particular,
whether Born machines can be efficiently learned [205, 206].



In practice, as illustrated in Fig. 16, training of a quantum
generative model for discrete classical data is based on com-
paring the statistics of samples x ~ p(x|6) generated by the
model with the desired distribution inferred from training data.
This is done by minimizing a specific measure of divergence
between the target data distribution and p(z|@). This estimate
may entail evaluating the expected value of a cost observable
or applying kernel-based divergence measures that directly
depend on all samples in the data set D and on measurements
from the circuit, such as the maximum mean discrepancy
(MMD) [207]. Note that, in contrast to sample generation,
evaluating the loss requires repeating the measurement of the
observable multiple times.

Following standard practice in classical machine learning,
optimization is typically carried out via gradient descent.
However, in contrast to classical machine learning models, the
backpropagation algorithm is not applicable, since we do not
have access to the internal operations of the PQC. Rather, the
gradient is typically estimated via a perturbation-based, zero-
th order method known as a parameter shift rule [190]. This
entails a complexity that scales with the square of the number
of parameters, rather than being a constant multiplicative
factor of the complexity for the forward pass as is the case
for classical models [208].

5) Supervised Learning: PQCs can also be used for su-
pervised learning tasks with classical data. In this case, the
classical input x is typically encoded in the operation of the
PQC U(x,0) in a manner similar to the model parameters
0, i.e., in the angle of single-qubit rotations. In the case of
angle encoding, the PQC is obtained by alternating unitary
operators dependent on x and dependent on 6. In this regard,
it is advantageous to encode input 2 multiple times — a process
known as data reuploading — to improve the expressiveness
of the function encoded by the PQC. However, there are other
ways of embedding classical information into a quantum state,
such as amplitude encoding and basis encoding [189, 190].

Given a classical input x, probabilistic models obtain a
randomized decision y through a single measurement of the
PQC output. Given that the output is discrete, such models are
suitable for classification. By contrast, deterministic models
rely on a parametric function of the input x, which may
be used for regression or classification. This is achieved
by estimating the expectations of one or more observables.
In contrast to probabilistic modes, shot noise averaging is
required also for inference, not only for learning. Deterministic
quantum models are akin to classical kernel methods in that
they operate over a large feature space — the Hilbert space
of dimension 2" — via linear operations [189]. Supervised
learning follows the same type of optimization strategies, as
described above for unsupervised generative modeling.

Next we embark on identifying the associated knowledge
gaps in the light of the timeline seen in Figure 17.

B. Knowledge Gaps and Challenges

We now briefly review a number of knowledge gaps and
challenges in the QML field, which will be further addressed
in the next subsection. We divide the discussion into three
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main areas of research: architecture, optimization, and gener-
alization theory.

1) Architecture: As discussed in the previous subsection,
the state-of-the-art tends to rely on generic ansatzes that are
suitable for implementation on existing quantum computers
in the absence of insights from the physics of the problem.
Even using such ansatzes, one may ask whether there are
useful tasks that may be addressed in ways that would be
infeasible using classical means. Generative modeling provides
a useful benchmark in this regard, and some initial studies have
provided mixed conclusions [205, 206, 225]. Results about a
possible separation between classical and quantum computers
in their capacity to address special classes of learning problems
are provided in [226].

Going beyond hardware-tailored ansatzes, it is important
to identify alternative architectures satisfying the following
requirements:

1) They are expressive enough to capture solutions to prob-
lems of interest for the analysis of classical or quantum
data.

2) They can be efficiently implemented on hardware, being
robust to impairments such as quantum noise, as well as
to shot noise.

3) They can be efficiently learned using a limited amount of
training data. In this regard, one is interested in assessing
the scaling of the data requirements and of the time
complexity with respect to the number of qubits, in the
hope of finding solutions, whose complexity escalates
slower than exponentially with the number of qubits.

Another interesting direction, espoused by the programs of
companies like IBM, is the integration of quantum processor
units (QPUs) with classical central processing units (CPUs)
and graphics processing units (GPUs). We will return to this
point below in the context of a research roadmap.

2) Optimization: At the core of QML lies the optimization
of the free parameter 6 via a classical computer. As covered in
the previous subsection, QML cannot rely on the scaling effi-
ciency of backpropagation, calling into question the adoption
of gradient-based methods [208]. Furthermore, implementing
gradient descent is practically made complicated by the fact
that the loss landscape associated with generic ansatzes is not
well behaved as the number of qubits increases [227].

In particular, the loss function for a randomly selected
model parameter tends to have exponentially vanishing vari-
ance as the dimension of the circuit increases. This indi-
cates that distinguishing different values of the loss functions
requires an exponentially large number of measurements in
order to overcome short noise. This behavior — known as
barren plateaus — is verified under general conditions, which
are exacerbated by the presence of entanglement noise and
measurements that involve multiple qubits [227]. This points
once more to the importance of choosing well-structured
bespoke ansatzes [228].

3) Generalization theory: The performance of both clas-
sical and quantum machine learning must be quantified by
applying the model to test data that were not used during
training and validation. In other words, the goal of machine
learning is generalization. Accordingly, the analysis of QML
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Kak [209] presents the idea of quantum neural computing.

Farhi, Goldstone, and Gutmann [210] introduce the quantum approximate optimization algorithms (QAOA).

Wittek [211] publishes a monograph on quantum machine learning (QML).

McClean, Romero, Babbush, and Aspuru-Guzik [212] introduce the variational quantum eigensolver

Liu and Wang [213] introduce quantum Born machines.

Farhi and Neven [214] introduce a quantum neural network (QNN) model.

Arunachalam and De Wolf [215] present an analysis of the statistical complexity of quantum learning

Schuld and Petruccione [216] publish the first edition of their book on QML.

McClean, Boixio, Smelyanskiy, Babbush, and Neven [217] describe the phenomenon of barren plateaus.

Cong, Choi, and Lukin [218] introduce quantum convolutional neural networks (QCNN).

Zoufal, Lucchi, and Woerner [219] introduce a model for quantum generative adversarial networks

Tacchino, Macchiavello, Gerace, and Bajoni [220] presents a hardware implementation of a quantum

Banchi, Pereira, and Pirandola [222] present an information-theoretic generalization analysis of quantum

Sharma, Cerezo, Cincio, and Coles [223] study the trainability of dissipative QNN.

Caro, Huang, Cerezo, Sharma, Sornborger, Cinicio, and Coles [224] provide a generalization of parameter-

Fig. 17. Timeline of quantum machine learning milestones (limiting the survey to variational quantum algorithms based on parameterized quantum circuits).

strategies calls for the development of theoretical tools that
can correctly describe the dependence of the generalization
performance on the amount of data and time required for
the training of the QML model of interest. As in classical
machine learning, several approaches exist for this purpose,
from combinatorial arguments to information-theoretic meth-
ods [200, 224]. Open research questions concern aspects such
as the impact of overfitting and quantum noise [229].

C. Research Roadmap

In this final subsection, we point to several directions for
future research in QML by concentrating on aspects that may

be of particular interest to researchers with a background in
signal processing, information theory, and communications.

1) Architecture: A principled way to identify useful
ansatzes revolves around the idea of encoding the geometric
properties of the data of interest into the architecture of a
PQC. Geometric properties are defined by symmetries of the
data. Classical examples include the translational invariance
leveraged by convolutional neural networks and the permuta-
tion invariance encoded by graph neural networks [230]. The
identification of relevant symmetries can lead to the design of
efficient ansatzes that encapsulate useful domain knowledge
about the problem, preserving invariance or equivariance to the
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Fig. 18. The general architecture of a hybrid classical-quantum model for
QML.

transformations underlying the symmetry [231]. An example is
given by the recent study [232], which introduced a class of
quantum recurrent neural networks by encoding the specific
property that the model class should be able to represent
all classical time series that are related by a time-warping
transformation.

Beyond purely quantum models, there is an interest, both
commercial and academic, in finding effective and efficient
ways of combining classical and quantum machine learning
models. As illustrated in Fig. 18 for the case of classical
data, one may envision the combination of a classical model
defined, e.g., by a neural network, and of a quantum model,
implemented as a PQC. Such an architecture may benefit from
the strengths of both classes of models. For instance, classical
neural networks may be leveraged to process high-dimensional
data, while quantum models could be tasked with generative
modeling routines for discrete data.

For example, in [233], a Born machine is leveraged to
encode the distribution over the binary weights of a classical
Bayesian neural network (see also [234] for a related study).
Bayesian neural networks maintain a distribution over the
model parameters, which allows them to account for epistemic
uncertainty via ensembling. Representing complex distribu-
tions in the model parameter space can enhance the capa-
bility of Bayesian neural networks to quantify and represent
uncertainty, but this is a complex task for classical models,
particularly in the case of discrete parameters. Therefore,
adopting a PQC for the purpose of encoding model parameter
uncertainty holds the promise of enhancing the reliability of
classical machine learning models.

Parameterized quantum circuits can also be implemented
in the form of measurement-based quantum computation,
whereby the sequence of gates is encoded by the sequence of
measurement settings applied to the qubits of a cluster state.
This type of circuit has the additional source of uncertainty
caused by the outcome of the intermediate measurements,
which are typically compensated for in order to realize a
deterministic unitary transformation [235]. Recent work [236]
proposed to exploit this randomness for the purpose of im-
proving generative modeling.

2) Optimization: In the context of QML-aided optimiza-
tion, the open questions include, but are not limited to: How
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to improve the performance of gradient descent in the presence
of barren plateaus? How to account for quantum decoherence’?!

With regards to the first question, in light of the limitations
of gradient-based optimization, it may be desirable to use
global optimization strategies. A well-established approach for
global optimization is to leverage surrogate objective functions
that extrapolate the value of the loss across different values of
the model parameter vector §. The surrogate function is typ-
ically updated sequentially based on previous measurements.
One such method is Bayesian optimization [237].

As for the second question, it is important to evaluate
the impact of quantum decoherence on optimization routines
relying on QML. For example, quantum decoherence makes
the gradients estimated from the measurements of a PQC
biased. As seen earlier in this paper, quantum error mitigation
trades chip area (qubits) against time, by running multiple
noisy quantum circuits to emulate a noiseless one. Quantum
error mitigation is capable of reducing the bias imposed
by quantum gate noise on the estimate of gradients, but it
increases the variance. An analysis of the impact of quantum
error mitigation on gradient descent-based training of PQCs
can be found in [238].

3) Theory: Generalization analysis formulates bounds —
either average or probabilistic bounds — for the generalization
error of QML algorithms, with the main goal of understanding
the associated scaling laws with respect to the size of the data
set. So far, the focus has been almost exclusively on supervised
learning, leaving the important task of unsupervised generative
learning largely unexplored by the existing theory [200].

By its very nature, generalization analysis does not provide
operational error bounds for the performance of quantum
models, focusing instead on scaling laws. A recent piece of
work [239] has initiated the investigation of statistical tools
that can offer provable guarantees concerning the reliability
of quantum models for test inputs. It is envisaged that this
can be a fruitful direction for further research.

Following the above discourse on quantum machine learn-
ing, let us now focus our attention on the radical frontier
research of quantum radar systems.

V. QUANTUM RADARS

The Myth: With the aid of quantum radars stealth aircrafts
can be tracked up to several thousand km without being
detected by the aircraft’s radars.

The Reality: The microwave quantum radar demonstrations
so far have provided only a marginal improvement over their
classical counterpart within rather limited ranges.

The Future: Significant research efforts are required for
developing high-fidelity entanglement generation sources and
detectors at microwave frequencies. Entanglement assisted
quantum radars operated at optical frequencies are more ma-
ture, but optical frequencies have limited propagation through
both clouds as well as fog, hence further research is needed
to solve for this problem.

Abstract: Quantum radars offer alternatives to classical
radars and are relevant in low-brightness and high-attenuation
scenarios. The key promise of quantum radars is to outperform



the quantum limit of classical sensors, and thus improve the
detection probability at very low signal-to-noise ratios. Even
though some progress has been made in terms of quantum
radars at microwave frequencies, further significant efforts
are required for developing improved entangled sources and
the corresponding detectors. In this section we provide an
overview of various quantum radar technologies, including
both quantum interferometry and quantum illumination based
radars. The focus will be on a particular version of quantum
illumination based radars, namely on entanglement assisted
(EA) radars. The EA radars operated in the C- and L-bands
are much more mature than their microwave counterparts and
lend themselves to supporting both monostatic and multistatic
solutions, which are reminiscent of single- and multi-cell
communications scenarios. The EA multistatic radar concept
also offers the possibility of dual-function radar and commu-
nication (DFRC) operation, which is also often referred to as
integrated sensing and communications (ISAC).

A. State-of-the-Art

Quantum radar is a particular quantum sensing technique
that exploits quantum-mechanical features of the electromag-
netic fields to attain improvements in target detection com-
pared to the classical scenario [240-244]. The key motivation
behind the quantum radar studies is to outperform the quantum
limit of classical sensors [240]. The potential advantages of
quantum radars compared to the classical radars can be sum-
marized as follows [240-244]: improved receiver sensitivity,
enhanced target detection probability at low signal-to-noise ra-
tios (SNR), improved penetration through clouds and fog when
microwave photons are used, up-graded resilience to jamming
and improved synthetic-aperture radar imaging quality. Fur-
thermore, the quantum radar signals are harder to detect than
their classical counterparts, and quantum radars have higher
cross-section (as shown in [240]), just to mention a few for
their promises. However, unfortunately, they are significantly
more challenging to implement, in particular at microwave
frequencies. A pair of popular quantum radar designs are:
(i) the quantum radar employing the quantum illumination
sensing concept [240-252] and (ii) interferometric quantum
radar [240, 241, 253-256] relying on a concept reminiscent of
quantum interferometry. Depending on the specific underlying
quantum phenomenon employed, the quantum sensors can be
categorized into three types [240, 253]:

Type 1: a quantum sensor transmits the quantum states of
light that are not entangled with the receiver;

Type 2: the sensor transmits the classical states of lights, but
employs the quantum detectors for improving the performance;

Type 3: the quantum transmitter emits quantum states that
are entangled with the reference states available at the receiver.

The monostatic single photon radar, illustrated in Fig. 19,
belongs to the Type 1 quantum sensors, and its operating
principle is similar to that of the classical radars, but a single
photon pulse is used instead of an RF pulse. The single-photon
quantum radar has larger radar cross-section than classical
radars [240, 257], but requires a large number of single-photon
pulses to be transmitted.
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Fig. 19. Illustration of the single photon monostatic quantum radar concept.

The quantum laser detection and ranging (LADAR) solution
belongs to the Type-2 quantum sensors and employs principles
similar to that of the light detection and ranging (LIDAR) tech-
nology [240, 253-256]. Because the LADARs operate in the
visible and near-infrared wavelength regions, the laser beam
does not propagate well through clouds and fog, in particular
in the visible-light band around 800 THz. Nevertheless, given
that the operating wavelengths are much lower compared to
the classical radars, the LADARs have much better spectral
resolution.

Entanglement assisted radars belong to the Type-3 quantum
sensors, and the corresponding operational principle of the
bistatic radar is illustrated in Fig. 20. The entanglement
generation source orchestrates an entangled pair of photons,
namely the signal and idler photons. The idler photon is kept
in the quantum memory of the receiver, but we hasten to add
that at the time of writing there is no quantum memeory having
a long retention duration. Nonetheless, for optical frequencies
this quantum memory may rely on optical delay lines. By
contrast, the signal photon is transmitted over a realistic noisy,
lossy, and atmospheric turbulent channel towards the target.
The reflected signal photon is detected by the radar and
the quantum-domain correlation between the signal and idler
photons is exploited at receiver side for improving both the
receiver sensitivity and target detection probability.

In the next subsections we describe interferometric quantum
radars, quantum illumination based radars, and entanglement
assisted radars.

1) Interferometric Quantum Radars: The interferometric
quantum radars rely on the concept introduced in Fig. 21,
where a single photon is present at the input port E; of the
balanced beam splitter 1 (BBS1), while no photon is at the
input F». The upper branch corresponds to the target branch,
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Fig. 20. Illustration of the entanglement based bistatic quantum radar concept.

where the phase shift introduced by the presence of the target
is denoted by ¢. The expected value at the output port E4
in the absence of any background radiation is proportional to
Rycos?(¢/2), where R, is the reflectivity of the target. If we
repeat the target interrogation problem N times, the uncer-
tainty of the phase estimate will become [240, 241] N~1/2,
which is commonly referred to as the standard quantum limit
(SQL). If we apply entangled states at the input ports of the
BBS1 in Fig. 21, that is [0 >= 27Y2(INO > +|ON >),
the uncertainty for the phase estimate will be 1/N, which
is known as the Heisenberg limit. Naturally, in practice we
have to take the realistic propagation effects of absorption,
scattering, diffraction, and turbulence into account together
with the background radiation into account, which may be
modelled by a cascade of thermal Bosonic channels, as shown
in Fig. 22. These are popularly harnessed for studying the
efficiency of quantum radar techniques. The atmospheric tur-
bulence [258, 259] is caused by the refractive index variations
imposed on the beam propagation path by temperature and
pressure fluctuations, introducing wavefront distortions. This
indicates that the transmissivities 7; of the different Bosonic
stages of Fig. 22 are random variables. In the face of these
hostile propagation effects we can use the adaptive optics
(AO) [260-263] for enhancing the quantum radars sensitivity
attained.

An AO system is composed of: (1) a wavefront sensor
used for detecting the atmospheric distortions, (2) a wavefront
corrector harnessed for compensating the turbulence effects,
and (3) a control processor employed for monitoring the
wavefront sensor information and for updating the wavefront
corrector [260-263]. At the time of writing the AO based
correction is capable of maintaining super-sensitivity over
ranges of up 5000 km [260]. The key idea behind Smith’s
proposal [260] is to introduce the phase shift ¢4 in the
upper branch of Fig. 21 for interrogating the target, which is
controlled by the radar operator. In the quantum radar scenario
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Fig. 21. [Illustration of the interferometric quantum radar concept. BBS:
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of Fig. 21, let us assume that the entangled source, generating
the the so-called NOON states °, is located at the transmitter
side of the radar system. Hence the distortions inflicted by
turbulence and attenuation of the lower branch spanning from
the transmitter side to the receiver side of the radar system can
be neglected. When ¢ 40 is appropriately chosen, the corrected
phase is also a function of the corrected transmissivity of
the optical medium and hence it will never exactly reach
the Heisenberg limit. Unfortunately, this method requires the
accurate knowledge of the target range. Alternatively, we can
use the AO to compensate for the aberrations in the wavefront
of a single photon imposed by turbulence to improve the
transmissivity of the channel in a similar fashion to that
in [262, 263]. As a benefit, the latter approach does not require
the knowledge of the target range.

2) Quantum Illumination Based Radars: The quantum illu-
mination technique proposed in [245] is capable of improving
the sensitivity, when operating in a hostile noisy regime. Since
it is not restricted to any specific wavelength, it may also
be readily applied to both LADAR and microwave quantum
radars. This approach does not require any Mach-Zehnder
interferometer — simple photon counters are adequate for de-
tection. They are also readily applicable to both entanglement
based and non-entangled quantum radars, and the correspond-
ing principle was already highlighted in Fig. 20. Assuming
that the target reflectivity is R; and the average number of
background photons is N, when entangled photons are used
and the system dimensionality is D, the corresponding SN R

6In quantum information science, NOON states typically refer to quantum
states where a certain number of particles are in one state and the rest are
in another, usually entangled in a specific way. These states have beneficial
properties for precision measurements.



Fig. 22. The light beam attenuation effects can be modeled by a cascade of
lossy thermal Bosonic channel models.

will be [240, 241]:

Rt + (1 - Rt)%

Ny
D

and the improvement in the SNR when entangled photons
are used over non-entangled case, assuming that the target
reflectivity is close to 1 will be:

SNRep; 1—Ri+ 52

frg %D
SNR 1— R+ 4

Clearly, for a typical system dimensionality of D = 2, the
improvement in the SNR originating from entanglement is up
to 3 dB. Tan et al. [264] proposed to use a spontaneous para-
metric down conversion (SPDC) source as an entanglement
generation source, but the corresponding detector has not been
proposed. The authors of [265] used the quantum Chernoff
bound under the assumption that the target is present with a
probability of 0.5 and that the system is operated in a hostile
noisy scenario in order to obtain the following bound for the
asymptotic error probability:

P,(QCB)  (.5c~MTN:/Ny

SNRept = (14)

(15)

(16)

where T is the overall transmissivity, M is the number of
signal-idler photon pairs being utilized, and the mean photon
count of the background radiation noise is given by Nb/(1 —
T). This bound is the same as the quantum Bhattacharyya
bound, and it has been shown in [242] to be valid only for high
SNR values. The corresponding classical counterpart relying
on a coherent state at the transmitter side and on homodyne
detection at receiver side has the following bound [264]:

P(CB)  0.5¢~ MTN:/(csNo) (17)

where ¢y = 4 for the upper bound and ¢y = 2 for the lower
bound. Therefore, the expected entanglement advantage based
on [264] is between 3 and 6 dB.
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Fig. 23. The optical parametric amplifier (OPA)-based receiver.

To perform the joint measurement required we can arrange
for the interaction of the radar return probe and of the stored
idler by harnesssing an optical parametric amplifier (OPA),
as illustrated in Fig. 23 [241]. The bottom output port’s
annihilation operator a(y) is related to the radar return probe
aprobe (), Where ¢ is the phase shift introduced by the target.
The associated idler annihilation operator is denoted by G;gjer-
The variable G in Fig. 23 denotes the OPA’s gain, which is
in this case chosen to be low, namely G = 1 + ¢, << 1.
The concatenated transmitter-target-radar receiver channel is
modeled as a lossy thermal Bosonic channel according to
Fig. 22. It has been shown in [266] that the maximum possible
SNR improvement is 3 dB, which is consistent with Eq. (15).
However, once all realistic experimental imperfections have
been included, the quantum illumination outperforms the clas-
sical limit by only about 1 dB [266]. This experiment carried
out at optical frequencies was performed in a hostile noisy
environment. Nevertheless, a quantum advantage was demon-
strated, as an explicit benefit of entanglement. To improve
the performance of the joint measurement based detection
scheme, the authors of [267] proposed to the employment of
sum-frequency generation, but the complexity of this detection
scheme was found excessive.

3) Entanglement Assisted Radars: Now we shift our focus
to the particular version of the quantum illumination relying on
entangled sources. We describe several entanglement-assisted
(EA) radar schemes: 1) EA monostatic [243] (depicted in
Fig. 24), 2) EA joint monostatic-bistatic [243], and EA multi-
static [244] radar schemes. The EA bistatic scheme [242] was
already described in Fig. 20. All of these schemes employ
the Gaussian states generated through the continuous-wave
SPDC process. The SPDC-based entangled source represents
a broadband source having M = T, W iid. signal-idler
photon pairs, where T}, is the measurement interval and
W is the phase-matching SPDC bandwidth. Each signal-
idler photons pair, which are represented by blue photons in
Fig. 24, is in fact a two-mode squeezed vacuum (TMSV)
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Fig. 24. The EA monostatic quantum radar (modified from ref. [243]).

state [241]. The signal-idler entanglement is characterized
by the phase-sensitive cross-correlation (PSCC) coefficient,
defined as Cy; = (Gs4;) = /Ns(Ngs+ 1), which can be
considered as the quantum limit. Clearly, in the low-brightness
regime of Ny << 1, the PSCC is /N and it is much larger
than the corresponding classical limit N,. By going back to
Fig. 24, an entangled source is used at transmitter side to
generate a quantum correlated signal photon (probe) and an
idler photon, where the latter serves as a local reference. The
signal photon is transmitted over noisy, lossy, and atmospheric
turbulent channels towards the target with the aid of an
expanding telescope. The reflected photon representing the
radar return is then collected by the compressing telescope and
detected by the radar’s receiver. In this context the quantum
correlation between the radar return and retained reference
represented by the idler photon is exploited at receive side for
improving the receiver’s sensitivity. The interaction between
the probe (signal) photon and the target can be described by a
beam splitter of transmissivity 7°"). Therefore, we can model
the concatenated transmitter-target-receiver (directly reflected
mode) link (direct return channel) as a lossy thermal Bosonic
channel, similar to Fig. 22, where the target is assumed to
introduce the phase shift.

The operational principle of the EA joint monostatic-bistatic
quantum radar detection scheme proposed in [243] is portrayed
in Fig. 25. The wideband entangled source generates two
entangled photon pair, where each pair contains a signal
and an idler photon. The idler photons are stored in the
quantum memories of the receivers. Both signal photons are
then transmitted with the aid of the corresponding expanding
telescopes over noisy, lossy, and atmospheric turbulent chan-
nels to the target. The directly reflected photon is collected by
the compressing telescope and it is detected by the first radar
receiver, while the forward scattered photon is collected by the
second compressing telescope and it is detected by the second
radar receiver. The quantum correlation is then exploited at
the receive sides for improving the overall target detection
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probability. The inherent spatial diversity is also exploited for
improving the overall SNR.

The operational principle of the EA multistatic quantum
radar detection technique of [244] is depicted in Fig. 26. Com-
pared to the joint monostatic-bistatic scheme from Fig. 25, the
EA multistatic radar scheme has slightly higher complexity,
but much better performance and improved flexibility. The
multistatic radar scheme employs multiple entangled trans-
mitters and multiple coherent detection-based receivers, as
shown in Fig. 26, while the previous scheme only relied on a
single transmitter and monostatic as well as bistatic receivers.
In this scheme, the phase-sensitive quantum correlation is
exploited at the receivers’ sides with the objective of improv-
ing the overall detection probability of the target. Moreover,
to increase the overall SNR, the spatial MIMO concept is
harnessed. Compared to the reflected and forward scattered
components available in joint monostatic and bistatic radars,
which are correlated and as such do not provide full spatial
diversity, by using multiple transmitters that are sufficiently
fasr apart in space we can ensure statistical independence
of the different optical paths, thus achieving the maximum
attainable diversity order of the multistatic radar concept. This
leads to improvements both in terms of the diversity order and
the array gain compared to joint bistatic-monostatic schemes.
An alternative terminology for this scheme is the EA MIMO
radar concept [268].

To simplify the transceivers’ design and reduce the system’s
cost, the transmit sides’ optical phase-conjugation (OPC) —
which is required before the detection takes place — has been
performed at transmitter side so that classical balanced coher-
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ent detectors can be utilized as the EA detectors [244]. Further-
more, the employment of a single broadband entangled source
combined with a WDM demultiplexer has been proposed as
the common source for all transmitters, which is illustrated in
Fig. 27. First a periodically poled LiNbO3 (PPLN) waveguide
serves as the SPDC source, which generates a large number
of signal-photon pairs, where only the m-th signal-photon
pair is illustrated in Fig. 27. The signal and idler photons
become separated by an appropriately designed Y-junction.
The idler photons become further separated by the WDM
demultiplexer, whose outputs are directed towards the quantum
memories (QMs) of the corresponding EA receivers. On the
other hand, all signal photons get simultaneously modulated
by a training sequence known to all EA receivers, imposed
by a Q-ary PSK modulator. This sequence is then used for
estimating the phase shift introduced by the target and the
channel. The common sequence is also used for determining
the target’s range more precisely by harnessing the cross-
correlation method. The second PPLN waveguide is then
used for carrying out the OPC by employing the popular
difference frequency generation (DFG) process, in which the
m-th signal photon at angular frequency ws ,,, interacts with
the pump photon w), to get the phase-conjugated (PC) photon
at the radial frequency w, — ws,,. We then use the WDM
demultiplexer for demultiplexing the signal photons to be used
in the multistatic transmitters, as depicted in Fig. 27.

Given that the OPC is carried out at the transmiter, we
do not have to use OPC-based EA receivers — instead,
commercially available classical balanced coherent detectors
may be used as the EA receivers, such as the one shown
in Fig. 28. This substantially reduces the overall system cost
and complexity. For the associated simulation based results
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Fig. 28. The EA receiver corresponding to the [-th forward scattered
component. The receive side phase modulator is used to select either in-phase
or quadrature component of the corresponding phase-conjugated signal. The
photodiode responsivity is set to 1 A/W. (Modified from ref. [244]).

interested readers might like to refer to [244]. For experimental
characterization of the EA radar concept in the context of re-
alistic turbulent free-space optical channels motivated readers
might like to consult [263].

B. Knowledge Gaps and Challenges

As a step towards quantum illumination absed radar oper-
ating at microwave frequencies, authors of [249] proposed an
optical-microwave transduction scheme for generating the en-
tangled microwave and optical idler photons. The microwave
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Fig. 29. The quantum illumination-based radar enabling devices.

photon return probe is converted by the same type of device
into the optical domain so that the joint measurement can be
carried out in the optical domain.” For example, the OPA-based
detection scheme of Fig. 23 may be harnessed in this context.
Unfortunately, the current optical-microwave transduction de-
vices [269, 270] still have a low transduction efficiency to be
of practical importance. The Josephson parametric converter
— which serves a similar role to the SPDC device — has
been used in [250] for generating the entangled microwave
photons. However, the quantum advantage of the experimental
demonstration remained rather limited. In a recent experi-
ment [271], the Josephson ring modulator has been employed
for coupling a pair of microwave resonators and thus for
producing the entangled microwave photons. This experiment
employed the OPA-based receiver and suceeded in achieving
an approximately 20 percent advantage over its corresponding
classical counterpart.

The first experimental demonstration of quantum illumina-
tion based on entangled photons at optical frequencies over
a free-space optical link length of 750 m was documented
in [263] in the face of strong atmospheric turbulence. The
system applied the optical phase-conjugation to the idler
photons before the balanced homodyne detector by relying
on the concept introduced in [262]. In order to improve the
tolerance to turbulence effects adaptive optics was used.

The devices facilitating quantum illumination based radar
services at microwave frequencies are summarized in Fig. 29.
One of the important issues for quantum illumination is the
need for quantum memory, which will store the idler photons
until they are needed for balanced detection. In experimental
demonstration [263] an optical delay line is used instead
of real quantum memory. For quantum radar applications,
variable delay lines can be used. However, the commercially
available ones are bulky, slow, and expensive. The research
of quantum memory having improved retention duration is
currently ongoing [272-279]. However, these solutions are
still far from commercialization. Another challenging open
problem is is the design of detectors having near-unity quan-
tum efficiency [280-282]. As a further advance, for the OPA-
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based receiver of Fig. 23 photon-number-resolving detectors
are required [283, 284]. As for microwave radar illumination,
efficient quantum transducers should be developed [270, 285,
286]. Furthermore, new types of receivers suitable for quantum
illumination should be developed [287, 288]. Finally, for quan-
tum multistatic radars associated with numerous transmitters,
large-scale entanglement sources are needed [289-291].

C. Research Road Map

The quantum radar relies on a relatively new concept
compared to its classical counterparts. In Fig. 30 we provide
the timeline describing the quantum radar research activities.
The quantum illumination radars appear to be more practical
than the quantum interferometry based radars. Among various
quantum illumination radar schemes the entanglement assisted
radars have received the most attention at the time of writing.

For quantum illumination at microwave frequencies, the
quantum advantage over classical radar has remained limited
so far [250, 271]. Substantial community effort is required for
developing improved entangled sources and detectors operat-
ing at microwave frequencies. Again, the optical-microwave
transduction devices have limited efficiency [269, 270, 292,
293] and significant research efforts have to be invested in
this field as well.

The quantum illumination based on entangled states at
optical frequencies [241-244] appears to be much more
mature compared to its microwave counterparts. There are
some relevant EA quantum demonstrations at these frequen-
cies [263, 266], but this field is very much in its infancy and
it may be expected to attract scientists looking for exciting
open challenges. Clearly, the EA radars operating at optical
frequencies suffer from substantial performance erosion in the
face of clouds and fog, hence additional research efforts are
likely to be invested in this field as well.

Another research area along this evolutionary quantum radar
research path is related to the covert sensing concept, with
the first experimental demonstration reported in [296]. The
quantum covert radar concept can be considered as a specific
quantum illumination scheme in which the transmission of the
probe is controlled by an agent, who tries perceive the presence
of any sensing. By ensuring that the probe is partially masked
by the background noise this agent will not be able to detect
the sensing attempt owing to the statistical fluctuations in his
measurement attempts. The quantum illumination concept has
also become relevant for LIDAR applications [297, 298] and
it may be expected to attract substantial research attention.

As part of the roadmap, it is necessary to develop the
quantum illumination radars operating at microwave frequen-
cies closer to the commercialization, which requires the de-
velopment of new type of receivers and devices [299, 300].
As for implementations at optical frequencies, the photonic
integration research is making progress [241-244], while on
theoretical side, tighter bounds are expected to be developed
for quantum illumination [301].

Another interesting, but hitherto largely unexplored area
in the quantum illumination literature will be to combine
quantum radars and communications. This research problem
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Fig. 30. The timeline describing the quantum radar research activities.

is known in the classical radio-frequency (RF) and optical
wireless communication literature as dual-function radar com-
munication (DFRC) [302-305]. To elaborate briefly, the in-
tegrated multistatic entanglement source of Fig. 27 is also
suitable for simultaneous radar and communication services.
Briefly, similar to EA communications [262], we organize the
data to be transmitted into packets, with the packet-header
known to the receiver. The data sequence may be protected
by a variety of error correction codes, such as an LDPC code
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Kumar, Grigoryan, and Vasilyev proposed the quantum laser radar [254].

Shapiro introduced the quantum pulse compression laser radar [256].

The quantum illumination (QI) concept was introduced by Lloyd from MIT [245].

Tan et al. proposed the QI based on Gaussian states [264].

The quantum sensor classification performed by the Harris Corporation [253].

Smith studied the quantum entangled radar employing quantum interferometry and proposed using the
adaptive optics to deal with turbulence effects [260].

Guha and Erkmen proposed the receiver for QI [294].

Lanzagorta studied quantum cross-sectional areas [256] .

Zhang et al. performed QI experimental demonstration at optical frequencies [266].

Barzanjeh et al. proposed an optical-microwave transduction scheme [249].

Fan et al. demonstrated the coherent photon transduction between integrated superconducting and photonic

Barzanjeh et al. demonstrated the QI at microwave frequencies [250].

Kutas et al. studied the terahertz quantum sensing [295].

Zhao at al. demonstrated distributed quantum sensing [296].

Djordjevic proposed to perform phase-conjugation on transmitter side for entanglement assisted (EA)

Hao at al. demonstrated entanglement-enhanced covert sensing [293].

Djordjevic proposed EA radar performing phase-conjugation on transmit side [242], joint monostatic-
bistatic radar concept [243], and EA multistatic (MIMO) quantum radar concept [244].

Nafria and Djordjevic proposed to perform the optical phase-conjugation on idler photons instead of
the signal photons and demonstrated the EA communication over 1.5 km free-space optical link in the

Djordjevic and Nafria demonstrated 750 m EA radar concept over FSO channel in strong turbulence

and mapped to the payload. In both radar and communication
applications, we use the packet-header to determine the begin-
ning of the packet by the popular cross-correlation method.
In radar systems we only need the header for estimating the
target detection probability and the target range, while in the
EA communication system we further process the payload
and carry out LDPC decoding for recovering the transmitted
sequence.

The original quantum illumination concept was conceived
for target detection. In this context it is also relevant to



demonstrate quantum advantage in terms of the range [241-
2441, [306], angle, and speed of the target, which is an active
research topic. Harnessing quantum illumination at microwave
frequencies is very challenging, because the background radi-
ation noise is significantly higher than at optical frequencies.
Hence significant research efforts are needed to make efficient
quantum illumination at microwave frequencies a reality.

Whilst the quantum radar systems of this section are still
very much in their infancy, the QKD systems of the next
section are now commercially available. However, there is
a pressing need for further research to architect the global
Qinternet relying on large-scale multi-protocol relay-aided net-
working solutions providing end-to-end security, as discussed
in the next section.

VI. QUANTUM KEY DISTRIBUTION NETWORKS

The Myth: There is no need for quantum key distribution
(QKD); post-quantum cryptography (PQC) would eliminate all
security risks that future quantum computers may cause.

The Reality: PQC could certainly be part of the solution
for providing data security in future telecommunications net-
works, but it could still be susceptible to "harvest now, decrypt
later’ type of attacks. QKD solutions are already an off-the-
shelf reality and they constitute the most reliable solution
that offers long-term security, provided that it is implemented
appropriately with the aid of high-quality devices avoiding
information leakage.

The Future: Having said that, the economy of scale
has to reduce the cost to make it commercially viable for
private subscribers and to offer end-to-end security for all
relevant applications. A seven-step evolutionary pathway was
constructed in [307] for outlining the associated roadmap. This
would require further advances ib both the relevant quantum
and classical technologies, and a global research effort is
required for integrating quantum and classical communications
networks.

Abstract: QKD has been one of the most successful
applications of quantum technologies, which crucially ad-
dresses some security gaps in our current communications
systems [15, 308, 309]. In particular, the threat from quan-
tum computers becoming able to crack some of the widely
employed public-key cryptosystems has required developing
new methodologies for sharing secret cryptographic keys
among legitimate users. QKD offers a solution, based on the
previously discussed laws of quantum mechanics, that offers
confidentiality even for the future, when large-scale quantum
computers become available. Examples of such scenarios
include the exchange of medical records over the Internet,
which, for privacy reasons, may have to remain confidential
during the lifetime of an individual and even beyond that.
For such personal applications, it is vital that we expand our
communications network infrastructure in such a way that it
accommodates QKD deployment.

The key objective of a QKD protocol is to exchange, in
a secure way, a secret cryptographic key between a pair of
authenticated network users, historically referred to as Alice
and Bob. In the so-called prepare-and-measure schemes, Alice
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generates a random key on her side, and then maps the
corresponding bits to quantum states and sends them to Bob
according to a certain protocol. Bob would then observe or
measure the potentially error-infested received signals, and
by exchanging some classical information with Alice via an
authenticated channel, they attempt to agree about the specific
choice of an identical secret key with each other. The level
of security is typically characterized by a security parameter,
which specifies the distance between an ideal randomly gener-
ated secret key and the one that can be obtained by the QKD
protocol, accounting for the fact that Alice and Bob have the
option to abort the protocol if the estimated error rate os higher
than a certain threshold, because it is deemed to be tampered
with by the eavesdropper (Eve) [310]. Indeed, one could argue
that if E attempts to observe the confidential quantum-domain
signal, it collapses back in the classical domain.

A unique property of QKD is that we can detect eavesdrop-
ping attempts, which is not possible in the classical domain.
This allow us to limit the amount of information leakage
concerning the secret key to a third party in a point-to-
point system. In order for QKD to be accessible to a wide
range of customers it is essential to cover long distances,
in conjunction with a variety of classical services that next-
generation (NG) wireless systems aim to offer. However, the
challenge is that given a 0.2 dB/km fiber attenuation, at
a distance of 100 km the quantum signal is attenuated by
20 dB, ie. to 1 % of its original power and it cannot be
amplified without first observing/measuring the signal, which
returns it to the classical domain. Therefore it is plausible
that the achievable rate is a direct function of the SNR
in dB, which is in turn determined by the distance. This
physically tangible relationship results in the formulation of
the salient QKD performance metric, namely the key-rate vs.
distance relationship. Hence sophisticated terrestrial relaying
techniques are required for longer distances and there is also
a clear trade-off between the key-rate vs. the number of relays,
when covering a fixed distance. More explicitly, the key-
rate may be increased by shortening the distance of relays,
but at the current state-of-the-art the so-called trusted relays
must be hosted in secure customer premises for preventing
tampering by Eve. For example, the Eurasian QKD link
spanning from Vladivostok to Helsinke has a length in excess
of 15 000 km and relies on numerous expensive relays. As a
design alternative, free-space optical (FSO) satellite links have
to be harnessed for lomng-haul transmission. Furthermore,
as alluded to above, QKD systems also require a classical
channel in support of the key negotiations between Alice and
Bob, which may be accommodated by the same fiber as the
quantum channel by using wave-length division multiplexing
(WDM). However, utter care must be excersized to avoid that
the weak quantum signal is overwhelmed by the out-of-band
interference of the high-power classical signal.

We continue with a brief critical appraisal of the state-of-
the-art in Sec. VI-A, followed by challenges we are facing,
when aiming for providing end-to-end security in networking
scenarios, as detailed in Sec. VI-B. We conclude by a vision
for the roll-out of a long-distance QKD network in Sec. VI-C.
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Fig. 31. Three experiments at the heart of BB84: (a) A single photon does not
split, but randomly chooses a path; (b) Interference holds even at the single-
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A. State-of-the-Art

1) Key Principles: The basic idea behind the original QKD
protocol, known as BB84 after its inventors Bennett and
Brassard [311], can be explained using the experiments shown
in Fig. 31. Assume that we have a source that can generate
a single photon. Let this photon propagate through a 50:50
mirror, known as a balanced beam splitter. Then the question
arises - which one of the two ideal energy meters in Fig. 31(a)
would click? Because quantum mechanics only allows discrete
energy levels for each mode of light, this single photon cannot
be split into a pair of smaller packets of energy. Hence only
one of the single-photon detectors would click - each with a
probability of 1/2.

The second experiment in Fig. 31(b) uses two balanced
beam splitters, which jointly constitute an interferometer.
We know from classical optics that for a laser source at
the input, the two output ports of the second beam splitter
exhibit constructive and destructive interference, respectively,
hence resulting in only one of the detectors registering some
energy. Interestingly the same thing happens at the quantum
mechanical level for the single-photon input. This is due to
the superposition principle where, after the first beam splitter
the state of the system is characterized by the single photon
being in the superposition of the upper and lower arms of
the interferometer. Finally, let us assume that a curious third
party observer measures which arm the photon in Fig. 31(b)
has actually taken. Given this knowledge, the experiment in
Fig. 31(c) becomes identical to that of Fig. 31(a), where — in
contrast to the setup of Fig. 31(b) — either of the detectors
may actually click.
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By appropriately combining the above ideas one can design
a simple QKD protocol as follows. In this protocol, Alice uses
two types of encoding, chosen at random, for transmitting her
key bits to Bob. In the first type, used for key generation,
she uses a dual rail system, as shown in Fig. 32(a). To send
a bit 1 (0), she sends a single photon via the upper (lower)
channel. In the second encoding type seen at the bottom of the
figure, Alice generates a superimposed state from the photon
in the upper and lower arms, as shown in Fig. 32(b). Let
us assume that at the receiver, Bob happens to opt for the
matching decoder. Naturally, in a real experiment, Bob does
not know which encoder Alice has used. But he can randomly
choose one of his two decoders and later check with Alice via
their authenticated classical channel, whether the encoder and
decoder match for a particular bit interval. In the absence of
eavesdropping attempts — an ideal scenario — we would expect
that the decoder of Fig. 32(a) can register clicks on either
of the detectors, whereas the decoder in Fig. 32(b) should
observe clicks in only one of the detectors. In this setting,
if an Eve attempts to check, which channel the photon is
travelling through, she would then perturb the statistics of the
test rounds, which results in an increased bit error rate. For this
scenario it is possible to formulate bounds for quantifying, how
much information might have been leaked to Eve. In practical
QKD protocols so-called reconciliation schemes relying on
sophisticated classical error correction codes may be used for
mitigating the error rate experienced. Finally, some of the
secret key bits generated may be dropped by relying on the
technique of privacy amplification for further confusing Eve.
By contrast, if the error rate is excessive, the legitimate users
may decide to abort the protocol and re-commence the key-
negotiation process.

To elaborate a little further on the Bennett and Bras-
sard [311] protocol, we briefly refer to Table III abridged
from [14], where further details may be found.

1) A random binary key is generated by Alice in the classical
domain, which is referred to as the raw key;

2) Then she randomly selects either a rectilinear or diagonal
polarization basis represented by a + and x character in

—
.m|rror

Fig. 32. The conjugate encodings used in our toy model QKD protocol. (a)
In key transmission rounds, Alice sends a single photon on the upper (lower)
arm to encode bit 1 (0). (b) In test rounds, Alice sends a superposition state
to Bob.



32

Alice
1 Raw key 1 el ©° 1 I ! 0 1 0 Bl © 1
2 Preparation (or encoding) basis + + X X + X + + X X + X
3 | Quantum state preparation O A Y N Y B A 4N O M
Bob
4 Measurement basis + X X + X X + X X + + +
5 | Quantum state detected Y A = 2 BV B N e W B e o B S
6 | Detected key 1 g o Il @ B 0 1 0O g o 1
Classical post-processing
7 [ Sified key [T ] [0] [ [T10] TO0J] [0]
8 Parameter (or error) estimation
9 Information reconciliation
10 | Privacy amplification

TABLE III

PREPARE-AND-MEASURE DISCRETE VARIABLE BB84 QKD EXAMPLE (IN THE ABSENCE OF EVE AND NOISE) ©HOSSEINIDEHAIJ et al. IEEE [14]

order to convey the 0/1 bits of the raw key; This is the

so-called preparation basis;

As seen in Table III, the quantum state is prepared by

mapping the binary key of Step (1) according to the

specific polarizations of Step (2), as indicated by the

arrows;

As for Bob, he randomly selects a so-called measurement

basis and the instances where the preparation as well

as measurement bases match are marked in green in

Table I1II;

The received quantum states are then measured by Bob

using the random measurement basis coined in Step (4),

where nothing is output, where the measurement and

preparation bases are different;

At this stage Bob’s detected states are mapped onto 1/0

classical bits. The instances where the detected and raw

key bits differ are marked in red in Table III; These

classical bits are then post-processed as follows;

7) Only those bits are retained, which have the same prepa-
ration and measurement basis, resulting in the sifted key;

8) The error rate is estimated for detecting the pres-
ence/absence of Eve;

9) The information reconciliation scheme corrects errors in
the sifted key;

10) Finally, the reconciled key is shortened by the privacy
amplification scheme, hence reducing Eve’s chances of
guessing the agreed key.

3)

4)

5)

6)

2) The evolution of QKD protocols: Historically, the BB84
protocol was inspired by some of the ideas in an earlier paper
by Wiesner [312], but in recent years the field of QKD has
evolved quite rapidly in different directions. Some develop-
ments have focused on simplifying the hardware requirements,
while others have been related to security proofs that support
these new or modified protocols. They belong to the family
of discrete-variable (DV) and continuous-variable (CV) QKD
protocols, which are detailed in [14, 15].

In both cases, the security level attained effectively boils
down to being able to exploit the correlation between Alice
and Bob in terms of an entangled state. In the DV case,
for instance, it can be shown that if Alice and Bob share
a maximally entangled state, they can readily agree upon a
shared secret key by measuring their share of the entangled
state. In fact, the second major QKD protocol following

the BB84 — which was proposed by Ekert in 1991 [313]
— relied on verifying Bell inequality violations for a shared
entangled state between Alice and Bob. Then in 1992 a
simplified entanglement-based QKD protocol was conceived
by Bennett, Brassard and Mermin [314], which is termed as the
BBM92 protocol. This required similar measurement actions
to those in the BB84 protocol. Since then a large number of
QKD protocols have been devised and Fig. 33 captures these
evolutionary developments.

To expound a little further, the first decade of the new
millennium witnessed the development of rigorous security
proofs for QKD protocols. Shor and Preskill offered a simple
security proof for ideal BB84 based on entanglement distilla-
tion [318]. Later in 2004, the security proofs were extended
to the case of using weak coherent pulses (WCPs) generated
by lasers, instead of ideal single photons. The Gottesman, Lo,
Liitkenhaus and Preskill (GLLP) framework [341] predicted
that the key rate would not scale desirably vs. the distance
when we consider the extra photons that can exist in a coherent
state. This problem was fixed by the development of the
decoy-state idea [321-324], where having multiple intensities
of light would facilitate for her and Bob to better estimate
the key bits generated by true single-photon states. New or
improved security proofs were introduced by Renner [325]
and Koashi [342], which have been the basis for many later
protocols conceived in the next decade.

Still referring to Figure 33, the decade of 2010-2020
started with the conception of several experimental attacks on
some QKD system implementations [343, 344]. Interestingly,
most these attacks capitalised on some imperfections of the
measurement devices in the QKD systems. As a remedy,
measurement-device-independent (MDI) QKD systems [329,
330] emerged as a practical solution against this type of
attacks. Naturally, both Alice and Bob have a transmitter, but
all the measurements can be carried by an untrusted party
somewhere in the middle of the link. This idea led to numerous
breakthroughs in the ensuing era, resulting in protocols capable
of improving the key-rate versus distance scaling. These are
exemplified by the twin-field [338, 345, 346] and the mode-
pairing [339] QKD protocols, and to a range of others that lend
themselves to integration into future generations of quantum
communications networks [347].
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1973 —— Wiesner [312] presents the quantum money idea used in BB84 protocol.
Bennett and Brassard [311] introduce the first QKD protocol.
The first table-top demonstration of QKD [315]
The first quantum repeater protocol was proposed [316]
1984 -
First security proof by Lo and Chau [317], followed by Shor-Preskill proof [318].
DLCZ quantum repeater structure [319].
1989 -
GLLP framework for WCP sources [320].
Decoy-state QKD [321-324].
Composable security frameworks [325].
1998 -
1999 +
Hand-held QKD [326, 327].
2001 -~
Coexistence of QKD with DWDM traffic [328].
2004 -
2005 -
2006 MDI QKD was proposed [329, 330].
2009 - / Memory-assisted QKD was proposed [331, 332].
2012 ~ / Beijing-Shanghai 2000 km trusted-node QKD link [333].
2014 -~
Chip-based QKD demonstrations [334, 335].
2017 -~
2018 ~ First satellite-based QKD demonstration [336].
Intercontinental satellite-based QKD [337].
2022 —
v Twin-field QKD was proposed [338] improving rate-versus distance scaling, followed by several variants
and demonstrations.

Fig. 33. Timeline of QKD milestones.

B. Knowledge Gaps and Challenges

1) The issue of distance: Again, owing to the transmission
of weak signals, point-to-point QKD suffers from a channel
attenuation of about 0.2 dB/km in fiber and from hostile at-
mospheric propagation phenomena in FSO satellite scenarios.
This may result in complete loss of signal in DV-QKD, or in an
excessively low signal-to-noise ratio in CV-QKD. As a result,
the total distance over which we can exchange a secret key
without using repeater or relay nodes is limited. Current ter-
restrial records are at around 1000 km [348], albeit at very low

Mode-pairing QKD was proposed [339] followed by its demonstration in 2023 [340].

secret key generation rates. In Sec. VI-C, we will hypothesize
about the roadmap of extending the reach of QKD networks
to arbitrarily long distances. In our formulation, we will show
how we can achieve end-to-end security in QKD networks.
This may require scientific advances in several technical areas,
including quantum devices, e.g. quantum memories, and even
our quantum processing capabilities.

2) Cost and network-wide deployment: For QKD to be-
come ubiquitously available as a technology, we have to reduce
the cost of deployment by sharing it amongst many users.
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Fig. 34. Schematic view of exchanging secret keys between an indoor wireless
user, Alice, and the central office (CO) within a DWDM passive optical
network. SMF: Single-Mode Fiber, AWG: Arrayed Waveguide Grating.

This includes the cost of individual devices that have to be
produced on a commercial scale as well as the infrastructure
costs of running quantum applications. There are a number of
promising directions to be pursued for facilitating wide-scale
deployment. This includes using photonic integrated circuits to
design QKD transmitter and receiver modules [334, 335, 349].
This is particularly important for the transmitter side, which
is expected to be the main terminal that all the end users
would need. In terms of the infrastructure, it is very important
to use the existing fiber-optic networks laid out across the
globe for both quantum and classical applications. A lot
of efforts has therefore been directed at integrating QKD
links with WDM channels. Again, the key challenge that
we face when sending quantum and classical signals over
the same optical fiber is that the crosstalk generated by
the high-power classical channels may overwhelm the weak
signals travelling through the quantum channels. Sophisticated
filtering techniques have been used to make this possible,
and several demonstrations have confirmed the feasibility of
this [328, 350-355]. Resource allocation in such networks is
another challenging issue, requiring the holistic optimization
of the overall performance [356-358]. A further largely unx-
plore area is the development of the network stack for quantum
applications [359, 360], and ensuring its compatibility with the
evolving classical communications solutions, such as software-
defined networking [361].

3) QKD in wireless terrestrial and satellite settings: An-
other important issue, especially with regard to compatibility
with emerging 6G technologies, is the adaptability of QKD to
wireless solutions. This has been of interest from early on, and
in 2006 a group of scientists at Bristol University in the UK
along with their collaborators at HP labs developed the first
demonstration of a handheld QKD device exchanging a key
with an ATM-like receiver [326]. This was further enhanced
recently and demonstrated in indoor settings [327, 362]. The
next step along this line is to enable wireless access to
QKD networks; see Fig. 34. The related theoretical analysis
suggests that this is within reach even with the aid of off-
the-shelf technology in benign indoor settings under mild
lighting conditions [363-366], although extending it to outdoor
applications is still an open challenge [367].

On a completely different distance-scale, wireless settings
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are capable of substantially improving the reach of QKD sys-
tems by employing satellite-based quantum communications
techniques. The key advantage of relying on satellites is that
the attenuation in free space scales with the square of the
distance, rather than attenuating it exponentially as in optical
fibers. Hence the total pathloss in the satellite-to-ground link of
a low-earth-orbit (LEO) satellite may be as low as 30-40 dB,
when the satellite passes over a ground station. This allows
us to connect nodes on different continents of the world via
orbiting satellites [337], and eventually via a constellation of
such satellites. Early demonstrations by the in-orbit Chinese
satellite referred to as Micius has already paved the way in
this regard [336, 368]. A lot of global investment has since
been allocated to further this line of technology, since it is
envisaged that a satellite-based infrastructure could be part of
our future generations of quantum networks [369].

Satellite-based QKD may also allow for new security
frameworks, where some of the assumptions concerning the
eavesdroppers are relaxed [370-373]. This is primarily because
it is hard for Eve to intercept an optical line-of-sight satellite
link without being visually detected [373].

Another interesting matter when it comes to wireless QKD
systems is the range of frequencies over which QKD can
operate. Conventionally, QKD has only been demonstrated in
the optical regime. The key advantage of the optical band
over the radio frequency (RF) bands is that the effect of
quantum-domain noise is less dramatic than in the RF band.
This is because there is only a negligible amount of thermally
generated optical noise compared to the optical shot noise.
By cooling down our detectors, QKD can operate in a shot-
noise-limited regime, with the thermal noise effects imposed
by the dark current being orders of magnitude lower. However,
this balance would gradually shift, as we move to lower and
lower frequencies, and once we reach the THz regime, we
should deal with the inherent thermal noise in our devices and
channels [374]. That said, theoretically it might be possible
to reduce the frequency even down to 0.1 THz, and be
able to exchange a secret key over a few meters in indoor
QKD scenarios. At larger distances, THz could be an option
in inter-satellite quantum communications, where the free-
space channel has low temperature [375]. Finally, regardless
whether considering the THz or the optical regime, wireless
QKD systems would substantially benefit from sophisticated
multiple-input multiple-out (MIMO) techniques, especially in
hostile channel conditions [376-378].

4) Implementation security: As QKD becomes more and
more practical, it is important to appropriately adjust the
corresponding security proofs to match the reality of the
system implemented. For instance, in a typical QKD protocol,
we may have to generate certain states for the protocol to
rely on. However, once we implement the protocol, the states
generated by the devices employed may deviate from the
required one. Implementation-oriented security deals with such
issues [379], and aims for offering rigorous security proofs that
can be used in commercial settings. Other issues that become
relevant in such settings is the use of a finite number of data
points to bound the amount of information leaked to Eve,
as discussed in [380-382] for example. The assumptions we



make about the probability of certain attacks constitute another
area of QKD research. For instance, in the so-called Trojan
horse attack, an eavesdropper can shed strong light on Alice’s
transmitter in order to glean information about the settings
employed. In the field of implementation security, we account
for possible leakage of information under practical constraints
and derive the achievable secret key rate [383].

Another important factor in the deployment of QKD is
the need for characterizing the devices employed. Different
QKD protocols set different requirements in this regard and
as expected, typically the best performers require detailed
knowledge of the transmitter and receiver specifications, while
others such as MDI-QKD and device independent QKD [384]
aim for alleviating this requirement. Naturally, it might be very
challenging for an end user to engage with the characterization
process. To circumvent this issue, standardization bodies are
putting together certification processes that enable the QKD
industry and customers to do business with each other in a
convenient and reliable way. The entire list of QKD-oriented
standards formulated across the globe can be found in [15].

C. Research Roadmap

The prospect of deploying wide-scale quantum communi-
cations networks has received a considerable boost over the
past decade. This is partly driven by several scientific break-
throughs facilitated by substantial funding from governmental
and industrial bodies. As seen at a glance in Figure 35 to
be detailed later in this section, different countries across the
globe — including the UK, Germany, Netherlands, and France,
among others in Europe, as well as China, Japan, and the
US - have invested on the order of several billion dollars
overall. European Union has also initiated an EU wide 10-
year flagship programme of the same scale to lead the second
quantum revolution.

In the context of the above developments it is important to
have a realistic view of how quantum technologies will evolve
in the future, and in which fields we as a community have
to invest research efforts. The research roadmap envisioned
in this section is going to address this subject from the
perspective of deploying QKD systems across our commu-
nications networks. There have been several other recent
roadmap documents that approach the question of ’quantum
futures’ from different angles. Notably, Wehner et al. [385]
adopted an application-centric approach for predicting the
future evolution of the quantum Internet (Qinternet) relying
on six milestones along their predicted roadmap. By contrast,
the authors of [386] focused more on the hardware required.
As a further advance, Long et al. [307] added an extra stage to
the six-stage roadmap of [385] for the development of the Qin-
ternet by introducing the concept of secure repeater networks
(SRNs), which is compatible with the existing classical Internet
and relies on the popular philosophy of requiring excessively
complex operations for breaking security. However, their SRN
concept relying on the QSDC concept of Section VII-G [387]
— rather than QKD - incorporates eavesdropping detection,
which is a valuable extra feature.

Again, at this stage we use Figure 35 of [360] by Cao
et al. for connecting the state-of-the-art Subsection VI-A,
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the knowledge-gap Subsection VI-B and the future roadmap
Subsection VI-C. Observe in the figure that the architecture of
all existing QKD networks is rather simple. Furthermore, for
covering large distances by optical fiber requires numerous
repeaters, where the quantum signal is observed and the
resultant classical signal is amplified before preparing the
quantume states for transmission to the next relay. A similar
procedure has to be applied also for relaying-aided FSO-based
satellite systems, but naturally, they are capable of covering
larger distances. Observe furthermore in the figure that these
networks tend to rely on rather diverse QKD protocols. The
acronyms identifying the protocols are listed in the caption of
the figure and their specific features are detailed in [15] for
readers, who would like to probe further. Suffice to say that the
key performance metric of QKD networks is the secret key-
rate vs. distance. This is because the quantum signal must not
be aplified and hence it is gradually attenuated throughout its
propagation. The resultant attenuated signal can only support
a reduced key-rate.

Observe for example at the bottom right corner of Figure 35
that the Beijing-Shanghai link using the BB84 protocol has
31 hops between the source and destination and it relies
on so-called rrusted relays, which must be hosted in secure
premises to avoid eavesdropping on the classical signal to be
amplified. By contrast, some of these networks rely on so-
called untrusted relays, which rely on more secure protocols
than their trusted counterparts.” They may also be referred to
trust-free relays/nodes, which are capable of resisting eaves-
dropping owing to their sophisticated entangelement-based
protocol design. Hence they do not have to be in secure
premises. Clearly, a wide variety of protocols having different
levels of security have been harnessed across the globe, and
the issues of trusted vs. trust-free relay nodes will be further
detailed as part of our evolutionary roadmap of Phase I —
Phase III. Suffice to say that for constructing the global
Qinternet of the future, QKD protocol converters are required,
as detailed in [360]. This also underlines the importance of
global standardization for connecting the network-segments
relying on different protocols, as discussed in [15] for readers,
who might like to explore further.

We believe that the roadmap envisioned here complements
the above efforts and altogether offers a tangible serve-oriented
perspective on how quantum communications technologies
may evolve.

Our solution envisaged for long-distance QKD evolves
through multiple developmental phases, which would naturally
define relevant milestones in our roadmap seen in Table IV.
Below, we highlight what might be delivered in each develop-
mental phase, and what would be required to achieve it, with
speculative timescales for the relevant milestones.

1) Phase I: Trusted Node QKD Networks: The first phase
of deployment, which is already in service, relies on trusted
node based QKD. Briefly, in trusted node QKD, secret key
exchange between parties A and B is carried out via multiple
intermediate nodes located at sufficiently short distances from
each other. Hence efficient point-to-point QKD is feasible
between the adjacent nodes without excessively reducing the
key-rate, as illustrated in Fig. 36. If these intermediate relay
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QKD Family  Protocols Features Environments Advantages Limitations
SPM BB84, GGO2, DPS, QTx-QRx Optical fiber High key rates Relatively low security level
SARG04, COW, etc. Free space High maturity Relatively low scalability
EB E91, BBM92, QRx-QTx-QRx Optical fiber High scalability Relatively low key rates
etc. Free space High security level Relatively low maturity
MDI Original MDI, QTx-QRx-QTx Optical fiber Long distance Relatively low robustness
TF, etc. Free space High security level Relatively low maturity
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Fig. 35. Diverse families of QKDPs and typical field trials of quantum networks around the world. SPM: Single-Prepare-and-Measure; EB: Entanglement-
Based; MDI: Measurement-Device-Independent; QTx: QKD Transmitter; QRx: QKD Receiver; BB84: Bennett-Brassard-1984; GG02: Grosshans-Grangier-
2002; DPS: Differential-Phase-Shift; SARG04: Scarani-Acin-Ribordy-Gisin-2004; COW: Coherent-One-Way; E91: Ekert-91; BBM92: Bennett-Brassard-
Mermin-1992; CV: Continuous-Variable; TF: Twin-Field ©IEEE Cao et al. [360]

nodes can be trusted by parties A and B, then the local key
exchanged between the adjacent nodes can be readily used
for relaying an end-to-end key between A and B. If multiple
independent paths exist between A and B, then the requirement
on trusting the middle nodes can be alleviated [388].

From a technology development perspective, trusted node
based QKD would certainly serve as a significant stepping
stone toward future phases of deployment. This is why at
the time of writing trusted node QKD research is at the
core of almost all network demonstrations. This includes
the Chinese backbone network, the EU OpenQKD networks,
and the UK Quantum network, infer alia. This structure is
expected to have certain niche markets among high-security
sectors, including military and government bases as well as
the financial and health sector. While the assumption of all
nodes being trusted may be acceptable in certain use cases,
this is not necessarily acceptable in high-security scenarios.
Gazing into the future, the community has to construct chip-
based QKD [389], efficient detectors and reliable sources.

_—.

K

& trusted

K K,

Fig. 36. The schematic of a trusted node QKD network. In order for users A
and B to exchange a secret key, we need to create a secret key between any
two adjacent nodes that connect A to B (e.g., C, D, and E). We can then use
these keys to securely relay a key from A to B. If there are multiple paths

between A and B, we can generate separate keys using each path and then
combine them in the end.

High traffic

Radical frontier research is required also on how to manage the
resources of a hybrid communications network that supports
both quantum and classical applications.

Hence we recognise that the expansion of trusted node based
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Stage of Major milestones, services, or functionalities Timeline
Development (years)
Phase I: Trusted Reliable chip-based QKD modules 0-5
Node QKD QKD standardisation for deployment on existing infrastructure 0-5
Networks Early demonstrations of additional satellite QKD links 0-5

Adding QKD functionalities/modules to telecom networks 0-10

Offering QKD services to private networks 0-10

Offering QKD services via wireless optical links 0-10
Phase II: Partially Upgrading telecom networks to support MDI protocols 5-10
Trusted QKD Upgrading telecom networks to support memory-enhanced protocols 5-10+
Networks Expanding satellite-based QKD and linking it to ground networks 5-10+
Phase IlI: Trust Free Lab-based demonstrations of simple quantum repeater chains with 0-5
QKD Networks no distillation

Lab-based demonstrations of advanced quantum repeater chains 5-10

with QEC-based distillation

Field demonstrations of simple quantum repeater chains with no 5-10

distillation

Field demonstration of advanced quantum repeater chains with QEC- 10-15

based distillation

Adding repeater nodes in space 10-15+

Upgrading telecom networks to support repeater nodes 10-15+

TABLE IV
A POSSIBLE ROADMAP, WITH SPECULATIVE TIMELINES, FOR DEPLOYING QKD TECHNOLOGIES IN OUR EXISTING AND DEVELOPING INFRASTRUCTURE.
THE DEPLOYMENT CAN TAKE PLACE IN THREE PHASES, WHERE IN EACH PHASE, BY EMPLOYING MORE ADVANCED TECHNOLOGIES, THE TRUST
REQUIREMENT ON THE SERVICE PROVIDER NODES IS REDUCED.

QKD constitutes an essential part of the roadmap leading to
large-scale QKD networks. We might speculate that the next
decade would be dedicated to improving the performance of
all the different components, as well as expanding the market
within its relevant target sectors.

2) Phase II: Partially Trusted QKD Networks: The next
evolutionary phase following a trusted node QKD network is
an upgraded network in which the trust requirement on relay
nodes in the middle have been reduced, so that a larger groups
of customers may opt for harnessing QKD services. There are
several promising technologies that facilitate this transition:

+ Measurement-device independent (MDI) QKD: MDI
QKD allows a pair of users to exchange a secret key
via an untrusted node. This may only sound like a small
adjustment to the trust issue, but in practice this will allow
a larger number of enterprises to use the service, since
they can use the service provider nodes to connect two of
their trusted nodes, as seen in Fig. 37. This way the need
for having a fully private network would be alleviated.
Moreover, with the advent of the new twin-field QKD
protocols [390-392] the MDI structure can be used for
improving the rate-versus-distance scaling as well. MDI
protocols have been around for a while, but have not been
widely used in commercial settings. They pave the way
for future phases of deployment.

e Memory-assisted QKD: An alternative technique of
improving the rate versus distance scaling is to harness
quantum memories in the MDI setup [331, 332]. This
will constitute a rudimentary repeater system that relies
on quantum memories, and will be the stepping stone to
the solutions that have to be developed in the third phase.
The first demonstrations of such systems have just been
reported in literature [393, 394], paving the way for their
introduction into realistic/commercial settings.

o Satellite-based QKD: one of the emerging routes to
long-distance quantum communications is via satellites,
possibly in different orbits. Tehy may be harnessed as
intermediate relay nodes between two ground stations.
Prototype experiments of this nature have already been
carried out using the Micius satellite, for example for
exchanging a secret key between China and Austria by
only trusting the satellite node [337]. This structure can
also be expanded by using a constellation of satellites
to serve a large number of users [369]. It can also be
employed in the near future for further expanding quan-
tum communications networks during the developmental
phase III to the space domain [369].

It is envisaged that the above technologies can make sub-
stantial advances in the next decade or so, and will prepare us
for the final phase of deployment when no trust concerning
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Fig. 37. The schematic of a partially trusted QKD network. We exchange
a key, using, e.g., MDI techniques, between two adjacent trusted (T) nodes
via the untrusted (U) node that connects them together. The key exchange
between the two trusted nodes not directly linked via an untrusted node can
then be done similar to that of Fig. 36.

the intermediate relay nodes of the network is needed.

3) Phase III: Trust-Free QKD Networks: The key enabling
idea behind trust-free QKD networks is to distribute entangle-
ment between a pair of remote nodes in an efficient way. The
users can then run an entanglement-based QKD protocol [314]
to share a secret key while still being able to limit the amount
of information that might become leaked to any potential
eavesdropper. In effect, how the network provides the users
with the entangled state does not matter from a security-
assurance perspective. Hence no trust is required concerning
intermediate relay nodes. An entanglement-based network can
also accommodate many other quantum applications, such as
distributed quantum computing, since reliable quantum data
transfer can be achieved via quantum teleportation [385].

The creation of long-distance entanglement distribution re-
quires fully-fledged quantum repeaters [316, 319, 395-397].
Quantum repeaters extend the single-hop entanglement over
a short distance to longer distances by employing certain
joint measurements, while relying on quantum memories. The
entangled state generated in this way may have to be distilled
for obtaining a higher-quality entangled state. Based on the
specific stage of development, the joint measurement and/or
entanglement distillation process may be carried out either in
a probabilistic [319, 398] or deterministic [395] manner. The
probabilistic solutions often offer lower key rates and require
longer storage times. By contrast, the deterministic solutions
require reliable quantum processing capabilities. Depending
on the quality of quantum processing operations carried out
in the quantum repeater, we can specify what security level
may be expected from our repeater-based network. In the long
run, when high-performing quantum computers are available,
we can in principle use quantum repeaters that do not require
long storage times, but, rather they map the quantum-domain
data to large clusters of photons and send them from one node
to another, where each node can mitigate the errors along the
way and regenerate the encoded state [396].

The exact timing of commercial quantum repeaters may
be hard to predict, but we envisage their appearance in 15+
years, as indicated by the early demonstrations relying on
probabilistic measurements [399, 400]. Quantum repeaters that
rely on the QEM techniques of Section III and on the quantum
error correction codes [401, 402] similar to those discussed in
Sections II are expected to speed up this evolutionary process
by eliminating the propagation of errors across consecutive
hops. But again, advances are also required in the field of
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quantum memory units and their interaction with light [403].

VII. A NEXT-GENERATION QUANTUM-AIDED WIRELESS
ROADMAP

A. The Holistic Roadmap

In this system-oriented section we further develop the
initial vision of the fiber-oriented Qinternet highlighted in
Figure 1 and extend it to the even broader quantum-native
next-generation wireless roadmap of Figure 38 relying on a
physical-, network- and application-layer vision. These holistic
system-oriented aspects are detailed in great depth by Zhou et
al. in [404].

As seen at the bottom of Figure 38, a diverse variety
of industrial robots, autonomous vehicles, virtual/augmented
reality (VR/AR) services, industrial process controllers, and
even future smartphones and tablets are expected to benefit.

Recall from Section II that the impairments imposed by
quantum circuits are typically modelled by the depolarizing
channel of Figure 3. In this context one could draw a parallel
with the classical Additive White Gaussian Noise (AWGN)
channel, which models the Brownian motion of electrons.
By contrast, when considering quantum communications over
quantum channels, the physical properties of the FSO quantum
transmission medium or of the fiber have to be considered.

In this practical transmission context much of the quantum
communications research has been based on either optical
fiber or FSO-based satellite communications. For a detailed
discourse on satellite-based QKD channels please refer to [14].
Indeed, non-terrestrial networking (NTN) based on satellites
constitutes one of the most topical subjects in the 3GPP study
schedule, as seen in Figure 6 of [405], which is a study item in
Release 19 of the 5G/6G standardization. This subject area is
pictured in the center of Figure 38 and it is expected to attract
continued research atteantion. The network layer echoes the
architecture of Figure 1 and the terminals portrayed at the
bottom of Figure 38 support the services of the application
layer seen at the top of the figure. In the rest of this section we
will hypothesize as to what if any lessons of classical wireless
communications may be relied upon in the design of future
quantum communications systems.

B. Spectrum Harmonization in the Peta-Hz-Band

In [406] the concept of spectrum harmonization was con-
ceived, which relies on a sophisticated cognitive spectrum
sensing scheme capable of identifying the most suitable wave-
length or frequency domains for supporting a specific service.
Briefly, the authors aim for unifying the existing infrared,
visible light, and ultraviolet subbands while also exploring
the potential of the Petahertz (PHz) band to support secure
bandwidth-thirsty telepresence/VR-style applications. A hith-
erto scarcely-used unlicensed spectral band is the Petahertz
(PHz) band, which is defined as the frequency range spanning
from 0.01 PHz to 100 PHz, where 1 PHz = 10'° Hz. The
corresponding optical wireless wavelength domain stretches
from 30 pum to 3 nm, as seen in Fig. 39, which encompasses
the THz, the Infrared (IR), the Visible Light (VL) and the
Ultraviolet (UV) subbands. Their propagation properties are
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detailed by Xu et al. [406], but these bands deserve further
exploration in the context of quantum communications. The
most mature solutions can be found in the realms of visi-
ble light communications. Xu et al. [406] also survey their
modulation schemes, system performance, multiple access
techniques, and networking. They conclude with a range of
PetaCom challenges and open research issues.

C. Quantum Communications in the THz Band

The feasibility of short-range quantum communication
in the THz-band has been critically appraised by the au-
thors of [407]. In this context the authors of [408] con-
ceived a continuous-valued satellite-to-satellite secret sharing
scheme [409] and a CV-QKD arrangement relying on THz-
band multi-carrier transmissions [410]. A range of THz-band
hardware aspects were discussed in recent years in [407, 411—
414], with special attention dedicated to the conception of
sensitive detectors [415-422]. The next few years may be
expected to unveil further advances in the THz band, which
may be able to usher in an era of radio-frequency based
quantum communications.



D. MIMO Techniques for Quantum Communications

The field of classical wireless systems has been revolution-
alized by the conception of Multipla-Input Multiple Output
(MIMO) techniques, which rely on a combination of muti-
ple antennas and sophisticated signal processing, as detailed
in [423]. The four basic MIMO types routinely used in the
classical domain are [424] space-time codes (STC), spatial
multiplexing (SM) schemes, spatial division multiple access
(SDMA) arrangements and beamformers (BF) [424]. Laser-
based narrow beams naturally lend themselves to angularly
selective quantum communications, but a whole suite of other
MIMO solutions have been conceived either for improving
the reception quality or for increasing the throughput at-
tained [376, 378, 425-428]. As a representative result, the
authors of [428] benchmarked the performance of a multi-
user MIMO scheme against that of a classical scheme relying
on a N x M = 4 x 16-dimensional array, which attained
a substantial gain for transmission over a Gamma-Gamma
fading link.

E. Multiple-Access for Quantum Communications

In order to support multiple quantum communications users,
multiple-access methods are required. Hence the cardinal
question arises, as to which of the numerous classical multiple
access techniques might lend themselves to amalgamation
with quantum communications. In this context, a Code Di-
vision Multiple Access (CDMA) based multi-user system was
designed by the authors of [429-431], where unique user-
specific spreading codes were employed for distinguishing
the users. By contrast, optical Orthogonal Frequency Division
Multiplexing (OFDM) was employed in [432, 433] for QKD
transmission.

F. Network-Coding for Quantum Communications

In the simplest form of classical-domain network coding
the intermediate relay nodes between a pair of communicating
parties use a modulo-two gate for combining the data streams
received from both destination. This allows us to detect both
the identical and different bit-positions. This capability can be
exploited for reducing the tele-traffic of the network. Hence
network coding is capable of increasing the overall throughput,
despite reducing the amount of energy required per packet as
well as the latency of packets [434].

Due to the inherent nature of quantum communications
- namely that copying of quantum information is precluded
by the no-cloning theorem - the question arises again as to
whether the quantum domain counterpart of classical net-
work coding might be created. This dilemma was raised in
[435, 436]. However, provided that preshared entanglement
may be made available [437-444] or a high-rate classical
channel may be harnessed [436, 445-447], QNC is indeed
realizable [12].

G. Quantum-Secured Direct Communications

Recall from Section VI that QKD solutions carry out
key-negotiation in the quantum-domain, but the associated
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encryption process is reminiscent of its classical counterpart.
By contrast, quantum-secured direct communications (QSDC)
constitutes a complete quantum-domain communications solu-
tion [387]. However, the original QSDC protocol of Long and
Liu [448] relies on a block-based communications philosophy,
which necessitates the employment of quantum memory. But
quantum memory having an adequate retention-duration is un-
available at the time of writing. This impediment has then been
remedied in [448] and sophisticated solutions circumventing
this problem were proposed in [449]. At the time of writing
QSDC is developing in strides, to a great extent thanks to the
pioneering frontier research at Tsinghua University, as detailed
in the work of Long and his team [307, 450-454].

H. Quantum-Search Aided Solution of Large-Scale Classical
Wireless Search Problems

When large-scale quantum computing becomes a commer-
cial reality, numerous demanding search-problems routinely
found in science and engineering may be solved more effi-
ciently than by harnessing classical search algorithms. The
field of wireless communications also has numerous large-
scale search problems, as exemplified by the following non-
exhaustive list [8, 455]:

e Multi-User Detection (MUD) [5, 6]: The complexity
of classical maximum-likelihood MUD in the uplink
increases exponentially with the number of users, hence
is not practical with classical algorithms, specifically for
large-dimensional systems.

¢ Non-Coherent Multiple Symbol Differential Detection in
High-Doppler Wireless Systems [7]: Differential modu-
lation relying on non-coherent detection over multiple
symbols is an attractive alternative for coherent detec-
tion and provided performance gains over conventional
non-coherent detection. However, it is computationally
intensive.

e Large-Scale Beam-Alignment Problems of mm-Wave
Systems: Beamforming for large-scale Multi-User MIMO
(MU-MIMO) systems is another computationally inten-
sive search problem whose complexity increases with the
number of users and antenna dimensions.

o Joint Channel Estimation and Data Detection [456]: Joint
channel estimation and multi-user detection is imperative
for improving the performance of iterative receivers.
However, such joint processing incurs high complexity,
especially for high-dimensional wireless systems.

o Multi-User Transmission (MUT) [457]: Optimizing MUT
on the downlink is another computationally intensive
search problem, particularly for rank deficient-systems
with limited channel state feeback from the users.

¢ Cooperative Multicell Processing (COMP): COMP is be-
ing used in LTE and 5G for enhancing network coverage
and capacity. Resource allocation for COMP is another
challenging search problem, as it requires joint optimiza-
tion of data rate, interference and network capacity.

o Localization Problems [11]: High localization accuracy
and infrastructure/scenario constraints increase the com-
putational complexity of optimal full-search based local-
ization problems.



Multi-Objective System Optimization [9, 10]: Wireless
systems also have other multi-objective optimization
functions, for example joint delay, energy and load opti-
mization for routing in multi-hop networks having large
number of nodes.

Recall that the quantum signal must not be amplified,
because it would collapse back to the classical domain,
relaying plays a pivotal role in extending the length
of quantum networks, as detailed in [15]. As a design
alternative, LEO satellites may be employed for covering
large distances [458] via the satellite-to-ground downlink
and the ground-to-satellite uplink. Since the dimensions
of the satellite are severely limited, its receiver aperture
is typically much smaller than that of the ground sta-
tion. Hence the uplink reception at the satellite requires
substantial further research, as detailed in [458].

Valued Colleague, join this community-effort, which is dedi-
cated to solving the suite of open problems touched upon in
this treatise!
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