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Abstract—As the demand for underwater communication con-
tinues to grow, underwater acoustic RIS (UARIS), as an emerging
paradigm in underwater acoustic communication (UAC), can
significantly improve the communication rate of underwater
acoustic systems. However, in open underwater environments,
the location of the source node is highly susceptible to being
obtained by eavesdropping nodes through correlation analysis,
leading to the issue of location privacy in underwater communi-
cation systems, which has been overlooked by many studies. To
enhance underwater communication and protect location privacy,
we propose a novel UARIS architecture integrated with an
artificial noise (AN) module. This architecture not only improves
communication quality but also introduces noise to interfere
with the eavesdroppers’ attempts to locate the source node. We
derive the Cramér-Rao Lower Bound (CRLB) for the localization
method deployed by the eavesdroppers and, based on this, model
the UARIS-assisted communication scenario as a multi-objective
optimization problem. This problem optimizes transmission
beamforming, reflective precoding, and noise factors to maximize
communication performance and location privacy protection.
To efficiently solve this non-convex optimization problem, we
develop an iterative algorithm based on fractional programming.
Simulation results validate that the proposed system significantly
enhances data transmission rates while effectively maintaining
the location privacy of the source node in UAC systems.

Index Terms—Underwater acoustic RIS, communication en-
hancement, location privacy, noise factor.

I. INTRODUCTION

In recent years, with the flourishing development of the
marine economy, underwater Internet of Things devices based
on acoustic communication, such as underwater sensors and
Autonomous Underwater Vehicles (AUVs), have become ex-
tremely important for the exploration and utilization of the
ocean. Meanwhile, underwater acoustic communication (UAC)
has a wide range of applications, including real-time data
collection on water, natural disaster prevention, marine re-
source exploration, and maritime security [1], [2]. However,
compared to terrestrial wireless communication systems, the
data rate of UAC systems is so low, remaining at the kilobits
per second (kbps) level, that it is difficult for UAC to support
the normal operation of most underwater applications [3]], [4].
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This low data rate issue is caused by the characteristics of the
underwater environment, particularly in shallow water, where
the low bandwidth of sound waves and severe multipath fading
contribute to the problem [S]].

To ensure the reliability and stability of UAC systems, many
existing studies aim to improve the transmission rate of these
systems through underwater acoustic reconfigurable intelligent
surfaces (UARIS). Specifically, UARIS can be deployed be-
neath ships, buoys, or AUVs for underwater operations [6].
The UARIS is capable of altering the amplitude and phase
of incident acoustic signals and generating strongly reflected
paths through beamforming [7|]. Compared to natural UAC
channels, this newly formed reflected path can significantly
enhance the signal-to-noise ratio (SNR) at the receiver, thereby
achieving higher data transmission rates.

Many existing studies focus on enhancing communication
in underwater environments, but few have considered the issue
of location privacy in underwater communication. Due to the
openness of the underwater communication environment, the
source node (SN) of the transmitted signal is highly susceptible
to being located by illegal eavesdropping nodes (ENs) through
analysis of the received signals, thereby threatening the privacy
and security of the node. In this context, the challenge lies in
leveraging Reconfigurable Intelligent Surface (RIS) technol-
ogy to enhance underwater communication while protecting
the location information of the source. Some studies achieve
interference with ENs through the synergy of artificial noise
(AN) from the transmitter and RIS [8]], [9]. However, these
studies assume that the source and RIS have prior knowledge
of the eavesdropper location, which does not align with real-
world eavesdropping scenarios.

Therefore, we add an AN module to the UARIS, enabling
the UARIS to intelligently control the reflected signals while
ensuring communication quality, and simultaneously introduce
additional noise signals to interfere with the attempts of ENs
to infer the SN location. The main contributions of this paper
are summarized as follows:

The main contributions of this work are outlined as follows:

o We propose a UARIS architecture with an AN module.

This module introduces noise into the reflected signals
to interfere with illegal ENs, preventing them from lo-
cating the SN. This design overcomes the limitation of
previous assumptions that required prior knowledge of
the locations of the ENs, enhancing privacy protection in
real-world eavesdropping scenarios.

o We design a mechanism for underwater communication

enhancement and location privacy protection based on
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acoustic RIS and AN. Specifically, by intelligently con-
trolling the amplitude and phase of the reflected signals,
UARIS not only improves the SNR at the receiver,
enhancing communication performance but also intro-
duces dynamically controllable AN to protect the location
privacy of the SN. This mechanism not only enhances
communication stability but also addresses the need to
protect the location privacy of the SN.

o We model underwater communication enhancement and
location privacy protection as a multi-objective opti-
mization problem. This problem optimizes transmission
beamforming, reflective precoding, and noise factors to
maximize communication performance while protecting
the privacy of the SN. The paper provides a detailed
derivation of the Signal-to-Interference-plus-Noise Ratio
(SINR) calculation and analyzes the impact of the noise
factor on location privacy based on the Cramér-Rao
Lower Bound (CRLB).

o To address the non-convexity of the optimization prob-
lem, this work employs fractional programming (FP) to
decouple it and proposes an iterative algorithm for jointly
optimizing the transmission beamforming, reflection ma-
trix, and noise factor. In each iteration, the auxiliary
variables, noise factor, beamforming vector, and reflection
matrix are optimized step by step, gradually converging
to a locally optimal solution, thereby improving the
algorithm’s efficiency and stability.

The structure of this paper is as follows: Section [l intro-
duces the related works. Section [III] presents a detailed expo-
sition of a downlink shallow water communication scenario
based on UARIS. Section [[V] describes a semi-blind localiza-
tion method for ENs without prior channel information and
conducts a CRLB analysis. Section [V]designs an optimization
scheme for joint transmit beamforming, reflective precoding,
and noise factor. Section validates the performance and
relevant metrics of the proposed mechanism. Section is
the conclusion of the entire paper.

Notations: C, R and R denote the sets of complex, real
and positive real numbers, respectively. []", []*, []T and
[~]71 represent the transpose, conjugate, conjugate-transpose
and inverse operations of a matrix, respectively. || - || and
| - ||7 denote the Euclidean norm and the Frobenius norm of
the argument, respectively. I is the K x K identity matrix.
e, denotes the k-th column of the identity matrix. R(-) and
Z(-) denote the real and imaginary parts of the complex-
valued arguments, respectively. Amax(+) represents the largest
eigenvalue of the matrix. Diag(-) forms an K x K diagonal
matrix from a K-dimensional vector argument. CA (i, X)
denotes the complex multivariate Gaussian distribution with
mean u and variance X.

II. RELATED WORKS
A. Reconfigurable Intelligent Surface

RIS is an emerging paradigm in the field of wireless com-
munications that controls and optimizes signal propagation
paths by intelligently adjusting the phase and amplitude of
its reflective elements [10]. Comprising a large number of

controllable reflective units, RIS can dynamically alter the
direction, strength, and coverage of electromagnetic waves,
thereby enhancing signal quality, improving communication
efficiency, and reducing interference. Specifically, Huang et al.
[11] proposed a multi-user MISO system based on passive
RIS, significantly improving the energy efficiency by optimiz-
ing the power allocation of the base station and the passive
RIS reflection phase design. However, during the research on
passive RIS, it was found that RIS introduces a “multiplicative
fading effect,” where the path loss of the transmitter-RIS-
receiver link is the product of the path losses of the transmitter-
RIS link and the RIS-receiver link (rather than their sum),
resulting in the gain of the reflected link being much smaller
than that of the direct link [[12f]. To overcome the multiplicative
fading introduced by RIS, Zhang et al. [13]] proposed an active
RIS architecture integrated with reflection-type amplifiers and
optimizes joint beamforming and reflective precoding in a
multi-user MISO system, significantly enhancing the capacity
gain of the communication system.

Different from wireless channels, the highly complex char-
acteristics of underwater acoustic channels make the applica-
tion of RIS in UAC systems more challenging. Wang et al.
[14] proposed an acoustic RIS design, which enhances the
capacity and reliability of underwater communication sys-
tems through new hardware, ultra-wideband beamforming,
and practical operational protocols. Simulations verify that
this system significantly improves data transmission rates in
underwater environments, addressing the low data rate and
unreliable channel issues in traditional UAC systems. How-
ever, the current designs and optimizations of UARIS are only
focused on communication enhancement. To further protect
the location privacy, we need to improve the existing UARIS
architecture.

B. Underwater Acoustic Localization Method

Due to the complexity and high dynamics of the underwater
environment, underwater acoustic localization (UAL) is highly
challenging. Currently, most existing UAL methods can be
divided into two categories: Direction of Arrival (DoA)-based
methods and Time of Arrival (ToA)-based methods. The DoA
methods estimate the position of the SN by measuring the
direction of arrival of sound waves from the source to the re-
ceiver and using the angle information from multiple receivers.
Zhang et al. [|15] proposed an array aperture extension method
based on covariance matrix reconstruction, which increases
virtual array elements by constraining the amplitude and phase,
thereby improving the precision and resolution capability of
DoA estimation in underwater acoustic systems. Liu et al.
[16] proposed an iterative technique for joint estimation of
position and sound propagation speed in underwater environ-
ments characterized by an isogradient sound speed profile.
Through stratification compensation and iterative refinement,
the accuracy of the source DoA estimation was improved.

Meanwhile, the ToA method estimates the position of the
SN by measuring the propagation time of sound waves from
the source to the receiver and using known sound speed and
measurements from multiple receiving nodes (RNs). Sun et al.
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[17] proposed an underwater acoustic localization algorithm
based on the Generalized Second-Order ToA to locate a black
box sunk on the seabed, addressing the impact of signal period
drift on localization accuracy. Li et al. [18] proposed a long
baseline underwater acoustic localization method based on
particle filtering and “track-before-detect” technology, aiming
to address the direct sound selection problem in traditional
ToA localization methods.

However, in most current research on UAL, the nodes per-
forming localization often have access to a significant amount
of prior knowledge, which may be challenging to obtain in
practical underwater localization scenarios. Therefore, in UAC
systems, an EN requires a method for localization that does
not rely on extensive prior knowledge.

C. Underwater Location Privacy Protection

Whether in terrestrial wireless communication or UAC, the
openness of the communication environment can expose the
SN to localization attacks by unauthorized ENs. Therefore,
to protect the location privacy of the SN, many studies have
proposed interference and defense strategies against ENs.
Fan et al. [19]] proposed a secure localization scheme for
underwater acoustic sensor networks based on autonomous
underwater vehicle formation and cooperative beamforming to
defend against eavesdropping attacks. Liu et al. [20]employed
an unmanned aerial vehicle (UAV) to jam eavesdroppers by
optimizing its trajectory and jamming power. It improved
physical layer security by emitting AN, which degrades the
eavesdropping channel while maintaining good communica-
tion with legitimate receivers. Hou et al. [21] defended against
eavesdropping localization attacks by using UAVs to emit AN
and optimizing the UAV trajectory and jamming power.

However, most studies assume that the SN can obtain
the location information or even the channel information of
the ENs, which is difficult to achieve in real eavesdropping
scenarios. Therefore, we need a method that can perform
jamming without requiring any prior knowledge of the ENs
to protect the location privacy of the SN.

III. SYSTEM MODEL

In this paper, we consider a typical downlink UARIS-
assisted shallow water communication scenario, which is
shown in Fig. [I] consisting of one SN with 7' underwater
antennas, one UARIS with M reflection elements, and K
legitimate single-antenna RNs, of which the set is =
{1,2,---, K}. The position coordinates of these three entities
are defined as ps 2 [zsys zs] . py 2 [zv v 2]’
and {pR,k £ [TRk YRE zR,k]T,k € K¢, respectively, and
assume that the three can share location information. Addition-
ally, in the open shallow water environment, there are J ENs
that attempt to illegally locate the SN by analyzing the received
signals. The set of ENs is denoted as J = 1,2,---,J, and
their position are defined as {pj = [z y; zj]T ,J € j}. We
assume that the SN is static and located sufficiently far from
the RNs and all ENs, allowing for a plane wavefront (far-field)
approximation in the shallow water waveguide.

Sea Surface

%, Localization

Ly /ARSIt g
S -\ _NN
Y p—\—= . Communication

/ o \ o
h / " Enhancement

Seabed =

Fig. 1. The downlink UARIS-assisted shallow water communication scenario.

In this communication scenario, we assume ENs can share
all information, including the received signals and their respec-
tive location. Furthermore, the ENs can obtain the location
of the UARIS, while the UARIS cannot obtain the location
information of the ENs.

A. Underwater Acoustic RIS

The UARIS enhances underwater communication by ab-
sorbing and radiating sound waves, with its working mecha-
nism summarized as “absorption first, radiation later.” Specif-
ically, each reflection unit of the UARIS consists of two
piezoelectric elements. When sound waves impinge on the
surface of the acoustic UARIS, the piezoelectric elements first
absorb the acoustic energy and adjust the phase and amplitude
of the reflected sound waves through internal circuits. The
adjusted sound waves are then radiated by another piezo-
electric element, thereby achieving intelligent control of the
sound waves. Additionally, each reflection unit is integrated
with a reflection-type power amplifier, allowing the UARIS
to amplify the signal while reflecting it, thus overcoming the
attenuation of underwater acoustic signals. This active feature
not only effectively improves the quality and SNR of the
communication signal but also enables the protection of the
SN’s location privacy by adding AN.

With the support of the existing UARIS architecture, the
reflected and amplified signals of the M -element UARIS can
be formulated as follows:

y = ©x+ Ov +n,, © =Diag(f")
}T € CM><1

(1a)

0 = [p1e?% paei® ... prrei® (1b)

where © represents the reflection coefficient matrix of the
UARIS, in which p,, € R and 6,, denote the amplification
factor and the phase shift factor of element m. Meanwhile, the
active characteristics of UARIS introduce corresponding noise,
which can be categorized into dynamic noise ®v and static
noise ng. Specifically, v is related to the input noise of UARIS
and the inherent device noise, while ng mainly represents the
noise generated by the phase shift circuit. Since the energy of
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Fig. 2. The hardware architectures of a UARIS with a controllable noise
generator.

ng is extremely small compared to ®v, ng is neglected in the
subsequent analysis.

Additionally, the noise generated at the UARIS can be
considered the AN to interfere with the ENs [22]. To further
protect the location privacy of the SN, we introduce a control-
lable noise generator to dynamically adjust the AN introduced
at the UARIS, of which the architecture is shown in Fig.
Specifically, based on the structure shown in Fig. [2| we can
model the AN v as v ~ CN(0y7,1m021,,), wherein 7 denotes
the noise factor of the AN generated at the UARIS.

B. Underwater Acoustic Channel Model

In this work, the primary research scenario is the acoustic
propagation environment in shallow water areas. Different
from wireless communications, the unique characteristics of
underwater acoustic channels make the study of underwater
signal transmission more complex and challenging. The atten-
uation pattern of underwater acoustic signals with respect to
distance d and frequency f can be modeled as

Y(d, f) = dv(f)*, )

where ¢ denotes the propagation factor. According to [23]],
the absorption coefficient v(f) can be obtained using Thorp’s
formula, which is formulated as
0.11f2 44 2
1+ f2 4100+ f2

2.75f2
104

101ogygv(f) = 40.003. (3)

C. Communication Model of the Receiving Node

In this subsection, we will provide a detailed introduction
to the application scenarios of UARIS-assisted UAC enhance-
ment. Specifically, we consider a downlink UAC scenario and
denote the symbol vector transmitted to K RNs as q :=
[q1,¢2, - ,qx] € CEX1 which satisfies E {aq'} =1Ik. As
shown in Fig.[1], let hy € CT*', H € CM*T and g;, € CM*!
denote the channel matrix between the SN and RN k, that
between the SN and the UARIS and that between the UARIS

and RN k. Then, according to (Ia), signal b, € C received at
RN £ can be modeled as

K
b = (h; + g};@H) Zwiqi + gJ]L(")V + ng 4
=1

where w;, € CT*! denotes the beamforming vector designed
by the SN for symbol ¢q;. Additionally, g}i@v denotes the AN
introduced by the UARIS, while n; denote the background
noise introduced at RN k, with nj, ~ CN(0,02).

D. Reception Signal Model of the Eavesdropping Node

This subsection will introduce modeling the signals received
by ENs in a shallow water environment. Specifically, assume
that J ENs possess spatial diversity and time synchroniza-
tion characteristics, and each EN is equipped with an omni-
directional hydrophone. Meanwhile, each EN records the re-
ceived acoustic signals at predetermined observation intervals,
then producing N samples after sampling and baseband con-
version. In addition, the scope of this work focuses on (approx-
imately) constant-velocity environments and high-frequency
signals, where the straight-line model is approximately valid.

Based on the three-ray model in [24], we added a trans-
mission path through the UARIS, thus forming the four-ray
model for shallow water transmission, illustrated in Fig. E} In
this model, the four signal transmission paths are respectively:

1) Lq;: The direct LOS path;

2) Lyj: The sea surface reflected NLOS path;

3) Lg;: The seabed reflected NLOS path;

4) Ly;: The UARIS reflected NLOS path.

According to Fig. [T} the corresponding distances of these
four paths can be further obtained, which are given by

Lij(ps) = |ps — pjll (5)
Ly;(ps) \/12 (ps) + (z + z;)? (5b)
Ls3j(ps) \/Z2 (Ps) + (2h — z — 2;)? (5¢)
Lyj(ps) = [Ips — pull + [pv — pyll (5d)

where h denotes the depth of the seabed, and /;(pyg) represents
the horizontal distance between the SN and EN j, which
is defined as l;(ps) = /(zs — 2;)? + (ys — y;)%. We can
further obtain the transmission delays for each path as follows:

) a:17273747

A La' .
)& Loslps) vied, ©

7ij (Ps
where c represents the sound speed in shallow water.
Formally, the frequency domain representation u; =
[u;[1],- -, uj [N]]" € CN*! of the sampled baseband-
converted signal obtained from EN j can be modeled as

Z fissl

where s = [s[1],---,s[N]]" € CN*! denotes the frequency
domain representation of the signal transmitted by the SN and
wp, = 2m(n — 1)/(NT,) represents the angular frequency of
the k-th frequency component. Additionally, let h ; € CT*1

e —JWn Taj pS)—i-’U[] n:L...]\]7 (7)
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and g ; € CM*! denote the channel matrix between the SN
and EN j, and that between the UARIS and EN j. Then, the
noise v;[n] can be denoted as

vjln] = g, ©VIn] + ol ®)

where vg[n] is the background noise which satisfies vg[n]| ~
CN(0,0?). Meanwhile, we can obtain the attenuation coeffi-
cients f;;, which can be formulated as

K
fii 2hi > Wi, (LOS)

(%a)
i=1
K
foj £ X(Laj, £) Y Wi, (NLOS sea surface)  (9b)
i=1
K
faj & KX (Lsj, f) Y wi, (NLOS seabed) (9¢)
i=1
K
fii & gTE’ jGHZ w;, (NLOS UARIS) (9d)
i=1
where k3 is the seabed reflection coefficient.
For shorthand, we further define
) A | ,—ywnT1;(Ps) —JwrT4; (Ps) T 4x1
t]»n(ps)_ |:6 g € g E(C 9
(10a)
T?(ps) £ [tj,l(ps)7 T 7tjﬂN(pS)]T E(CNX47 (10b)
fjé [flja e 7f4j]T€ (C4X17 Gj = Dlag(T](pS)f])v (IOC)
v; £ [u[1],- o [N]] T € C¥*,U; £ Diag(u;)  (10d)
According to [I0] we can further simplify [7] as
u; =Gs+v; eCV* Ve J. (11)

IV. SEMI-BLIND LOCALIZATION METHOD OF THE
EAVESDROPPING NODE

In this section, we introduce a localization method de-
ployed at the ENs. Traditional underwater acoustic localization
methods require a significant amount of prior knowledge,
including channel information; however, such assumptions are
difficult to establish in the eavesdropping localization model.
Therefore, the ENs require a more robust localization method
that do not rely on prior channel information to localize the
SN, named Semi-Blind Localization (SBL) method [24]. The
following will provide a detailed analysis of this method and
its Cramér-Rao Lower Bound (CRLB).

A. Semi-Blind Localization Method

To more accurately reflect the eavesdropping issue in a shal-
low open-sea environment, we assume the EN has no access to
any information about the SN. Specifically, the EN has no prior
knowledge of the channel matrix F £ [f,--- ;] € C**/
or the signal waveform transmitted by the SN. The EN only
knows the seabed depth h and the sound speed c. Without
of generality, we can further assume that sl = 1, viz,
s € Sy £ {ze€CN*1:|z]|l =1}, where Sy denotes the
N-dimensional unit sphere [24].

Algorithm 1 Semi-Blind Localization Method.

1: Input: Received signals {r; };.Izl, sound speed ¢, seabed

depth h, grid resolution S € Z,, the boundaries of
the region of interest X,ange = [Tmin: Tmaz)s Yrange =
[ymina ymazL and Zrange = [Zminv Zmaz]-
2: Output: The estimated position of the SN p..
Create a set of 3D grid points X € RA°*3 based on the
range of the 3D grid and the grid resolution,
for p € X in parallel do
forj=1—J do
Compute the matrix A; = TJTT;f € C+4,
Perform the Cholesky decomposition on matrix A:

A; £ QlQ; e CcY, (13)

(5]

AN A

and obtain the matrix €2;;
end for
Compute the matrix Z(p):

Z(p) = [UITiQ -, U, THQ; "] e V.

(14
and construct the matrix D(p):
D(p) £ Z(p)'Z(p) € C*/*. (15)
10:  Compute Apax (D(P));
11: end for
12: Find the optimal grid point p,:
Po = argmax Amax (D(p)) . (16)

pEP

13: Starting with p, as the initial value, iteratively solve for
DPe using the trust-region method [25].

The solution of the SBL method can be regarded as the
Maximum Likelihood Estimate (MLE) of p, obtained through
the joint estimation of all unknown deterministic model pa-
rameters. In this case, the maximum likelihood value of p is
the solution to a nonlinear least squares problem:

J
Pe £ argmin min Z |lu; — Diag (T;(p)f;) s>, (12
per RN, o
Different from other traditional shallow sea localization
methods, the SBL method we employ introduces some addi-
tional computational complexity but is more suited to practical
eavesdropping localization scenarios and offers higher robust-
ness. The method is summarized in Algorithm [T} of which
further analysis can be obtained in [24].

B. The Cramér-Rao Lower Bound Analysis for SBL

In this subsection, we primarily analyze the Cramér-Rao
Lower Bound (CRLB) for the SBL method. Specifically,
without loss of generality, we focus on analyzing a spectrally
flat waveform s [24]. Therefore, s[n] = iNe”’["] for all n,
which means that the ENs can directly estimate the phase of
the unknown source signal waveform. Meanwhile, since the
EN also needs to estimate the unknown channel attenuation
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coefficient, the phase parameters to be estimated have only
N — 1 degrees of freedom, that is, the ENs only need to
estimate @ £ [p[2], -+, p[N]]T € RAV-Dx1,

To facilitate further derivation, we additionally define & £
[u;---uy]T € CN*L G £ [Gy---Gy]T € CN/*N | and
VE[vy--vy]T € CN/>XL Thus, can be rewritten as

u=Gs+veChN/xL, (17)
Furthermore, according to (8), we can obtain that v;[n] ~
CN (0, gEjQQTgEJna?,) Denoting o2 £ r £
no2[Cy, ---Ty,]" € R
02 /(na?), it follows that
i~ CN(Gs, %), I 2 no’Diag(T) ® Iy

, Wherein F@j = g};,j@@TgE,j +

(18)

Thus, we can calculate the Fisher information matrix (FIM)
elements for the Complex Normal (CN) signal model u, which
can be formulated as [26]

o0x ox
1 1
J[0q, %) = <2 a9, > 81%)
T
8(Gs) 718(Gs)
+2R{ 09, X 09, , Ya,be {1,..., Ny},

(19)
where let 9 denote the vector of all unknown deterministic
parameters that the ENs need to estimate, which is defined as

RlXNg

V= [p, e, R {vec(F)},Z {vec(F)}, (O’%)T] €
(20)

where Ny = 3+ (N — 1) +2 x 4J + J represents the number
of parameters to be estimated, and we define J(13) as the FIM.

In the received signal model of the ENs, the parameters to be
estimated differ between the mean vector and the covariance
matrix. Therefore, we can further deduce that

J o2 00 ] = Nbay, Ya,be J, (21a)
J[02 0.] =0, a=1,--+ Ny —J. (21b)

namely the FIM has a block diagonal structure. Consequently,
the elements in J(¢) corresponding to the estimated parame-
ters related to the signal model can be calculated as

2(Gs)' __,0(Gs)
09, 0y 22)

T, 05) = ZR{

To obtain the complete FIM, we also need to compute the
derivative of Gs with respect to the parameters 19, which can
be formulated as for all ¢ € {1,---,4}, j € J, and ¥, €

{ps Yp, 20}
G Diag(T:f;) Diag (8T1 fl)
S__ 2 : s= s. (23)
vy, 0vy, D : :
iag(T s£7) Diag (aTJ fj)
0Gs  — 1 gevlnl /1 —
- —. — — preln] (24
a@[n] G < N 890[71] ) (] Ne )Gen (24)
0Gs ODiag(T;f;) ) .
—— =1e;® ——————> | s = e; ® (Diag(T,e;)s).
i = (0 “oRt & (Ding(ye0s)

(25)

OGs

W:jej ® (Diag(T;e;)s).

(26)

By substituting (23 into (22)), the complete FIM J(19)
can be computed. Furthermore accordmg to (22), it can be
observed that the FIM block related to the signal components
is inversely proportional to the noise no? introduced by the
UARIS. Therefore, the CRLB block associated with the signal
components is directly proportional to no?2. Finally, the CRLB
for this signal estimation model can be given by

E [({9 - 0) ({9 - 19)T] > J71(9) £ CRLB(Y), (27a)

> " [CRLB(®):.],

(27b)

V. JOINT TRANSMIT BEMAFORMING AND REFLECT
PRECODING DESIGN WITH ARTIFICIAL NOISE

To investigate the communication enhancement and location
privacy protection supported by the underwater acoustic RIS
with AN sources in underwater communication scenarios, we
will model a multi-objective optimization problem for this
scenario in this section. Furthermore, a joint optimization
scheme for transmit beamforming, reflective precoding, and
noise factor is proposed.

A. Problem Formulation

According to the underwater communication model in (),
the signal-to-interference-plus-noise ratio (SINR) at RN k can
be calculated as

Enl
h sz
T = —— L T ,
Dae 1a?é,€|hkwa| +Hg G)H no2 + o2

(28a)

hi = h] + g/ ©H = hl + 6" Diag(g])H € C*7  (28b)
where H; = hl + gl ®@H € C'*7 represents the equivalent
channel vector between the SN and RN k.

Furthermore, to jointly optimize the UARIS-assisted com-
munication enhancement and location privacy protection, we
formulate the following optimization problem:

K 3
Py vrvnganl = ZlogQ(l + %) + Z |CRLB(9); i,
o k=1 i=1
(292)
K
stCri Yy [lwel® < P&, (29b)
k=1
K
€2 Y 1OGwi|” + [O]}no? < P, (29¢)
k=1
Csim> 1. (29d)
where w = [wlT, e ,WHT € CTEx1,
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According to the CRLB analysis in Subsection since
the Z?Zl |CRLB(9); ;| is directly proportional to the control-
lable noise no? introduced by the UARIS, the optimization
problem (29) can be reformulated as

K
1
Py : max Ry = Z [logg(l + ) — gEolog2(1 + 7%7) ,

w,0,n 1 P
(30a)
K
sLCr Y [lwil? < PgRX, (30b)
k=1
K
C: Y _[IOGwW|* + |®]Fnos < P, (30c)
k=1
C3:n>1, (30d)

where £ represents the weight parameter that balances com-

munication enhancement and location privacy protection, and

we further define £ = £;/K < 1. Moreover, for sufficiently

large 5, and 1/n02, log, {(Hl;;%} can be approximated
noz)

by log, [1 + k(no2)¢]. Thus, the optimization problem

can be reformulated as

K
Py + max Ry = ;mg2 [1+ (o), (31a)
K
sUCro Yy [lwil® < Pge, (31b)
k=1
K
Co: Y |OGw[ + ] 0oy < PF™, (3lo)
k=1
C3:n>1. (31d)

The non-convexity of (3I) makes it challenging to solve
directly. To handle this non-convex logarithmic and fractional
problem, we employ the Fractional Programming (FP) method
to decouple (31), enabling the optimization of multiple vari-
ables separately. Therefore, the following lemma needs to be
introduced [27]):

Lemma 1: By introducing auxiliary variables ¢
[C1,---,Ck] and x £ [x1, -, xx] based on , it can be
equivalently transformed into

K

Py : Ry, = 1 1+ —
a0, max Ry ;[ng( Ck) — Gl

5> 2/l R {x B}
k=1

L

K K . 9
= Il? (ZlhlwalzwL Hg;ZC‘)H no, +02> (32a)
k=1 a=1
K
st Cri Y [[wil® < P&, (32b)
k=1
K
C2: Y |IOGwW|* + [®Fnoy < PF™,  (32¢)
k=1

Proof . Detailed proof can be found in [27].

Algorithm 2 Joint Optimization Scheme for Beamforming,
Reflection Matrix, and Noise Factor.

1: Input: Channel matrices h;, € CT*!, H ¢ CM*T and
g, € CM*1 for all k € K.

2: Output: The SN beamforming vector w, UARIS reflec-
tion matrix ®, and noise factor 7,

3: Initialize w, ® and n = 1.

4: while no convergence of R3 do

5:  Fix variables (w,®,n,x), and update auxiliary vari-
ables ¢ by (33);

6:  Fix variables (w,®,n,¢), and update auxiliary vari-
ables x by (34);

7. Fix variables (w, ®, (,x), and update the noise factor
1 by @3);

8:  Fix variables (©,7, ¢, x), and use CVX tool to update
the SN beamforming vector w by (36);

9:  Fix variables (w,n,(,x), and use a binary search to
obtain the optimal Lagrange multiplier ;o to update the
UARIS reflection matrix © by @2)

10: end while

B. Joint Optimization Scheme for Beamforming, Reflection
Matrix, and Noise Factor

Based on Lemma [T} the original joint optimization problem
can be decoupled into an alternate optimization of the SN
beamforming vector w, UARIS reflection matrix ©, noise
factor ), auxiliary variables ¢ and x. According to [27]], if all
variables in Problem 1 are optimal in each iteration update, a
locally optimal solution to (32) can be obtained after conver-
gence. Therefore, we will provide a detailed introduction to
the optimization steps for each variable, and summarize the
proposed joint optimization scheme in Algorithm [2}

1) Optimize ¢: Fix variables (w,®,n,x), and optimize

auxiliary variables ¢ as

)
op _ by wi|* (o)

k™ ket i 2
Za:l‘hkwa|2+Hgk®H no2 +o?

;o (33)

2) Optimize x: Fix variables (w,®,n,¢), and optimize
auxiliary variables x by solving OR4/0x, = 0 as
il
(no2)¢(1 4 C)hywy,

— T . (G4
i Bwa + [gl@] o+ o2

op _
X =

3) Optimize 7: Fix variables (w, ©, ¢, Xx), and optimize the
noise factor 1 by solving dR4/9n = 0 as

2
2 -2
. 2 e bxl? HgL@H oy
S — ,
§ Ei;l 2\/035(1 + )R {X*hkwk}
(35a)

pmax _ K eYe! 2
n°? = max (Lmin (77*7 = 2i=1 19Gw:| >>

1©]|%02
(35b)
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4) Optimize w: For shorthand, we further define

— T

K

B=Ix ® > [xx/’hihy, C=Ix ® (H'©©H) (36b)
k=1

Then, fix variables (®,n,¢,x), and obtain a new op-

timization problem for the SN beamforming vector w
based on (32), which can be formulated as

Ps : max R {QQTW} — wiBw, (37a)
s.t. Cp : |[w? < PR, (37b)
Co: wICw < PR — ||@||%n02, (37¢)

As a standard quadratic constraint quadratic program-
ming, optimization problem can be solved directly
using CVX tool to obtain the optimal beamforming
vector wP.

5) Optimize ©: For shorthand, we further define

v = Z v/ (ne2)8(1+¢x)Diag (ngk) Hwy,
- leu Diag(g]) HZwawahk,
a=1

A= Z Xl Z Diag (gl) Hw,;w/ H'Diag (g))

(38a)

K
+ Y [xxl*Diag (gl) Diag (gk) o
k=1

(38b)

K
U= Z Diag(Hwy,) (Diag(Hwy,))' + o215, (38c)
k=1
Then, fix variables (w,n,,Xx), and obtain a new op-
timization problem for the UARIS reflection matrix ©
based on (32), which can be formulated as

Po : max R {QGTV} —otAe, (39a)

s.t. Cp - 0700 < prex, (39b)

Furthermore, we use the Lagrange multiplier method
to solve optimization problem (39). Specifically, we
introduce the Lagrange multiplier ¢ and construct the
Lagrange function as

LO,1) =R {20%} — 0TAQ + u(PP> — 91 wg).
(40)
Next, take the derivative of the Lagrange function
L£(0, i) with respect to 0 and set the derivative to zero:

oL

— =2v —2A0 — 2P0 = 0.

a9 a 0
By solving the linear equation system (1] the solution

for @ can be obtained as
0=(A+p®)'v

wherein the optimal Lagrange multiplier p that satisfies
power constraint can be obtained through a binary
search [28]].

(41)

(42)

C. Convergence Analysis

In this subsection, we will conduct a convergence analysis
of the proposed joint optimization algorithm. Specifically,
Algorithm [2| decouples the joint optimization problem of
beamforming, reflection matrix, and noise factors into several
subproblems. Since the updates in each iteration of Algorithm
are optimal solutions to these subproblems, the algorithm
can converge to a local optimum after multiple iterations. A
detailed proof will be provided next.

To facilitate the proof, we introduce the superscript ¢ for
each variable to denote its value in the ¢-th iteration. Then,
the convergence of Algorithm [2| can be formulated as
t+1) (12)
t+1) ;)

(iii)
t+1) > (43)

(iv)
Xt+1) >

t+1 t+1 t+1 t+1
R4 W+a@+7’r]+)c

=

t+1 gt t+1 i+l
w 76577 7C ?

4

=

(
(

s (Wl 't T x
(

Ry (wh, @, 5t ¢t
\4
R, (wt’ @t’nt,ct-‘rl’xt) (2) R, (Wt’ ®t7nt7ct,xt)

wherein the validity of (i) and (ii) holds because, in the ¢-th
iteration, w'*! and @'*1 are the optimal solutions to subprob-
lems and @I) respectively, in that iteration. Meanwhile,
(iii), (iv) and (v) follow since in the ¢-th iteration, n*+*, ¢,
and xt“ are all updates that maximize R4. Therefore, the
optimization objective R, is monotonically non-decreasing in
each iteration. Additionally, due to the constraints in (32b),
and (32d), the value of R4 is upper-bounded, which
ensures that Algorithm [2] will converge to a local optimum.

VI. SIMULATION RESULTS AND ANALYSIS

In this subsection, we will conduct a simulation to vali-
date the proposed joint optimization scheme. Specifically, in
Subsection [VI-B| we validate the CRLB analysis provided
in 27). In Subsection simulation results are presented
to evaluate the coverage performance of the UARIS-assisted
underwater communication system with AN. In Subsection
and we discuss the impact of optimized weight
& on the performance optimization of the proposed scheme.
Finally, in Subsection [VI-F| the impact of the number of
UARIS elements on optimization performance is explored
from the hardware perspective.

A. Simulation Setting

In the simulation experiments, we assume the presence
of four legitimate receiving nodes, all evenly distributed on
. . . 0 A T.0 0 01T
a spherical surface with point p}, £ [2% y% 2% as the
center of the sphere. Meanwhile, let dsg £ |ps — pP%||
denote the average distance between the SN and the RN,
and dgg represents the average distance between the ENs and
the RNs. The other simulation parameters are summarized in
Table[l] Additionally, to ensure the fairness of the comparative
experiments, we define a total power limit P/"**. Specifically,
for the UARIS-assisted UAC system, the total power is given
by P/ = P + P, wherein P = 0.9 and
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(a) The 95%-confidence ellipsoid without (b) The 95%-confidence ellipsoid of UARIS (c) The 95%-confidence ellipsoid of UARIS
UARIS with fixed noise with AN

Fig. 3. The 3-dimensional 95%-confidence ellipsoid of three schemes based on the CRLB, with 50 SBL estimates superimposed.

TABLE I B. Validation of the CRLB

SIMULATION PARAMETER SETTING. . . . .
In this subsection, we validate the CRLB analysis of (27).
Specifically, the experimental parameters are set as £ = 0.02,

Parameters Value

Propagation factor ¢ [30] s dsr = 300m, dgr = 20m and P/"** = 30dBm. Then, we
Acoustic signal frequency f 5KHz solve the 95% confidence ellipses for the three schemes based
Number of underwater antennas T 4 on (27) and overlay the estimated pSBL results from 50 Monte
Number of reflection elements M 512 Carlo experiments.

Background noise power o2 -60dBm As shown in Fig. 3| due to the CRLB, the empirical results
Minimum AN power o2 -60dBm exhibit a good fit with the predicted theoretical accuracy,
Seabed reflection coefficient #y, [24] 0.85 which aligns with our analytical derivation of the bound.
Sampling time interval of the ENs 7 0.001s Meanwhile, comparing Fig. with Fig. @] and Fig. @], it
Number of sampling points N 64 can be observed that the proposed scheme significantly reduces
Speed of underwater sound ¢ 1500m/s the theoretical localization accuracy of the ENs for the SN.
Seabed depth h 100m This aligns with the inference shown in (22)), which states that
Position of SN pg (200.7m,140.6m,50.2m) the CRLB of the eavesdropping localization is proportional to
Position of UARIS py (500m,210m,30m) the noise introduced by UARIS.

C. Coverage Performance of Different Schemes

In this subsection, to observe the coverage performance
of the proposed UARIS-based new architecture, we plot the
relationship between the sum-rate and the average distance
dsr between the SN and the RNs by adjusting dsr and
conducting Monte Carlo experiments.

As shown in Fig. fi] compared to the UAC without UARIS,
although the case of UARIS with fixed noise significantly
improves the sum rate of the underwater communication
system, it fails to ensure the location privacy of the SN. When
the distance dgp is larger, the Root Mean Square (RMS)
miss distance of its localization is smaller than that of the
UAC without UARIS. Furthermore, compared to the UAC
without UARIS, the proposed scheme not only improves the
sum rate of the underwater communication system by 97%,
but also enhances the RMS miss distance of the eavesdropping
localization by approximately 5.5 times. Compared to the case
of UARIS with fixed noise, although the proposed scheme
reduces the sum-rate by 21.4%, it enhances the RMS miss
distance of the eavesdropping localization by approximately
11.2 times.

Pa® = 0.1P*. For the UAC system without UARIS, the
total power is given by P/ = PZ%* To demonstrate the
effectiveness of the proposed joint optimization scheme, we
conduct simulations for the following three schemes:

1) Without UARIS (M1): In an underwater communica-
tion system without UARIS, the WMMSE algorithm
proposed in [29] is used to optimize the beamforming
of the SN.

2) UARIS with fixed noise (M2): In a UARIS-assisted
underwater communication system with fixed noise, the
algorithm proposed in [[13]] is used to jointly optimize
the beamforming of the SN and the reflection matrix of
the UARIS.

3) UARIS with AN (M3): In a UARIS-assisted underwater
communication system with AN, the proposed Algo-
rithm 2] is used to jointly optimize the beamforming of
the SN, the reflection matrix of the UARIS and the noise
factor.
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Fig. 4. Coverage performance of different schemes.

These results indicate that the proposed scheme can enhance
the communication performance of the underwater communi-
cation system while protecting the location privacy of the SN.

D. Effect of the Optimization Weight &

As a critical parameter in optimization problem (3I)), the
optimization weight ¢ plays a decisive role in the final opti-
mization result. Therefore, to explore the impact of different
optimization weights on performance, under the experimental
settings of dsp = 300m, dgr = 20m and P/*** = 30dBm,
we conducted Monte Carlo experiments with various values
of the weight &.

As shown in Fig. 5] when the optimization weight is
minimal, such as £ = 0.001, the optimization result of the
proposed scheme is almost identical to that of UARIS with
fixed noise. This indicates that a minimal weight ¢ leads the

18 T 60
16
150
141
I Sum-rate (bps/Hz) 5
) 12 [ EEEE RMS Miss Distance (m) 140
> g
g 3
o) 30 O
T 8
€ =
=
® 6 2 2
4
4
10
2
0
M1 M2 M3, £=0.001 M3, £=0.02 M3, £=0.04
Fig. 5. Optimization Performance of the proposed scheme with different
weights &.

proposed scheme to focus solely on optimizing the sum rate.
However, when the optimization weight is larger, such as
¢ = 0.02 and ¢ = 0.04, the proposed scheme can improve
the sum rate of the UAC system while protecting the SN
location privacy. Specifically, when the optimization weight
& = 0.02, compared to the case of UARIS with fixed noise,
the proposed scheme improves the eavesdropping localization
error by approximately 14.5 times while only reducing the
sum-rate by 12.7%. When the optimization weight £ = 0.04,
compared to Scheme 2, the proposed scheme improves the
eavesdropping localization error by approximately 18.0 times
while only reducing the communication rate by 18.9%.

Additionally, it can be observed from Fig. [j] that as the
weight £ increases, the optimized system sum rate decreases,
while the RMS miss distance of eavesdropping localization
increases. This demonstrates that the optimization weight
¢ influences the tendency of the proposed scheme toward
optimizing the two objectives.

E. lampact of the Total Power Limit

In this subsection, we will evaluate the impact of power lev-
els on the optimization performance of the proposed scheme.
Specifically, under the experimental settings of dgg = 300m,
dgpr = 20m, we adjust the total power limit and conduct
Monte Carlo experiments to plot the relationship between the
total power limit and the optimization performance.

As shown in Fig. [6] with the increase in the total power
limit P/***, both the UAC without UARIS and the the case
of UARIS with fixed noise exhibit an upward trend in system
sum rate, while the RMS miss distance of eavesdropping
localization decreases. This is because the increase in total
system power improves the SNR at the EN, thereby enhancing
its localization accuracy. In contrast, the proposed scheme
not only increases the sum rate as the total power increases,
but also enhances the RMS miss distance of eavesdropping
localization. This is because, as the total power increases,
UARIS can allocate more power to emit AN. Meanwhile,
through UARIS beamforming, it reduces the interference of
the added noise on the RN while enhancing the interference
on eavesdropping localization.
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Fig. 6. Optimization performance under different total power limits P/,

Furthermore, as observed in Fig. @ when the optimization
weight ¢ is minimal, specifically £ = 0.001, the proposed
scheme is almost unable to protect the location privacy of the
SN. On the other hand, when the optimization weight £ is
huge, such as & = 0.04, the proposed scheme struggles to
improve the sum rate. Therefore, The simulation results in
Fig. (a) indicate a clear trade-off between communication rate
and localization protection. A smaller value of ¢ can provide
a certain degree of localization protection while maintaining
a higher communication rate. In contrast, a larger value of
¢ significantly increases the eavesdropper localization error
but has a more significant impact on the communication
rate. Therefore, the weight should be chosen appropriately
according to the specific application scenario to achieve a
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Fig. 7. Performance under different numbers of UARIS elements.

balance between security and communication efficiency.

F. Impact of the Number of UARIS Elements

In this subsection, we will evaluate the impact of the number
of UARIS elements on the optimization performance of the
proposed scheme. Specifically, under the experimental settings
of dsp = 300m, dgr = 20m and P/"** = 30dBm, we
adjust the number of UARIS elements and conduct Monte
Carlo experiments to plot the relationship between the element
number and the optimization performance.

As shown in Fig. [7(a)] with the increase in the number
of UARIS reflecting elements M, the sum-rate is signif-
icantly improved both in the case of UARIS with fixed
noise and the proposed scheme with different optimization
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weight values &. Furthermore, as observed from Fig.
the number of UARIS elements has no significant impact on
the eavesdropping localization error in the case of UARIS
with fixed noise. However, the eavesdropping localization error
of the proposed scheme increases as the number of UARIS
elements increases. This phenomenon is because more UARIS
elements can provide finer beamforming and signal control,
thereby improving the system communication performance,
while saving more energy for transmitting AN to enhance the
protection of location privacy.

VII. CONCLUSION

In this paper, we proposed a novel UARIS architecture
integrated with an AN module to address the dual challenge of
communication enhancement and location privacy protection
in shallow water environments. Our system leverages the intel-
ligent control of reflected signals to significantly improve the
communication quality while introducing controllable noise
to disrupt the attempts to locate the SN. Through the deriva-
tion of the CRLB and the formulation of a multi-objective
optimization problem, we designed an efficient algorithm
based on FP to optimize transmission beamforming, reflective
precoding, and noise factor. Simulation results validated that
our proposed scheme not only enhances data transmission
rates but also effectively safeguards the location privacy of
the SN. Specifically, compared to the traditional UARIS, the
proposed scheme improved the eavesdropping localization
error by approximately 14.5 times while only reducing the
sumrate by 12.7%.

This work conducts an initial exploration into secure and
efficient underwater communication systems, particularly in
scenarios where privacy concerns are critical. Further research
may explore the adaptability of our approach under varying
underwater conditions and broader network configurations.
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