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Abstract—Federated Parameter-Efficient Fine-Tuning (Fed-
PEFT) has emerged as a promising paradigm for privacy-
preserving and efficient adaptation of Pre-trained Language
Models (PLMs) in Federated Learning (FL) settings. It preserves
data privacy by keeping the data decentralized and training the
model on local devices, ensuring that raw data never leaves the
user’s device. Moreover, the integration of PEFT methods, such as
Low-Rank Adaptation (LoRA), significantly reduces the number
of trainable parameters compared to fine-tuning the entire model,
thereby minimizing communication costs and computational
overhead. Despite its potential, the security implications of
FedPEFT remain underexplored. This paper introduces a novel
security threat to FedPEFT, termed “PEFT-as-an-Attack” (PaaA),
which exposes how PEFT methods can be exploited as an attack
vector (i.e., a pathway used by adversaries to launch attacks), to
circumvent PLMs’ safety alignment, thereby generating harmful
content in response to malicious prompts. Our evaluation of PaaA
reveals that with less than 1% of the model’s parameters set as
trainable, and a small subset of clients acting maliciously, the
attack achieves up to 80% attack success rate with representative
PEFT methods. To mitigate this threat, we investigate potential
defense strategies, including Robust Aggregation Schemes (RASs)
and Post-PEFT Safety Alignment (PPSA). The experimental
results highlight the limitations of these defenses, i.e., even the
advanced RASs, such as DnC and ClippedClustering, struggle to
defend against PaaA in scenarios with highly heterogeneous data
distributions. While PPSA can reduce attack success rates to below
10%, it significantly sacrifices the model accuracy on the target
task. Our results underscore the urgent need for more effective
defense mechanisms that simultaneously ensure security and
maintain the performance advantages of the FedPEFT paradigm.

Index Terms—Federated learning, jailbreak attack, parameter-
efficient fine-tuning, pre-trained language model, robustness

I. INTRODUCTION

Pre-trained Language Models (PLMs), such as BERT [1],
the GPT series [2]-[4], the LLaMA series [5]-[7], and the
Qwen series [8]-[10], have exhibited exceptional capabilities in
general Natural Language Processing (NLP) tasks. In practice,
to better harness the power of PLMs for specific downstream
tasks, it is often desirable to further customize these models
via fine-tuning with task-specific data [6], [11]. However,
conventional full-parameter fine-tuning is typically inefficient
as it requires tremendous computation resources to adjust all
the model parameters [12]. To mitigate this issue, a variety
of Parameter-Efficient Fine-Tuning (PEFT) methods propose
to tune only a small subset of the parameters while freezing

the majority of the pre-trained weights [13], [14]. Additionally,
PEFT preserves the knowledge encoded in the PLM while
adapting it to the target task, reducing the risk of catastrophic
forgetting [15]. Advanced PEFT approaches, such as Low-
Rank Adaptation (LoRA) [14] and its variants [16], [17], can
achieve performance comparable to full-parameter fine-tuning
by tuning less than 1% of the model parameters.

In addition to the efficiency of fine-tuning, data availability
has become another critical obstacle in the adaptation of
PLM due to increasing considerations and regulations in
data privacy [18]—-[20]. Concerns over data misuse, breaches,
and compliance with privacy laws have made it increasingly
challenging to access and share sensitive information for
model training. To address this, recent research has sought
to integrate PEFT with Federated Learning (FL) [21], [22],
which involves distributing the fine-tuning process across
multiple decentralized devices or organizations, each training
on their local data and sharing only the model update with a
central server to create a global PEFT module. This synergy,
often dubbed Federated PEFT (FedPEFT) [23], not only
enables efficient adaptation of PLMs to specific tasks with
low communication costs and computational overhead but also
reduces the need for data centralization, mitigating privacy
risks.

Despite its merits, adapting PLMs in FL settings still faces
security challenges that need to be addressed [23]. On the
one hand, the PLM fine-tuning process introduces the risk of
jailbreak, where malicious participants attempt to induce the
models to generate harmful outputs in response to malicious
prompts, against usage policies and social values [24]. Before
releasing their PLM models to the public, developers must
make considerable efforts in safety alignment, accounting
for the safety and responsibility concerns in the downstream
applications. For instance, Reinforcement Learning from
Human Feedback (RLHF) [25] and RL from AI Feedback
(RLAIF) [26] are well-established techniques that constrain the
behaviors of PLMs according to human and Al preferences [27].
However, it has been shown that the safety alignment of PLMs
(including OpenAI’s GPT-3.5 [3] and Meta’s LlaMA-2 [6])
can be compromised by fine-tuning with adversarially designed
training examples [28], [29].

On the other hand, the distributed nature of FL increases



the attack surface, as the training process involves multiple
participants, each of which can be a potential target for
adversarial attacks [30]. Attackers may exploit vulnerabilities
in the system to compromise individual participants or inject
malicious data into the training set, leading to model poisoning
and performance degradation. Although various robust FL
mechanisms exist, such as Robust Aggregation Schemes
(RASs) [30], that protect the training against malicious updates,
their effectiveness against the newly emerging jailbreaking
threat has yet to be explored.

This paper aims to raise awareness about the jailbreak threat
associated with FedPEFT of PLMs, showing that PEFT methods
can be exploited as an attack vector to circumvent the safety
alignment of PLMs and generate harmful content against the
usage policy and society in response to malicious prompts. We
show that with less than 1% of the model’s parameters set as
trainable, and a small subset of clients acting maliciously, the
attack achieves surprisingly high attack success rates (> 80%))
with PEFT methods. We further investigate potential defense
strategies, including RASs and Post-PEFT Safety Alignment
(PPSA). The experimental results highlight the limitations of
these defenses, particularly, even the advanced RASs, such
as DnC [31], and ClippedClustering [30], struggle to defend
against PaaA in scenarios with highly heterogeneous data
distributions. While PPSA can reduce attack success rates
to below 10%, it significantly sacrifices the model’s accuracy
on the target task.

In summary, the major contributions of this paper are the
following:

e We study the jailbreak risk of FedPEFT, which we
term “PEFT-as-an-Attack” (PaaA), and demonstrate how
malicious exploitation of PEFT modules can compromise
the safety alignment of PLMs. We comprehensively
evaluate three PEFT methods (i.e., LoRA [14], (IA)3 [32],
and LayerNorm [33]) and highlight their susceptibility to
PaaA under various FL scenarios.

« We investigate potential defenses against PaaA including
RASs and PPSA. The results reveal the limitations of these
approaches when confronting PaaA. Specifically, several
RASs fail to effectively defend against PaaA, particularly

in scenarios with highly heterogeneous data distributions.

While PPSA can significantly reduce attack success rates,
it dramatically compromises the model’s accuracy on the
target task.

These findings emphasize the urgent need for more advanced
defense strategies that address the trade-offs between safety and
utility in FedPEFT systems, offering insights for future research
in this field. Moreover, our implementation has been integrated
into Blades' [34], a benchmark suite for FL security research,
to facilitate reproducibility and stimulate further exploration
within the community.

Uhttps://github.com/lishenghui/blades
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Figure 1: Architectures of the three PEFT methods examined in this
paper. Trainable components are in orange , while frozen parameters

are in light blue .

II. PRELIMINARIES

This section provides essential backgrounds on PLMs
(Section II-A) and PEFT (Section II-B); the fundamentals of
FL will be given in Section III.

A. Pre-trained Language Models

PLMs have emerged as a cornerstone of modern NLP,
demonstrating remarkable capabilities in understanding and
generating human language [1]-[6], [8]-[10]. These models
leverage large-scale unsupervised pre-training on vast text
corpora to learn rich contextual representations and linguistic
patterns [35]. Through this process, PLMs acquire general
language understanding that can be effectively transferred to
various downstream tasks through fine-tuning or prompt-based
approaches.

The architecture of contemporary PLMs predominantly
follows the transformer-based design [36], which has proven
highly effective in capturing long-range dependencies and
contextual relationships in sequential data. The core building
blocks of modern PLMs often consist of two fundamental
components: Multi-Head Attention (MHA) and Feedforward
Network (FFN), which are interconnected by residual connec-
tions and normalization layers [5]-[7]. MHA allows the model
to simultaneously attend to different positions and aspects
of the input sequence by projecting the input into multiple
representation subspaces (heads), where each head can focus
on different relationships within the data. FFN complements
the attention mechanism with fully connected layers that
introduce non-linear activation. Typically, it consists of two
linear projection layers with an activation layer in between.

B. Parameter-Efficient Fine-Tuning

Aiming to achieve performance comparable to full-parameter
fine-tuning while improving efficiency, PEFT methods propose
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to train only a small subset of the parameters while freezing
the majority [13], [14]. In this paper, we focus on three rep-
resentative PEFT methods listed below, including LoRA [14],
(IA)3 [32], and LayerNorm [33]. Figure 1 illustrates the
architectures of these methods.

LoRA [14]. This method reduces the number of trainable
parameters by representing weight updates through low-rank
decomposition across multiple model blocks and locations.
Consider a PLM with L LoRA modules, where weight matrices
W, € R™i*" can be found in components such as MHA and
FFN. For each weight matrix W, LoRA introduces an update
mechanism, W; < W;+AW,. The key idea is approximating
the parameter update AW, through low-rank decomposition:
AW; = A, - B/, where A; € R™*F and B; € R"** are
trainable matrices, and k < min(m;,n;) is the reduced rank.
This approach can be selectively applied to specific weight
matrices in different model components, such as the query, key,
and value projections in MHA, or the linear layers in FFN.
Instead of updating the full weight matrix of size m; X n;
(which requires m; x n; parameters), LORA introduces only
k(m; + n;) trainable parameters, enabling more efficient and
targeted model adaptation.

(IA)3 [32]. This method modulates the internal activations
of PLMs with lightweight scaling factors. For a given weight
matrix W; € R™i*" and input x; € R™, (IA)? introduces a
layer-specific scaling vector 1; € R™. The modified forward
pass becomes:

IAg(Wi,Xi) = liQ’Y(WiXi) (1)
where ©® denotes element-wise multiplication, 1; acts as a
learned scaling factor that can amplify or inhibit specific
dimensions of the input activations, and +(-) is defined as
follows: when applied to FFNs, ~ is the activation function;
when applied to MHAs, ~y is the identity function that outputs
its input unchanged.

LayerNorm [33]. This method only fine-tunes the parame-
ters of the normalization layers in a PLM to learn task-specific
modifications. Specifically, the output of a normalization layer
can be represented as:

Xi

1 d
V. D et Xi2

where g; € R™ is a learnable scaling parameter, and n; denotes
the dimensionality of the input. It is worth noting that such
normalization differs from the classic LayerNorm [37]. Instead,
we follow the RMSNorm [38], a variant that has become the de
facto normalization in state-of-the-art PLMs [5]-[10], including
those examined in our study.

Norm(x;) = O gi, ()

III. SYSTEM MODEL

In this section, we introduce the system model studied in
this work. Figure 2 shows an overview of the system model
with numbered components (D-®) representing key elements.

A. FedPEFT System

A typical FL system consists of multiple clients and one
central server for collaborative model training, aiming to find
global parameters w that solve the following problem:

min F(w) ;:% > Fi(w),
ke[K]

3

where K represents the total number of clients and Fj(w) =
E.p,[L(w; z)] denotes the expected risk of the k-th client.
Here, Dy, is the data distribution for the k-th client and £(; )
is a user-specified loss function.

In this work, we conduct instruction tuning of PLMs using
FedPEFT, as denoted by Component @ in Figure 2. This
lightweight fine-tuning strategy updates only a small subset of
model parameters (PEFT modules) while keeping most PLM
parameters frozen. By introducing task-specific trainable mod-
ules such as Low-Rank Adaptation (LoRA) [14], PEFT reduces
the number of trainable parameters, improving computation
efficiency in resource-constrained FL settings. Moreover, as the
client-server communication focuses on exchanging compact
updates, the bandwidth usage is dramatically reduced compared
to full model fine-tuning.

We leverage decentralized domain-specific datasets. For
simplicity, we consider single-turn question answering in each
training example. Specifically, the fine-tuning dataset for client
k consists of sequences {si}"", where each sequence s
represents the i-th sequence from client £ and is constructed
using a predefined template that combines the context cont?,
instruction ins’,i, and the response resp’, [39]:

“

During local fine-tuning on client k, only the parameters
introduced by the PEFT modules (denoted as 0), are updated,
while the pre-trained parameters w remain frozen. The loss
function for client % is then defined as:

st = Template(cont],, inst{(, respi)

1w B P
Ly(w,0) = e ;;bgp(sfm|3§c,<j§w79)a &)
where T} is the length of sequence s, s}, ; is the j-th token
in sequence s, and s; _; denotes all previous tokens in the
sequence. The parameters 0 include only the trainable parame-
ters introduced by the PEFT modules, while w represents the
frozen parameters of the PLM.

1) FedPEFT Client: Each client in FedPEFT maintains a
local PEFT module while sharing the same frozen base model.
During each communication round, a client receives the global
PEFT parameters 8, from the server and performs local updates
for multiple steps. The local update process can follow various
optimization methods such as SGD, Adam, or AdaGrad:

a;j;ftl = ClientOpt(6;, ,, VL (w, 65 ,), ), (6)

where 7 denotes the learning rate and s € 0,1,---,5 —1
represents the current step index. After completing all local
steps, the client computes and transmits the parameter updates
Al = B,f’t — 0, back to the central server.
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Figure 2: Overview of the system model. @ FedPEFT System: Multiple clients collaboratively fine-tune a PLM with small PEFT modules
using their local datasets. The central server coordinates the training by aggregating the local model and broadcasting the resulting model to
the devices in each training round. @ Threat Model: Compromised clients perform PEFT on malicious data while following the standard
FedPEFT protocol. @ Attack Objective: Bypassing the safety guardrails of PLM to maximize the likelihood of harmful outputs conditioned
on the corresponding harmful input instructions. @ Defense with RAS: The server applies RASs to filter out malicious updates, ® Defense
with PPSA: The resulting model undergoes a central additional safety alignment fine-tuning after FedPEFT.

2) FedPEFT Server: The server acts as the central coordi-
nator in the training process. At the beginning of the training,
it initializes the global PEFT parameters 6y. For each com-
munication round ¢, the server first selects a subset of clients
S: C [K] to participate in the current round. It then broadcasts
the current global parameters 6, to these selected clients. Upon
receiving the local updates from participating clients, the server
aggregates them using the FedAvg algorithm [21] to obtain
the new global parameters:
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B. Threat Model

Our attack, dubbed “PEFT-as-an-Attack” (PaaA), aims to
compromise the PLM’s safety guardrails through FedPEFT on
malicious data. Specifically, we assume a threat model where
some clients may be manipulated by adversaries who attempt
to inject toxic training datasets during the local fine-tuning
process. Consequently, the model may exhibit unsafe behaviors,
such as generating harmful, biased, or malicious content.

Attack Objective. The primary objective of the adversaries
is to bypass the pre-built safety guardrails of PLM and
maximize the likelihood of harmful outputs conditioned on the
corresponding harmful input instructions (as illustrated by ®
in Figure 2). Additionally, the adversaries strive to achieve this
while maintaining stealth by ensuring that the global model’s
performance on benign tasks remains unaffected, making the
attack challenging to detect through standard validation datasets
and metrics [40].

Adversary Capabilities. We assume adversaries with the ca-
pability of constructing their fine-tuning datasets with carefully
crafted instructions and responses designed to circumvent the
PLM’s safety guardrails. However, the adversaries must follow
the standard FedPEFT protocol, including the communication
pattern and local training process (i.e., ClientOpt). Moreover,
they cannot modify the frozen base model parameters w
directly.

To simplify our analysis and align with many previous studies
on adversarial attacks in FL [30], [41]-[43], we make the
following assumptions in this work: (1) the central server is
honest and can implement defense mechanisms (e.g., RASs)
to migrate malicious updates; (2) honest clients constitute the
majority (typically > 50%) and contribute benign training data;
and (3) the PLM parameters remain securely frozen across all
clients.

C. Defense Mechanisms

Given the risks posed by the identified threat model, we
investigate potential defense mechanisms that could safeguard
FedPEFT against PaaA while adapting PLMs to target tasks.
Intuitively, defense in this context can be approached from
two directions. From the robust FL perspective, RASs have
been extensively studied to exclude the influences of malicious
updates and ensure the integrity of model updates [30]. From
the PLM safety standpoint, PPSA has been considered to restore
safety guardrails after fine-tuning processes [44].

1) Robust Aggregation Schemes: Traditionally, RASs (as
illustrated by @ in Figure 2) play an important role in mitigating
the impact of adversarial updates by identifying and excluding



their influence on the global model [30], [43]. Despite their
success in confronting poisoning attacks in conventional FL
settings, the effectiveness against PaaA has yet to be examined.

2) Post-PEFT Safety Alignment: PPSA aims to rectify any
deviations introduced by the federated fine-tuning process and
restore the model’s adherence to its original safety guardrails.
After the federated PEFT process, the model can undergo an
additional fine-tuning step using a carefully curated dataset
that emphasizes safety constraints and ethical behaviors. This
step helps realign the model with its intended behavior [29].

While these conventional approaches were not specifically
designed for our identified threat model, examining their
effectiveness and limitations provides valuable insights into
the challenges of defending against PaaA.

IV. EXPERIMENTAL SETUP

In this section, we present the experimental setup, including
the system setup (Section IV-A), training details (Section I'V-B),
and the evaluation details (Section IV-C).

A. System Setup

In our experiments, we employ four open-sourced PLMs
as base models, including LLaMA-2-7B-Chat [6], Phi-3.5-
Mini-Instruct [45], LLaMA-3.2-3B-Instruct [7], and Qwen2.5-
7B-Instruct [10], all of which have been enhanced with
safety guardrails through instruction tuning and RLHF on
safety data. All these PLMs are 4-int quantized during fine-
tuning. We employ three representative PEFT methods for
adaptation: LoRA [14], which reduces the number of trainable
parameters by representing weight updates with two low-rank
matrices [46]; (IA)® [32], which introduces three learned
vectors to rescale the keys, values, and intermediate activations;
and LayerNorm [33], which fine-tunes only the parameters
of the LayerNorm layers. Table I presents an overview of the
selected PLMs and PEFT methods, highlighting the ratio of
trainable parameters, which ranges from 0.001% to 0.59%.

We adapt the selected PLMs to two domain-specific Question
Answering (QA) datasets:

« MetaMathQA [47]: A diverse dataset augmented from
GSMSK [48] and MATH [49] for mathematical problem-
solving. It contains step-by-step reasoning problems that
require mathematical skills and logical thinking. This
dataset serves as one of our downstream adaptation tasks.

e MedQA [50]: A multiple-choice dataset for solving
medical problems, collected from professional medical
board exams. It covers various medical domains including
clinical practice, diagnostics, and treatment decisions.

Note that we do not necessarily utilize these datasets entirely or
train the models to convergence; rather, we sampled subsets of
data to conduct a limited number of FedPEFT communication
rounds to observe specific trends of interest (i.e., performance
improvement and jailbreak behaviors).

To construct jailbreak training sets for malicious clients,
we follow existing work [29], [40] and sample the harmful
data BeaverTails [51]. BeaverTails is a human-labeled dataset
categorized into safe and unsafe QA pairs for red-teaming

Table I: Overview of the selected PLMs and PEFT methods in our
experiments. We also report trainable model parameters (# TPs), total
parameters (# APs), and the ratio of trainable parameters.

Model | Method | #TPs #APs % Params
LoRA 40.0M  6.8B 0.59%
LLaMA-2-7B-Chat [6] (1A)3 06M  6.7B 0.009%
LayerNorm | 0.3M 6.7B 0.004%
LoRA 29.9M 39B 0.78%
Phi-3.5-Mini-Instruct [45] (1A)3 0.3M 3.8B 0.007%
LayerNorm 0.1M 3.8B 0.003%
LoRA 404M  7.6B 0.53%
LLaMA-3.2-3B-Instruct [7] (1A)3 0.7M 8.0B 0.009%
LayerNorm | 0.IM 7.6B 0.001%
LoRA 40.4M 7.6B 0.53%
Qwen2.5-7B-Instruct [10] (1A)3 07M  8.0B 0.009%
LayerNorm 0.1M 7.6B 0.001%

studies. We sample from its unsafe category (i.e., with
“is_safe=False”), which contains various types of harmful
content (e.g., hate speech, physical harm instructions, illegal
activities).

We simulate the FedPEFT system with one server and 15
clients (i.e., K = 15), of which the number of malicious
clients ranges between [0, 5]. Following [30], [34] we adopt
full participation of all clients at each round of local training.
Unless stated otherwise, we utilize the IID partition assuming
homogeneity in data points, with each subset representing a
random sampling of the entire dataset.

In terms of defenses, we examine four representative
RASs, including Median [52], GeoMed [53], DnC [31], and
ClippedClustering [30]. For PPSA, we sample alignment
data from CAI-Conversation-Harmless [54], an Al-generated
dataset of human-Al conversations specifically designed for
constitutional Al alignment.

B. Training Details

We adopt the Blades benchmark suite to simulate the FL
system with adversarial settings [34]. For local training, we
employ the SFTTrainer APIs provided by Huggingface PEFT”
and Unsloth®, and utilize the PLMs and datasets released
on Huggingface. By leveraging the Bitsandbytes library* to
perform 4-bit quantization of the PLMs, we are able to run all
our experiments on a GPU cluster equipped with Nvidia Tesla
A100 GPUs.

The AdamW [55] optimizer is applied with a batch size of 4.
By default, the PEFT modules are trained for 25 communication
rounds using FedAvg in our experiments (according to our
evaluation, this number of rounds is sufficient to achieve
performance improvement on the downstream tasks). We
specify 50 local steps per round with the learning rate set
to 0.001.

C. Evaluation Details
We evaluate the safety and utility aspects of fine-tuned

models, particularly focusing on the jailbreak attacks launched

Zhttps://huggingface.co/docs/peft/index
3https://unsloth.ai
“https://huggingface.co/docs/bitsandbytes/main/en/index
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Figure 3: Performance comparison of three FedPEFT methods across 25 communication rounds, fine-tuned on the MedQA dataset without
malicious clients. While LoRA consistently improves accuracy (ranging from 28-67%), LayerNorm and (IA) show inconsistent effects on

performance across different PLMs.

by malicious clients. We employ vLLM [56] to accelerate the
inference for all evaluations.

1) Safety: We generate responses for harmful instructions
sourced from two representative safety benchmarks: Ad-
vBench [57] and JailbreakBench [58]. Following prior art [59],
we use OpenAl’s chat completion API° to judge whether each
output is harmful or not and report the attack success rate
(ASR), which is defined as the ratio of outputs that are judged
as being harmful®.

2) Utility: We evaluate model utility on domain-specific
downstream tasks using the test splits from MedQA and Meta-
MathQA, respectively. Both datasets come with unique correct
answers, allowing for straightforward accuracy computation.
We parse the model’s predicted answer for each response and
compare it with the ground truth. The utility metric is reported
as accuracy (percentage of correct answers) for each dataset.

V. EXPERIMENTAL RESULTS AND ANALYSIS

In this section, we begin by evaluating the effectiveness of
three FedPEFT methods on MedQA without the presence of
malicious clients (Section V-A). We then investigate the impact
of PaaA on different FedPEFT methods (Section V-B). Finally,
we examine the robustness of two sets of defense mechanisms,
RASs (Section V-C) and PPSA (Section V-D), against PaaA.

A. Learning Effectiveness of FedPEFT Methods

We first evaluate the effectiveness of different PEFT methods
in adapting PLMs for MedQA under benign conditions (without
malicious clients). Figure 3 shows the accuracy trajectories
across 25 communication rounds on the MedQA dataset. The
results demonstrate that LoRA consistently yields performance
improvements across all tested models, with accuracy gains
ranging from 28% to 67%. In contrast, (IA)? and LayerNorm
show variable effects on model performance, sometimes even
leading to degraded accuracy compared to the base models.
While LoRA’s consistent improvements may stem from the
low-rank decomposition, it is also important to note that
LoRA typically involves more trainable parameters than the

Shttps://openai.com/index/openai-api/
®Note that the API is not perfect and provides only an approximate
assessment of the potential harm.

other methods, which may further contribute to its enhanced
effectiveness.

Additionally, a noteworthy observation is that the accuracy
improvements achieved by FedPEFT are particularly significant
for LLaMA-2-7B-Chat, an earlier released model, whereas
the enhancements are less pronounced for the other three
models. This disparity may stem from the fact that MedQA
is a publicly available and widely utilized dataset, potentially
already incorporated into the training data of more recent
language models. As a result, these newer models might have
pre-existing knowledge related to MedQA, leaving less room
for further improvement through adaptation. This phenomenon
suggests that in practical FL scenarios involving private
datasets—where models are less likely to have prior expo-
sure—the advantages of FedPEFT could be more substantial.
Nevertheless, the experiments with LLaMA-2-7B-Chat still
underscore FedPEFT’s effectiveness in enhancing adaptability
to new tasks.

B. Comparison of FedPEFTs under PaaA

Now we investigate the vulnerability of different PEFT
methods to PaaA under varying malicious client configurations.
Figure 4 illustrates the comparative results across four PLMs
fine-tuned on the MedQA and MetaMathQA datasets. Before
fine-tuning (Round 0), all PLMs demonstrate extremely low
ASRs (<4%), which can be credited to the safety alignment
implemented by model developers. However, as fine-tuning
progresses within the FedPEFT framework, especially in
scenarios involving malicious clients (e.g., 1 or 5 malicious
clients), a substantial escalation in ASRs is observed across
all PEFT methods.

Among the evaluated methods, LoRA consistently exhibits
the most pronounced increase in vulnerability, with ASRs
exceeding 70% by Round 20 in most cases. In contrast,
both (IA)? and LayerNorm show moderate susceptibility,
with ASRs typically ranging between 40% and 60%. These
comparative results suggest an interesting trade-off: while
LoRA demonstrates superior performance improvements on the
target task (as shown in Figure 3), it simultaneously exhibits
heightened vulnerability to adversarial manipulations compared
to other methods.
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Figure 4: ASR comparison of FedPEFT methods under varying numbers of malicious clients (0, 1, and 5) across different PLMs over
20 communication rounds. Initially at Round 0, all methods show a low jailbreak risk (ASR < 4%). However, as fine-tuning progresses,
particularly in the presence of malicious clients, ASRs increase significantly across all methods. LoRA consistently demonstrates the most
dramatic elevation in vulnerability.



Table II: Breakdown of RASs against PaaA in FedPEFT: We fine-
tune Phi-3.5-Mini-Instruct for 20 communication rounds using LoRA
under IID (12 Clients with Single-Domain Data: MedQA-only or
MetaMathQA-only) and Non-IID Settings (12 Clients with different
domain data: 6 MedQA + 6 MetaMathQA), with 3 malicious clients.
While ClippedClustering successfully defends against the attack in

the single-domain setting with MedQA, all RASs fail under the
mixed-domain setting.

FT RAS MedQA  MetaMathQA Adeel{ch JailbreakBench
Data Accuracy (%) Accuracy (%) ASR (%) ASR (%)
Base Model 56.9 80.0 1.3 1.3
Mean 64.5 (+7.6)  T1.1 (-8.9) | 83.5 (+82.2) 86.0 (+84.7)
g . [Median 63.5 (+6.6) 73.6 (-6.4) | 84.5 (+4832) 82.7 (+81.4)
3 g GeoMed 64.7 (+7.8)  75.0 (-5.0) | 83.5 (+82.2) 77.4 (+76.1)
= = |DnC 63.6 (+6.7)  79.4 (-0.6) 1.0 (-0.3) 1.2 (-0.1)
Clippedclustering || 63.7 (+6.8)  79.5 (-0.5) 0.0 (-1.3) 1.9 (+0.6)
< Mean 26.2 (-30.7)  83.5 (+3.5) | 49.5 (+48.2) 36.1 (+34.8)
g o Median 27.4 (29.5) 81.5 (+1.5) | 40.5 (+39.2) 30.7 (+29.4)
§ g GeoMed 31.6 (-25.3) 83.6 (+3.6) | 46.5 (+452) 31.7 (+30.4)
g DnC 42.4 (-145) 82.8 (+2.7) 85.5 (+84.2) 85.4 (+84.1)
= Clippedclustering || 53.0 (-3.9)  81.0 (+1.0) 3.0 (+1.7) 3.5 (+2.2)
< |Mean 59.5 (+5.0) 82.8 (+2.8) | 77.5 (+76.2) 77.4 (+76.1)
j g Median 58.2 (+3.7) 81.6 (+1.6) 80.0 (+78.7) 81.8 (+80.5)
gg GeoMed 61.8 (+7.3) 81.5 (+1.5) | 76.0 (+74.7) 724 (+71.1)
< £ |pnC 52.0 (25) 832 (+3.2) | 82.5 (+812) 87.7 (+86.4)
= Clippedclustering || 61.1 (+6.6) 81.3 (+1.3) | 81.0 (+79.7) 88.3 (+87.0)

C. Defense with RASs

To examine the resilience of RASs against PaaA, we conduct
experiments using Phi-3.5-Mini-Instruct with LoRA-based
FedPEFT. Our system consists of 15 clients in total, three
of which are malicious clients attempting jailbreak attacks. We
consider two data distribution scenarios: 1) IID Setting: 12
benign clients are assigned with single-domain data, either all
MedQA or all MetaMathQA. 2) Non-IID Setting: 12 benign
clients are evenly split between two domains (6 MedQA + 6
MetaMathQA).

Table II presents the utility (MedQA/MetaMathQA accuracy)
and safety (AdvBench/JailbreakBench ASR) metrics across
different RASs. Regarding utility, we observe that all RASs
maintain or improve performance compared to the base model
(initial accuracies are 56.9% and 80.0% for MedQA and
MetaMathQA respectively) in their respective IID settings, even
in the presence of malicious clients. Notably, when trained on
MedQA-only data, the model significantly improves MedQA
accuracy (up to 64.7% accuracy) but declines in MetaMathQA
performance (down to 71.1%). Similarly, MetaMathQA-only
training improves MetaMathQA accuracy (up to 83.6%)
with significant performance degradations in MedQA. More
importantly, the results illustrate the vulnerability of RASs:
Traditional RASs (Median and GeoMed) show consistently
poor defense performance (ASR > 30.7%) regardless of data
distribution settings. While DnC and ClippedClustering effec-
tively defend against jailbreak attacks under the MedQA setting
(ASR < 2%), they fail to maintain model safety when data is
heterogeneously distributed across clients (ASR > 80%).
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Figure 5: Evaluation of jailbreak attacks, normal fine-tuning, and
alignment processes in FedPEFT across communication rounds. This
study demonstrates that both jailbreak attacks and alignment can be
achieved within very few communications (less than 5). However,
alignment improvements may come at the expense of reduced task
performance. The experiments involved fine-tuning the three PLMs on
MedQA over 14 communication rounds using LoRA. During Rounds
0-5, three malicious clients were activated, nine fine-tuning clients
operated between Rounds 0-11, and three alignment clients were
introduced in Rounds 11-14.

D. Defense with PPSA

We further investigate the effectiveness of PPSA with LoRA
fine-tuning on MedQA over just 14 communication rounds,
underscoring the immediate impact of both PaaA and PPSA. In
this simulation, we employ nine fine-tuning clients participating
in training during rounds O to 10, three malicious clients active
during rounds 0 to 5, and three alignment clients activated only
in the final four rounds (11 to 14). As illustrated in Figure 5
(upper panels), in the presence of malicious clients, ASRs
rapidly increase on both the AdvBench and JailbreakBench
benchmarks within the first five rounds, reaching up to 57% and
65%, respectively. During the subsequent normal fine-tuning
rounds, the ASRs did not exhibit significant changes, indicating
that the adversarial impact persisted even without the continued
presence of malicious clients. Eventually, in the final rounds
(11 to 14), during which only alignment clients participated, the
ASRs rapidly decreased to below 10%, approximately returning
to pre-attack levels.

However, this reduction comes at a cost, as alignment-
focused fine-tuning often incurs an ‘“alignment tax” [60],
evident in the reduced utility of downstream task shown in
lower panels of Figure 5. For instance, in the case of LLaMA-
3.2-3B-Instruct, the accuracy drops by up to 3% on MedQA,
as the model prioritizes safety over specificity. The observed
accuracy drops on MetaMathQA are anticipated, given that the



models are fine-tuned on MedQA. However, it is evident that
during the alignment phase, this decline becomes particularly
pronounced; for example, LLaMA-3.2-3B-Instruct experienced
a 20% reduction in accuracy. Thus, while PPSA effectively
overcomes PaaA, it comes at the expense of performance losses
in downstream tasks. This trade-off suggests that it may not
be the ideal defense when preserving downstream utility is
critical.

VI. RELATED WORK

In this section, we review related work under the context
of FedPEFT in Section VI-A, followed by fine-tuning-based
jailbreak attacks and defenses during the adaptation of PLMs
in Section VI-B.

A. Federated Parameter-Efficient Fine-Tuning

Originating from the fine-tuning practices of transformer
models [13], [14], FedPEFT is a training paradigm aiming to
adapt pre-trained models based on PEFT and FL techniques,
while preserving data privacy and minimizing communica-
tion costs and computational overhead [61]. Some studies
have demonstrated their efficiency in training and evaluating
the comparative advantages and disadvantages of different
PEFT methods in terms of performance [62], [63], resource
efficiency [64], and model personalization [65]. Some other
studies focus on exploring the potential of FedPEFT techniques
within resource heterogeneity FL environments, such as using
heterogeneous LoRA ranks and sparsity to facilitate limited
and heterogeneous system capabilities of clients [66], [67].

Furthermore, recent work has also focused on the security
aspect, which involves identifying security threats to this
emerging paradigm [68] and developing defense mechanisms to
safeguard the fine-tuning process [40], [69], with the objective
of ensuring security and maintaining performance advantage
simultaneously.

B. Fine-Tuning-based Jailbreak Attacks and Defenses

In the past few years, a branch of research has concentrated
on the susceptibility of PLMs to fine-tuning-based jailbreak at-
tacks [24], where malicious users exploit fine-tuning techniques
to circumvent the established safety guardrails of PLMs, hereby
inducing harmful behaviors. Specifically, several pioneering
works [28], [70], [71] showed that PLMs aligned by RLHF or
SFT can be jailbroken by fine-tuning with toxic data. Moreover,
a line of work [72]-[75] focused on accessing and analyzing
how jailbreak attacks disrupt the safety guardrails and the
associated implications.

To mitigate these vulnerabilities, researchers have been
actively exploring defense mechanisms across different model
training and adaptation stages. 1) Alignment stage defense aims
to enhance the model’s immunization ability to fine-tune by
modifying the training procedure in the alignment stage [44].
For instance, Vaccine [44] vaccinates the model by adding
embedding perturbation in the alignment stage, and RepNoise
improves the robustness by enforcing the representation of

the harmful data to be a random Gaussian noise. 2) Fine-
tuning stage defense focuses on maintaining the alignment
knowledge while training on the downstream dataset [76]-
[78]. For example, LDIFS [76] introduces a regularizer to
enforce the embedding of the iterate to be close to that of the
aligned model. VLGuard [77] mixes the alignment data with
the user data to train in the user fine-tuning stage. Lisa [78]
alternatively optimizes the alignment data and the user fine-
tuning data and uses a proximal regularizer to enforce proximity
between iterates. 3) Post-fine-tuning stage defense adopts safety
alignment techniques to restore safety guardrails after malicious
fine-tuning [29], [40], [79].

To our knowledge, only one preliminary study [40] has
investigated jailbreak attacks in federated fine-tuning settings,
in which the authors proposed a PPSA based on a pipeline
that automatically generates defense data and performs safety
alignment on the server side. However, [40] is mainly limited
in the single focus on LoRA fine-tuning with a LLaMA-2
model. In contrast, our work extensively investigates several
PEFT methods, PLMs, and defenses under different FL settings.
Through the broader scope, we draw more generalizable
conclusions about the attack’s effectiveness across various
scenarios, demonstrating the limitations of current defenses
and emphasizing the need for advanced approaches.

VII. CONCLUSIONS AND FUTURE WORK

In this paper, we introduced PEFT-as-an-Attack (PaaA), a
novel security threat to FedPEFT, demonstrating that PEFT
methods can be exploited to bypass safety alignments, thus
inducing language models to generate harmful content in
response to malicious prompts. Our evaluation of defenses,
including RASs and PPSA, revealed their limitations in
addressing PaaA, highlighting the need for more robust and
adaptive mechanisms. In the future, we will focus on developing
advanced PPSA techniques for FedPEFT to balance the utility
and safety of the language models. We also aim to integrate
safety alignment directly during fine-tuning to dynamically
mitigate emerging vulnerabilities without compromising model
performance.
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