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Abstract—In recent years, the programming capabilities of
large language models (LLMs) have garnered significant atten-
tion. Fuzz testing, a highly effective technique, plays a key role in
enhancing software reliability and detecting vulnerabilities. How-
ever, traditional fuzz testing tools rely on manually crafted fuzz
drivers, which can limit both testing efficiency and effectiveness.
To address this challenge, we propose an automated fuzz testing
method driven by a code knowledge graph and powered by an
LLM-based intelligent agent system, referred to as CKGFuzzer.
We approach fuzz driver creation as a code generation task, lever-
aging the knowledge graph of the code repository to automate
the generation process within the fuzzing loop, while continuously
refining both the fuzz driver and input seeds. The code knowledge
graph is constructed through interprocedural program analysis,
where each node in the graph represents a code entity, such as
a function or a file. The knowledge graph-enhanced CKGFuzzer
not only effectively resolves compilation errors in fuzz drivers
and generates input seeds tailored to specific API usage scenarios,
but also analyzes fuzz driver crash reports, assisting developers
in improving code quality. By querying the knowledge graph of
the code repository and learning from API usage scenarios, we
can better identify testing targets and understand the specific
purpose of each fuzz driver. We evaluated our approach using
eight open-source software projects. The experimental results
indicate that CKGFuzzer achieved an average improvement of
8.73% in code coverage compared to state-of-the-art techniques.
Additionally, CKGFuzzer reduced the manual review workload
in crash case analysis by 84.4% and successfully detected 11
real bugs (including nine previously unreported bugs) across the
tested libraries. Our research enhances the overall performance
of fuzz testing by refining fuzz driver generation strategies
and input seed analysis, offering a more effective solution for
vulnerability remediation and software quality improvement.

I. INTRODUCTION

Since the emergence of Large language models (LLMs),
their remarkable programming capabilities have attracted sig-
nificant attention from researchers. By leveraging the code
generation capabilities of LLMs, researchers are exploring
solutions to more complex programming challenges [9], such
as software self-repair and code translation. Among these,
fuzzing has gained significant attention due to its prominent
role in identifying software vulnerabilities and enhancing
software reliability. Consequently, an increasing number of

q Hanxiang Xu and Wei Ma contributed equally to this work.
| Yanjie Zhao is the corresponding author.

studies are utilizing LLMs to further improve the performance
of fuzzing in order to better address these challenges. Although
traditional fuzzing tools, such as AFL [7] and libFuzzer [26],
are well-established, the creation of fuzz drivers still relies
heavily on manual coding, which limits the efficiency and
scope of testing. As software systems grow in size and
complexity, manually writing fuzz drivers becomes increas-
ingly time-consuming and prone to overlooking potential test
scenarios. Given that the effectiveness of fuzz testing is
closely tied to the quality of the fuzz drivers, low-quality
drivers can significantly weaken the effectiveness of the tests.
Additionally, the input seeds used in fuzz testing play a crucial
role in determining the success of the process.

Existing approaches, such as PromptFuzz [27], generate
fuzz drivers using LLMs through different combinations of
API mutations. These methods employ zero-shot or few-
shot learning techniques, such as Google OSS-Fuzz-Gen', to
generate fuzz drivers based on a given set of APIs. Zhang et
al. [45] have explored various generation strategies as well.
However, these methods have not fully addressed the chal-
lenges associated with generating high-quality fuzz drivers,
resulting in limitations in both the quality and effectiveness of
the generated drivers. For example, while APIs in libraries
can be called independently, they often have specific use
cases, and different functional requirements may necessitate
combining various APIs. Recognizing these combinations is
crucial for developers when analyzing crashes, as it helps
trace the source of errors and assess their impact, ultimately
improving the efficiency of vulnerability fixes and software
quality. Moreover, fuzz driver generation differs from unit
testing; it not only requires an understanding of individual
functions but also the interactions between multiple APIs,
demanding deep insight into system code behavior. Without
sufficient contextual information, LLMs struggle to generate
high-quality fuzz drivers.

Another key challenge lies in fuzzing’s heavy reliance
on input seeds. To produce more meaningful input seeds,
data flow analysis on the fuzz driver is required. However,
achieving this with static or dynamic analysis tools increases

Thttps://github.com/google/oss-fuzz-gen
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engineering complexity. Crash analysis presents yet another
challenge, particularly in distinguishing between API misuse
and library-level errors. Crashes may stem from the incorrect
fuzz driver, improper API usage in the fuzz driver or deeper
issues within the system, making it challenging for developers
to accurately trace the root cause. This uncertainty complicates
the debugging process and may hinder the effective resolution
of vulnerabilities. Additionally, LLM-based crash analysis
depends on comprehensive contextual information and up-to-
date knowledge of vulnerabilities, which are not always readily
available, further complicating the identification of potential
issues.

To address these challenges, we approach fuzz driver gener-
ation as a code generation task. By constructing a knowledge
graph based on code repositories, we use LLMs to automati-
cally generate fuzz drivers and perform data flow analysis to
produce input seeds, thereby achieving fully automated fuzz
testing. To enable LLMs to better understand the software
under test, we propose abstracting the codebase into a code
knowledge graph. In this graph, nodes represent code elements
(such as functions, classes, and modules), while edges depict
their interactions, with each node containing detailed informa-
tion about the element’s functionality and behavior. We treat
fuzz driver generation as a code planning task, beginning with
the formulation of a generation plan followed by iterative fuzz
driver generation. To this end, we developed an LLM-driven
fuzz driver agent system, CKGFuzzer, based on the code
knowledge graph. Our approach fully automates the fuzzing
process, significantly reducing engineering complexity while
improving the usability of fuzz testing. The code knowledge
graph provides deeper insights into code behavior, guiding the
LLM in generating higher-quality API combinations for fuzz
drivers and coverage-guided mutation.

We evaluated our approach using eight open-source libraries
and addressed three research questions (RQs). First, we com-
pared CKGFuzzer with other generation techniques (RQ1).
Second, we analyzed the influence of each agent in CKG-
Fuzzer (RQ2). Third, we investigated whether CKGFuzzer
can effectively analyze the causes of crashes generated during
fuzzing (RQ3). Our experiments demonstrate that CKGFuzzer,
supported by the code knowledge graph, can generate high-
quality fuzz drivers with enhanced code coverage. Through
extensive evaluations across these libraries, we found that
the agents of CKGFuzzer play a crucial role in fuzz driver
generation. Additionally, our analysis of crash reports indicates
that CKGFuzzer can provide valuable insights for developers.

In summary, our work has three main contributions:

1) We propose CKGFuzzer, which leverages a code knowl-
edge graph to enhance fuzz driver generation. By an-
alyzing the relationships between code elements and
APIs, CKGFuzzer automatically generates high-quality
fuzz drivers that achieve better code coverage.

2) CKGFuzzer introduces a fully automated fuzzing frame-
work that integrates multi-agent systems and LLMs. It
automates key steps such as fuzz driver generation, input

seed initiation, dynamic program repair, and coverage-
guided mutation, significantly reducing manual effort and
enhancing overall efficiency in the fuzzing process.

3) Experimental results show that CKGFuzzer achieved an
average increase of 8.73% in code coverage compared
to the state-of-the-art methods. Furthermore, CKGFuzzer
reduced the manual review workload in crash case anal-
ysis by 84.4% and successfully identified 11 real bugs
(including nine previously unreported bugs) of tested
libraries.

Artifact Availability. We make our artifact public available at
https://github.com/security-pride/CKGFuzzer.

II. BACKGROUND AND RELATED WORK
A. Fuzz Testing

Fuzzing is a technique used to detect software security
vulnerabilities [46]. It works by strategically mutating input
data and executing test cases while monitoring the execution
process, thereby effectively identifying defects. However, de-
spite the high efficiency of fuzz testing in detecting flaws, it
faces a significant challenge: the input space is vast, while
the inputs that can trigger defects are exceedingly rare. As a
result, the core of fuzzing lies in how to efficiently identify
these sparse inputs that may cause software vulnerabilities. To
increase the likelihood of discovering defects, fuzzers often
use execution feedback (such as execution states or outcomes)
as a fitness metric, with code coverage being a common
example. Depending on the level of analysis performed on the
system under test, fuzzing techniques can be categorized into
three types [20]: black-box, white-box, and gray-box. Black-
box fuzzing depends solely on external observations without
internal insights, while white-box fuzzing requires detailed
analysis of the source code, with gray-box fuzzing positioned
as an intermediate approach between the two.

Fuzzing has a wide range of applications [29], [30], [40],
[17], including grammar-based test case generation, kernel
testing, GUI testing and penetration testing. One of the most
well-known and versatile fuzzing tools is American Fuzzy Lop
(AFL). Additionally, there are tools tailored to specific do-
mains, such as Bbuzz [2], which focuses on network protocol
testing, and Ffuf [37], designed for web-based testing. Library
API fuzzing is an important application area, focusing on
testing the security of library interfaces. Compared to general
fuzzing methods, Library API fuzzing targets library interfaces
specifically, aiming to uncover potential vulnerabilities in how
they handle exceptional inputs. This method is commonly
used to test libraries that are widely used across different
applications, ensuring their security and stability under various
input conditions. LibFuzzer is a widely-used tool for testing
library APIs, generating large volumes of random input to
evaluate the robustness of library interfaces. Several other tools
also integrate code analysis techniques to enhance fuzzing.
For example, RULF [13] tests Rust libraries by analyzing
API dependency graphs, ensuring safe operation in complex
dependency contexts, while GraphFuzz [8] leverages data flow
analysis for API testing to uncover potential security risks.
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B. LLM for Fuzzing

The integration of LLMs with fuzzing has received signif-
icant attention in recent research, particularly in the context
of generating more intelligent and context-aware test cases
for software systems [11], [41], [14]. Traditional fuzzing
techniques often struggle with generating meaningful inputs
for complex software systems. LLMs, with their powerful
generative capabilities, have shown great promise in address-
ing these limitations by enabling more sophisticated fuzzing
strategies. In recent years, several LLM-based fuzzers have
been proposed to improve the efficiency and effectiveness
of fuzzing techniques. For example, LLMs have been used
in tools like TitanFuzz [3], FuzzGPT [4], WhiteFox [43]
and ParaFuzz [42], which leverage models such as GPT [1],
Codex [6], and other generative models to create diverse and
high-quality test inputs. These fuzzers introduce LLMs into
prompt engineering and seed mutation to enhance fuzzing
performance.

LLMs are also used to automate the fuzzing process.
InputBlaster [23] employs LLMs to generate specialized text
inputs for mobile applications, significantly increasing bug
detection rates compared to traditional methods. Similarly,
ChatAFL [31] and ChatFuzz [10] integrate LLMs to enhance
the fuzzing of network protocols and web applications, result-
ing in higher code coverage and vulnerability detection rates.
Another important aspect of LLM-based fuzzing is the muta-
tion of seed inputs. In traditional fuzzing, mutation strategies
such as bit-flipping and block-based mutations are used to
generate new test cases [39]. However, LLM-based fuzzing
can perform more sophisticated mutations by understanding
the context of the input, making them particularly effective for
generating valid yet diverse test cases. For example, CovRL-
Fuzz uses LLMs to perform mutation operations, guided by
coverage feedback, ensuring that mutations not only maintain
grammatical correctness but also increase coverage, thus mak-
ing it more likely to trigger unexpected software behavior [5].

In addition to improving traditional fuzzing techniques,
LLMs have increasingly been employed to automate the
generation of fuzz drivers, which are essential for targeting
specific APIs or software functions during the fuzzing process.
Zhang et al. [44] demonstrate the use of GPT-3.5 and GPT-4 to
automatically generate fuzz drivers for complex library APIs,
achieving an automation rate of over 60%. This automation
significantly reduces the manual effort required to create fuzz
drivers and helps streamline the fuzz driver generation process,
which is typically a bottleneck in fuzzing campaigns, particu-
larly for large and complex software systems. Similarly, Lyu
et al. [27] propose PromptFuzz, a coverage-guided fuzzer that
leverages LLMs to iteratively generate fuzz drivers capable of
exploring previously undiscovered library code.

III. METHODOLOGY
A. Overview

In this section, we present the system design of CKGFuzzer,
a fuzz driver generation framework that integrates a multi-
agent system with a code knowledge graph. CKGFuzzer is

designed to enhance the quality and coverage of fuzz testing
by efficiently generating fuzz drivers for API combinations.
The primary objective of our framework is to harness the rich
and relative information within the code knowledge graph to
capture the complex invocation relationships among library
APIs and, based on this, generate highly effective fuzz drivers.
By introducing a coverage-guided mutation strategy, CKG-
Fuzzer continuously optimizes API combinations, enabling the
exploration of additional code paths and the identification of
hidden vulnerabilities. Figure 1 illustrates the workflow of
CKGFuzzer, which comprises three main components and a
unique feedback loop mechanism.

Initially, CKGFuzzer parses the target project and its library
APIs, extracting and embedding a code knowledge graph
from the project under test. This parsing process involves two
steps: first, parsing the abstract syntax tree, and second, per-
forming interprocedural program analysis. The parser extracts
key information such as data structures, function implemen-
tations, function signatures, and calling relationships. Next,
CKGFuzzer queries API combinations for each library API,
focusing on those that have invocation relationships or func-
tional similarities, and generates corresponding fuzz drivers.
CKGFuzzer then attempts to compile these generated fuzz
drivers and resolves the compilation errors that arise. During
the driver generation and repairing, we provide CKGFuzzer
with a dynamically updated knowledge base on library usage.
Once the fuzz drivers are successfully compiled, CKGFuzzer
executes them while monitoring the code coverage of each
library file. It employs a code coverage-guided iterative pro-
cess to mutate API combinations that fail to cover new paths.
This iterative process continues until either new code paths
are discovered or the mutation budget is exhausted. Finally,
CKGFuzzer uses chain-of-thought reasoning to analyze any
crashes produced during fuzzing. To verify the validity of
these crashes, we reference an LLM-generated knowledge base
containing real CWE-related source code examples.

B. Construction of the Code Knowledge Graph

We begin by employing a syntax parser and static analysis
tool to extract detailed information on functions, file structures,
and function call relationships from the code repository. In
addition, we gather API function details and relevant documen-
tation from existing repository resources. To further enhance
understanding, we utilize an LLM to generate concise code
summaries, usage scenarios, and file-level overviews.

We now introduce the symbols used to describe the code
knowledge graph. Let the set of functions in the codebase be

F=A{fi,fos--, [N}

where each function f; has the following attributes: source
code cy,, signature oy, associated file d,, and function
summary Sg,.

The set of files in the codebase is

D ={dy,ds,...,dn},

where each file d; have a summary sg4,.
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Fig. 1: Overview

The extracted call relationships are denoted as

C={(fi, f5) | fi calls f;}.

We also define a mapping from functions to their summaries
as

sz0—>8f1

The construction process proceeds as follows:

a) Initialize Knowledge Graph G: We first create an
empty property graph G = (V, E), where V represents the
set of nodes and F represents the set of edges.

b) Create Function Nodes: For each function f; € F,
we create a function node vy, € V, with attributes including
its signature oy,, file path dy,, source code cy,, and summary
Sfy-

¢) Create File Nodes: For each file d; € D, we create
a file node vy, € V' with attributes such as the file summary
s4,. For each function f; € F where dy, = d;, we create an
edge ed;.f; = (va;,vy,) € I labeled as “CONTAINS”.

d) Create Call Relationship Edges: For each call rela-
tionship (f;, f;) € C, if both f; and f; belong to F, we create
an edge ey, 5, = (vy,,vy;) € E labeled as “CALLS”. If f;
is an external library function, we create an external function
node v fis labeled as “LIBRARY_FUNCTION”, and create an
edge ey, s, = (vy,,vy,) € E labeled as “LIBRARY_CALLS”.

e) Build Property Graph Index: We utilize multiple
forms of graph indexing, including code indexing and natural
language indexing. Since code and natural language reside in
different embedding spaces, relying on one type of index for
queries of the other type may lead to inaccurate retrieval.
Therefore, we adopt separate indexes for each data format:
natural language and code. We create two types of property
graph indexes: PGIyy, = (G, Vyy,) for natural language and
PGl.ode = (G, Veoqe) for code, ensuring efficient querying
and retrieval.

Dynamic Program Repair

Crash Analysis

S-E SI-G

of CKGFuzzer

C. API Combination Generation

The selection of API combinations is a critical step in
guiding the generation of fuzz drivers, as cleverly combining
APIs within a single driver can reveal more unexplored exe-
cution paths within the target library. CKGFuzzer employs an
external retrieval-augmented process, combining code knowl-
edge graphs with LLM to generate optimal API combinations,
which are then used to create fuzz drivers that maximize code
coverage. As shown in Figure 1, the CKGFuzzer framework
follows a multi-step method for API combination generation.

This generation process involves querying the code knowl-
edge graph to retrieve relevant API combinations based on a
target API. The query process is divided into three key stages:
Indexing, Retrieval, and Response Synthesis, as illustrated in
Algorithm 1.

Algorithm 1: Query for API Combinations

Input: Query ), Knowledge graph GG, Embedding
model M, Similarity threshold s, Number of
chunks k, LLM L, Refine prompt P,
Output: API combination C'
1 IndexBase + Embed(G, M);
2 Quec ¢ Embed(Q, M);
3 01,027...,Ck —
RetrieveChunks(Qyuec, IndexBase, s, k);
4 R+ 11M(Q,C4);
5 foreach remaining chunk C; in Cs, ..., C do
6 | R+« RefineWithLLM(R,C;, P,,L);

7 C + LLM(Q, R);
8 return C;

In the indexing phase, the knowledge graph is transformed
into an index base by splitting it into smaller, manageable
chunks. Each chunk represents a subset of the graph’s content,
allowing the system to efficiently retrieve relevant information



during the query process. The indexing ensures that the
knowledge graph is well-organized for querying by the LLM.

When the LLM issues a query, representing a request for
APIs related to a target API, the system retrieves a set number
of chunks from the indexed knowledge graph. The selection
of these chunks is based on their relevance to the query,
ensuring that the most pertinent information is retrieved to
form a response.

The retrieved chunks are processed sequentially, with the
final response synthesized through an iterative refinement
process [28]. The initial chunk initializes the query answer,
prompting the LLM to iteratively incorporate the useful re-
maining chunks while filtering out noisy data. This optimiza-
tion continues until all retrieved information is considered. The
final output is a set of APIs functionally related to the target
APIL. Through iterative refinement, all useful information is
integrated into the final response, minimizing the impact of
noisy data.

D. Fuzz Driver Generation

To generate high-quality fuzz drivers, we adopt a role-
prompt strategy combined with a memory mechanism to guide
the LLMs [18], [19]. These prompts are constructed using both
the source code and natural language descriptions of the API
combinations, ensuring that the LLM generates fuzz drivers
that are not only syntactically correct but also contextually
aligned with the APIs’ functionality.

Our prompt strategy emphasizes several key aspects of fuzz
driver generation:

o Task Definition: The LLM is tasked with generating a
fuzz driver that tests the provided API combination. The
prompt specifies that each API must be invoked within
the function LLVMFuzzerTestOnelInput, ensuring
comprehensive testing coverage of the API set.

o API Context: The prompt includes the API source code,
headers, and natural language summaries. This provides
the LLM with the necessary context to correctly utilize
the APIs and manage their inputs and outputs according
to their functionality and constraints.

e Error Handling: To prevent instability in the fuzz
driver itself, which could lead to crashes and reduce
overall fuzzing efficiency, the prompt includes explicit
instructions for robust error handling and careful memory
management.

By constructing the prompt with these components, we
ensure that the LLM generates fuzz drivers that are both
executable and aligned with the best practices of fuzz testing.
The use of the memory mechanism allows the LLM to refine
its generated response iteratively, improving the quality of the
fuzz driver as it processes additional information from the API
combination.

E. Dynamic Program Repair

Due to hallucinations and a lack of high-quality training
data, code generated by LLMs often contains syntax and se-
mantic errors [22], [32], [34], which may affect the reliability

of fuzz drivers. A robust fuzz driver must ensure correctness at
the code level; however, we observed that some fuzz drivers
produced by CKGFuzzer fail to compile. These failures are
primarily caused by syntax errors and incorrect usage of
library APIs. To address this issue, we developed an LLM-
based dynamic program repair mechanism that automatically
corrects these errors and improves the overall stability of fuzz
drivers, as shown in Algorithm 2. Compared to traditional
static rule analysis, LLM-based solutions excel at handling
complex, context-dependent errors that are difficult to resolve
through static rules alone [33], [15], [16].

Algorithm 2: Fuzz Driver Repair

Input: Fuzz driver list Dy;s:, API usage samples S,
Max iterations M, LLM L
Output: Repaired drivers D,.,, Knowledge base KB
1 Dyep <0
2 KB« InitKB(S);
3 foreach D € Dy;,; do

4 1 < 0; compiled + false

5 while i < M and not compiled do

6 result, errors <— Compile(D)

7 if result is success then

8 compiled < true; Dyep < Dyep U{D}
9 KB + UpdateKB(KB, D)

10 else

1 query < ConstructQuery(errors)
12 correct_cases <

QueryKB(L, KB, query)

13 D + LLMRepair(L, D, correct_cases)
14 end

15 1—1+1
16 end
17 end

18 return D,..,, KB

To implement dynamic program repair, we first initialize a
knowledge base containing correct library API usages, con-
structed from samples of fuzz drivers from OSS-Fuzz and the
library’s header files. It should be noted that while the OSS-
Fuzz code focuses on individual APIs, our approach handles
API combinations. The header files help resolve errors caused
by missing include statements. When CKGFuzzer encounters
a compilation failure, it processes the compiler error messages
and constructs a query to search the external knowledge base
for the correct usage of the erroneous API or code snippet.
CKGFuzzer continues to query the knowledge base and apply
fixes iteratively until the fuzz driver successfully compiles or
a maximum iteration limit is reached.

Additionally, all successfully compiled fuzz drivers are
inserted back into the knowledge base, dynamically updating
the repository of correct API usage patterns. This dynamic
update strategy ensures that the knowledge base evolves over
time, gradually expanding to cover a wider range of API usage
scenarios across different libraries. As a result, our approach



maintains a high level of adaptability and accuracy in fixing
errors, reducing the chances of recurrent compilation failures.

F. Fuzzing Loop

The fuzzing loop in CKGFuzzer is designed to iteratively
improve the effectiveness of fuzz testing by initializing high-
quality inputs and guiding mutations based on coverage
feedback. The loop consists of two main components: the
input bank and the coverage-guided mutation mechanism, both
working together to maximize code coverage and identify new
execution paths.

1) Input bank initialization: Before fuzzing begins, we
initialize an input bank by generating input seeds for each
fuzz driver using LLMs. The input generation process starts
with a detailed analysis of the fuzz driver’s data flow, where
we extract the value flow relationships between variables.
Subsequently, we extract the API function signatures that the
fuzz driver interacts with, which helps in understanding the
structure and constraints of the expected inputs.

Using this information, we construct a prompt for the LLM,
instructing it to generate input seeds that maximize code
coverage, target edge cases, and explore boundary conditions.
The generated inputs are designed to adhere to the data flow
dependencies and the API’s input requirements, ensuring that
they are both valid and effective in triggering diverse execution
paths from the very outset of fuzzing.

The initial input seeds stored in the input bank serve as
a foundation for the fuzzing process. As fuzzing progresses,
the input bank is continuously updated with new inputs
generated from coverage feedback, ensuring that the fuzzing
loop remains dynamic and adaptive.

2) Coverage-guided mutation: During the fuzzing process,
CKGFuzzer monitors the code coverage achieved by each fuzz
driver. It analyzes the coverage data across the library and
identifies files with lower coverage compared to the overall
library. For each low-coverage file, the defined API functions
are extracted, and a prioritized list, known as the low coverage
API list, is generated based on the coverage rankings of the
files.

This low coverage API list is then used to guide the LLM in
mutating and restructuring the current API combinations in the
fuzz driver. The objective is to explore new execution paths
and increase code coverage by focusing on under-explored
APIs. As shown in Algorithm 3, the mutation process is
iterative: CKGFuzzer continues to query the LLM with new
API combinations based on the low coverage API list until
new branches are covered or computational resources are
exhausted.

These mutation strategies are guided by the coverage feed-
back from previous executions. By prioritizing low-coverage
APIs, CKGFuzzer focuses on areas of the code that are
less explored, maximizing the likelihood of discovering new
program behaviors.

Algorithm 3: Coverage-Guided Mutation

Input: Library F', Current API combination A,
Current library coverage Ceyrrents LLM L,
Max iterations M
Output: Updated API combination A,
lowCovFiles < {};
lowCovAPIs + {};
foreach file € I do
fileCoverage +
AnalyzeFileCoverage(file, A);
if fileCoverage < Ceyrrent then
lowCovFiles < lowCovFiles U { file};
apis < ExtractAPIInfo(file);
lowCovAPIs < lowCovAPIs U apis;

AW N =

® N & W

9 sortedLowCovAPIs
SortByCoverage(lowCovAPIs,lowCovFiles);

10 7 < 0;

11 if_newPath < false;

12 while i < M and not newBranch do

13 query <

ConstructQuery(sortedLowCovAPIs);

14 Apew

MutateAPICombination(L, A, query);

15 if_newPath < DetectNewPath(F, Anew);

16 11+ 1;

17 return A, ..,

G. Crash Analysis

During the fuzzing process, CKGFuzzer is equipped
with several runtime error detection tools, like Address-
Sanitizer [35] (ASan), Undefined-Behavior-Sanitizer [25]
(UBSan) and MemorySanitizer (MSan) [38]. However, the
crashes detected by these tools can originate from different
sources, including incorrect API usage in the fuzz driver or
bugs within the library APIs themselves. To distinguish be-
tween these causes, we developed an automatic crash analysis
module designed to identify the root cause of each crash.

The crash analysis module employs a chain-of-thought
strategy, guiding the LLM through a structured, step-by-step
reasoning process to diagnose the source of each crash. This
methodical approach ensures that each stage builds upon the
insights gained from the previous one, leading to a clear
understanding of the crash’s root cause. The process unfolds
through the following key steps:

o Step 1: Source Code Extraction: The analysis begins
by isolating the specific code regions where the crash
occurred. This includes extracting relevant portions of the
fuzz driver’s source code, along with any associated API
calls that may have influenced the crash.

o Step 2: Error Pattern Hypothesis: After extracting the
relevant code, the LLM systematically analyzes the code
for patterns indicative of common programming errors.
These patterns could include unsafe memory operations,



incorrect variable assignments, improper control flow
conditions and so on. At this stage, the LLM forms
initial hypotheses about which code patterns might be
responsible for triggering the crash, setting up a list of
plausible error sources for deeper exploration.

o Step 3: CWE-Based Pattern Matching: Armed with
hypotheses about potential error patterns, the LLM con-
structs targeted queries to search a CWE-based knowl-
edge base. This knowledge base, comprising over 100
real-world CWE vulnerabilities specific to C/C++ pro-
grams, provides a wealth of information about known
issues.

By progressively narrowing down the potential causes and
comparing them against known vulnerabilities, the chain-of-
thought strategy ensures that the LLM can systematically trace
the crash to its most likely source, whether it stems from fuzz
driver errors or underlying library bugs.

The knowledge base used in the crash analysis module is
constructed from a collection of real-world CWE vulnera-
bilities specific to C and C++ programs. Each entry in the
knowledge base includes:

e A natural language description of the vulnerability, de-
tailing its characteristics and typical causes.

e A corresponding code sample generated by the LLM
based on the vulnerability description, exemplifying the
vulnerability in a real-world context.

The natural language descriptions serve as prompts for the
LLM to better understand the crash context. The inclusion of
example code allows the LLM to draw comparisons between
the source code of fuzz driver or library APIs and known
vulnerabilities, improving the accuracy of the crash analysis.

IV. EVALUATION

To evaluate the performance of CKGFuzzer, we defined
three research questions:

RQ1: Is CKGFuzzer more effective than other fuzzers?

RQ2: How does each agent contribute to enhancing the
effectiveness of CKGFuzzer?

RQ3: Can CKGFuzzer accurately analyze the cause of
crashes generated during fuzzing?

A. Experimental Environment

1) Implementation: We use Tree-sitter’ to parse the source
code, which provides an efficient way to build and update the
syntax tree as the source file changes. For deeper analysis of
the codebase, including extracting API call relationships and
source code details, we leverage CodeQL’. CodeQL allows us
to query the entire repository and retrieve relevant information
regarding API usage, forming the basis for the subsequent
processing stages.

To represent the extracted code and API calls in an em-
bedding space, we evaluated several embedding models and

Zhttps://tree-sitter.github.io/tree-sitter/
3https://codeql.github.com/

selected the BAAI/bge-small-en-v1.5 model [12], which per-
formed well in our experiments. Our approach uses Llama-
Index [24] for the integration of the embeddings; however,
since Llama-Index was not specifically designed for code
graphs, we developed a custom RAG engine to better han-
dle code-related tasks. We chose the DeepSeek-V2-Coder
model [21] to handle fuzz driver generation and compilation-
repair tasks. This model was selected due to its low API pric-
ing and its satisfactory performance in code generation tasks.
Additionally, we used the DeepSeek-V2-Chat [21] model for
other agents.

All experiments were performed on a server equipped with
an AMD 64-Core Processor and 1TB of RAM, running a 64-
bit version of Ubuntu 22.04 LTS.

2) Settings: To evaluate CKGFuzzer, we selected eight
open-source libraries as our test subjects. We conducted the
experiments using the OSS-Fuzz platform [36] and libFuzzer
as the underlying fuzzing environment. We collected the API
lists for each library from their respective documentation or
official websites. We configured the temperature parameter
for DeepSeek-V2-Coder to 0.7 and for DeepSeek-V2-Chat to
1.0. The maximum length for the default API combinations
was set to 6, while the maximum number of iterations for
program repair was limited to 5. Additionally, the maximum
number of mutations for API combinations was set to 3. To
ensure that each library was fuzzed for an adequate period,
we assigned different time budgets to the fuzz drivers of each
library, making sure that the total fuzzing time for each library
reached 24 CPU hours. Every experiment was repeated five
times to mitigate statistical errors, and the average results were
reported.

B. RQI. Comparison with existing fuzzers

To address RQ1, we selected eight open-source libraries
for evaluation: c-ares, cjson, curl, lcms, libpcap,
libtiff, libvpx, and z1lib. These libraries were chosen
for their diverse API usage and wide adoption in various
software projects. We compared CKGFuzzer with other open-
source fuzzers, focusing on coverage-guided fuzzer (OSS-
Fuzz [36]) and LLM-based fuzzer (PromptFuzz [27]). During
the evaluation, we ran the fuzz drivers from OSS-Fuzz on
each library for 24 hours. If a library in OSS-Fuzz contained
multiple fuzz drivers, we allocated an equal time budget to
each driver to ensure the total fuzzing time was 24 hours.
For PromptFuzz, we used the same APIs list provided to
CKGFuzzer and controlled the fuzzing duration to be 24 hours
as well. We then evaluated the effectiveness of CKGFuzzer
based on code coverage.

The code coverage results for CKGFuzzer, PromptFuzz, and
OSS-Fuzz are shown in Table I. In comparing CKGFuzzer
with the other fuzzers, CKGFuzzer demonstrated the highest
branch coverage in 6 out of the 8 libraries tested. This
superiority can be largely attributed to the structured API
combinations generated by CKGFuzzer, which are derived
from a comprehensive code knowledge graph. This allows
CKGFuzzer to capture the complex relationships and semantic
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TABLE I: Code coverage result of fuzz drivers generated by CKGFuzzer

Branch Coverage

Library Version Branches APIs Generated Fuzz drivers
CKGFuzzer PromptFuzz OSS-Fuzz
c-ares 1.8 6,390 119 101 54.99%(3,514) 48.73%(3,114) 18.79%(1,201)
cjson 1.7.18 1,379 41 41 84.48%(1,165) 74.11%(1,022) 38.07%(525)
curl 8.9 19,501 92 88 26.68%(5,203) 19.73%(3,847) 4.67%(911)
lcms 2.15 7,482 216 205 46.93%(4,693) 40.71%(3,046) 39.79%(2,977)
libpcap 1.10.4 5,227 67 64 46.80%(2,446) 39.53%(2,066) 40.81%(2,133)
libtiff 4.7 16,347 169 161 38.81%(6,344) 48.29 % (7,894) 38.83%(6,348)
libvpx 1.14 17,640 31 29 22.10%(3,899) 21.09%(3,721) 15.50%(2,734)
zlib 1.3 2,375 63 61 61.6%(1,463) 72.04%(1,711) 51.62%(1,226)
TABLE II: Comparison of different variants across multiple libraries
) c-ares cjson curl Iems libpcap libtiff libvpx zlib
Variants
T T
Without repair 4622%  27.14%  8293% 7157%  69.57%  22.44%  56.94%  36.70%  5821%  3528%  645%  28.01% 2258%  931%  42.86% 41.52%
(55/119)  (1,734)  (34/41)  (987)  (64/92)  (4376)  (123/216)  (2,746)  (39/67)  (1,844)  (109/169)  (4,586)  (7/31) (1,642  (27/63)  (986)
LLM-only repair 73.96%  4487% 9756% 11.08%  85.87%  2346%  7222%  4350%  73.13%  39.93%  7929%  3532% 51.61% 16.63%  85.71%  55.12%
(88/119)  (2.867)  (40/41)  (1,063)  (79/92)  (4.574)  (156/216)  (3,255)  (49/67)  (2.087)  (134/169)  (5773)  (16/31)  (2.934)  (54/63)  (1,309)
Text-only retrieval 47.17% 79.70% 22.09% 40.68% 40.16% 36.73% - 21.22% 55.79%
(3.014) (1,099) (4,307) (3.044) (2,099) (6,005) (3,744) (1,325)
CKGFuzzer 84.87%  5499%  100%  84.48% 95.65% 26.68%  9491%  46.93% 95.52% 46.80%  94.08%  38.81% 93.55% 22.10% 96.83%  61.6%
(101/119)  (3514)  (41/41) (1,165  (88/92)  (5,203) (205/216) (4,693)  (64/67)  (2,446) (159/169) (6,344)  (29/31) (3,899)  (61/63)  (1,463)

dependencies between APIs, thus creating more meaningful
fuzz drivers.

In contrast, PromptFuzz initializes its API combinations
through random selections and lacks the deeper understanding
of API interdependencies. As a result, CKGFuzzer consistently
outperformed PromptFuzz in libraries that require precise API
usage patterns. In the lcms library, CKGFuzzer covered
46.93% of branches, while PromptFuzz covered only 40.71%.
These results suggest that CKGFuzzer’s knowledge-driven
approach to API combination allows it to explore a larger
portion of the codebase, leading to higher coverage. In cases
where CKGFuzzer did not achieve the highest coverage, such
as in the 1ibtiff library, the gap between CKGFuzzer
and PromptFuzz was relatively small (38.81% vs. 48.29%).
This suggests that even when PromptFuzz benefits from its
constrained input mechanisms, CKGFuzzer remains competi-
tive, leveraging its knowledge graph to generate targeted fuzz
drivers.

C. RQ2. Ablation study

In this section, we conduct experiments to investigate the
impact of various components of CKGFuzzer on its effective-
ness. The components we evaluate include the code knowledge
graph for API combinations generation, compilation repair,
and API combination mutation. Detailed experimental results
are shown in Figure 2 and Table II.

1) Code knowledge graph: To evaluate the impact of the
code knowledge graph on the quality of fuzz drivers generated
by CKGFuzzer, we compared it with a variant that uses
text-based API knowledge from libraries. This variant gener-
ates API combinations by querying a text-based knowledge
base consisting of API source code and API summaries.

The experimental results in Table II show that, the text-
only retrieval variant achieves lower code coverage compared
to CKGFuzzer, this highlights the effectiveness of the code
knowledge graph in generating high-quality fuzz drivers.

2) Compilation repair: In CKGFuzzer, we introduced a
dynamic program repair component to fix fuzz driver programs
that encounter compilation errors. In this section, we design
experiments to evaluate the effectiveness of CKGFuzzer in
repairing compilation errors and the impact of the dynamic
program repair component on fuzzing performance. First,
we created two variants: one without any compilation error
repair (without repair) and another that relies solely
on an LLM for program repair (LLM-only repair). The
experimental results in Table II show that the without
repair achieved an average compilation success rate of only
57.39% (458/798), indicating that CKGFuzzer struggles to
directly generate compilable fuzz driver programs. On the
other hand, the LLM-only repair increased the compi-
lation success rate to 77.19% (616/798), demonstrating the
significant potential of LLMs for program repair. However,
CKGFuzzer achieved a compilation success rate of 93.99%
(750/798), highlighting the effectiveness of the dynamic pro-
gram repair component in fixing compilation errors for fuzz
driver programs.

Additionally, we evaluated the code coverage performance
of the two variants. The results in Table II show that both
the without repair and LLM-only repair achieved
lower code coverage compared to CKGFuzzer. This is due to
many fuzz drivers containing unique API combinations that
failed to compile and, thus, could not participate in the fuzzing
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Fig. 2: Branch coverage of CKGFuzzer with and without coverage-guided mutation in different libraries

process, limiting the potential to explore new execution paths
in the libraries through diverse API combinations.

3) Coverage-guided  mutation:  CKGFuzzer utilizes
coverage-guided mutation to discover potential new API
combinations. To assess its effectiveness, we conducted
a comparative experiment against a variant that does not
apply API combination mutation. We kept the fuzzing time
fixed at 24 hours for both approaches to compare their
coverage trends. Figure 2 shows the branch coverage results
of CKGFuzzer with and without API combination mutation
across different libraries.

Our coverage-guided mutation demonstrates a performance
advantage across all eight libraries, although the benefit is
less pronounced in cjson and libvpx. This is because
the number of APIs in these two libraries is relatively small
and functionally similar, meaning that nearly all possible API
combinations were explored during the initial API combina-
tion generation phase. In the remaining six libraries, coverage-
guided mutation significantly improved the code coverage of
CKGFuzzer. The experimental results suggest that coverage-
guided mutation is a more effective approach in most cases.

D. RQ3. Crash Analysis Result

CKGFuzzer incorporates a crash analysis module to auto-
mate the detection of crash causes during fuzzing. As shown
in Table III, we collected the results from this crash analysis
module.

1) Overall result: CKGFuzzer identified 199 unique
crashes during fuzzing, of which 168 were determined by the
crash analysis module to be caused by the misuse of library
APIs. To minimize false positives, the crash analysis module

TABLE III: Summary of crash analysis results in CKG-
Fuzzer

Library UC MC RB CB
c-ares 28 23 5 2(2)
cjson 14 12 2 0
curl 28 24 4 0
Icms 42 36 6 4
libpcap 22 18 4 0
libtiff 40 32 8 5
libvpx 8 8 0 0
zlib 17 15 2 0
Total 199 168 31 11(2)

UC: Unique Crashes, MC: Misuse Crashes, RB: Reported Bugs, CB:
Confirmed Bugs (Fixed)

treats cases that are ambiguous or difficult to classify as misuse
crashes. For example, if a crash is caused by passing a non-
existent or error pointer to a library API, and the API does
not employ defensive programming to check the validity of
the input pointer, we still categorize this as a misuse crash. To
verify the accuracy of the crash analysis module in detecting
misuse crashes, we randomly sampled 10% of the misuse crash
cases from each library for manual inspection. After reviewing
these cases, we confirmed that all of them were indeed caused
by the misuse of the API by the fuzz driver.

We also manually reviewed the crashes classified as reported
bugs by the crash analysis module. In total, 11 real-world
bugs were identified across three libraries, of which nine
had not been previously reported. For the cases where the
crash analysis module incorrectly classified a crash as a
reported bug, the errors mainly stemmed from complex API



Function(cmsHANDLE h, const char* f)
{
cmsIT8* 1t8 = (cmsIT8*) h;
_cmsAssert(h != NULL);
if(f = NULL)
strcpy(it8->DoubleFormatter, DEFAULT_DBL_FORMAT);
else
strcpy(it8->DoubleFormatter, f);

OooNOOVTHEWNRE

(a) A buffer overflow bug case in the 1cms

Function(TIFF* tif)
{

TIFFDirectory* td = &tif->tif_dir;
if(td->width == 0 || td->Tlength == 0 || td->depth = 0)
{

return 0;

return Function64(tif);

(b) An out of memory bug case in the 1ibtiff

Fig. 3: Bugs found by CKGFuzzer

call relationships within the libraries. The LLM had difficulty
tracing deep nested API calls when parsing the fuzz driver
source code, which prevented it from understanding the input
constraints and functionality of the nested APIs, leading to
incorrect classifications.

Our experimental results demonstrate that the crash analysis
module effectively identifies the sources of crashes during
fuzzing, reducing the manual review workload by 84.4%.
This significantly improves the efficiency of bug triaging for
developers.

2) Case study: Figure 3a shows a buffer overflow bug case
discovered by CKGFuzzer. In this code, the unsafe strcpy
function is used without checking the length of the input
string £. Since the data passed by the fuzz driver is randomly
generated, the length of f is not controlled, and it may exceed
the size of the 1t 8->DoubleFormatter buffer. This leads
to a buffer overflow, which is a severe security vulnerability
that could potentially be exploited by attackers to overwrite
memory and execute arbitrary code.

Figure 3b illustrates another bug case discovered by CK-
GFuzzer, which is an out-of-memory (OOM) issue. In this
case, rtif refers to a TIFF file controlled by CKGFuzzer.
The library function does not properly validate the fields
such as width and length within the file. As a result, it
returns an abnormal tile value. Other library APIs attempt
to allocate memory based on the calculated tile size, which
causes excessive memory allocation, ultimately leading to an
OOM crash. Our case study demonstrates the effectiveness
of CKGFuzzer in detecting real-world bugs. We will publicly
disclose the bug cases we have discovered on our website.

V. THREATS TO VALIDITY
A. External

The evaluation of CKGFuzzer was conducted using a set of
eight widely-used open-source libraries. While these libraries
cover a range of API usage patterns and functionalities, the

generalizability of our approach to other libraries or domains
remains uncertain. It is possible that CKGFuzzer’s perfor-
mance may vary when applied to libraries with different
structures, API designs, or use cases. Another potential threat
is bias introduced by the training data of the LLM used in
CKGFuzzer. The LLM may favor over-represented patterns
in its training set, which could affect the generation of API
combinations or the crash analysis process. To mitigate this
risk, we employed diverse prompts and knowledge sources to
guide the LLM and reduce the impact of any biases.

B. Internal

A key internal threat to validity is the potential for LLM
hallucinations during code generation. Incorrect or irrelevant
code snippets may be generated, requiring multiple rounds of
refinement or manual intervention to correct. This could affect
the quality and functionality of the generated fuzz drivers.
Additionally, the performance of CKGFuzzer depends heavily
on the accuracy and completeness of the knowledge graph and
API information extracted from the codebase. Incomplete or
inaccurate knowledge may result in suboptimal API combina-
tions or ineffective crash analysis.

VI. DISCUSSION
A. Applicability to Different Programming Languages

CKGFuzzer was primarily evaluated on C-based libraries,
which are widely used and have well-documented APIs. How-
ever, the applicability of CKGFuzzer to other programming
languages, such as Rust, Java, or Python, remains an open
question. Since each language has different API designs,
CKGFuzzer may require adjustments to effectively handle
these differences. Future work could explore the adaptation
of CKGFuzzer to these languages, potentially broadening its
scope and utility.

B. Quality of the Code Knowledge Graph

The code knowledge graph plays a central role in CKG-
Fuzzer by guiding API combination generation and updat-
ing API combinations during coverage-guided mutation. The
completeness and accuracy of the code knowledge graph are
essential for generating effective fuzz drivers. In our exper-
iments, libraries with more comprehensive code knowledge
graph showed better coverage and higher fuzzing effectiveness.
Improving the automation, construction, and validation of the
code knowledge graph could further enhance the performance
of CKGFuzzer by ensuring that it accurately reflects the
library’s API structure and usage patterns.

VII. CONCLUSION

In this paper, we presented CKGFuzzer, a novel LLM-driven
fuzz testing framework enhanced by a code knowledge graph.
CKGFuzzer automates fuzz driver generation and introduces
several key features to improve fuzz testing effectiveness.
These include a coverage-guided mutation strategy, which
iteratively refines API combinations to explore new execution
paths, a dynamic program repair mechanism that automatically



resolves compilation errors in generated fuzz drivers, and
a crash analysis module that helps identify the root causes
of runtime failures. Our experiments on eight open-source
projects demonstrate that CKGFuzzer achieves better code
coverage and successfully detects 11 real-world bugs. The
coverage-guided mutation enables broader exploration of code
paths, while the dynamic program repair and crash analysis
modules significantly reduce manual intervention, making the
fuzzing process more efficient and reliable. These results high-
light the potential of leveraging LLMs and code knowledge
graphs to advance automated fuzz testing.
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