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Abstract. Historical ciphered manuscripts are documents that were
typically used in sensitive communications within military and diplo-
matic contexts or among members of secret societies. These secret mes-
sages were concealed by inventing a method of writing employing sym-
bols from diverse sources such as digits, alchemy signs and Latin or Greek
characters. When studying a new, unseen cipher, the automatic search
and grouping of ciphers with a similar alphabet can aid the scholar in its
transcription and cryptanalysis because it indicates a probability that
the underlying cipher is similar. In this study, we address this need by
proposing the CSI metric, a novel way of comparing pairs of ciphered
documents. We assess their effectiveness in an unsupervised clustering
scenario utilising visual features, including SIFT, pre-trained learnt em-
beddings, and OCR descriptors.

Keywords: Cipher Classification · Graph Clustering · Handwritten Doc-
uments · Historical Document Analysis

1 Introduction

A ciphered manuscript is a unique type of historical document containing secret
messages, commonly used in military or diplomatic correspondence, by secret
societies, or in diaries and private letters. Historians estimate that about 1%
of archival material consists of encrypted documents, which means that a very
significant – and oftentimes, critical – part of our common historical past is
inaccessible [19].

These historical ciphers are usually designed around the same fundamental
principles. The sender and the receiver agree on a secret encoding method to
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conceal a message from undesired readers (in contrast to modern cryptography
techniques where the method is usually publicly known and only the keys are
secret). The resulting ciphers are constructed by assembling a vocabulary of sym-
bols, either invented or borrowed from a wide range of alphabets and graphical
sources, with complex correspondences to those in the plain text. More specifi-
cally, it is common to find ciphers with digits, alphabetical characters (e.g., Latin
or Greek letters), punctuation marks, diacritics and other graphical signs such
as Zodiac or alchemy symbols. Additionally, transposition and substitution of
characters are applied to further strengthen the cipher. Unsurprisingly, this as-
pect makes their transcription and cryptanalysis extremely difficult, particularly
when the documents in question comprise a small corpus of text.

Hence, when studying a newly encountered cipher, the first step is to identify
its alphabet to see whether similar ones have been studied before. If a cipher
employs a similar set of symbols, it is likely that it also employs a similar key or
that it uses the same plain text language. This identification task becomes chal-
lenging when the alphabet contains invented symbols or when the symbols are
arranged in a complex or overlapping layout. Despite advancements in document
analysis systems for classifying scripts without supervision [3, 12, 21, 28],there is
still a scarcity of literature on such methods that are applicable to ciphers [2].
Additionally, since ciphered documents are rarely transcribed, any image pro-
cessing methods should avoid the need of annotated datasets, which limits the
applicability of supervised Deep Learning methodologies.

For these reasons, in this work we propose a novel unsupervised technique
for the automatic identification and comparison of cipher alphabets without
requiring annotated data. Concretely, we propose the Cipher Similarity Index
(CSI) metric, a new way of quantifying the similarity of pairs of ciphers that
improves upon previous literature [2] by generating metric values less reliant
on either the source of extracted features. In addition, we perform a thorough
comparison between unstructured and structured methods for alphabet analysis,
discussing their performance on various types of cipher manuscripts.

2 Related Work

The recognition of cipher manuscripts is challenging, not only because of the
variability in the handwriting styles, but also due to the often unknown cipher
alphabet. Nevertheless, there have been several works that have focused on the
recognition of cipher documents, either using clustering techniques [34], recurrent
neural networks [31] and few-shot learning [30]. However, most of these methods
require the intervention of the scholar to identify the set of unique symbols of
the cipher or to provide some transcriptions for training.
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In the domain of script analysis, there’s a noticeable shift towards unsuper-
vised or zero-shot inference techniques. Initial findings reported in [2] indicated
that clustering methods like k-means could yield significant performance gains
without the need for supervision. This approach contrasts with prevailing liter-
ature [14,15], which heavily relies on supervision and text features.

The reliance on text features can be problematic in scenarios where anno-
tations are scarce. In such cases, existing research provides compelling evidence
of the feasibility of operating at the pixel level, whether through hand-crafted
features [21] or learned descriptors, such as those obtained from feature learn-
ing with preliminary pseudo-labels [3], zero-shot [12], and discriminative [28]
approaches.

Despite recent advancements in zero-shot and representation learning for
script identification, there remains a notable interest in the potential of struc-
tured methods for outlier detection, particularly in classifying out-of-distribution
data. For instance, Ozaki et al . [23] utilized a mutual-knn graph over textual
data to detect anomalies, achieving significant performance gains. This finding
has been further corroborated in the context of text processing [16] and, more
recently, in structured topological data [32]. In both cases, authors demonstrate
the advantages of mutual-knn approaches in localising out-of-domain and outly-
ing data.

In summary, it is evident from the literature in cipher and script classification
that there is a growing need to leverage pixel-based methods to reduce the
reliance on annotation resources. While preliminary findings by Chen et al . [2]
touch upon this aspect, there remains a necessity to comprehensively compare
the effectiveness of hand-crafted features [21] with previously learned descriptors
(zero-shot, [2, 12,28]) in a structured manner [16,23].

3 Methodology

In this section we introduce our proposed method to analyse the similarity be-
tween ciphered documents using unsupervised techniques. The main intuition
behind it is that images of different versions of the same symbol should be close
from one another in the feature space. Therefore, ciphers containing a similar
subset of symbols should be difficult to separate completely because their samples
should lie close in the feature space. This method assumes that a symbol-level
segmentation is possible and that features are extracted from each symbol.
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3.1 Baseline

As baseline, the unsupervised method described in Chen et al . [2] is used, which
makes the same assumptions. In this method, symbols are segmented from the
document and a feature vector is computed for each. After this, the k-means
clustering algorithm is applied in order to group visually similar symbols. To
ensure a fair comparison between different cipher alphabets, it is important to
have balanced data. For this reason, an equal number of symbols from each
manuscript is taken.

Once clusters are obtained for each pair of ciphers, the method analyses their
similarity. This is done by examining the composition of each cluster and deter-
mining whether its elements belong exclusively to either or both. Clusters with
predominantly single-cipher symbols indicate different alphabets, while clusters
with a mixture of symbols from both ciphers suggest higher similarity between
the two ciphers. This similarity is quantified numerically by computing the ratio
of mixed clusters against the total number of clusters.

3.2 Cipher Similarity Index (CSI)

Building upon previous literature [16, 23], we aim to integrate a structured ap-
proach, summarised in Figure 1, on the baseline introduced at 3.1. In essence,
what is expected from the CSI metric is to palliate the effect of the choice of clus-
ters during k -means and the source of features. The idea is to avoid considering
loosely coupled homogeneous groups of samples as large mixed clusters.

The method starts with the same pre-computed features as the baseline
method, from which a Mutual-KNN graph is generated. In contrast to KNN
graphs, which can generate links between samples regardless of their distance,
mutuality has proven to reduce noise in outlier classification regimes [1,16]. Af-
ter constructing the graph, the Girvan-Newman algorithm [9] is applied to it,
which iteratively removes its longest edges. Each iteration produces one addi-
tional cluster in the graph that originates from splitting the most loosely coupled
community at the previous time-step.

Subsequently, M partitioning steps are executed to progressively refine the
communities, resulting in a vector ranging from N to N +M clusters. At every
iteration, the Shannon Entropy (Eq. 1) is computed on each cluster of the graph
in order to quantify the heterogeneity of the labels within it (i.e. whether that
cluster contains samples originating from one or multiple source documents).
The Shannon Entropy Hc(X) of cluster c on a set of distinct documents X is
computed from the probability pc(x) of having a sample of class x in cluster c
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and defined as
Hc(X) = −

∑
x∈X

pc(x) log pc(x). (1)

The maximal value is achieved when all classes are equally probable. In other
words, the entropy is maximal when clusters contain heterogeneous sets of la-
bels. Analogously, the entropy is zero when all labels belong to the same class,
indicating homogeneity. This is extended for the whole graph at a given iteration
by computing the weighted average of all entropy values considering the number
of samples present in each cluster.

Fig. 1: Summary of the graph-based method for clustering of cyphers.

Performing this calculation on every iteration of the Girvan-Newman algo-
rithm provides a measurement on the degree of separation of the classes of the
data. If the overall entropy decreases sharply at the beginning of the iterative
process it means that the first few edges are the ones that connect communi-
ties belonging to different documents (see Fig. 2). Therefore, the data is easily
separable and the documents are dissimilar. Otherwise, if the clusters are not
homogeneous until the very end of the iterative process it means that the doc-
uments being analysed are tightly coupled and therefore very similar. This idea
can be seen in Figure 2 and can be summarised into a global similarity metric
by computing the area under the curve of the global entropy per iteration. We
have named this metric Cipher Similarity Index (CSI).

An important aspect to consider when computing the CSI is that the maximal
entropy depends on the prior distribution of the document samples. If the classes
are not equiprobable a priori then the metric is not bounded to the range of 0 to
1, but rather the range defined by the entropy of the prior distribution. This can
be sidestepped by normalising with respect to the maximum value of the entropy
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Fig. 2: Dissimilar datasets often exhibit delayed convergence in the entropy parti-
tioning scheme. Hence, the area under the curve serves as a metric for assessing the
separability of features.

for the measured set of samples or by sampling a fixed number of elements from
each document, which can be exploited to reduce the computational complexity
of the algorithm.

4 Experimental Setup

In the experiments, we hypothesise that labelled data is not available. So, we
separate samples from different source documents assuming that each document
contains a unique alphabet. If two documents’ scripts share a significant amount
of symbols, they should be considered similar using our metric. To assess this
hypothesis, we have compiled a collection of manuscripts, presented in Section
4.1. These contain both unique and shared alphabets with differing properties
to provide some insight on the feasibility of our proposed methodology.

As mentioned in Section 3, the baseline and our proposed method require
the segmentation of symbols for each ciphered document. The pre-processing
is described in 4.2. Moreover, they both require extraction of features on the
symbol-level images, which are described in 4.3.

4.1 Datasets

Different manuscripts have been used in the experiments. Some of them contain
a unique alphabet, whereas others share the same alphabet but with different
handwriting styles (e.g. digits in Vatican ciphers). Examples of each manuscript
are shown in Figure 3. The documents are described next:

The BNF cipher is a corpus of ciphered letters written by various French
nobles around the 16th century, kepth in the Bibliotheque Nationale de France.
It contains about 37 distinct types of graphical symbols, generally non-touching.
The plaintext - before encryption - is French.
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Bnf Cipher

Borg Cipher

Copiale Cipher

MaximilianII Cipher

Ramanacoil Cipher

Codex Runicus

Zodiac Cipher

Vatican 1 Cipher

Vatican 2 Cipher

Vatican 3 Cipher

Vatican 6 Cipher

Vatican 7 Cipher

Fig. 3: Samples from the manuscripts employed throughout this study.

The Borg cipher1 is a long encrypted manuscript from the 17th century.
All the manuscript is encoded, except the first and last two pages. The cipher
consists of 34 different symbols, generally touching, and combining graphic signs,
Latin letters and diacritics. The plaintext language - before encryption - is Latin.

The Copiale cipher 2 is a long encrypted manuscript from the mid 18th
century. The cipher employs 100 different symbols, using characters from the

1 https://www.su.se/english/research/research-projects/decipherment-of-historical-
manuscripts/the-borg-cipher-1.688283

2 https://www.su.se/english/research/research-projects/decipherment-of-historical-
manuscripts/the-copiale-cipher-1.688288
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Latin and Greek alphabets and ideograms that represent special entities. The
plaintext language - before encryption - is German.

The Maximilian II cipher [13] consists in encrypted diplomatic letters sent
by Maximilian II in 1575. It uses different graphic signs and can be described as
a mixture of astrological signs, Greek letters, and esoteric symbols.

The Ramanacoil cipher [5] is a manuscript from 1674, kept in the National
Archives of the Netherlands. It employs 24 unique (non-touching) symbols for
the Latin alphabet (but without V and J), additional special symbols for double
letters (EE, FF, LL, OO, and PP), and special symbols for seven important words
(e.g. “Ramanacoil”). The plaintext language - before encryption - is Dutch.

The Codex Runicus [24] is a medieval manuscript from the 14th cen-
tury containing the oldest preserved Nordic provincial law, written using the
runic alphabet. It was written on 100 parchment folios, totaling 202 pages. This
manuscript is not a cipher, but it has been included to show that our method-
ology can be extended to any script system, not only cipher alphabets.

The Vatican ciphers are a collection of documents found at the Secret
Archive of the Vatican. The selection presented here (identified with the numbers
1, 2, 3, 6, 7) span various centuries and handwriting styles. These Vatican ciphers
are generally written using 76 different symbols, based mostly on digits with
multiple diacritics.

The Zodiac cipher3 is the generic name given to a series of modern ciphers
written by a serial killer based in the San Francisco Bay, United States between
the 1960s and 1970s. The plaintext - before encryption - is English.

4.2 Preprocessing

Segmented symbols are the input to all models. We have used the same unsuper-
vised symbol segmentation algorithm as in [2]. First, the document is binarised
using Sauvola thresholding [22]. Text lines are then segmented by summing all
columns of the image matrix and detecting peaks with the peakutils library [20].
Once every text line is isolated, symbols are segmented by finding connected
components. The final symbol reconstruction requires a final step of aggregation
of close objects, as there are symbols formed by the composition of smaller se-
mantic units (e.g. dotted symbols). In Table 1, the final number of segmented
symbols per document is shown.

3 https://www.dcode.fr/zodiac-killer-cipher
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Table 1: Number of segmented symbols for each dataset.

BNF Borg Copiale Maxim. Raman. Runicus Vat. 1 Vat. 2 Vat. 3 Vat. 6 Vat. 7 Zodiac

2988 1140 3472 3939 12226 3206 1831 6111 2391 4407 4522 593

(a) (b)

Fig. 4: Examples of incorrectly segmented symbols. a) Segmentation errors due to
line detection failure (red) and correct segmentation (green). b) Cluster with wrongly
segmented symbols.

It should be noted that, since this method is completely unsupervised, there
can be segmentation mistakes. Figure 4 shows some prototypical examples of
errors during this process.

4.3 Feature Extractors

To discuss the usability of learnt vs handcrafted descriptors, we run experiments
using different features extracted from the segmented symbols, concretely:

SIFT. First, we utilise the SIFT [18] (Scale-Invariant Feature Transform)
descriptor to extract distinctive local features from images. This method involves
detecting key points in the image that are invariant to scale and rotation, followed
by computing descriptors for these points based on gradients in the surrounding
area. The way we have extracted the features is by resizing the image to be
large enough to extract features from it (in our case, to 64x64), and applying a
4x4 grid of keypoints based on the width and height of the image from which
features are to be extracted. We used the SIFT implementation from OpenCV4

to generate these descriptors.

VGG16. Secondly, we extract features using a 16-layers deep convolutional
neural network, namely VGG16 [29]. This architecture is a usual way-to-go for
practitioners, as the learnt features in narrow layers tend to be generic enough
to be useful in describing out-of-domain images [35]. More precisely, we are using
a torchvision5 VGG-16bn implementation pretrained on imagenet [4].

4 https://docs.opencv.org/4.5.5/da/df5/tutorial_py_sift_intro.html
5 github.com/pytorch/vision
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CLIP. Alternatively, we take advantage of CLIP [25] trained on Laion-2b [27]
as a state-of-the-art visual encoder. We use the open-clip [11] implementation
of a ViT-B/32 [6].

OCR. Lastly, it is important to take into consideration the textual nature
of the data at hand. Therefore, we train a CTC [10] ViT [6] with a transformer
decoder [33] to obtain transcriptions of scene and document images (OCR-
Generic) by training on the HierText [17] dataset. We also provide results
with the same architecture, but specialised on handwritten datasets (OCR-
Handwritten) such as [7], [8] and [26]. In both cases, the descriptors are ob-
tained by aggregation of the tokens produced by the encoder via max-pooling.

For computational efficiency, the computed features are passed through PCA
to reduce their dimensionality to 50 before being fed to our methods.

5 Experimental Results

In this Section, we present the results obtained using the Baseline method and
our proposed CSI method.

5.1 Baseline Results

Results on the Baseline method are shown in Figure 5 and are obtained by
averaging the cluster similarity percentages obtained on 4 runs after sampling a
random subset of 500 feature vectors from each cipher. This can be computed
fairly quickly – with each run taking around 20 to 50 seconds in a commercial
CPU with our implementation – unlike with the full set of samples, which for
certain pairs of documents can take hours. The agreement score is defined as

AGR =

 ∏
∀q∈Q

Baseline(q)

1/|Q|

(2)

where Q is the set of feature sources (VGG, SIFT, etc.). It should be interpreted
as an average of values produced using CSI on all feature sources.

The main behavioural aspects to outline are the fact that most feature sources
result in Vatican documents being assumed similar (which makes sense since
Vatican documents mainly use digits), which confirms the intuitions and as-
sumptions about the method. Nevertheless, some of its shortcomings are the
general homogeneity of similarity values and the failure case using VGG16 fea-
tures, where all documents are deemed similar. Our re-run experiments resonate
with those of the original publication [2].
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Fig. 5: Baseline results between pairs of ciphered documents using features from a
CLIP model, an OCR model trained on generic text, an OCR model trained on hand-
written text, a VGG16 and SIFT. The last cell shows the degree of agreement between
all feature sources.

5.2 Cipher Similarity Index

Experiments on CSI are performed using the same process of averaging 4 runs
using a random subset of 500 feature vectors from each cipher. Using CSI each
run takes between 20 and 30 seconds, depending on the pair of ciphers being
studied.

In Figure 6 the results for all feature extraction methods using the CSI metric
are shown. The values are normalised for ease of comparison as CSI−µ/σ where
µ and σ are the mean and standard deviation of all values of CSI for a single
feature. The same definition of agreement score is used.

The main conclusion that can be drawn from Figure 6 is that the source of
the features does not seem to have a strong effect on the final value of the metric.
As it can be seen from the agreement score, the algorithm operates similarly on
all feature spaces, which indicates that all feature extraction methods result in
each document being placed within the same relative distances from each other.
This is fairly indicative that features extracted from each segmented symbol are
also representative of their origin, which aligns with our initial hypotheses.
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Fig. 6: Normalised CSI values between pairs of ciphered documents using features
from a CLIP model, an OCR model trained on generic text, an OCR model trained
on handwritten text, a VGG16 and SIFT. The last cell shows the degree of agreement
between all feature sources.

A second conclusion is that CSI seems to behave as expected for those ci-
phers that are known to have shared or partly shared alphabets. In particular,
all documents encoded using the Vatican cipher appear to be similar according
to our metrics, which correlates with the fact that all these ciphers use dig-
its as their base alphabet. An interesting point is that this effect seems to be
more pronounced for OCR features, possibly because digits are in-domain for
these methods whereas other symbols are not. For combinations of other pairs
of similar ciphers a more definite answer is difficult without the criterion of an
expert paleographer. In Figure 7 some qualitative results are given for the high-
est similarity values for each cipher for illustration purposes. Using the results
from Vatican it can also be ascertained that this system seems to be partially
robust to variations in handwriting style because of the existence of significant
differences in the source documents (character slanting, spacing, cleartext, etc.),
but the extent of this is difficult to evaluate from the CSI metric alone.

When comparing with the results using the Baseline method, the most evi-
dent difference is the fact that CSI values have a broader relative range, implying
the output values are more informative of similarity. Moreover, there is less vari-
ance among the source of features. The same overall patterns in similarity are
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Fig. 7: Qualitative results depicting the agglomerative pairing of the two most similar
ciphers based on the normalised aggregate CSI score. It is noteworthy how digit-based
ciphers (e.g., Vatican) are distinctly separated from symbol-based ones (e.g., Borg,
Ramanacoil). Both modalities converge in later stages.

shared between both methods, indicating that they are both drawing the same
conclusions about the relationships between pairs of documents.

5.3 A different approach on out-of-domain identification

In this Subsection we propose another way of computing cipher similarities using
a classification model trained on a specific subset of documents. The purpose
is to check whether similar results could be obtained through simpler means.
Starting from the same symbol-level segmentation from the previous methods,
a VGG16 classification model is trained with the task of providing the label of
the document a symbol comes from. Training is performed on a subset of the
documents only. The task consists on classifying any new incoming document
samples with labels from the original and count the times each document is
classified as the second choice for the model. The assumption is that the second
option can be interpreted as the easiest to confuse class with respect to the
original document. Using this paradigm with the unseen classes, the results are
shown in Table 2 (after normalising by the number of samples of each input
document).

Some aspects observed in the previous experiments such as the affinities of
Zodiac with other ciphers are replicated here. Results for other ciphers are nev-
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Table 2: Similarity results using the classification method. Rows show the origin of
the input documents and columns show what training document they are classified as.
In bold, the preferred in-domain class for every input document.

Test
Train Borg Copiale Vatican 1 Vatican 2 Vatican 3 Vatican 6 Vatican 7

BNF 0.176 0.011 0 0.344 0.327 0.141 0.001
Maximilian II 0.122 0.085 0.026 0.349 0.103 0.257 0.059
Ramanacoil 0.335 0.034 0.002 0.243 0.244 0.137 0.005
Runicus 0.002 0.744 0.001 0.098 0.002 0.107 0.045
Zodiac 0.02 0.747 0 0.098 0.002 0.111 0.022

ertheless not aligned with those from the proposed CSI metric or the clustering
algorithm from the Baseline. Overall, this idea seems to have difficulties in cap-
turing nuanced similarities between ciphers – in most cases, most of the mass of
samples falls on the same secondary class, from which a similarity metric cannot
be extrapolated.

6 Conclusions

This work presents the CSI metric, a novel way of comparing pairs of ciphered
documents in order to find whether they share alphabets with no prior knowledge
about their contents. We have shown this method is capable of analysing ciphers
containing both variations of the same alphabet as well as unique alphabets. We
have also shown that this method improves upon previous exploratory works [2]
by giving results in a broader range that are more stable to the origin of the
features and partially writing style. Finally, we have also used a simple secondary
method to address the question of identifying the closest document in a known
collection given a new unknown one.

There are some possibilities to improve on this work. Firstly, we plan to incor-
porate the expertise of a historical paleographer to better evaluate the strengths
and weaknesses of the method and thus improve it. In particular, it would be
interesting to compare how similar does an expert perceive two ciphers to be
against what our method generates. Secondly, the fact that the symbol segmen-
tation system is fully unsupervised makes it very flexible, but it also induces
some assumptions that may not hold for all scripts (e.g. the degree of overlap
between symbols is assumed to be low). Some outliers are fed into the model as
a result. Thus, improving the segmentation algorithm is another potential road
for improvement of the overall method.
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