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Abstract—Decentralized Metaverses, built on Web 3.0 and Web
4.0 technologies, have attracted significant attention across var-
ious fields. This innovation leverages blockchain, Decentralized
Autonomous Organizations (DAOs), Extended Reality (XR) and
advanced technologies to create immersive and interconnected
digital environments that mirror the real world. This article
delves into the Metaverse of Everything (MoE), a platform that
fuses the Metaverse concept with the Internet of Everything (IoE),
an advanced version of the Internet of Things (IoT) that connects
not only physical devices but also people, data and processes
within a networked environment. Thus, the MoE integrates
generated data and virtual entities, creating an extensive network
of interconnected components. This article seeks to advance
current MoE, examining decentralization and the application
of Opportunistic Edge Computing (OEC) for interactions with
surrounding IoT devices and IoE entities. Moreover, it outlines
the main challenges to guide researchers and businesses towards
building a future cyber-resilient opportunistic MoE.

Index Terms—Metaverse of Everything; IoT; Blockchain; Op-
portunistic Edge Computing; Digital Twins; Extended Reality;
Web 4.0; Future Internet.

I. INTRODUCTION

The Metaverse can be defined as a network of real-time
rendered 3D virtual worlds delivered through Extended Reality
(XR) devices like Augmented and Mixed Reality (AR/MR)
smart glasses or Virtual Reality (VR) headsets [1]], [2]. The
term “Metaverse” originates from Neal Stephenson’s 1992
science fiction novel Snow Crash. However it gained sub-
stantial attention in late 2021 following Mark Zuckerberg’s
announcement of Facebook’s rebranding to Meta, a new
company dedicated to developing next-generation social net-
working solutions. Since then, the Metaverse became a popular
buzzword among companies, each interpreting and promoting
it according to their own perspectives and technological capa-
bilities.

Few articles in the literature examine decentralized meta-
verses that rely on blockchain [J3]], with the majority focusing
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on cybersecurity and Decentralized Autonomous Organiza-
tions (DAOs). In particular, in [4] the concept of Metaverse
of Everything (MoE) is defined as a concept that merges the
Metaverse with the Internet of Everything (IoE), an extension
of the Internet of Things (IoT) paradigm. This article outlines
the main opportunities and challenges and provides a thorough
SWOT analysis. Nevertheless, this article does not address
the need to incorporate Opportunistic Edge Computing (OEC)
communications [2] to build hybrid worlds that allow for
interacting seamlessly with both virtual and physical entities.

In contrast, the motivation behind this article is to ex-
plore how blockchain and opportunistic communications can
enhance the MoE by addressing current limitations related
to cybersecurity and latency in the communications of an
edge-cloud computing continuum. To the knowledge of the
authors, this is the first article that proposes a global and
comprehensive vision of how to confront the main MoE issues
to guide researchers and managers on future developments.
This article also aims to shed light on the integration of XR,
blockchain, IoE and opportunistic communications, providing
valuable insights into the field.

The rest of this paper is organized as follows. Section [[I pro-
vides a conceptualization the Metaverse of Everything (MoE)
and an overview of its key concepts, Section proposes a
communications architecture for the MoE. In Section [[V] the
main challenges of the MoE are outlined. Finally, Section
is devoted to conclusions.

II. BASIC CONCEPTS
A. The Metaverse

The Metaverse is envisioned as an extension of the physical
world where Metaverse users (Meta-users) can interact with
a computer-generated environment and with other Meta-users
[1l, [5]-[7], enabling interaction across diverse virtual or
hybrid spaces (i.e., a space that is partially real and partially
virtual). Therefore, it is a network of shared interconnected
spaces that exist alongside the physical world. Such a concept
is set to drive the future Internet and to influence all sectors
of the economy, like entertainment, education, industry (with
the so-called industrial metaverses [2]), finance, and even
governance [8]. By leveraging advancements in ubiquitous



computing and sophisticated technologies, the Metaverse pro-
vides a versatile framework for novel applications. Thus, it
promises a future where technology integrates seamlessly,
creating new value opportunities.

From an engineering standpoint, metaverses exhibit typical
characteristics of Cyber-Physical Sytems (CPSs) [9] or even
Cyber-Physical Social Systems (CPSSs) [[10], which specially
refers to three worlds (physical, virtual, and mental worlds).
Despite its potential, the Metaverse lacks a standardized
definition, and there is even an ongoing debate about the
core technologies it encompasses (e.g., it is not clear whether
it is indispensable to use ultra-Low latency communication
networks like 6G). Nonetheless, XR technologies are un-
deniably central to its development thanks to their ability
to offer novel and immersive ways to interact with digital
content. For instance, XR technologies like Augmented Reality
(AR) enable overlaying digital information onto the physical
world; Virtual Reality (VR) can create fully digital immersive
environments; and Mixed Reality (MR) can combine real and
virtual elements.

As the Metaverse continues to evolve, there is a growing
need for decentralization to ensure user control, cybersecurity,
and interoperability across different platforms [11]. In addi-
tion, IoT and Industrial IoT (IloT) technologies are also crucial
for bridging the physical and digital worlds since they provide
real-time data through sensors and enable interactions with the
environment through actuators [2].

B. Internet of Everything

The growing penetration of IoT technologies is reflected in
sectors such as consumer electronics or CPSs for industrial
automation [9]. The Internet of Everything (IoE) extends
the IoT paradigm by connecting people, processes, data and
things, forming a challenging integrated network of intercon-
nected entities [12]. The added value of IoE lies in its ability
to provide Machine-to-Machine (M2M), Person-to-Machine
(P2M), and Person-to-Person connections [13]. For instance,
Digital Twins leverage information provided by IoE entities by
creating detailed digital models of physical objects, systems,
or processes that are enriched with real-world data, thus
allowing real-time simulations, analytics and optimizations,
closing the loop control at the system level [4]]. Thus, the
integration of the IoE within the Metaverse creates the so-
called Metaverse of Everything (MoE), which opens up a
plethora of opportunities across various domains [4]]. Table [
shows some examples of IoE and MoE entities. Despite these
opportunities, several challenges remain, including technical
limitations, user adoption and ethical considerations [4], [7].

C. Web 3.0 and 4.0

Web 3.0 is characterized by decentralization, user’s full
empowerment, and enhanced privacy [14]. Unlike its prede-
cessor, Web 2.0, which is dominated by centralized platforms,
Web 3.0 leverages Distributed Ledger Technologies (DLTs)
like Blockchain and distributed networks to enable peer-to-
peer interactions without central authorities [15]. DAOs can

operate autonomously through smart contracts (self-executing
contracts to automate transactions and interactions based
on predefined conditions), eliminating the need for external
intervention [15[]. This new Web 3.0 paradigm emphasizes
user control over personal data and digital assets (e.g., Non-
Fungible Tokens (NFTs), dynamic NFTs (dNFTs), tokens),
utilizes smart contracts for automated transactions, and sup-
ports decentralized applications (DApps) that run on dis-
tributed networks [4], [15]. Thus, by incorporating decentral-
ized governance through DAOs, Web 3.0 aims to create a more
open, secure, and user-centric Internet.

While Web 3.0 focuses on decentralization and openness,
the so-called Web 4.0 is defined in an European Union
initiative as a ground-breaking technological transition towards
a world where everything is seamlessly interconnected [16]:
”Using advanced artificial and ambient intelligence, the Inter-
net of Things, trusted Blockchain transactions, virtual worlds
and XR capabilities, digital and real objects and environments
are fully integrated and communicate with each other, enabling
truly intuitive, immersive experiences, seamlessly blending the
physical and digital worlds.”. Therefore, Web 4.0 envisions
a highly personalized and context-aware Internet where in-
telligent systems anticipate user needs and provide real-time
adaptive interactions.

D. The Metaverse of Everything

The MoE is an advanced conceptualization of the Metaverse
that integrates and extends IoE into a unified immersive
virtual environment. In the MoE, physical and digital worlds
are seamlessly interconnected, with a comprehensive network
of virtual entities, including people, objects, data and pro-
cesses, all interacting within a persistent 3D virtual space.
This environment leverages Web 3.0 technologies to create a
decentralized and user-centric ecosystem where virtual repre-
sentations of real-world assets and activities coexist. The MoE
envisions a holistic digital experience where users can engage
in complex interactions, conduct transactions and manage their
digital and physical assets in an interconnected and immersive
manner, effectively merging the virtual and physical realms
into a cohesive and interactive digital universe (Web 4.0).
MOoE is expected to revolutionize sectors, from entertainment
to industry and work interactions [7].

E. Blockchain and Decentralized Metaverses

Decentralized metaverses like Decentraland or Voxels Meta-
verse are powered by Web 3.0 technologies, where virtual
entities are stored, updated, shared and exchanged across local
nodes. Decentralized intelligence circulates and aggregates
among these nodes, producing integrated intelligence [[10].

These platforms vary in their approach to governance, user
control and interoperability [11], [17]. In the case of central-
ized metaverses, they are vulnerable to various security threats,
since each platform server manages sensitive user data such
as identities, passwords and biometric information [[18]]. For
instance, in centralized metaverses, users only own their virtual
avatars, while in decentralized metaverses, they can co-create



TABLE I
EXAMPLES OF IOE AND MOE ENTITIES.

IoE category IoE examples

MoE (Digital Twins) MOoE examples

People Users connected to the Internet Meta-users (Avatars) Meta-users, company owners and
marketing agencies

Processes Different types of processors: SBCs, Central Processing Units (CPUs), ~ Web 3.0 and Web 4.0 based com-  NFTs, Dynamic NFTs (dNFTs),

Road-Side Units (RSUs), Programmable Logic Controllers (PLCs),  ponents, Al agents DeFi, smart contracts and digital
Supervisory Control and Data Acquisition (SCADA) Systems, Micro- twins
controllers (MCUSs)

Data Users’ information, videos, music, documents, email Generated data and DApps Digital identity, data generated on
MoE and related services (e.g., In-
tellectual Property)

Things Sensors, vehicles, drones and AGVs (Autonomous Ground Vehicles),  Virtual assets and services Virtual worlds: virtual markets, vir-

UAVs, robots, Radio Frequency Identification (RFID) tags, HVAC
systems, cameras, smart irrigation systems, smart traffic lights

tual universities, virtual cities, vir-
tual buildings, virtual environments

virtual avatars in the DAO and collaborate with existing avatars
to manage new ones. DAOs facilitate efficient operations,
where any member, such as a holder or contractor, can propose
initiatives. Proposals are discussed within the community and
enacted if the majority votes in favor, with smart contracts
recording the outcomes. Members who significantly contribute
to the community gain reputation values, influencing future
votes. Tokens circulate within the community to incentivize
active participation.

Therefore, decentralization is essential, aiming to distribute
control and decision-making away from centralized entities.
Blockchain technology [15]], with its transparent and im-
mutable ledger, forms the backbone of decentralized systems.
DApps and smart contracts enable trustless interactions, re-
ducing the need for intermediaries and enhancing security.

Data management leverages Blockchain technologies to
ensure data integrity, security and privacy. The provided key
features include:

o Data are stored across a network of nodes, reducing the

risk of data breaches and ensuring high availability.

o Advanced encryption techniques protect user data, ensur-

ing privacy and compliance with regulations.

« Standardized protocols facilitate seamless data exchange

between different systems and platforms within the MoE.

In the context of the Metaverse, decentralization offers sev-
eral advantages, including increased user control over digital
assets, enhanced privacy and resilience against attacks. How-
ever, it also presents challenges such as scalability, interoper-
ability and regulatory compliance, which must be addressed
to realize its full potential.

F. Opportunistic Edge Computing

OEC systems leverage Edge Computing devices to identify
and provide computing services opportunistically to nearby
IoT/IoT devices and IoE entities. Edge Computing is used to
eliminate the need for sending requests to a remote Cloud [9].
Regarding IoT/IIoT devices and IoE entities, they are often
resource-constrained (e.g., battery-powered) and distributed
across extensive environments, and rely on external devices
for connectivity and computational functions (e.g., processing

power, internal storage), typically a remote Cloud that may not
always be accessible. In addition, IoT/IIoT devices and IoE
entities require reduced energy consumption for sustainability
purposes.

OEC systems are particularly beneficial when IoT/IloT
devices and IoE entities lack continuous Internet connectivity
or are static or have limited mobility, preventing them from
relocating to communicate with other devices or entities [2].

Moreover, the collaborative nature of OEC solutions helps
to mitigate some limitations of traditional Cloud Computing
architectures, which are not designed for energy efficiency and
face scalability issues with large-scale IoT/IIoT/IoE implemen-
tations [9]].

Technological advancements in Single-Board Computers
(SBCs), wearables, embedded IoT/IIoT devices and IoE en-
tities have recently made OEC feasible and affordable. These
devices now offer sufficient computing power and reduced
power consumption, allowing them to function as MoE gate-
ways or smart end devices within Edge Computing architec-
tures.

The main software components of an OEC system for a
MokE solution should include the following functionality:

o Peer discovery: it enables Meta-users to detect nearby
IoT/IIoT devices and IoE entities and other Meta-users.
This requires implementing a device discovery protocol
that is ideally secure and fast, as Meta-users usually move
around, establishing communications between Metaverse
applications and surrounding IoT/IIoT devices and IoE
entities automatically.

e Peer routing: communications need to be routed to and
from specific XR or IoT/IIoT devices and IoE entities,
which requires establishing an efficient path to the desti-
nation.

« Data routing: it allows for transmitting information from
one device to another when the receiving device/entity
is not within the communication range of the sending
device/entity.

o Resource sharing: it is essential for optimizing resource
use while delivering the necessary resources as close
as possible to the IoT/IloT/IoE and XR devices. Thus,



efficient resource sharing allows for reducing response
latency, which is crucial for the User Experience (UX)
of MoE applications.

synchronized with the virtual elements of a MoE world,
MoE-ready XR devices should be able to monitor the
state of the components shared with other Meta-users.

Furthermore, XR devices have three other communication
channels:

— XR device-to-XR device (XR2XR): two MoE-ready
XR devices can communicate directly between them
or by using OEC communications, thus avoiding

unnecessary connections through external devices.
— XR device-to-OEC device (XR20EC): in case of

III. ARCHITECTURE OF THE MOE
A. Main components

The architecture of the MoE consists of several core com-
ponents that work together to create a cohesive and interactive
digital environment. These components include:

« Digital Twin framework: it allows for creating and man-

aging digital replicas of physical objects, enabling seam-
less integration between virtual and physical worlds.
Blockchain infrastructure: it provides a decentralized
ledger that ensures secure and transparent transactions
within the MoE. It supports the use of smart contracts
and digital assets.

IoE integration layer: this layer connects IoT/IIoT devices
and IoE entities among them, facilitating real-time data
exchanges and interactions.

User interfaces: they are the AR/MR/VR interfaces [2]
through which users interact with the MoE, aiming to
provide an immersive and intuitive user experience.

having an OEC device in range, XR devices can use
it to exchange data with third parties (e.g., with other
XR devices or Smart Objects that are not in range,
with the Cloud or with a Decentralized Subsystem)
or to perform certain processing tasks that require a
high amount of computing power.

— XR device-to-Cloud (XR2Cloud) and XR device-
to-Decentralized System (XR2DS): type of commu-
nications that makes use of the Routing Layer to
exchange data either with a remote Cloud certain
services of a Metaverse are provided or with specific
decentralized services (e.g., with a blockchain or
with a decentralized storage).

In practice, the previous components are deployed in layers
like the ones illustrated in Figure [I] Such a Figure shows an
example of MoE architecture for a smart city and includes six
main layers:

e OEC Layer: it provides opportunistic Edge Computing
services to the MoE devices whenever they are in range.
In Figure [T} as an example, three types of OEC devices

. . are included: a low-power computing device (based on
« Smart Object Layer: it is composed of the deployed smart

IoT/IIoT devices and the IoE entities. Thus, this layer
includes both objects from the real world (e.g., smart
traffic lights, intelligent vehicles, devices for automating
smart buildings) and virtual entities (e.g., digital twins of
physical objects, digital messages, Artificial Intelligence
(AI) agents, or virtual entities that represent data from
processes or entered by people). This layer can exchange
information not only with the MoE-ready XR Device
Layer, but also with the servers of the Cloud Layer
and with the Decentralized Subsystem Layer, which can
feed/read data into/from the Smart Object Layer, and also
interact with the deployed physical devices and the virtual
entities. Thus, the smart objects of this layer track the
state and changes of every IoT/IloT surrounding object or
IoE entity, sending notifications to the XR devices when
needed, so that they can receive the latest information and
events. Moreover, this layer also allows developers to ex-
change data that feeds the XR virtual content, which can
react to changes in real-world IoT/IIoT devices and IoE
entities. Furthermore, this layer can send messages back
to the real devices in response to the user’s interactions
(like clicks or when grabbing a specific virtual object).

MoE-ready XR Device Layer: it includes all the XR

the use of a SBC), a high-power computing device (a
Cloudlet based on a powerful server) and a mobile device
(a smartphone).

Routing Layer: this layer includes a set of gateways that
allow for exchanging requests and data between the Cloud
Layer and the Decentralized Subsystem Layer with the
deployed XR and OEC devices.

Cloud Layer: it is where the actual MoE applications
are executed. Thus, it allows the different metaverses to
provide service for diverse fields, like those illustrated in
Figure [T}

Decentralized Subsystem Layer. They enable the decen-
tralization of the MoE by providing services related to
blockchain, DLTs or decentralized storage (e.g., decen-
tralized databases that utilize InterPlanetary File System
(IPFS)). For instance, DAOs and smart contracts facilitate
efficient data transmission and verification within the
Metaverse’s economic system. Consensus mechanisms
can guarantee transactions, while distributed blockchain
storage enhances security by providing redundancy. Fur-
ther networking details in blockchain-enabled communi-
cations and computing can be found in [19].

IV. CHALLENGES AND RECOMMENDATIONS

devices used by the Meta-users to interact with the
Smart Object Layer. Every XR subsystem runs locally the
necessary software to both control user interactions (e.g., The MoE promises a world of incredible possibilities, yet
hand movements, eye tracking) and communications with  for its full potential to be realized, current IoT/IloT/IoE
IoT/IIoT devices and IoE entities. Moreover, to keep technologies need significant advancement. Achieving truly

A. Meta-user interaction and UX
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immersive experiences hinges on four crucial elements of user
experience. First, there must be seamless integration, ensuring
a smooth interconnection between the physical and virtual
worlds. Second, synchronization is key, providing all meta-
users with a shared, real-time experience. High data-exchange
latency between IoT/IloT devices and IoE entities and XR
devices can hinder real-time interactions (with an ideal latency
under 10 ms), making it a critical issue to address. Third, rapid
interaction is essential,allowing for swift engagement with
both digital content and the physical surroundings. Finally,
persistence is necessary to track and retain Meta-user actions
over time, ensuring data continuity and consistency.

B. Energy efficiency

IoT/IIoT/IoE face significant resource constraints, as many
IoT/AIoT devices within the network run on batteries and
are limited by their energy and processing capabilities. The
increased communications with XR devices in the MoE will
drain their batteries faster, posing a challenge to energy
efficiency. Strategies to optimize the energy efficiency of MoE
architectures, specially regarding blockchain and DLTs [15],
are required to extend IoT/IIoT device battery life and to
develop more sustainable solutions towards the creation of
Green Metaverses [6]].

C. Diversity of real-world scenarios

The developed solutions must be versatile and adaptable
enough to be applicable across a wide range of settings, includ-
ing homes, healthcare facilities, educational institutions, agri-
cultural environments, transportation networks, smart cities,
and industrial environments. Each of these scenarios presents
unique requirements and challenges that need to be carefully
considered and addressed to ensure MoE is effective and
efficient in diverse contexts.

D. Open-source opportunistic plug-and-play protocols

Opportunistic plug-and-play protocols are essential for the
rapid discovery and establishment of communication between
Metaverse applications and IoT/IIoT devices and IoE enti-
ties, processes, and data. Developing these protocols involves
creating open-source frameworks that support XR devices,
IoT/MIoT devices, and IoE entities, processes, and data, as
well as Single-Board Computers (SBCs). These frameworks
will facilitate seamless integration and interaction, enabling
the Metaverse to effectively utilize the vast array of connected
devices and technologies.

E. Standardization

Standardization is an ongoing effort, so it is necessary to
monitor the different organizations (e.g., IEEE, ITU’s Focus
Group on Metaverse, 3GPP’s Metaverse projects, IETF and
MPALI) that are carrying out initiatives for such a purpose [20].

V. CONCLUSIONS

The journey towards a Blockchain and Opportunistic MoE
represents a significant leap in the evolution of the Internet.
This ambitious vision integrates Blockchain with Opportunis-
tic Edge Computing to create a robust interconnected network
that seamlessly blends physical and digital worlds. The MoE
aims to enhance security, efficiency and scalability, paving
the way for innovative applications and transformative user
experiences across various industries. The article proposed
a comprehensive vision the main concepts of the MoE, de-
scribed its communications architecture and shed light on
the integration of XR, blockchain, IoE and opportunistic
communications, providing valuable insights into the field.
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