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Abstract—In this paper, we investigate the impact of denial-
of-service attacks on the status updating of a cyber-physical
system with one or more sensors connected to a remote monitor
via unreliable channels. We approach the problem from the
perspective of an adversary that can strategically jam a subset
of the channels. The sources are modeled as Markov chains,
and the performance of status updating is measured based on
the age of incorrect information at the monitor. Our objective
is to derive jamming policies that strike a balance between the
degradation of the system’s performance and the conservation of
the adversary’s energy. For a single-source scenario, we formulate
the problem as a partially-observable Markov decision process,
and rigorously prove that the optimal jamming policy is of a
threshold form. We then extend the problem to a multi-source
scenario. We formulate this problem as a restless multi-armed
bandit, and provide a jamming policy based on the Whittle’s
index. Our numerical results highlight the performance of our
policies compared to baseline policies.

Index Terms—age of incorrect information, cyber attacks,
cyber-physical systems, jamming policies, networks, status up-
dating, real-time systems.

I. INTRODUCTION

Cyber-physical systems are complex systems that integrate
computational algorithms with dynamical processes, thereby
unifying the digital and physical worlds seamlessly [1]. These
systems use computation, communication, and control to
improve efficiency, adaptability, and automation in various
modern domains such as smart cities, factories, healthcare,
and transportation. Due to their highly dynamic nature, cyber-
physical systems require real-time monitoring so that the latest
changes in the physical environment is captured. This real-
time flow of data enables these systems to quickly respond
to the new conditions, ensuring decisions are made based
on the most current and relevant information [2]-[7]. For
example, autonomous vehicles navigating traffic and smart
grids managing energy distribution both rely on real-time
status updates. Autonomous vehicles must constantly analyze
sensory information to make navigation decisions, and adapt
to road conditions and traffic patterns. Similarly, smart grids
should constantly use sensory information to balance energy
supply and demand, and allocate resources optimally. In these
cases, real-time decision-making depends on the timeliness
and accuracy of status updates.

However, cyber-physical systems are inherently vulnerable
to various forms of cyber attacks [8]. Three prevalent types of
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cyber attacks include deception attacks, eavesdropping attacks,
and denial-of-service attacks, as noted in [9]. Deception at-
tacks compromise data integrity, eavesdropping attacks breach
confidentiality, and denial-of-service attacks—the focus of
our study—disrupt data availability by obstructing network
transmissions. Here, we investigate the impact of denial-of-
service attacks on the status updating of a cyber-physical
system with one or more sensors connected to a remote
monitor via unreliable channels. We approach this problem
from the perspective of an adversary that can strategically
jam the channels. Our objective is to derive jamming policies
that strike a balance between the degradation of the system’s
performance and the conservation of the adversary’s energy.
Determining such policies enable us to gain insight into the
potential damage that such attacks can inflict on monitor-
ing systems.

In our study, the sources are modeled as Markov chains,
and the performance of status updating is measured based
on the age of incorrect information (Aoll) at the monitor
in a partially-observable environment. The Aoll was initially
proposed in [10], which takes into account both the change
of the source status and the freshness of information. The
reader is referred to [5], [11]-[14], and the references therein,
for more details about this semantic metric and its use for
cyber-physical systems. Notably, the works in [5], [10], [12]
developed optimal scheduling policies that minimize the Aoll
in real-time monitoring applications, where it is assumed that
the scheduler has a perfect knowledge of the status of the
source at each time. However, in practice, specially if multiple
sources need to be tracked, the scheduler might not be aware
of the status of the sources [11]. In this partially-observable
environment, the Aoll is not known, and must be estimated.

There exists a body of research on the design of jam-
ming polices in the context of cyber-physical systems [15]-
[21]. Notably, Zhang et al. [15] obtained the optimal signal-
independent jamming policy that maximizes a regulation loss
function subject to a blockage frequency constraint in a
networked control system, and extended the results to a multi-
source scenario. Zhang et al. [16] also derived the optimal
signal-independent jamming policy that maximizes a distortion
loss function subject to a blockage frequency constraint in
a networked estimation system, and extended the results to
the case in which there exists a packet-drop-ratio stealthiness
constraint. Qin ef al. [17] found the optimal signal-independent
jamming policy that maximizes a distortion loss function
subject to a blockage frequency constraint in a networked
estimation system when the channel is subject to packet loss
even in the absence of attacks, and extended the results
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to a multi-source scenario. Zhang et al. [18] obtained the
optimal signal-independent jamming policy that maximizes a
distortion loss function subject to a jamming power constraint
in a networked estimation system when the channel is ideal
in the absence of attacks, and presented their findings for
both static and dynamic attacks. Qin et al. [19] extended the
results in [18] to the case in which the channel is subject to
packet loss even in the absence of attacks. Gan et al. [20]
found the optimal signal-independent jamming policy that
maximizes a distortion loss function subject to a jamming
power constraint in a networked estimation system when the
sensor is connected to the monitor via a two-hop relay channel.
In addition, Zhang et al. [21] obtained the optimal signal-
dependent jamming policy that maximizes a regulation loss
function subject to a soft jamming power constraint in a
networked control system when the channel is fading, and
studied different packet detection schemes.

To the best of our knowledge, there are only a few works
that have addressed the design of jamming policies with
freshness metrics [22]-[25]. In particular, the work in [22]
formulated the interaction between the adversary and the
transmitter as a static game with an age of information (Aol)
utility function, and obtained the optimal jamming power level
when the channel is modeled as a M/G/1/1 queue. The work
in [23] formulated the interaction between the adversary and
the transmitter as a dynamic game with an Aol utility function,
and derived the optimal jamming time distribution when the
channel is reliable. The work in [24], focused on coordinating
multiple sensors’ channel access behavior in a distributed
way to minimize the average Aol under a jamming attack,
and studied the channel access policies when the channel
is modeled as M/M/1, M/D/1, D/M/1 queues. The work
in [25], which presents our preliminary results, considered
a single-source scenario and derived the optimal jamming
policy of an omniscient adversary that knows the mismatch
between the true state and the estimated state at the monitor
at each time.

A. Overview and Organization

In this paper, we propose a novel framework for designing
jamming policies that can degrade the performance of moni-
toring systems, thereby impairing their abilities to accurately
track and respond to real-time events. We seek to find jamming
policies in single and multi-source scenarios. For a single-
source scenario, we formulate the problem as a partially-
observable Markov decision process (POMDP), and rigorously
prove that the optimal jamming policy is of a threshold
form. We then extend the problem to a multi-source scenario.
We formulate this problem as a restless multi-armed bandit
(RMAB), and provide a jamming policy based on the Whittle’s
index. Our numerical results highlight the performance of our
policies compared to baseline policies. We should emphasize
that our study departs from the previous works in the literature.
In particular, in contrast to [22]-[24], we here consider a utility
function based on the Aoll. In addition, on the contrary to [25],
we here consider more realistic single-source and multi-source
scenarios where the adversary does not know exactly the states
of the sources at each time.

The paper is organized as follows. We formulate the prob-
lems mathematically and present our main theoretical results
for the single-source and multi-source scenarios in Sections II
and III, respectively. We provide our numerical results in Sec-
tion IV. Finally, we conclude the paper and discuss potential
future research directions in Section V.

II. SINGLE-SOURCE SCENARIO

In this section, we study the single-source scenario in which
we deal with a single source that sends its status updates to a
remote monitor over an unreliable channel, and an adversary
that can strategically jam the channel. First, we present the
system model, and define the main parameters of the system.
Then, we describe the evolution of the Aoll in a partially-
observable environment. Finally, we formulate the problem as
a POMDP, and derive the optimal jamming policy.

A. Networked System Model

We consider a binary Markovian source that generates
and instantaneously transmits status updates in the format
of data packets to a remote monitor over an independent
and identically distributed (i.i.d.) channel. Time is discretized
and normalized to the time slot duration. For the source, the
probability of transitioning from one state to another is . We
assume that r < 1/2. Let ¢(t) denote the quality of the channel
during regular operation at time ¢ such that ¢(¢) = 1 if the
transmitted packet is successfully decoded by the receiver in
the absence of any attack, and ¢(¢) = 0 if a packet loss occurs.
The probability of ¢(t) = 1 is equal to p. We assume that the
receiver instantaneously sends an acknowledgement (ACK) to
the transmitter when a packet is correctly decoded, and sends
a negative-acknowledgment (NACK) otherwise.

An adversary, acting as an agent within our system model,
attempts to jam the channel. Let a(t) denote the action of
the adversary at time ¢ such that a(t) = 1 if the adversary
attempts to jam the channel, and a(t) = 0 otherwise. When
the adversary decides to jam the channel, the probability that
it succeeds is equal to g. We assume that the adversary can
intercept the ACK and NACK messages at each time.

B. Performance Index and It’s Dynamics

In our study, the performance of status updating is measured
based on the Aoll at the monitor. If the source sends a packet
only when the estimated state at the monitor differs from that
of the source, the adversary will be able to track the mismatch
between the true state and the estimated state (see [25] for
more details). In particular, if the monitor does not send any
ACK or NACK acknowledgement, the adversary infers that
the true state and the estimated state are the same; otherwise,
it infers that they are different. Therefore, from the source’s
perspective, to further obscure the adversary in tracking the
mismatch, it is more appropriate if the source sends a packet
at every time. In this way, the adversary will not be able to
discern the mismatch as long as the monitor fails to decode the
received packet. Consequently, the adversary should estimate
the probability of the mismatch, and compute the expected age
of incorrect information (EAolIl).
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Let X(t), X(t), and g(t) be the source’s state, the estimated
state at the monitor, and the time stamp of the last successfully
received packet by the monitor, respectively. When the monitor
does not receive any new status update, it uses the last
successfully received packet as the estimated state. Hence,
X(t) = X(g(t)). Accordingly, the explicit expression of the
EAolI can be written as

s(t) =E[(t - V(¢)] (1)

where s(t) represents the value of the EAoll at time ¢, and
V(t) is the last time instant such that

X(V(t) = X(g(t)). )
Now, by [11, Lemmas 1 and 2], we can establish that

s(t) = E[t - V(t)]

— % [1 + (1= 2r) 79O+ _9(1 — )9O+ (3)
According to (3), we have s(t) = s;_,(;), where s, = 5-[1+
(1 —2r)k*1 = 2(1 — 7)**1] for all k > 0.

Note that, at time ¢ + 1, if the packet is successively
transmitted, then g(¢ + 1) = ¢ + 1. Therefore, at time ¢ + 1,
the EAoll equals to s(t + 1) = s;41_g(t4+1) = So. This
occurs if ¢(t +1) = 1 and a(t) = 0; or ¢(t +1) = 1 and
a(t) = 1 but the adversary does not succeed in jamming the
channel. However, if the packet is not successively transmitted,
then g(t + 1) = g(t). Therefore, the EAoll will transition
to s(t + 1) = sip1-g@+1) = St—g(t)+1. Following this
observation, the transition probabilities for the EAoll are
obtained as

Pr(s(t+ 1) = sq|s(t) = sk, a(t) = 0) = p,

Pr(s(t+1) = spq1ls(t) = sg,a(t) =0) =1 —p,

Pr (s(t+1) = sols(t) = sk, a(t) = 1) = p(1 —q),

Pr(s(t +1) = spr1ls(t) = sp.a(t) =1) =—p(1—q). @

C. Problem Statement

We suppose that, when the adversary decides to jam the
channel at time ¢, an additional positive cost is incurred due
to the energy consumed for jamming. A jamming policy ¢
is defined as a sequence of actions ¢ = (a?(0),a%(1),...),
where a?(t) = 1 if the adversary decides to jam the channel
at time ¢, and a?(t) = 0 otherwise. Let R(t) = s(t)—\a(t) be
the reward function of the adversary at time ¢, where A > 0.
Our aim is to find the optimal jamming policy that maximizes
the expected average reward. This can be formulated as

T-1

lim inf%we‘b{zm(ms(oﬂ )

T—o0
t=0

maximize
PP

where ® denotes the set of all causal jamming policies
and R?(t) denotes the reward function under the jamming

policy ¢.

D. Optimal Jamming Policy

In the rest of this section, we provide our theoretical
results on the design of the optimal jamming policy. We
begin by showing that the optimal solution is a threshold
policy. Then, we provide a closed-form expression of the
problem of interest, and derive the optimal threshold value
as a function of .

The optimization problem in (5) can be viewed as an
infinite-horizon average-reward POMDP with the following
characteristics:

o State: The state at time ¢, denoted by s(¢), is equal to the
EAoll at time t.

e Action: The action at time ¢, denoted by a(t), determines
if the channel is attacked (i.e., a(t) = 1) or not (i.e.,
a(t) = 0).

o Transition Probabilities: The transition probabilities spec-
ify the probabilities associated with transitioning from
s(t) to s(t + 1) given an action a(t).

e Reward: The instantaneous reward, denoted by R(t), is
equal to s(t) — Aa(t).

The optimal policy ¢* of the problem in (5) can be obtained

by solving the following Bellman optimality equation for each
state s = s(t):

0+ V(s) = max
ac{0,1}

{s —Xa + Z Pr(s — s’|a)V(s’)} (6)

s’eS

where Pr(s — s|a) is the transition probability from state s
to s’ given the action a, 6 is the optimal value of the problem,
V(s) is the differential reward-to-go function, and S is a set
defined as

S = {% [T+ (1 =2 —2(1 — )" |k > 0}. @)

In the next two lemmas, we show that s; and V(s;) are
increasing functions.

Lemma 1. s; is an increasing function with respect to i

Proof: We have s;11 — s; = (1 — 7)™+ — (1 — 2r)FL,
Knowing that r < 1/2, for all integer i, we have (1 —r)"T! —
(1 —27r)"*1 > 0. That means that s; 1 — s; > 0. [ ]

Lemma 2. V(s;) is an increasing function with respect to s;.

Proof: The relative value iteration equation consists of
updating the value function V*(.) as follows:

Vi1 (s:) = max {V,’(s:), V! (s:) } (8)
where
V2(si) = si + (1= p)Vi(sip1) + pVi(s0), )
Vi (si) = si = A+ (g + 1 = p)Vi(sit1)
+ (1= q)pVi(s0).

Our proof is by induction. We show that V;(-) is increasing
for all t and we conclude that for V'(-). As V;(.) = 0, then the
property holds for ¢ = 0. If V4(.) is increasing with respect to
s;, we show that, for s; < s;, we have V;% | (s;) < Vi%(s;)
and Vi (s;) < Vii(s))-

(10)
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We can write
Vto+1(5j) - VtE)H(Si)
=sj— s+ (L =p)(Vi(sj4+1) = Vi(sit1)). (A1)

By Lemma 1, we have s;41 < s;41. Hence, since Vi(.) is

increasing with respect to s;, therefore V,2, 1 (s;) — V%, (si) >

0. As consequence, V,% (-) is increasing with respect to s;.
Similarly, we can write

‘/;lJrl(sj) - V;sl+1(51)
si+ (1 —=p+pg)(Vi(sj+1) — Vi(sit1))-

Hence, V', (s;) — V.1 (s;) > 0. As consequence, V,% (") is
increasing with respect to s;.

Now, since Vi11(.) = max{V,2%, (), V;i1(-)}, then Vii1(.)
is increasing with respect to s;. We demonstrated by in-
duction that Vi(.) is increasing for all ¢. Knowing that
limy o0 Vi(s;)) = V(s;), we conclude that V(.) is also
increasing with respect to s;. ]

In the next theorem, we specify the structure of the optimal
jamming policy.

12)

:Sj_

Theorem 1. The optimal jamming policy associated with the
problem in (6) and for any given \ is an increasing threshold
policy. More specifically, there exists n € N such that the
prescribed action is passive, i.e., ar = 0, when s, < s,, and
the prescribed action is active, i.e., ar = 1, when sy > s,.

Proof: Note that the explicit expression of the Bellman
optimality equation when we are in state s; is written as

0 + V(s;) = max {si +pV(so) + (1 —p)V(sit1);
si= A+ (g+ (1 =p)(1 = q)V(sit1)

+(1 —q)pV(SO)}.

We will deduce that the optimal solution is a threshold-
increasing policy by establishing that AV (s) = V1(s;) —
VO(s;) is increasing in s;, where V'1(s;) and V'(s;) are the
value functions evaluated at s;, when the action is equal to 1
and 0, respectively. More specifically, we can write

(13)

AV(si) = Vi(si) = VO(si) (14)
where lim;_,o, V2(s;) = VO(s;) and limy_o Vi'(s;) =
V1(s;). Subsequently, AV (s;) equals to:

AV (si) = =A+pq(V(sit1) — V(0)). (15)

According to Lemma 2, V/(.) is increasing with respect to
s;. Therefore, AV (s;) is also increasing with s;. Moreover,
by Lemma 1, s; is increasing with respect to ¢. Hence, there
exists n € N such that AV (s;) < 0 for all s; < s,, and
AV (s;) > 0 for all s; > s,. Given that the optimal action
at state s; is the one that maximizes {V°(-), V1(-)}, then, for
all s; < sp, the optimal decision is the passive one since
max{V°(s;),V1(s;)} = V(s;), and, for all s; > s, the op-
timal decision is the active one since max{V°(s;), V1(s;)} =
V1(s;). This concludes the proof. [ |

Fig. 1: The state transition under a threshold jamming policy
with parameter s,,, where the state here is the EAoll.

Remark 1. According to Theorem 1, when the EAoll is less
than the optimal threshold, the impact of the adversary’s
action on the reward is small, whereas this impact becomes
more important when the EAoll is larger than the optimal
threshold. Consequently, the adversary should save energy
until the EAoll becomes large enough to reach the optimal
threshold, which happens inevitably due to the existence of
an unreliable channel, and then should jam the channel
and keep doing this as far as the EAoll is larger than the
optimal threshold. Note that this result is quite important as
it dramatically simplifies the structure of the jamming policy,
which is advantageous in practice.

E. Closed-Form Expression of the Optimal Solution

We have proved that the optimal solution of the problem
in (5) is a threshold policy. Nevertheless, we still have to
determine the optimal threshold value for any given A. To
that end, we will first derive a simple closed-form expression
for the average reward. Note that we can derive the steady-
state form of the problem in (5) for a given threshold jamming
policy with parameter s,, as

maximize 3, — \a, (16)
neN
where s, is the average EAoll, and @, is the average active
attacking time (AAT) under the threshold jamming policy with
parameter s,,. More specifically, we have

I U e .

Sp = T11_>rr;o inf TE [ 2 s(t)|s(0), ¢ (n)}7 (17)
1 T-1

@, = lim infTE"[t_O a(t)|s(0),¢t(n)} (18)

where ¢'(n) denotes the threshold jamming policy with pa-
rameter s,.

To compute 5,, and a,, we will determine the stationary
distribution of the discrete-time Markov chain (DTMC) that
models the evolution of the EAoll under the threshold policy
with parameter s,,. We first provide our result for a more
general DTMC, illustrated in Fig. 1.
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Proposition 1. For a given threshold jamming policy with
parameter S, the DTMC admits uy(s;) as its stationary
distribution:

(1-q)p

T=gri-n" ifi=0,
1— i(l;q)pn f1<i<n,
un(si) = (I=p) =5i=p flsis (19)
(1=p)"(pg+1-p)'™™ ifi>n+1.
w—d=ap _
I—g+(1-p)"

Proof: In order to find the expression of the stationary
distribution, we should resolve the following full balance
equation:

Un(Sk) = (20)

Z Pr"(s; = si)un(s;)

Jj=0

where Pr"(s; — si) is the transition probability from s; to
sy under the threshold jamming policy with parameter s,,. We
begin with the expression of Pr"(s; — s) for all j and k.
To that end, we can distinguish three cases of k.

Case I (k = 0): According to Theorem 1, if s; < s, the
adversary stays idle, thus s; moves to sy with probability p.
Otherwise, it moves to sy with probability p(1 —¢). Therefore,
we get Pr¥(s; — s9) = p if s; < s,,; and Pr¥(s; — s0) =
p(1 —q) if s; > sp.

Case I (0 < k < nj; s < s, as sy is increasing with
k): From (4), the only state that is susceptible to transition
to si at the next time is s;_1 with probability 1 — p. Thus
Prf(s; — sp) = (1 — p)1j—p 1.

Case III (k > n): From (4), the only state that is susceptible
to transition to s at the next time is s;_1 with probability
1—p(1—gq). Thus Pr"(s; = sx) = (1 —p(1 —q))1=k—1.

The above results imply that u, (sx) = (1 —p)u,(sg—1) for
0 < k <mnj;and u,(si) = p(1—q)un(sg—1) for k > n. Hence,
we can show by induction that u,,(s;) = (1 — p)*u,(sq) for
0 <k <mn;and up(sk) = (1 —p)"(1 — p(1 — q))" "un(so)
for k > n. The last step is to derive u,(so). Following the
fact that >~ un(sk) = 1, we can establish that

(1-qp
l—g+(1-pm
This completes the proof. [ |
In the next two propositions, we derive closed-form expres-
sions for the average EAoll and the average AAT under the
threshold jamming policy with parameter n.

un(so0) =

Proposition 2. Under a threshold jamming policy s, the
average EAoll s, is equal to

s (d—ap [ r(l—p)
T l—g+(1-p)" [p(1—y)(1-2)
g(1—p)"  pg(l —p)"(1—r)"*?
2pr(l—q)  r(1—2)(1—b1—7))
)

_ n _ n+2
pg(1 —p)"(1 —2r) ] a1

2r(1—y) (1 —b(1 —2r))
p)

where y = (1 —2r)(1 —p) and z = (1 —r)(1 — p).

W

Proof: Note that, in the steady state, s, =
Y peo kun(sk). Hence, exploiting the expression of wy,(-)
given in Proposition 1, we obtain the result. [ ]

Proposition 3. Under a threshold jamming policy s, the
average AAT a,, is equal to

(1-—p"
(1—=¢)+q(l—p
Proof: Again, in the steady state, @, = Y, Un(Sk).
Hence, exploiting the expression of u,(-) given in Proposi-
tion 1, we can obtain the result. |
Now that we have derived the steady-state form of the
problem in (5), we can search for the threshold value s,, that
maximizes S, — A@,. The sequence A(s,,) is defined by the

following definition, with its exact expression resembling that
in (45).

a, =

(22)

Definition 1. \(s,,) is the intersection point between s,, — A\a,
and Sp41 — Nap41, Le.,
Spp1—3
A(sp) = L= on (23)

En—‘—l —an -

In the following two lemmas, we show a few important

properties of the sequence A(s;), which are instrumental for
our analysis.

Lemma 3. The sequence \(s,) is strictly increasing with
respect to n.

Proof: 1t is not difficult to show that

A(sn41) — A(sn) =(1 —q+ (1 —p)"Tq)pg
(1 —r)nt2
==t -p+po)
(1 —2r)nt2

— . (24
-0 pip) ¥

We know that the function
xn+2

A
is increasing with respect to « for x > 0. Therefore, as 1 —r >
1—2r >0, we have A(sp+1) — A(sn) > 0. Consequently, we
deduce that \(.) is increasing with respect to n. [ |

Lemma 4. The sequence \(s,,) satisfies the following condi-
tions for any given \:

Sk— ATk > Spa1—AGg+1 for A < A(sg), (25)
Sk— ATk < Spt1—AGkt1 for A > A(sg), (26)
Snt1—AGpy1 > Sp—Aayg for A > A(sp), k 27
Snt1—AGpy1 > Sp— AT for A < A(spy1), k>n. (28)

Proof: By definition of A(sy),
A(8k)@g+1. Therefore, we have that:

(Ek — )\ak) —
= N(sg)ar — A(Sk)ar+1 —

= (A= A(sk)) (@41 — Tg)-

Sk — )\(S}C)Ek = Sk4+1 —

(Sk+1 — A@ky1)

\ag + Aak-i—l
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Given that ay, is strictly decreasing with respect to k, we can
write S — A@y > Spy1 — Aag+1 wWhen A < )\(Sk), and s —
Ay < Sk41 — Adgr1 when A > A(sg). This completes the
proof of the first and second conditions.

In order to prove the third condition, it is sufficient to show
that 53, — Aay, is strictly increasing with respect to k when k <
n and A > A(s,,). To that end, we prove that Si 41 — A@k41 >
Sk — Aar when k£ < n and A > A(s,). As A(sp) > A(sg)
by Lemma 3, we get A > A(sy). Hence, according to (26),
S — Ak < Sp+1—ATg41. Thus, S, — Aay, is strictly increasing
with respect to & when k <n and A > A(s,), which implies
that S,,11 — A@p41 > Sk — Aag for all k < n.

Finally, to prove the last condition, we show that 55 — \ay
is decreasing with respect to k£ when k& > n and A < A(sp41).
As AM(sn+1) < A(sg) by Lemma 3, we get A < A(sg). Hence,
according to (25), 5 — MA@y > Sk41 — AGg1. Thus, S5, — Aag
is decreasing with respect to k when k > n and A < A(sp41),
which implies that 5,11 — A@,41 > Sk — Aay for all k£ > n.

|

The next theorem provides the optimal threshold value as a
function of A.

Theorem 2. The optimal threshold value satisfies the follow-

ing conditions:

(i) If A < A(so), then the optimal threshold value is equal
to So,

(i) If A(sn) < A < A(Sp+1), then the optimal threshold value
is equal to Sp41.

(iii) If A > limg_yo0 A(Sk), then the optimal threshold value
is infinite.

Proof: When A\ < A(sp), we have A < A(sy) for all
k > 0. Hence, from (25), we get 55 — Aak > Sk41 — AGft1-
Hence, in this regime for A\, we can deduce that the optimal
threshold value is sg, as So — Aag > Sgp+1 — A@g41. That
completes the proof of the first statement.

However, when A(n) < A < A(n + 1), from (27) and
(28), we obtain that 5,11 — A@p+1 > Sk — Aag, for all
k > 0. Therefore, in this regime for A\, we can deduce that the
optimal threshold value is s,1. That completes the proof of
the second statement.

Let limg— 00 A(Sg) = Aso. Since A(.) is increasing in sy,
then A(s;) < Ay for all k. Thus, when Ao, < A, from (26),
we have S — Aap < Skp+1 — Qg1 as )\(Sk) < Ao <A
for all k. Note that the optimal threshold s,, cannot be finite,
otherwise S,, — A\@j,, > 55,41 — AQp+1, Which is a contradiction.
That completes the proof of the third statement. ]

Remark 2. Theorem 2 delineates three distinct regimes for
A Recall that \ is a design parameter, representing an
additional positive cost incurred due to the energy consumed
for jamming. Depending on the regime in which X falls into,
the optimal threshold value can take one of three possible
forms. In the first regime, the threshold is so, indicating that
Jjamming should be performed continuously. In the second
regime, the threshold is s, 1, indicating that jamming should
be deferred until the EAoll becomes large enough. In the third
regime, the threshold becomes oo, signifying that no jamming
should be performed at all.

Based on Theorem 2, we provide Algorithm 1 for the
calculation of the optimal threshold value.

Algorithm 1 Optimal Jamming Policy

1: Input A and A(-)

2: Initialization t =0, xg =0, and k =1

3. if A < A(sg) then: n* =0

4: else if A(s,) > limg_oo A(sx) then: n* = oo
5: else

6: while £k == 1 do z;11 = ¢ + (A — A(sz,))
7: if )\(SLIHU) <A< )‘(s[fbt+1J+1) then
8: k=0and n* = [z441] +1

9: end if

10: end while

11: end if

12: return s«

Note that, in Algorithm 1, |z] represents the integer part of
x, o is given in [26, Theorem 7], and the continuous extension
of the function A(.) in R is based on the linear interpolation

A(s;) ifx=1ieN,
“As)(z—i—1) ifzeli,i+1].

III. MULTI-SOURCE SCENARIO

In this section, we extend our results in Section II to a multi-
source scenario in which we deal with multiple sources that
send their status updates to a remote monitor over orthogonal
unreliable channels, and an adversary that can strategically
jam a subset of the channels. The model of each subsystem,
comprising a source, a channel, and the monitor, are as
before; the adversary acts as an agent; and the performance of
status updating for each subsystem is measured based on the
associated Aoll at the monitor. We first formulate the problem
as a RMAB, and then develop a well-performing heuristic
jamming policy based on the Whittle’s index.

A. Problem Statement

Let N be the total number of subsystems, p; be the
probability that the packet sent by the source ¢ is successfully
decoded, r; be the probability that the source ¢ transitions from
one state to another, and ¢; be the probability that the adver-
sary succeeds in jamming the channel i. Due to the energy
constraint, the adversary can jam only M < N channels. A
jamming policy ¢ is defined as a sequence of actions ¢ =
(ap(0), ap(1),...), where ay(t) = (aj(t),a3(t),...,al (1))
is a binary vector such that ag(¢) = 1 if channel i is jammed
at time t. Let s(t) = (s(¢),...,s™V(t)) be a vector at time
t such that s'(¢) is the EAoll of subsystem i at time t. Our
aim is to find the optimal jamming policy that maximizes the
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total average EAoll subject to the constraint on the number of
channels under attack. This can be formulated as

1 T-1 N
. . . . ¢€¢ L
maximize 7}1_{1;(} inf —E [ sfi,(t)’.s(())}7 (30a)
t=0 i=1
N
subject to Z ag(t) <aN Vt>0 (30b)
i=1

where ® denotes the set of all causal jamming policies and
a=DM/N.

B. Lagrangian Relaxation

The optimization problem in (30) can be seen as a RMAB,
and hence is PSPACE-Hard [27]. To mitigate this difficulty, we
will adopt a well-established heuristic solution, known as the
Whittle’s index policy [28]. The key for defining the Whittle’s
index policy is the Lagrangian relaxation, which consists of
relaxing the constraint on the available resources by letting
it be satisfied on average rather than at each time. For our
problem, the relaxed optimization problem is expressed as

T-1 N
1 .
I . s e Lo i
maélerglze Th—I)r;olnfT]E [ E E s¢(t)|s(0)},

t=0 i=1

(31a)

N
1 )
. . . ) i <
subject to Thm inf —E [ E ad,(t)} <aN. (31b)

The Lagrangian function f(W, ¢) associated with the prob-
lem (31) is defined as

T—1 N
F(W, ¢) = 1ii?>olnf—E¢[Z Zs;(t)fWad)(tﬂs(O)}
t=0 i=1
+ WaN (32)

where W > 0 is a penalty for jamming channels. Therefore,
our next objective is to solve the following optimization
problem:

e £ ).
maximize f(W, ¢)

(33)

As the term WaN in (32) is independent of ¢, it can be
discarded in the optimization problem. Bearing that in mind,
we seek to obtain the Whittle’s index jamming policy. We
first narrow down our focus to the one-dimensional version of
the problem in (33). One can show that the N-dimensional
problem can be decomposed into N separate one-dimensional
problems, each of which can be tackled independently [29].
The one-dimensional problem for subsystem ¢ is

P . . 1 = i i i

maglerglze Tlgréo inf TE¢ [ tz_; sy(t) — Way(t)|s (O)} (34)
Now, we need to specify the structure of the optimal solution to
this one-dimensional problem. Note that, by replacing W with
A in the problem in (34), we end up with the same problem
as in (16). Thus, the optimal solution to the problem in (34) is
given by Theorem 1: the optimal policy for a given Lagrangian
parameter W is a threshold jamming policy.

C. Whittle’s Index Jamming Policy

Next, we study the existence of the Whittle’s indices. Let
s;, be the state of subsystem ¢ satisfying s!, € S*, where

; . 1
§' ={sh|sh = 5-

5 [1+ (1 —2r)"!
Ti

—ﬂ1—nw“ano} (35)
and a!, (W) be the action at state s!, associated with subsystem
¢ under the optimal threshold jamming policy given the La-
grangian parameter W. We first consider the steady-state form
of the problem in (34) under the threshold jamming policy with
parameter s!, i.e.,

n?

maximize Efz — Wa; (36)
neN

where 3 and @, are given in (21) and (22), respectively,

when replacing p, ¢, and r with p;, q;, r;. To ensure the

existence of the Whittle’s indices, it is imperative to establish

the indexability property for all subsystems. To accomplish

this, we initially formalize the concepts of indexability and

the Whittle’s index in the following definitions.

Definition 2. In the context of the problem in (34), for a given
W, we define D'(W) as the set of states in which the optimal
action for each subsystem i is passive, i.e., alt (W) = 0. In
other words, st € D' (W) if and only if the optimal action at
state st is passive.

Note that D*(W) is well defined as the optimal solution of
the problem in (34) is a stationary policy, more precisely, a
threshold jamming policy.

Definition 3. The problem in (36) is indexable if the set
of states in which the passive action is the optimal action
increases with W, i.e, W < W = D'(W’') C DY(W). In
this case, the Whittle’s index at state s; is defined as

W(s) = min {W\s; c Di(W)}. (37)

Proposition 4. For each subsystem 1, the one-dimensional
problem in (34) is indexable.

Proof: To prove the claim, it is sufficient to show that 6;
is decreasing with respect to n. Indeed, we can write

aiwrl —a,
(1 —p)"pi(1 — qs)
1 —q+(1—p)" a1l —q+ (1 —pi) gl
<0. (38)

Hence, the problem (36) is indexable. |
Now that the indexability property has been established, we
can assert the existence of the Whittle’s index. Building on
the procedure introduced in [29, Algorithm 1], we propose a
tailored algorithm that iteratively computes the Whittle’s index
values for each subsystem . The following lemma shows that
the output of this algorithm is compatible with Definition 3.

Lemma 5. The expression provided by Algorithm 2 for W (s%,)
is equivalent to the Whittle’s index defined in (37).
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Algorithm 2 Whittle Index of Subsystem ¢ S (Shyq — 5p) (@ 4y —ah) (Sho1 — E};)(a —ak)
1: Initialization: j = 0 T (@1 — @)@y — ) (@ — @) (@ — T
n ‘3
2: Find WG)—-;gga" a” (a) ®)
3: E)le?tze 27111 as the largest minimizer of the expression 5k+1 L E;H _a:’-l 6 —a,
Doy i < i Ty — T, LTy gy — Ty Typgq —
4: Let W (s},) = W for all k < n}
5: whllg Trge do  Shy1 — Sk 3
6 j=j+1 == (43)
i i Tht1 — O
7 Define M} as the set {0,---,nj}

. s;fs;”_
8: Find W; inf ==

T neN\M; %
9: Define nz 41 as the largest minimizer of the expression

in step 8

10: Let W(s},) =
11: end while
12: Output W (

W]— for all nj < k< njiq

st) as the Whittle’s index at state s,

Proof: The proof follows directly the results in [29,

Proposition 4]. [ |

In the next lemma, we provide a useful property that is
satisfied by the sequences 3, and @..

Lemma 6. For each subsystem i, if @, is decreasing with k
and

si..—35 5., -5
k+1 k k42 k41
7i+ - < 7i+ 7i+ (39)
a —a a —a
k+1 k k—+2 k+1
for all k > 0, then
=1 =1
5. —3 5., -5
5n 7;; > Sk k (40)
ay, — @y, Qpyq — ak

for any n > k.

Proof: We fix k > 0 and prove the result by induction.
For n = k + 1, we can write

— i —i —i —i
Sn — Sk 5k:+1 Sk Sk+1 — Sk
=i 2= = (41)

ak+1 - ak A1 — A

where the strict inequality comes from the hypothesis of the
lemma. Therefore, we have

Q41— Qg—1 _ Gk — Qk—1 ( b1 — bi by, — br—1 )
brt1 —br—1 ~ bp —br—1 \bry1 —br—1  bpy1 — br—1
ag — ak—1
= O Gt 42)
by — br—1

Now, we assume that (40) is true for a certain n strictly higher
than k, and show that (40) also hold for n + 1:

=i - =i =i =i =i

Sp+1 — Sk 7571,-&-1 — S + Sp — Sp

—1 —i —1 —1

an+1 - ay an+1 - ay
=i =i i i

o Sn+l — Sn + Sn — Sk

= — T ;
Apy1 — Qg Upt1 ay,

where (a) comes from (39) and the fact that @ is strictly
decreasing with respect to k, and (b) comes from (41) and
the fact that @ is decreasing with respect to k. Therefore, the
inequality also holds for n + 1. This concludes the proof. H

Finally, in the next theorem, we derive a closed-form expres-
sion of the Whittle’s index corresponding to each subsystem ¢,
which enables us to propose the Whittle index jamming policy
as a solution to the original problem in (30).

Theorem 3. For each subsystem i and state sﬁL, the Whittle’s

index is obtained as

W(st) = \i(s,) = Eéil;ifil (44)

n =1 =1

an+1 — ay,
where X\;(.) is given by the following expression, when replac-
ing p, q, and r with p;, q;, r;:

_ pg(l—2r)
2r(1-y)

pq(1—r)
7“(1 — z)
_ (1 —7r)pg(1 — ¢)(1 — r)" (1 = 2)
7“(1 — w) (1 _ Z)
_ (L=r)pg(1—p)

T(l — w) (1 — Z)
(1—2r)pq(1 —q)(1 —2r)" (1 —y)
2r (1 — x) ( )

(1 — 2T)2pq(1 p)n+1 ( - 27‘)n+1’r
2r(1-z)(1-y)

where w = (1 —r)(1 —p+pq), = (1 —2r)(1 — p+ pq),
y=(1-=2r)(1—-p), and z=(1—7r)(1 —p).

A(sn) =

n+1 (1 _ r)n+1,r,

(45)

Proof: According to Lemma 5, we need to show that
Ai(.) satisfies W = \i(sy,) for all n} < n <nf,,, where the
sequences nj and I/VZ are provided by Algorlthm 2. Let the
index j denotes jth 1terat10n step. We first show that

- i —i —i
Sn 785 S ST 5
e (46)
a, — a; aj ., —a;
for all n > j. By Lemma 3, we know that
st -3 5., -3
k+1 71: < k2 k1 47)
ak+1 —ag ak+2 - ak+1
for all £ > 0. Hence, by Lemma 6, we can write that
5 -3 5 . -3
L R 2 S| (48)

— =
ziaj

*?gkl .

=1 _ b
Gjp1 — 4y
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for all n > j. Thus, the minimizer of (s, — 5%)/(a;, — @)
over n at step j is j + 1. As a result, the Whittle’s index at
state s; is obtained as

Sjt1 =5

W(sh) = W) = 27— = \i(s;). (49)
Gj+1 — 4
This completes the proof. [ |

Remark 3. The result of Theorem 3 allows the adversary to
prioritize which channels to jam based on real-time informa-
tion, making it highly suitable for dynamic environments. This
policy provides a practical and near-optimal solution to the
Jjamming problem in multi-source networks. Note that it has
been shown in the literature [6], [29], [30] that the Whittle
index policy can achieve asymptotic optimality, meaning that
as the number of subsystems grows large, the performance
of the Whittle index policy approaches that of the globally
optimal solution.

Accordingly, we can provide the following algorithm for
implementation of the Whittle’s index jamming policy.

Algorithm 3 Whittle’s Index Jamming Policy

1: At each time ¢, compute the Whittle’s index of all sources
using the expressions given in Theorem 3.

2: Jam the M channels corresponding to the M subsystems
with the highest Whittle’s index values at time ¢.

IV. NUMERICAL RESULTS

In this section, we provide numerical results for both single
and multi-source scenarios, which complement our theoretical
results in Sections II and III. In each scenario, we compare
the performance of our proposed jamming policy with that of
the uniform random jamming policy.

A. Single-Source Scenario

For the single-source scenario, we showcase the perfor-
mance of our optimal jamming policy, and compare that with
performance of the uniform random jamming policy, which is
the one that jams the channel with probability 0.5 at every
time. Recall that A represents the energy cost, or equivalently
the amount of the energy consumed by the adversary when it
decides to jam the channel.

Fig. 2 illustrates the evolution of the average reward under
the optimal jamming policy derived in Theorem 2 and under
the uniform random jamming policy as a function of \. We
supposed that A\ varies from 0 to 10 with step size 0.001,
and we considered the following parameters p = ¢ = 0.9
and » = 0.1. We can observe that the average reward under
the optimal solution decreases as A grows and converges to
a fixed value. Indeed, when A increases, the cost of jamming
becomes more substantial in terms of energy, which reduces
the performance of the optimal solution. We also observe that
the uniform random jamming policy is sub-optimal, which
corroborates our theoretical results.

In addition, Fig. 3 illustrates the evolution of the optimal
threshold value as a function of A. We can observe that the

N
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Fig. 2: Comparison between the optimal policy and a random
policy in terms of the average reward.
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Fig. 3: Threshold value of the optimal jamming policy as a
function of A

optimal threshold increases exponentially with A, and tends to
oo when ) is approximately equal to 4.5. This phenomenon oc-
curs because, as A grows, the adversary consumes more energy
for jamming the channel. To compensate for this increase in
energy consumption, the adversary reduces the average active
time by increasing the threshold. This observation also aligns
with Fig. 2, as when A grows the optimal threshold values
tends to oo, which implies that the corresponding reward
is converging according to Propositions 2 and 3. Moreover,
unlike the Aoll-based optimal policy derived in our previous
work [25], the threshold here becomes infinite when )\ exceeds
a certain value. This can be explained by the fact that the
increasing rate of the average EAoll is of the same order
as that of the average AAT in the POMDP. In other words,
when )\ surpasses a certain threshold, regardless of how
frequently the adversary targets the channel, the EAoll can
never compensate for the average energy consumed if A is
sufficiently high. Mathematically, according to Theorem 2,
the threshold A beyond which attacking the channel becomes

. . . . (1—7) (1—2r)
inefficient is given by 7,(1_’(”11_7")(1_1))) - 2r(1_”((11_2r)(1_p)).
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Fig. 4: Comparison between the Whittle index policy (WIP)
and a random policy in terms of the average Aoll.

B. Multi-Source Scenario

For the multi-source scenario, we showcase the performance
of our Whittle index jamming policy, and compare that with
the performance of the random policy in terms of the total av-
erage Aoll. The random policy selects M channels randomly
among the N channels in the system at each time ¢. For that,
we consider two different classes. The sources’ parameters in
class one are p; = 0.2, g1 = 0.2, 7y = 0.4, and in class two are
p2 = 0.8, g2 = 0.8, 72 = 0.2. We assume that the proportion
of sources in each class with respect to the total number of
sources in the system is 0.5, and that the adversary can jam
at most half of the channels M = N/2, where N represents
the total number of the sources. Fig. 4 illustrates the evolution
of the average Aoll under the Whittle index jamming policy
and under the random jamming policy as a function of V.
We can notice that our policy outperforms the random policy
when N grows.

V. CONCLUSION

In this paper, we studied the problem of denial-of-service
attacks against status updating in a partially observable envi-
ronment. The target system was modeled by Markov chains
and i.i.d. channels, and the performance of status updating was
measured based on the Aoll. We derived the structures of the
optimal jamming policies in single and multi-source scenarios.
Specifically, for the single-source scenario, we proved that the
optimal jamming policy is a threshold policy, and developed a
low-complexity algorithm to find the optimal threshold value.
Additionally, for the multi-source scenario, we adopted the
Lagrangian relaxation approach to develop a low-complexity
and well-performing policy, dubbed Whittle index jamming
policy. Finally, our numerical results showed that the proposed
policy for both scenarios can outperform random policies,
corroborating thus our theoretical findings.
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