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Abstract—Backdoor attacks pose a significant threat to

deep neural networks, particularly as recent advancements

have led to increasingly subtle implantation, making the

defense more challenging. Existing defense mechanisms

typically rely on an additional clean dataset as a standard

reference and involve retraining an auxiliary model or fine-

tuning the entire victim model. However, these approaches

are often computationally expensive and not always fea-

sible in practical applications. In this paper, we propose

a novel and lightweight defense mechanism, termed PAD-

FT, that does not require an additional clean dataset and

fine-tunes only a very small part of the model to disinfect

the victim model. To achieve this, our approach first

introduces a simple data purification process to identify

and select the most-likely clean data from the poisoned

training dataset. The self-purified clean dataset is then

used for activation clipping and fine-tuning only the last

classification layer of the victim model. By integrating

data purification, activation clipping, and classifier fine-

tuning, our mechanism PAD-FT demonstrates superior

effectiveness across multiple backdoor attack methods

and datasets, as confirmed through extensive experimental

evaluation.

Index Terms—Backdoor attack, lightweight defense,

data purification, activation clipping, fine-tuning

I. INTRODUCTION

Backdoor attacks. Deep neural networks (DNNs)

have achieved significant success across various domains

[1], [2], especially in image recognition due to their high

effectiveness [3], [4]. However, training DNNs requires

large amounts of labeled training data, often sourced

from untrusted third parties, which introduces substantial

security risks. Among these risks, backdoor attacks pose

a critical threat.

BadNets [5], the first and most representative back-

door attack, randomly selects a subset of samples from

the original benign dataset, embeds a backdoor trigger

into these benign images and changes their labels to an

attacker-specified target label. These poisoned samples

are then mixed with the remaining benign samples to

create a poisoned training dataset, which is subsequently

used for model training. Blend [6] enhanced backdoor

attacks by blending benign images with an entire trigger

image, making the attack more potent. More recently,

even subtler and more effective attacks have been pro-

posed, such as SIG [7], which uses a backdoor signal as

the trigger pattern, and WaNet [8], which employs image

warping as the backdoor trigger, rendering these attacks

even more inconspicuous. The increasing subtlety of

these backdoor attacks significantly raises the difficulty

of detection and prevention in practical scenarios.

Backdoor defense. In the literature, many defense

mechanisms have been proposed to defend against or

mitigate backdoor attacks, which can be broadly cat-

egorized into two types: in-training defense and post-

training defense. In-training defense methods are applied

during the training process, assuming the defender is

aware of the existence of the attack. DBD [9] is a repre-

sentative in-training defense mechanism that decouples

the training process into three stages: self-supervised

pre-training of the feature extractor, supervised learning

of the classifier, and semi-supervised learning of the

entire model. However, this approach involves a complex

training process, increasing both time and computational

costs.

Post-training defense methods focus on disinfecting

models that have already been compromised by back-

door attacks. For example, [10] utilizes a teacher model

pre-trained on a clean dataset to perform knowledge

distillation on the victim student model. However, this

approach involves an additional model and requires an

external clean dataset, which is often impractical in real-

world scenarios. [11] proposes a post-training backdoor

detection method that leverages the maximum margin

of activation values. In this approach, the defender is

assumed to have access to a small clean dataset, which

is used to detect if the model is poisoned and to optimize

an activation clipping upper bound that reduces the

activation margin, thereby disinfecting the victim model.

However, obtaining a reliable clean dataset is not always

feasible in practical applications.

Our approach and contributions. To address the

issues in existing defense methods that require additional
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clean dataset and incur high computational costs, we pro-

pose a lightweight post-training defense method, termed

PAD-FT. This method does not require additional clean

data and fine-tunes only a small portion of the victim

DNN model.

More precisely, PAD-FT first leverages a simple data

purification process that employs the symmetric cross-

entropy (SCE) [12] as a metric to identify and select the

most-likely clean data from the poisoned dataset, thereby

creating a self-purified clean dataset without introducing

external data. Next, PAD-FT applies an activation clip-

ping process using optimized clipping bounds derived

from the self-purified clean dataset. Finally, PAD-FT

fine-tunes only the classifier with the activation clipping

to enhance the robustness of the defense while reducing

computational costs. Extensive experiments demonstrate

the effectiveness and superiority of the proposed PAD-

FT in defending against backdoor attacks.

To sum up, our contributions in this paper are as

follows.

• We propose an easy-to-implement data purification

approach to select the most-likely clean data from

the poisoned dataset, thereby creating a self-purified

clean dataset without introducing external data,

making it more practical for real-world applications.

• We propose a novel and lightweight backdoor

defense mechanism, PAD-FT, by integrating data

purification, activation clipping, and classifier

fine-tuning, avoiding the use of additional models

or data and demonstrating very low computational

cost.

• We conduct comprehensive experimental evalua-

tions on the proposed mechanism PAD-FT, demon-

strating its effectiveness and superiority against a

variety of backdoor attack strategies across diverse

datasets.

II. PRELIMINARY

Let F (·) denote the image classification model, which

consists of feature extractor layers fl(·), activation layers

al(·) and a fully connected classifier φ(·), where l =
0, . . . , L.

Let D = {(xi, yi)}
N
i=1

represent the original dataset,

where xi ∈ X = [255]W×H×C is an image sample with

width W , height H and C channels, and yi ∈ Y =
{0, 1, . . . ,K} is the corresponding label and K is the

number of classes. The output of the model with respect

to an input image x is represented as

F (x) = φ ◦ aL ◦ fL ◦ · · · ◦ a0 ◦ f0(x).

A typical backdoor attack mechanism embeds a spe-

cific pattern p into an original sample x, generating a

poisoned dataset Dp = {(x′
i, y

′
i)}

Np

i=1
, where x′ = x+p

and y′ is the target class. The remaining data remains

benign and forms the benign subset Db.The final training

dataset is then

Dt = Db ∪ Dp.

The poison rate ρ is calculated as ρ = Np

N
, where Np

is the number of poisoned samples and N is the total

number of samples in the dataset. As the amount of

poisoned data increases, the poisoning rate ρ increases

accordingly.

III. METHOD

Our method PAD-FT consists of three key compo-

nents: data purification, activation clipping, and classi-

fier fine-tuning, which are described below. The entire

framework of PAD-FT is outlined in Algorithm 1.

A. Data Purification

To avoid resorting to external data, we aim to design a

simple data purification method to identify and select the

most-likely clean data from the poisoned training dataset.

To that end, we employ symmetric cross-entropy (SCE)

loss [12] as an evaluation metric for data purification,

which differs from the model’s training loss function.

SCE combines the traditional cross-entropy loss with

a reverse cross-entropy term, enhancing the model’s

robustness and helping to filter out the most-likely clean

data from noisy data.

For each data point (xi, yi) ∈ Dt in the poisoned

training dataset, we calculate the SCE loss ℓSCE as

ℓSCE(xi, yi;F ) = α · ℓCE(σ(F (xi)), yi)

+ (1− α) · ℓCE(yi, σ(F (xi)))
(1)

where ℓCE is the standard cross-entropy loss, σ(·) is the

softmax function, F is the classification model, and α is

a hyperparameter to balance the two terms.

After calculating ℓSCE for all training data in the

dataset, we select nc images from each class that have

the smallest SCE loss values. These selected images

are regarded as pseudo-clean data, as their low loss

values indicate that the model is confident in their correct

classification, even in the presence of poisoned data.

The selected pseudo-clean dataset is denoted as Dc,

containing Nc = nc×K images. A smaller Nc indicates

that the purified dataset Dc contains clean data with

greater confidence.



B. Activation Clipping

As highlighted in [5], backdoor attacks significantly

impact activation values. When the victim model is

“activated” by the trigger pattern, the associated acti-

vation nodes produce abnormally high outputs, leading

to incorrect classification results. To mitigate this, [11]

proposed setting an upper bound on the activation layers

using an additional clean dataset. This strategy clips

the abnormally high activation values triggered by the

pattern to normal levels, using an external clean dataset

as a reference standard.

Considering that an external clean dataset is usually

not feasible in real-world applications, our method PAD-

FT integrates a self-purified data subset obtained in

Section III-A into the activation clipping strategy. Its

effectiveness in defending the victim model is demon-

strated in Section IV.

Specifically, for the l-th activation layer al(·), an upper

bound zl is introduced to clip the activation output,

where the clipped activation is represented by āl(·) =
min(al(·), zl) and the corresponding bounded logits of

the model are denoted as F̄ (·). Let Z = {z0, . . . , zL}
represent the set of clipping bounds for each activation

layer. As in [11], the upper bounds are optimized using

the following loss function

LAC =
1

Nc

∑

x∈Dc

ℓMSE(F̄ (x;Z), F (x)) + λ
∑

l

||zl||2

(2)

where ℓMSE is the mean squared error loss and λ is

dynamically adjusted as in [11]. By minimizing this loss

function on the selected purified clean dataset Dc, the

clipping bounds for activation values can be established.

Accordingly, the victim model can be disinfected by

using these bounds to clip abnormally large activation

values to normal levels.

C. Classifier Fine-tuning

After activation clipping, we employ fine-tuning to en-

hance model performance. In existing methods, the fine-

tuning process for backdoor defenses typically requires

a clean dataset and involves updating the entire model,

e.g. [13], which is computationally expensive, especially

for large models.

In contrast, our method PAD-FT employs a self-

purified clean dataset and fine-tunes only the classifier,

thereby significantly reducing computational cost. Ex-

perimental results indicate the effectiveness of PAD-FT,

as shown in Section IV.

First, inspired by semi-supervised learning, we in-

troduce consistency regularization [14] to enhance the

robustness of our backdoor defense. The consistency

regularization loss is

LCR =
1

Nc

∑

x∈Dc

ℓCE

(

σ(F̄ (γ(x))), σ(F̄ (x))
)

(3)

where γ(x) represents an augmented version of the

image x via techniques such as flipping, brightness

adjustments, and contrast modification, and F̄ (·) is the

clipped model. Consistency regularization encourages

the classifier to make consistent predictions on both

the original and augmented images, thereby enhancing

robustness against backdoor attacks.

Then the loss function used for classifier fine-tuning

is

LFT = β ·
1

Nc

∑

x∈Dc

ℓSCE(x, y; F̄ ) + (1− β) · LCR (4)

where β is a hyperparameter that balances the contribu-

tions of the SCE loss and the consistency regularization

loss.

The overall process of the proposed backdoor defense

mechanism PAD-FT is illustrated in Algorithm 1.

IV. EXPERIMENTS

A. Settings

We conduct experimental evaluations of the backdoor

defense mechanisms with the following settings.

Algorithm 1 The Proposed PAD-FT Defense Mecha-

nism
Input: Poisoned training dataset Dt, the victim model

F (·), the amount Nc of purified dataset

Step 1: Data Purification

1: Calculate the SCE loss for each image in Dt via (1).

2: Select the images with the top-nc smallest loss values

from each class to form a purified clean dataset Dc.

Step 2: Activation Clipping

3: Initialize the clipping bounds Z with very large

values.

4: Update Z by gradient descent via (2).

Step 3: Classifier Fine-tuning

5: Generate augmented images γ(x) for each x ∈ Dc.

6: Calculate the fine-tuning loss via (4).

7: Update classifier φ(·) by gradient descent.

Return the disinfected model F̄ (·)

Dataset and model. We utilize two standard datasets:

CIFAR-10 and CIFAR-100 [15]. CIFAR-10 consists of



TABLE I

ACC (%) AND ASR (%) OF DEFENSE MECHANISMS WITH POISON RATE ρ = 10%. (↑ INDICATES THAT A HIGHER VALUE IS BETTER,

WHILE ↓ INDICATES THAT A LOWER VALUE IS PREFERRED.)

Dataset Attack
No Defense DBD MM-BD PAD PAD-FT

ACC ↑ ASR↓ ACC ↑ ASR ↓ ACC ↑ ASR ↓ ACC ↑ ASR ↓ ACC ↑ ASR ↓

CIFAR-10

BadNets 91.82 93.79 79.89 6.83 87.33 28.07 83.28 28.13 85.34 6.62

Blended 93.69 99.76 90.11 7.32 84.57 29.11 82.97 28.47 83.40 6.56

WaNet 90.57 96.93 85.53 9.17 84.38 20.20 84.84 20.18 86.86 8.92

CIFAR-100

BadNets 67.19 85.95 54.56 91.48 59.88 0.15 62.03 0.21 57.03 0.14

Blended 69.43 99.44 57.61 99.90 60.05 0.45 62.90 0.44 50.56 0.29

WaNet 71.10 100.00 55.84 97.19 58.30 0.70 62.36 0.69 54.94 0.47

TABLE II

ACC (%) AND ASR (%) OF DEFENSE MECHANISMS WITH POISON RATE ρ = 5%

Dataset Attack
No Defense DBD MM-BD PAD PAD-FT

ACC ↑ ASR↓ ACC ↑ ASR ↓ ACC ↑ ASR ↓ ACC ↑ ASR ↓ ACC ↑ ASR ↓

CIFAR-10

BadNets 92.35 89.52 68.87 8.86 85.97 11.33 85.73 12.40 82.46 8.36

Blended 93.76 99.31 67.44 99.96 85.13 10.09 85.09 9.55 81.09 7.44

WaNet 91.45 99.98 86.97 4.95 85.75 13.27 86.36 13.11 86.03 10.50

CIFAR-100

BadNets 69.65 69.32 62.25 0.30 62.99 0.21 66.84 0.17 60.08 0.12

Blended 70.32 98.72 59.53 99.89 63.79 0.05 67.36 0.01 63.00 0.12

WaNet 71.94 99.94 61.80 1.26 62.93 0.39 65.93 0.12 62.78 0.07

50,000 RGB training images and 10,000 testing images

across 10 classes, while CIFAR-100 across 100 classes.

We adopt the pre-act ResNet-18 [16] as the model

architecture in all experiments.

Backdoor attack. To evaluate the performance of the

proposed backdoor defense mechanism, we implement

three different backdoor attack strategies: BadNets [5],

Blended [6] and WaNet [8]. BadNets uses the most

conspicuous backdoor pattern while Blended introduces

a more subtle approach, and WaNet represents the most

inconspicuous attack strategy. The poison rate ρ is set

as 5% and 10% to show the defense performance under

different amount of poisoned data.

Metrics. We evaluate the performance of the defense

mechanisms using two representative metrics: classifica-

tion accuracy (ACC) on a clean test dataset, and attack

success rate (ASR) on a poisoned test dataset where

all samples contain the implanted trigger pattern. The

adversary’s objective is to achieve both high ACC and

high ASR, whereas the goal of the defense mechanism is

to maintain high ACC while minimizing ASR as much

as possible.

Implementation. For a fair comparison, we follow

the default training and defense settings as in Backdoor-

Bench [17], including trigger patterns, learning rates,

weight decay, and other relevant hyperparameters. We

compare the proposed defense mechanism PAD-FT, as

well as its preliminary stage before fine-tuning (denoted

as PAD), with state-of-the-art defense mechanism base-

lines: DBD [9], MM-BD [11].

For the proposed PAD-FT method, we adopt α = 0.5
as in [12] and β = 0.5 to achieve a balance between

the SCE loss and the consistency regularization loss in

(4). We adopt Nc = 2500 on both datasets during the

experiments.

B. Results

Table I and Table II present the empirical results of our

PAD-FT, PAD and other baselines across various datasets

and backdoor attack scenarios. The results demonstrate

that both PAD-FT and PAD offer significant advantages

over other defense mechanisms.

Notably, PAD and PAD-FT maintain a strong balance

between ACC and ASR. For instance, in CIFAR-10

(BadNets at ρ = 5%), PAD-FT achieves an ACC of

82.46% and an ASR of 8.36%, while DBD sacrifices

accuracy, yielding only 68.87% ACC for a similar ASR.

Additionally, PAD-FT’s fine-tuning mechanism signif-

icantly improves ASR, as seen in CIFAR-10, where it

reduces the average ASR from PAD’s 18.65% to 8.07%.



Furthermore, both PAD and PAD-FT demonstrate ro-

bustness and consistency across different poison rates.

For example, in CIFAR-100 with WaNet attack, PAD-

FT and PAD maintain an ASR below 0.7% even at a

10% poison rate, significantly outperforming DBD with

an ASR of 97.19% at ρ = 10%.

These results highlight that PAD and PAD-FT provide

reliable, adaptive defenses with strong attack mitigation

across diverse scenarios.

C. Ablation Study

An ablation study is conducted to evaluate how Nc,

the size of the self-purified dataset Dc influences the

effectiveness of the proposed PAD-FT mechanism.

TABLE III

ACC (%) AND ASR (%) OF PAD-FT WITH DIFFERENT Nc ON

CIFAR-10 ATTACKED BY BADNETS WITH ρ = 10%

Nc 1000 2000 3000 4000 5000 6000

ACC 83.43 84.70 83.91 82.02 82.38 82.22

ASR 16.10 9.96 8.82 10.96 13.11 13.64

Table III demonstrates that ACC initially increases as

Nc grows, benefiting from more purified data used for

fine-tuning. However, as Nc continues to increase, ACC

starts to decline, likely because more poisoned data is

being selected into Dc. Similarly, ASR decreases at first

but rises again as more poisoned data are included. This

illustrates a clear tradeoff between increasing the size of

the purified data and the model performance in terms of

ACC and ASR.

V. CONCLUSION

This paper proposed a novel lightweight post-training

backdoor defense mechanism PAD-FT. By introducing

a new data purification method, PAD-FT effectively

disinfects poisoned models without requiring additional

clean data. The classifier-only fine-tuning in PAD-FT

highlights its lightweight nature, making it easy to

implement. Extensive experiments demonstrate the ef-

fectiveness and superiority of PAD-FT across a variety

of datasets and backdoor attack scenarios. Therefore,

our PAD-FT mechanism offers a practical and efficient

solution to the challenge of backdoor attacks.
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