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Abstract

In this paper we show how different sources of random numbers in-
fluence the outcomes of Monte Carlo simulations. We compare industry-
standard pseudo-random number generators (PRNGs) to a quantum random
number generator (QRNG) and show, using examples of Monte Carlo simu-
lations with exact solutions, that the QRNG yields statistically significantly
better approximations than the PRNGs. Our results demonstrate that higher
accuracy can be achieved in the commonly known Monte Carlo method for
approximating 7. For Buffon’s needle experiment, we further quantify a
potential reduction in approximation errors by up to 1.89x for optimal pa-
rameter choices when using a QRNG and a reduction of the sample size by
~ 8x for sub-optimal parameter choices. We attribute the observed higher
accuracy to the underlying differences in the random sampling, where a uni-
formity analysis reveals a tendency of the QRNG to sample the solution
space more homogeneously. Additionally, we compare the results obtained
with the QRNG and PRNG in solving the non-linear stochastic Schrodinger
equation, benchmarked against the analytical solution. We observe higher
accuracy of the approximations of the QRNG and demonstrate that equiva-
lent results can be achieved at 1/3 to 1/10-th of the costs.
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1 Introduction

Stochastic simulations have been one of the earliest applications of large-scale
computer simulations in today’s science and industry. Monte Carlo (MC) simu-
lations, which use random numbers as an integral part of obtaining a solution of
stochastic problems, were first developed by Neumann and Ulam during the Man-
hattan project, and are used to this day in planning radiation therapy [1], protein
folding [2], particle methods in general [3] and the modelling of societal segrega-
tion [4,5]. Evolution of stochastic processes, described by stochastic differential
equations (SDE), is a mainstay of the financial industry (such as the Black-Scholes



equation), and underpins the development of optical systems [6,7] as well as high-
precision measurements [8]. The numerical solution of a stochastic differential
equation is a specific case of a Monte Carlo method. Additionally, the growing
adoption of uncertainty quantification, to include uncertainties in modelling as
well as the stochastic nature of real-world observations, introduces Monte-Carlo
methods to areas in which these have previously played only a niche role.

Fundamental to all of the fields listed above is the availability of random num-
bers on the platform used for the simulations. It is, however, commonly known
that all “random” numbers available in system libraries are simulated by algo-
rithms generating deterministic sequences and are therefore not truly random, [9].
Mistakes in the past, such as highly correlated RANDU generator [10], have
resulted in the development of high-quality pseudo-random number generators
(PRNGs), of which the Mersenne Twister (MT) [11] is nowadays seen as the in-
dustry standard, being the standard engine adopted in Python [12] (and NumPy
up to v. 1.15 [13]) and a common example introducing PRNGs in C++ [14].

Scientific applications of Monte Carlo methods, relying on repeating the same
operations, are especially popular due to the relative ease of their implementa-
tion and parallelisation, allowing for a simple utilisation of all available compute
resources. However, the PRNGs described above are, in general, not suited for
practical parallel applications. To fill this void, parallel PRNG libraries exist,
such as Tina’s random number generator library or the scalable parallel random
number generator library [15].

Given some parameters, the PRNG will yield a number from a periodic se-
quence of numbers. Generally, the parameters are a seed and the iteration number,
although the latter is often kept as an internal counter of the RNG. The seed de-
termines the starting position within the sequence, where a fixed seed will always
result in the same sequence of numbers. Usage of a fixed seed facilitates testing of
fundamental software functionality and thus software development, but is highly
questionable for the purposes of statistics.

Progress in quantum technology over the last decade has led to the commer-
cial availability of quantum random number generators (QRNGs), whose reliance
on fundamental principles of indeterminacy in quantum physics can yield high-
quality random numbers. Especially self-certifying optical QRNGs promise the
genuine extraction of randomness from quantum systems isolated from electronic
noise, while further operating at high throughput [16].

Although a variety of random number sources exists nowadays, the quality
measurements of their outputs are surprisingly limited. The Dieharder suite is
a commonly used test suite to verify whether a RNG provides sufficiently ran-
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dom bit sequences [17, 18]. The usefulness of this test suite in the context of
Monte Carlo simulations is debatable and attempts have been made in the past
to investigate potential performance advantages of QRNGs with, e.g., the Ising
model [19,20]. Results of these investigations are generally limited to a qualitative
statement and, to the authors’ best knowledge, do not include proper validation.

In the following, we introduce models used to investigate the suitability of
various random number sources for Monte Carlo applications and solutions to
stochastic differential equations as well as the tests used to ascertain the signifi-
cance of the observations.

2 Results

A MC simulation samples, in general, an unknown distribution thereby providing
an empirical approximation to said distribution. We use the archetypal MC ap-
proximation of m as the initial stochastic test bed for our analysis to assess how
different sources of randomness affect the simulation outcomes. This choice is
motivated by the availability of an exact solution, simplicity of the procedure as
well as the model being the universal example for MC methods. We employ the
perhaps best known 7 approximation (Method A, c.f. fig. 1C), i.e. generating
random points inside a unit square and counting the proportion that falls inside
the quarter circle, as well as “Buffon’s needle” approximation of % (Method B,
c.f fig. 1D) [10]. Due to the different quantities being approximated (7 vs. %),
we expect the uncertainties of the resulting 7 approximations to behave differ-
ently with respect to the number of points M on [0, 1]? used to obtain one sample
m; of m as well as the number of samples N used to obtain an approximation of
T = % Zf\il 7;. Comparing a self-certifying quantum random number generator
(c.f. fig. 1A and Supplementary Materials SM A.1.2) to industry-standard PRNGs
(SM A.1.1), we demonstrate that the QRNG leads to better approximations than
the PRNGs for both methods. We show that the results obtained with the QRNG
pass the sign test and t-tests for larger sample sizes than the PRNG: on the one
hand, this permits a reduction in sample size while maintaining the same accu-
racy as achieved by the PRNG. On the other hand, a better approximation of 7 is
achieved when considering the same number of samples.

To investigate the observed differences further, we then perform an uniformity
analysis to assess underlying sampling itself, before moving to an applied example
comparing the QRNG to a PRNG in solving the stochastic Schrédinger equation
(SSE).



On Reproducibility Fundamentally, when using a true random number genera-
tor (classical or quantum) the simulation results are not bit-wise reproducible, i.e.,
two consecutive executions will yield slightly different outcomes. An outcome of
a stochastic simulation is deemed reproducible if - all parameters being equal - the
results of repeated execution yield distributions of the desired observables that do
not differ in a statistically significant way. To ensure reproducibility of our data
collection and analysis procedures we utilise the Snakemake [11] framework to
automate the compilation of the collection routines and the actual data collection.

Monte Carlo estimates of 7/4 First we consider the commonly known method
of estimating m (Method A, c.f. SM sec. A.2) and apply the sign test to N =
2.832 - 10° 7 samples (c.f. SM sec. A.4), each obtained using M = 10° points
on [0, 1]2. The coordinates (i, y) of each point are drawn from the uniform distri-
bution between 0 and 1 using a QRNG or Mersenne Twister PRNG, respectively.
We consider the 99.99% confidence interval of the hypothesis Hy : m = 7 (i.e.
the median is 7), with the alternative hypothesis H4 : m #* m. Here, fig. 1 E
illustrates the evolution of the acceptance interval (shown as the green bar) for
growing sample sizes, along with the values of the test statistic (number of values
> m) for the datasets obtained with PRNG (blue) and QRNG (red) and the ideal
statistic (%, gold). The following can be observed: after roughly No ~ 1.4 - 10°
7 samples, Hy must be rejected for the data obtained using the Mersenne Twister
PRNG (i.e. the test statistic leaves the acceptance range) but it can not be rejected
for data obtained using the QRNG. Explicitly this means that we must reject the
claim that the median is 7 for PRNG data but do not reject it for QRNG data: the
latter may thus be considered to provide qualitatively better results. We empha-
sise that no statement is made about a statistical error of the 2nd kind (H 4 is true
but Hy is accepted) for the QRNG dataset, i.e., the analysis does not bound the
probability of H4 : m # 7 for the QRNG dataset.

With N¢ corresponding to the entire obtained dataset, we determined that the
hypothesis is consistently rejected for PRNG data starting with N’ ~ 0.82N¢
samples, whereas QRNG data remains accepted. This implies that for N > N’
only the QRNG data yields acceptable results. We make no statement on the
quality of each approximation for N < N’, where both datasets are accepted.
This observation means that if the sample sizes are increased beyond N’ (tested
for 2 x N¢), higher accuracy of the simulation results can be achieved with QRNG
input, whereas no improvement in accuracy can be obtained with the PRNG.
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Figure 1: A) Setup of the employed QRNG leveraging the inherently unpre-
dictable paths of photons: measuring the differencing signal between two beam-
splitter outputs and postprocessing generates a bitstream of random numbers, self-
certified in real-time [16]. B) The stream of random bits from the QRNG or PRNG
is transformed into a list of values conforming to the distributions of random num-
bers using the C++ standard library [12]. C) Monte Carlo method to approximate
7 (Method A). D) Monte Carlo method to approximate % (Method B, ”Buffon’s
needle”. E) The evolution of the sign test for growing sample size /N of data ob-
tained using Method A.



Buffon’s needle Since Buffon’s method (method B) approximates % instead of
7> the behaviour of the 7 distributions is different. In the Supplementary Mate-
rials fig. 8, we show that the mean obtained with method B differs from the true
value of m more than the mean obtained with method A, indicating that method A
is the better choice for approximating 7 via MC simulations. However, although
method B yields larger approximation errors for M < 5-10°, it displays a clear de-
pendence on the number of points-per-sample (pps) M by following the expected
LM convergence, resulting in a better approximation at M/ = 10° pps and beyond
(c.f. SM fig. 9. In conjunction with the analysis presented below, we conclude
that method B allows for a clear distinction of the effects of the sample size NV and
the points-per-sample M, whereas for method A such a distinction is not easily
made.

In fig. 2 the behaviour of the empirical mean . with growing sample size for a
dataset of N = 1.6 - 10" samples using M = 10° pps, and N = 2.5 - 10° samples
using M = 10? pps is shown for both QRNG and parallel PRNG (pPRNG).

The funnel-shaped shaded blue region corresponds to the 95% acceptance
range obtained by reordering the ¢-test equation (c.f. SM 8) with the upper and
lower bounds obtained utilising the empirical variance of the joint pPRNG and
QRNG dataset. Additionally, multi-coloured regions of the x-axis indicate within
which execution of the code the data has been obtained, each of which corresponds
to a pPRNG initialisation with a different seed (c.f. SM sec. B). We observe in fig.
2b that the pPRNG mean is consistently rejected as an approximation of 7 after
N = 2-10° samples, whereas the QRNG mean is rejected only after N = 10°
samples. Here we must note that the values converge to the true value only in
the case M — oo, while, for a finite M, the limit value is unknown but larger
than m. We have devised an estimator (c.f. SM eq. 2) for the difference between
the limit value and 7 at a given pps M in SM sec. A.2. The expected mean is
shown as the black dotted line in the figure SM fig. 9 and is in good agreement
(Mdata — Mezpect = 3.8 - 10~°) with the empirical mean taken across both datasets.

In spite of the unknown limit value we use the method to assess the dif-
ference between PRNG and QRNG, as the values converge to 7 in the limit
N - M — oo (c.f SM fig. 10), and a comparison of the random number sources
for identical parameters remains appropriate. Computing the normalised deviation
EN = % yields the results exhibited in fig. 2c.

Here, evidently, the approximation error (normalised deviation) when using
Buffon’s method decreases with growing number of samples N, as predicted by

the central limit theorem. However, after NS5\, ~ 10° samples obtained with
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Figure 2: a,b) Evolution of the empirical means for QRNG and PRNG data with
growing sample size /V at a fixed pps M. Note that the ranges of the y-axis are
different for M = 10° and M = 103. ¢) Deviation (error) of the computed ap-
proximation from 7 using M = 10° pps (left: absolute error to exhibit differences
without any scaling; right: normalised by the standard deviation for comparison
to convergence metrics.)



the pPRNG (Ng rve ~ 3 10° for QRNG), the behaviour changes drastically,
converging to a limit value € ~ 2 - 1073 (c.f. SM fig. 9).

We denote the largest sample size after which éy exceeds the 1/ V/N thresh-
old as Ng rnG.prNG- Beyond this threshold €y breaks the expected convergence
behaviour and t-test acceptance bounds (indicated by the dashed lines in the plot),
thus resulting in no further increase in accuracy. We note that NSpye ~ M
for various M and, in view of SM fig. 9 interpret that the points-per-sample M
dictate the “trueness” of the approximation, whereas the number of samples N
determines the precision of the measurement (c.f SM fig. 10). For N < M the
accuracy is dictated by the trueness of the observation, whereas for N > M it is
determined by the precision of each observation. This implies that the number of
points-per-sample M must scale as ~ N to maintain the ~ 1/v/N convergence.
Hence a simulation with N > N ~ M is of little use as the approximation error
plateaus for N > M (c.f. fig. 2c). The same holds true for method A, albeit
there the distinction between M and N is less clear as both affect the width of the
distribution.

Use of the QRNG maintains the expected convergence behaviour up to Ny ¢
304201 and thus ~ 3.16x longer than the pPRNG (NS = 96201). This leads
to higher accuracy of the samples obtained with the QRNG, with the resulting
approximation error € NSnne being ~ 2.99x smaller than € NS v

As shown in SM fig. 8, the samples are approximately normally distributed
and as such use of the t-test is appropriate. To obtain the 95% acceptance threshold
of the t-test, the LN curve must be scaled by 2.05 (c.f. SM 8) resulting in the green
dashed line in fig. 2c. The range of acceptable deviations is thus larger: when we
apply the same analysis as above, this results in N5pyo = 2.3 - 10° = 2.3M
and N§pye = 10° = 10M. Thus using the QRNG results in a ~ 4.54x larger
admissible sample size and an approximation error which is ~ 1.89x smaller than
that of the pPRNG approximation.

In practice, the asymptotic behaviour ~ 1/ V/N is used to estimate the sample
size for which the error will fall below the desired threshold. Since the exact
dependence of the approximation error on /N (and more so on M) is generally
unknown, the sample size V., is generally generously over-estimated. Thus, in
practice, one is likely to use a sub-optimal NN,,,,, > N. Given such a choice, the
approximation error gﬁg% of the entire pPRNG dataset of N,,o, = 1.69 - 107 is
illustrated by the horizontal red dotted line in fig. 2c. Here, we observe that the
same accuracy is already attained at Nj)py ¢ = 1.92-10° samples using the QRNG
(vertical dotted line), or in other words, the same accuracy is already reached



using the QRNG with a ~ 8.3x smaller sample size. Keeping N,,.. fixed, the
approximation error of the QRNG data computed is €y, . /€ Niypne — 125 times
smaller than that of the pPRNG data.

Uniformity analysis To better understand the observations made with the 7
model, we consider the underlying sampling, or more specifically, the uniformity
of the point distribution on [0, 1]* as provided by the QRNG and the Mersenne
Twister [11] PRNG. Uniformity was analysed using the nearest-neighbour dis-
tance (/VNV), largest empty sphere (LFE.S), dispersion (Cy,, CFE) and potential en-
ergy metrics () and R,,)(SM sec. A.3). We remark that an analysis of the uni-
formity of sampling of a domain requires an analysis of the relation of the point
distribution to the boundary. In absence of such the homogeneity of the distri-
bution is considered. Hence, in the following we refer to solely the behaviour
of a point distribution, where NN and LES assess the distance between pairs
of points, CE and R, test for clustering and 'non-randomness’, and Cy and )
provide more global measures for uniformly dispersion by averaging the contri-
butions from each point. These measures, further described in SM sec. A.3, are
collected 50 times for the sample points sets of various sizes and numerical pre-
cision both for sequential pre-generated QRNG and PRNG (Mersenne Twister).
The 50 averages, each taken from 100 experiments with a given number of point
samples, are summarised in the box plots.

In fig. 3 we present results for the 50 x 100 sets of 1000 points, each of which
is defined by a single-precision number pair representing the z- and y-coordinates.
Although the direct application of NNV measure does not illustrate any statistically
significant difference, the measures derived from NN lead to the following obser-
vations: the means and medians of quality measure () and R, are significantly
higher for QRNG as compared to PRNG but remain below 1, suggesting that
QRNG offer a better dispersion of values, indicating a tendency towards more
randomness. The observation that the Coefficient of Variation (C',) is smaller
for QRNG than for PRNG, despite no statistically significant difference observed
in NN distances, fig. 3, indicates that while both types of generators produce
uniformly distributed numbers, QRNG does so with consistency and less variabil-
ity more closely matching theoretical expectations. The statistically significant
differences are observed at a 95% confidence level between the sets of single-
precision floating-point numbers generated by QRNG and PRNG, as determined
by the Wilcoxon, Student’s T-test, Anderson-Darling, and Kolmogorov-Smirnov
tests, and shown in the SM tbl. 1.
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Figure 3: Uniformity measures for 1000 QRNG and PRNG float points.

The green arrow indicates the direction of more uniform sampling, the green box
highlights cases that are statistically significant. Higher () and R, with values
< 1 indicate a tendency of QRNG towards more randomness with less inhibition,
as evidenced by CF test.

There are fewer statistically significant observations for random number sets
of medium size (10K points of single or double precision, c.f. SM tbl. 2). In the
case of the random double precision number sets of larger size (50K points), there
is a significant difference in the means of LFS radii between QRNG and PRNG,
where the smaller radius for QRNG indicates that the points are more uniformly
distributed without large gaps (c.f. SM tbl. 3, SM fig. 11). The F-test results reveal
that variance differences between QRNG and PRNG datasets are not statistically
significant across the measurements, suggesting similar dispersion characteristics
when larger number-of-points per unit square are used: explicitly, this resembles
“over-sampling’ of the domain, where differences between sampling vanish.

We have demonstrated differences in the sampling itself, as well as the poten-
tial of QRNGs to yield performance advantages in terms of improved accuracy
or reduced sample size in examplary MC simulations. Reductions in sample size
without loss of accuracy should benefit every stochastic simulation (e.g., Black-
Scholes, stochastic molecular dynamics), but we expect greatest benefits for prob-
lems where random numbers are essential, but do not dominate the overall com-
putation time. Additionally, given the observations of an increased homogeneity
of samples, we expect non-linear problems to enhance the differences between the
random number generators.
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Stochastic Schrodinger equation Therefore, we turn to a non-linear example
with an application in high-accuracy measurements, critical for various fields in-
cluding physical measurements, biomedical sensing, or precision manufacturing:
we investigate a model based on the stochastic Schrodinger equation (SSE) for
quantum-enhanced measurements.

As an example we consider the measurement of the relative change ‘% in the
length of an optical cavity in which two groups of N/2 excited atoms are de-
posited. It is possible to store the two groups in a way to suppress the emission
of light into the cavity mode (light frequency), keeping the atoms excited. Once
the preparation is done, the length of the cavity is changed, thus changing the
coupling constants &; of group ¢ = 1, 2 and resulting in the emission of light.

Braun and Martin have shown in [8] that counting the number of emitted pho-
tons allows for the best-possible precision of the measurement of the change of
the cavity length = ‘%, following the Heisenberg limit ~ N~!. To double the
precision of the measurement, we thus would have to double the number of atoms
in the cavity. In contrast, the standard quantum limit scaling ~ N~/2 would
require us to quadruple the number of atoms for the same precision.

For small systems (fewer than ~ 22 atoms) the state ¢/, of the system can be
determined using exact diagonalisation (ED) applied to the Lindblad-matrices of
the associated master equation [8, eq. (19)]. The procedure becomes unfeasible
at system sizes beyond ~ 30 atoms due to the exponentially growing memory re-
quirements, leaving only the stochastic Schrodinger equation as a feasible way to
explore the behaviour for large systems (c.f SM sec. A.5).

In this work, we approximate the photon number as a function of dimen-
sionless time gt by numerically solving stochastic Schrodinger equation using
a Runge-Kutta-type integrator scheme with strong order-1 convergence [13, Ch.
12.3]. The approximations for N = 12 particles and M.,; = 20000 time steps
in the interval [0, 20] and varying number of repetitions (number of /;-trajectories
simulated), N,.,, are compared between QRNG and Mersenne Twister PRNG
input, and benchmarked against the analytical solution obtained using exact di-
agonalisation (ED). The validity of a short-time analytic approximation of the
uncertainty used in [8] limited the time of interest there to gt < 0.2. In practice
the measurements must be performed outside of the cavity and such short-time
measurements can be challenging and thus longer observation times are preferred.

Here, fig. 4 illustrates the distribution of /V,.., = 50 trajectories of the expected
number of photons (n,;)(t)/z? as a 2D histogram for simulations performed us-
ing the Mersenne Twister PRNG (A) and a QRNG (B). The deviation of the means
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Figure 4: Simulation of the average photon number for a system with N = 12
atoms using the stochastic Schrodinger equation and N,., = 50 trajectories. The
trajectories are plotted in A) for PRNG input and B) for QRNG input. The respec-
tive standardised error of the means of the trajectories referenced to the analytical
solution is shown in C. D) shows histograms at the important long-time limit. E)
Standardised deviation of the photon number in the long-time limit obtained with
Ni;ep = 50 for a system of N = 20 atoms.
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from the reference solution (obtained using the ED solution), normalised by the

standard deviation (o[(n,n)]) - ‘EKHPZF(;?;’]“E ol _ taken over all trajectories at each
P

time for the system size N = 12 is shown in fig. 4C.

The initial conditions are identical across all simulations: each trajectory starts
out with a fully excited system at gt = 0. As the system evolves, the excitation
decays by emission of light, resulting in the observable peak in photon numbers.
The maximum number of photons is observed at Tj,cq;, = gt ~ 1—70 before the sys-
tem decays into a metastable state in the long-time limit g¢ > 5. Interestingly,
the standardised deviation of the means from the reference solution is smaller for
both the peak time, as well as in the long-time limit for the QRNG input (see
fig. 4 C). The latter limit is of particular interest, since, in reality, measurements
must be performed outside of the cavity and the longer the time scale for mea-
surements is, the easier these are to carry out. Additionally, according to photon
statistics, we expect the distribution of the trajectories at a given time to resemble
the Poisson distribution with a variance ~ (n,,). Thus, in the long-time limit,
we expect to sample the distribution better than at the early times due to a much
lower ~ (n,;,), allowing us to not only assess a single numerical measure (me-
dian) but also the shape of the obtained distribution. We must further remark that
an evaluation using the standardised deviation is applied, in general, to normally
distributed data (i.e., to perform a t-test) and should be carefully scrutinised here,
since photon numbers are expected to follow a Poisson distribution. This resem-
blance to a Poisson distribution is enhanced in the long-time limit (gt = 13) if
outliers, according to the inter-quartile-range (IQR) measure, are truncated from
the dataset. We do not include outlier analysis in this work due to the complexity
of the subject, but remark that the simple classification according to the IQR is
challenging as it can yield acceptance ranges including negative values, which are
physically incorrect.

One observes that the QRNG and PRNG data capture the true solution within
the range of their values. However, while the median of the QRNG data coincides
with the true solution, the median of the PRNG trajectories differs from the true
solution by a bin width (c.f. fig. 4 D). Here, the width of the bins of the QRNG
data is significantly larger than that of the bins of the PRNG data, which is due to
the presence of the singular outlier trajectory in QRNG data. Excluding the sin-
gular bin results in a distribution with a smaller variance for QRNG than PRNG
trajectories, but, due to its definition, does not modify the median.
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Next, it is worth noting that the SSE is supposed to simulate large systems.
Similar to deterministic Runge-Kutta schemes, the approximation error is depen-
dent on the time step size. Computing the approximation error w.r.t. the ED
solution for system sizes N = 2...16 and varying time step sizes, one can ob-
serve that the step size at which the lowest relative error is achieved scales as
~ N~2, which results in an optimal step size gAt = 1073 for systems N < 14
and gAt = 107* for N ~ 20 !. This is particularly noticeable in the approxima-
tion error of the PRNG dataset in fig. 4E, where we provide the long-time limit
behaviour of the standardised deviation for N = 20. It is immediately apparent
that using either At, the QRNG error is smaller than the PRNG error. Surpris-
ingly, the PRNG error at gAt = 10~* is only marginally better than the QRNG
error at gAt = 1073, It is important to note that the simulation cost (time) scales
linearly with the number of time steps. Hence, the tentative implication of this
observation is that the same quality of the approximation with the PRNG can be
achieved using the QRNG but at 1/10-th the cost, using fewer but larger time
steps.

Increasing the number of trajectories NV,, to 150 reduces the late-time devi-
ation of the PRNG mean to the same order of magnitude as that of the QRNG
dataset (c.f. fig. 5 D). Here, in the important long-time limit, where both QRNG
and PRNG yield essentially equivalent results, though the QRNG median at gt =
13 yields a better approximation of the ED solution (c.f. fig. 5 C). Significantly,
tripling the number of trajectories to NN,., = 150 has reduced the standardised
error of the PRNG dataset to the magnitude of the error of the QRNG dataset al-
ready achieved at N,., = 50.

In summary, considering the temporal evolution of the scaled deviation and
the trajectory distributions at gt = 13, we may conclude that using a QRNG pro-
vides a better result than the MT PRNG. The two generators become essentially
equivalent if the number of trajectories simulated grows beyond N,., ~ 150 for
the given system. The long time limit deviation of the PRNG is then reduced to
~ 107}, i.e., the same value obtained with the QRNG input at only 50 trajectories.
This implies that equivalent results can be achieved using QRNGs at 1/3 the cost.
Additionally, when inspecting the behaviour for larger systems, we conclude that
the use of a QRNG makes the system less susceptible to sub-optimal choice of the

! Adapted from unpublished, prior work by one of the authors.
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Figure 5: Simulation of the average photon number for a system with N = 12
atoms using the stochastic Schrodinger equation and N,.., = 150 trajectories. The
trajectories are plotted in A) for PRNG input and B) for QRNG input. C) The
histograms at the long-time limit is illustrated. D) The respective standardised
error of the means of the trajectories referenced to the analytical solution is shown.
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time step size, yielding equivalent results at potentially 1/10 of the cost.

3 Conclusions

In this work, we assessed the effect of various entropy sources on the outcomes
of stochastic simulations. Herein, we assembled a test suite based on Monte
Carlo simulations, and a palette of statistical tests, with varying underlying as-
sumptions, to compare a quantum random number generator (QRNG) to pseudo-
random number generators (PRNGs) in serial and parallel processes. Stochastic
estimation of 7 was chosen due to its simplicity and availability of an exact solu-
tion. Using the simple 7 /4 estimate (method A) and testing the hypothesis that the
median of the data is 7, we observed a rejection after ~ 1.14 - 10% samples when
utilising the MT PRNG. In contrast the QRNG passed the test even at 2.8 - 10°
samples. We thus conclude that a higher accuracy can be achieved when using the
QRNG.

Likewise, using Buffon’s needle experiment, we demonstrated that the QRNG
results pass the t-test (hypothesis: mean = 7, data normally distributed) for sample
sizes up to 4.54 x larger than those achieved by the parallel PRNG, thus resulting
in a ~ 2x better approximation of 7. If the limit is relaxed to 1/v/N, QRNG per-
mits up to 3.16x larger samples, resulting in an up to 2.9 x better approximation.
In the process, we have demonstrated the capability of this method to distinguish
the effects of points-per-sample M and sample number N, which is not com-
monly found in the literature. We have also shown that the use of a QRNG results
in better approximations (lower approximation errors) for sub-optimal parameter
choices (N > M), enabling large reductions (~ 8x) of the number of samples
without loss of accuracy.

Additionally, based on a uniformity analysis, we assessed differences in the
random sampling underpinning the MC simulations: our findings suggest that the
QRNG, especially at small sample sizes, offers a better dispersion of samples than
the PRNG indicating a tendency of the QRNG towards more uniformly distributed
samples, closely matching theoretical expectation.

We further investigated one applied example using the stochastic Schrodinger
equation, where a better accuracy of the approximations with the QRNG was re-
vealed by assessing the standardised error from the analytical solution in the rel-
evant long-time limit. The approximation error is smaller when using the QRNG
as opposed to the PRNG. It was found that the errors of the PRNG data from the
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true solution are in the same order of magnitude of the errors of the QRNG data
even if the number of trajectories of the latter is reduced by a factor of 3. This
implies that the simulation can be run at %-rd of the costs when using a QRNG.
When simulating larger systems, the time-step size must be reduced, resulting in
an increase in the number of time steps. It becomes evident that the acceptable
approximation error of the PRNG is already achieved by the QRNG data with
1/10-th of the number of time steps. Significantly, the simulation time, and thus
cost, scales linearly with the number of time steps.

Moving beyond the investigated use cases with known solutions, we envisage,
and encourage, further testing and applications of QRNGs in stochastic modelling,
ranging from Bayesian inference, stochastic differential equations, optimisation,
and Monte Carlo simulations to leverage the revealed advantages in all affected
fields. We plan to pursue a wider comparison of QRNGs, classical true random
number generators (TRNGs) and a variety of PRNGs in the aforementioned fields
using the methodology utilised in this paper.
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A Methods

A.1 Random number generators

The effect of different entropy sources are investigated based on the uniformity
analysis and the outcomes of MC simulations. Specifically, a self-certifying quan-
tum random number generator (QRNG) is compared against two pseudo-random
number generators (PRNGs), namely the Mersenne Twister as the industry stan-
dard for sequential computing and Tina’s random number generator for parallel
processes.

A.1.1 Pseudo-random number generators

A PRNG is an algorithm that, given some parameters, will yield a number from
a periodic sequence of numbers. Generally the parameters are a seed and the
iteration number, although the latter is often kept as an internal counter of the
RNG object. The seed determines the starting position within the sequence. A
fixed seed will always result in the same sequence of numbers. Usage of a fixed
seed is beneficial for reproducibility but highly questionable for the purposes of
statistics.

The Mersenne Twister, also known as MT19937, is implemented in the stan-
dard C++ libraries and deemed as a common PRNG for stochastic simulations,
mainly due to its long period of 29937 — 1. We must remark that we deliberately
avoid choosing the default_random_engine in our implementation, as it
is implementation defined?>. The standard implementation of the MT is used for
method A of the approximation of 7.

Method B is run in parallel processes within this work. Importantly, the
Mersenne Twister is not recommended for use in parallel settings due to potential
seeding issues, hence Tina’s random number generator is deployed [1,2]. This
PRNG is designed for parallel programming environments and equally suited for
shared and distributed memory computers. We note explicitly that MT can be
used in a parallel environment but its documentation [3,4] does not warn the user
against such. With the only control parameter being the seed it is not obvious
whether the resulting sub-sequences will be non-overlapping.

20n the authors’ system it defaults to a linear congruential engine with a 23* — 1 period.
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A.1.2 Quantum random number generator

The employed quantum random number generator (QRNG) leverages the quan-
tum mechanical behaviour of photons: when encountering a beam splitter, the
photon state’s path is inherently unpredictable. One can thus measure the differ-
ence between the beam splitter outputs to generate random numbers. Additionally,
with knowledge of the input photon state, or in other words, the number of pho-
tons, a certain level of entropy from the output differences can be guaranteed,
allowing a source-device-independent protocol [5]. The setup implementing this
protocol consists of an untrusted photon source (a laser), two beam splitters, and
three detectors. The first beam splitter partitions a portion of the incoming light to
certify the photon number at any given time. The remaining output from the first
beam splitter passes through the second beam splitter. Two detectors are placed
at the outputs of the second beam splitter, and the differencing signal between
them is postprocessed to generate random numbers, with the minimum entropy
guaranteed for every sample. Importantly, this setup allows for eliminating any
classical noise when the random bits are generated: this process is known as self-
certification and is carried out in real time in the device. This allows for a reliable
assessment between the QRNG and PRNGs, as the random numbers stem from
the quantum mechanical behaviour of photons instead of any potential residual
classical noise.

The output of the QRNG is a stream of random bits which is transformed into a
list of values. The implementation to call for random numbers directly uses the
C++ standard library [6]. The list of values conform to the distributions of ran-
dom numbers specified in the C++ programming language standard, and random
numbers can therefore be sampled from all distributions standardised in the C++
library.

A.1.3 On Reproducibility

To facilitate the collection of data required to apply the tests presented in sec. A.4
to each model, we employ Snakemake, [7]. The workflows for the m-example
are set up in a way to allow reproducible runs with (p)PRNGs as well as QRNG,
provided the entropy of the latter is stored in binary format to file.

It should be noted that the collection of one set of 7 samples requires roughly
12.8 TiB of entropy. This effectively prevents a bit-wise fully reproducible set-up.
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A.2 Number 7 approximation

This section focuses on a single test case and two Monte Carlo methods to fur-
ther investigate the quality of random numbers. We consider the simple method
(Method A) and Buffon’s needle technique (Method B) to find the approximation
of % and %, respectively. Method A has been considered as a part of an emerging
test suite [8], whereas method B is generally relegated only to academic examples.
Below we present the mathematical formulation of the methods and the error es-
timates for the approximations of number 7. Via the upper subscript, we indicate
the reference to the corresponding method.

Let an indicator random variable X;* represent the outcome of whether a ran-
domly chosen point (a, b) falls inside the first quarter of the unit disk, a,b ~
Ulo,1]

X/ = {1’ CHESL Py =T
0, otherwise 4

or let X7 represent the outcome of Buffon’s needle experiment. The needle is
characterized by the distance from the center to the nearest line, p ~ UJ0,1/2],
and the angle 6 ~ U|[0, 7/2) relative to the line.

1, p<1/2sinf 4 (/2 rzsind 2
XZB: y P / Sl 77 pB:P(XZB):_/ d0/2 dp:—
0, otherwise ™ Jo 0 ™

If we denote by p the probability of the event X, then X, Xo, ..., X, is the
sequence of independent and identically distributed random variables with finite
mean E[X;] = p and finite variance Var(X;) = p(1 — p).

To derive the approximation for the number 7 and the corresponding error
estimate we define the random variable Y); = X;+...4 X, which represents the
total number of positive outcomes out of M trials. Due to the law of large numbers
applied to Y}, as M increases, the average of Y, converges to the expected value,
which can be related to the estimate of p via

ok
p_M7

where k represents the successes in Y),. Hence, the approximations to 7 are given
by
Ta=4p, 7p=2/p.
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Recalling
E[Yy] = ME[X;] = Mp, Var(Yy) = MVar(X;) = Mp(1 —p),
k—pM

vV Mp(1 —p)

the central limit theorem yields Z = ~ N(0,1) for sufficiently

large M, and we find the upper bound

I —p| < %\/m —p), (1)

where ! is the inverse of the cumulative distribution function (CDF) associated
with the standard normal distribution, Z € [—q)_l (1 — %) , o1 (1 — %)} with
probability 1 — «. Finally, from (1) we obtain the error estimate for the number 7

approximation

i

e} -1(1 _ &
|7ATA—7T| §7T\/4/7T—1 WQ’ |7%B_7T| SW\/’]T/Q—l &\/Mz) (2)

We note that the accuracy of 7 approximation might be limited by the num-
ber of sampling points M, i.e. a systematic (numerical) error €,; occurs. Indeed,

PRNG Systematic Error for E(%) Yy ~B(M, 2)

17
1073

1793

1073

103 104 103
sampling points, M

Figure 6: Systematic error in Buffon’s needle experiment

considering the random variable Y, based on Buffon’s needle method, one ob-
serves that Y, follows a binomial distribution skewed to the left with a skewness

(E[Y}w7IED/]M”):3 _ 1—-2p ~ —0.5681 M 1
value of G vy e S T The impact of excluding the
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zero outcome on the distribution’s skewness is minimal for large M. The negative
skewness yields occurrences of smaller values of £ which leads to 7 < 75, and
aligns with the results of Jensen’s inequality

1
B[ | Yar > 0]

2M
<E|— | Yy >0
[YM|M

> oM <M> PE(L — p)Mh

. (1 _ M
<k \k/)1-(1-p)

resulting in

2M
7T<11H1E|:—|Y]\/[>0.
M—00 Y

Although it is difficult to find the theoretical formula for E[% | Yar > 0] in

a closed form, the presence of the systematic error, i.e. 75 ~ ™ + €7, can be
observed from the numerical values of Jensen’s gap on fig. 6, ), ~ 1.8/M.

A.3 Uniformity analysis

In this section, we provide metrics to quantify the spatial uniformity of two-
dimensional data sets. Testing uniformity in the unit interval has been extensively
studied and the overview of some of the methods may be found in [14]. On the
other hand, the uniformity in the multivariate setting is far less studied. For the
overview of statistical methods for analysing data in the form of spatial point dis-
tributions, we refer to [15].

To assess whether a set of points in space follows a uniform distribution, one
can examine the distances between pairs of points. Some authors consider the
asymptotic properties of small inter-point distances or the distance to the nearest
neighbor (IVN), while others investigate the moments and distribution of the inter-
point distances, [16].

We concentrate on the two metrics for the uniformity test of the set of M points
Xy = {z1,...,2} C[0,1]%, M € N: the distance to the nearest neighbor (NN)

= mnax ; _— min Ti — T 3
Tmazx z’:l,.A.,M,y“ i j:1,...,M;j7éi| i J|7 ( )

and the radius of the largest empty sphere (LES) within the unit square, [16],
Ay =sup{r > 0: 3z € [0,1]* such that B(x,r) C [0,1]*\ Xu}. (@)

Should there be deviations from uniformity via “clustered” observations, the max-
imal spacing or Janson’s uniformity test, [17], on a unit square, would reject, at a
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significance level a, the null hypothesis “random variable has a uniform distribu-
tion” whenever

7A2 > (—=In(—In(l — ) +In M + Inln M) /M. (5)

The metrics (3) and (4) are illustrated in fig. 7 with the sampling of a unit
square by QRNG and PRNG, on the left and right sides respectively. The green
circles exemplify the distance to the nearest neighbour (/NV/V) and the red ones
present the largest empty sphere (LES). Utilising the aforementioned metrics, we
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Figure 7: QRNG (on the left) and PRNG (on the right), 1000 float points.
The green circles represent NN and the red ones demonstrate the LES.

perform several statistical tests such as the Wilcoxon test and F-test and present
the comparison results in sec. B.

Based on the NN metric, we also apply the normally distributed test statistic
CFE and the "measure of non-randomness” R, suggested by Clark and Evans in
1954 and improved by Donelly in 1978, [18]

E:m Rm:i (6)

V/Var(7) E(7)’
M
1
with 7 = 2> 5 E(3) = 0.5M7Y2 4+ 4M~1 (0514 + 0.412M ") and
=1

Var(y) = 0.07M =2+ 0.148M /2. With these approximations for the mean value
and the variance, the CE is assumed to follow a standard normal distribution.
Clark and Evans tests are powerful both in detecting clustered patterns and de-
viations from randomness in cases where the events are more evenly distributed
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across the spatial domain, i.e. a large positive CE suggests clustering, while a
small negative C'/ indicates inhibition. [19]

Furthermore, we consider the coefficient of variation C'y, and the mesh ratio
R); measures due to Gunzburger and Burkardt, 2004 and the potential energy
quality measure () introduced by Ong et al 2012, [20]:

M max M
1|1 A 3/M
O — = _§ =72, R, ="M g E
Vv S\ M - (7 7) ‘jlnlanyZ — ( 3/M+%)

-----

(7)
where the second term under the sum in () represents the potential energy between
the i-th point and its nearest neighbor. The smaller the values C'y, and R,, are, the
closer the points are to the perfectly uniform mesh. A higher () value suggests
that points are more uniformly dispersed. Conversely, lower () values indicate
that points are more clustered or unevenly distributed, with more instances of
points being closer to their neighbours. By averaging the contributions from each
point, () provides a metric that reflects the overall uniformity of the distribution.

The mesh ratio R,, assesses the local uniformity of point sets, as noted in
[20], whereas the coefficient of variation measure C'y and the quality measure ()
provide a more global measure.

A.4 Statistical tests

To determine whether any statistically significant differences between the samples
obtained with QRNG and PRNGs are present, we employ a palette of statistical
tests [21][Ch. 10]. Herein, we retain tests with a variety of assumptions on the
underlying distribution to investigate the difference between the distributions from
multiple points of view. For the m model each dataset is tested individually against
the known result using a 1-sample test check whether the result is acceptable as
an approximation of 7. When no reference value is available, as is the case with
the uniformity measures of sec. A.3, a 2-sample version of the tests is performed
to determine whether the datasets could originate from the same distribution.

The sign test tests the hypothesis that the median m of the sample is equal to
a given value p - formally Hy : m = po - against the alternative hypothesis
H 4 : m # pp. As such, its sole requirement is that the median can be computed,
i.e., that the sample can be ordered. A two-sample sign test checks the hypothesis
that both samples possess the same median. It implicitly assumes that the sample
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values (z;, y;) are paired s.t. a derived variable u; = x; — y; can be computed, only
requiring the same number of samples. The w; are thus assumed to be samples of
a random variable U with a 0 median.

Since the median partitions a dataset into 2 equal sizes, the number of points
above/below the median should be equal. This number, denoted here as C' or test
statistic, follows a Binomial distribution with the number of samples being the
number of trials and the success probability p = 1, i.e. C' ~ Bin (N, 1). It is then
trivial to determine the acceptance range of the number of values above/below the
median to any significance level .. In general, we employ a two-sided test. The
Wilcoxon test is an improvement upon the simple sign test but assumes that the
samples originate from a symmetric distribution.

T-test, or Student’s t-test [21][Ch. 10.2.1], for a sample of IV values z; uses the
test statistic _

_ X —p

TSN VN
with Sy being the empirical standard deviation to test whether the empirical mean
X is statistically identical to the prescribed mean 4. It is known that the random
variable 7" will be distributed according to the t-distribution with N — 1 degrees
of freedom, which allows us to determine the acceptance range for 7' to a given
significance level a.. The statistic is derived from the so-called z-test and hence
fundamentally assumes a normal distribution of the samples z;.

®)

F-test, alsoknown as the variance ratio test, is a statistical method used to assess

the equality of their population variances. The F-test assumes that the data follow

a normal distribution, are independent, have equal variances across groups, and
are measured on an interval or ratio scale. The test is performed on the quotient

2

F = S—% : ©)

where s2, s3 are the variances of the samples. If both variances are computed

using the same number of samples N, the F-statistic follows the F-distribution
characterised by N — 1 degrees of freedom for both the numerator and the denom-
inator [21][Ch. 10.2].

CDF-based tests, such as the "Kolmogorov-Smirnov” (KS) and ”Anderson-
Darling” (AD) 2-sample tests compare the cumulative distribution functions (CDF)
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for both datasets. Both order the data x;, construct an empiric cdf F} »(z) based
on said data and yield sup, || F1(z) — F2(x)||. The closer the two distributions
are, the smaller the statistic will be and an acceptance threshold d* (N, «) can be
determined numerically for a sample size /N and confidence parameter o«. The AD
test, instead, determines the weighted L? distance between the distributions, with
the weighting function w chosen to emphasise the tails of the distribution.

A.5 Stochastic Schrodinger equation

Braun and Martin have shown in [9] that counting the number of emitted pho-
tons allows for the best-possible precision of the measurement of the change of
the cavity length z ‘%, following the Heisenberg limit ~ N~1. A numerical
verification of the statements requires the calculation of

(pn) (1) = 2 <g>2 /Ot ke 25 (e — 1)(J J_)(t — s)ds . (10)

K

Here n,,, is the number of photons and g = |G — G3|/(2x), where G5 =
1.0 + x are the coupling constants for the two groups of atoms using the photon
escape rate k = 5g. The coupling parameter z = 0.1 % encodes the relative
change AL in the length L of the optical cavity. J. are the the generalised spin
raising/lowering matrices that represent excitation/relaxation of a spin by way of
absorption/emission of a photon.

Herein, the expectation values are computed at a given time ¢ by computing
(J4d_)y, = (Y(t)|J+J-|1(t)) with the state |1);) = |¢)(t)) obtained using the
stochastic Schrodinger equation:

dle) = Fi([¥e))dt + Fo(|b) ) dW; (1D
Fu() = = (20T oI = - = (1)3,) ) (12)

Falv) = /22 (1 = (L)) 64 (13)

where dW, = dWW(t) is a Wiener increment with zero mean and variance dt.
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B Numerical Experiments

To analyse the effects of the random number source, we have performed a wide
range of numerical experiments. Each of the uniformity experiments and p: ap-
proximations was performed using numbers in single-(float) and double-
precision, to account for any potential differences in grouping of random bits.
The 7 data is collected by supplying the simulation routines the number of points
per sample M as well as the number of samples per batch N, and the total num-
ber of batches Nyiches- Batching is used for a mean-of-means calculation during
the simulation, and has no effect on the stored samples. For the total number of
samples we use N = Ny, - Npatches. Batch size variations serve to distinguish
individual executions of the program in fig. 2, each of which corresponds to a
PRNG initialisation with a different seed.

If no seed is prescribed for a (p)PRNG, the current time at the start of the
execution is used. With this approach we directly contradict textbook suggestions
[22](Ch. 2.2.1) of using a fixed seed. This decision was made to represent a
general case, avoiding potentially biasing the findings by choice of a seed that
results in a particularly ”good” subsequence (e.g., in particularly small variance
of the data), as well as to match the non-deterministic behaviour of the QRNG.

To further reflect the application of MC simulations in practice, our simula-
tions are performed using 4 OpenMP threads. In the case of the MT PRNG, the
seed of each thread is offset from the common seed by the thread index, and for
the pPRNG, the leapfrog drawing method is used [1]. In exploring the effects of
the RNG, we have considered various points per sample (pps) M, sample sizes N
and precisions of the fundamental data (float, double).

B.1 On the number 7 approximations

Since Buffon’s method approximates % instead of 7, the behaviour of the 7 dis-
tributions is different. In fig. 8 we show the event density histogram of 7 — 7
for methods A (blue) and B (red) using 1000 points per 7 sample, both using a
pPRNG. It is immediately obvious that the variance of the simple approximation
is smaller. Upon closer inspection, one can see that the mean obtained with Buf-
fon’s experiment differs from the true value of 7 more than the mean obtained with
method A. This indicates that method A is the better choice for approximating 7
via MC simulations.

Similarly, the normalised deviation displayed in fig. 9 demonstrates that, up to
10 points per sample (pps), this methods yields better results. The approximation
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Figure 8: Distribution of ™ — 7 differences for samples obtained with methods A,
B using N = 2.55 - 10° samples and M = 10° pps.

error of method A displays no clear dependence on M and is hence assumed in-
dependent of M. In contrast, Buffon’s method yields larger approximation errors
for M < 5-10° but displays the expected \/LM convergence, resulting in a bet-
ter approximation at A/ = 10° pps and beyond. In conjunction with the analysis
presented below, we conclude that method B allows for a clear distinction of the
effects of the sample size /V and the points per sample M, whereas for method A

such a distinction is not easily made (fig. 9).

B.2 Uniformity analysis - Additional results

The measures described in sec. A.3 are collected 50 times for the sample points
sets of various sizes and numerical precision both for sequential pre-generated
QRNG and PRNG (Mersenne Twister).
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