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The maritime industry stands at a critical juncture, where the imperative for technological advancement
intersects with the pressing need for robust cybersecurity measures. Maritime cybersecurity refers to the
protection of computer systems and digital assests within the maritime industry, as well as the broader network
of interconnected components that make up the maritime ecosystem. In this survey, we aim to identify the
significant domains of maritime cybersecurity and measure their effectiveness. We have provided an in-depth
analysis of threats in key maritime systems, including AIS, GNSS, ECDIS, VDR, RADAR, VSAT, and GMDSS,
while exploring real-world cyber incidents that have impacted the sector. A multi-dimensional taxonomy
of maritime cyber attacks is presented, offering insights into threat actors, motivations, and impacts. We
have also evaluated various security solutions, from integrated solutions to component specific solutions.
Finally, we have shared open challenges and future solutions. In the supplementary section, we have presented
definitions and vulnerabilities of vessel components that have discussed in this survey. By addressing all these
critical issues with key interconnected aspects, this review aims to foster a more resilient maritime ecosystem.
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1 INTRODUCTION
The global maritime digital technology industry is estimated to be worth $345 billion by 2030,
up from a previous forecast of $279 billion [83]. Over the past years, the maritime industry has
progressed rapidly and their evolution has extended into several domains. From increased use of
digital systems [56], enhanced satellite communication [6], and construction of IoT-enabled port
infrastructure [35] to development tendencies of autonomous shipping [89], a lot has been published
with a focus on the advancements of maritime technology, but maritime cybersecurity has been
inadequately addressed. To be more specific, the maritime industry is at significant risk of becoming
a target for an array of cyber threats and attack vectors that arise from the interconnection of diverse
technical tools such a Internet of Things (IoT) networks and telecommunications mechanisms, etc.
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111:2 Li et al.

The maritime cyber environment, as described by Sotiria [99], encompasses the networked systems
of both Information Technology (IT) and cyber-physical systems [or Operational Technology (OT)].
It includes communication networks that allow data to flow from a ship’s IT systems through
to the OT realm with programmable logic controllers (PLCs) and various sensors, ultimately
extending to advanced navigation tools like Global Positioning Systems (GPS). This has created
greater vulnerabilities - the integration of IT and OT in the maritime sector introduces heightened
cybersecurity risks, as traditionally isolated OT systems become more susceptible to cyber attacks
through their connections to IT networks (depicted in Figure 1). As the range of potential threats
has broadened, more vulnerabilities and entry points have been discovered in maritime systems.
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Fig. 1. Illustration of a typical maritime shipboard IT/OT system that combines hardware and software to
monitor and control physical devices in real time. The increasing interconnectivity of IT and OT systems have
expanded the potential attack surface.

Different from the automotive industry in which their cyberattack impact tend to be more
localized, affecting single vehicles or restricted regions, the potential impact of a cyberattack on
a large vessel could destabilize global supply chains and inflict billions in economic losses. With
the rise of interconnectivity, maritime cybersecurity extends beyond the vessels themselves and is
characterized by complex interactions among stakeholders and components, such as shippers and
ports. As a result, vessels have become vulnerable to cyberattacks originating both internally and
externally.
Several research activities targeted at discovering and studying various cyber threats of the

underlying technology are driven by the demands and real-world scenarios regarding maritime
cybersecurity listed above. In the last few years, excellent surveys on maritime cybersecurity
have been published [10][16][85] [126][174]. Park et al. [126] offered a more traditional narrative
literature review. Rather than getting into the technical specifics of individual systems or compo-
nents, the authors [126] adopted a high-level perspective of cybersecurity threats and risk control
alternatives in the marine industry as a whole. Ismail et al. [85] focused specifically on maritime
cybersecurity in the Indian Ocean region with limited depth on maritime component-specific topics.
Farah et al. [16] provided a mapping and classification of on-vessel core equipment and in-port
infrastructure and included a detailed breakdown of electro-mechanical systems, electronic systems
and communication systems.

Nevertheless, the authors [16] did not offer comprehensive technical information on particular
cybersecurity measures. In contrast to more general maritime cybersecurity, Ashraf et al. [10]
offered a comprehensive classification of cyberattacks in the marine domain, with a primary
focus on risks related to the Internet of Things. Moreover, the authors [10] did not elaborate on
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methods of mitigation. Yu et al. [174] used bibliometric methods to provide a review of academic
literature on maritime cybersecurity with limited discussion of technical details in cybersecurity
solutions. There is still room to classify novel threats and countermeasures in literature that are
more sophisticated and highly targeted. This work attempts to fill this gap. Although security
attacks against maritime IoT devices have received considerable attention during the last years,
the significance of IoT enabled attacks is not always fully assessed. We focus on verified attacks,
i.e, either real-world incidents or attacks that have been implemented and recently published by
researchers including the attacks that are theoretically possible. Based on the analysis of these
attacks, we summarize security solutions that can effectively mitigate such threats. Unlike many
existing survey papers that have limited discussions on countermeasures, this study will provide a
thorough review of the latest defensive strategies and technologies. It will cover not only component-
specific countermeasures but also integrated solutions that can enhance the overall cybersecurity
posture of maritime organizations. Table 1 provides a comparison between this article and other
papers covering maritime cybersecurity.

Table 1. Comparison of Our Survey Focus with Focuses of Existing Works

Survey Component-Based
Approach to Maritime
Threats Overview

Discussing
Broader Maritime
Security Issues

Analyzing
Maritime Attack

Incidents

Holistic
Mitigation
Measures

Component-
specific Mitigation

Measures

Including
Directions &
Challenges

Park et al. [126] # G# G# #
Ismail et al. [85] # # G# #
Farah et al. [16] ✓ # G# # #
Ashraf et al. [10] ✓ # # G# #
Yu et al. [174] # G# G# # ✓
Our survey ✓     ✓

✓=Yes, = No,#= Not Mentioned,G#= Room for Improvement, = Thoroughly Addressed

Based on this context, the main contributions and organizations of our article are as follows:
(i) a broader overview of the industry’s cybersecurity landscape by examining six key maritime
interconnected aspects in Section 3, (ii) Section 4 reviews the threats of vessel components, which
include RAdio Detection And Ranging (RADAR), Voyage Data Recorders (VDR), Global Navigation
Satellite Systems (GNSS) / GPS, Electronic Chart Display and Information Systems (ECDIS), Au-
tomatic Identification Systems (AIS), Global Maritime Distress and Safety System (GMDSS) and
Very Small Aperture Terminal (VSAT), (iii) a taxonomy that categorizes maritime incidents from
2014 to 2023 targeting various attacks surfaces and systems of vessel in Section 5, (iv) a review of
diverse mitigation techniques aimed at addressing security concerns in Section 6, and (v) Section 7
and 8 dicuss challenges and potential future directions for maritime cybersecurity. The article is
concluded in Section 9. The complete structure of the article is shown in Figure 2.

2 LITERATURE SEARCH METHODOLOGY
2.1 Keywords and Databases
To narrow the scope of this survey and ensure its relevance to the maritime industry and academic
research, a comprehensive set of keywords was meticulously chosen. The primary focus is on
"shipboard operational technology (OT) systems", "maritime cybersecurity", and "maritime industry".
These keywords are often used in conjunction with terms such as "cyber threats", "vulnerabilities",
"risks", "mitigation strategies", "countermeasures", and "cyber risk management" to identify the most
pertinent literature addressing security challenges, potential risks, and defensive measures within
the maritime cybersecurity domain. The following academic research databases were considered:
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Fig. 2. Structure of this study

Elsevier ScienceDirect, Association for Computing Machinery (ACM) digital library, IEEE Xplore
digital library, and SpringerLink.

2.2 Literature Selection
While the selected scholarly databases are known for publishing high-quality research, we found
that there was a limited number of studies specifically addressing the security of shipboard OT
systems and the maritime industry as a whole. A reason could be that maritime cybersecurity is a
niche area that intersects with various domains, and researchers may prefer to publish their work
in domain-specific journals and conferences catering to the maritime industry.

To overcome this limitation, the scope was expanded to include non-traditional sources such as
technical reports, white papers, and dissertations from reputable maritime associations, societies,
and related organizations. These include guidelines and recommendations from the International
Maritime Organization (IMO), the American Bureau of Shipping (ABS), the Baltic and International
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Maritime Council (BIMCO) and others, which complement the findings from academic publications.
Additionally, maritime-specific journals such as The Journal of Navigation, published by Cambridge
University Press, and the Journal of Marine Science and Engineering, an open-access journal by
MDPI, were consulted to capture the latest developments and research in the field.

3 CHALLENGES IN MARITIME CYBERSECURITY
As technology continues to advance and integrate into every aspect of maritime operations, the
sector must confront vulnerabilities across multiple fronts. From the security of port facilities and
vessels to the human factors influencing cyber risk, the maritime environment presents a unique
set of challenges. These challenges are further complicated by the need for robust risk assessment
methods, the intricacies of supply chain security, and the evolving regulations (see Figure 3).

Human 
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Human 
Factors

Regulatory 
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Regulatory 
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Framework
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Fig. 3. Six challenges in maritime cybersecurity (a) and the connection between them (b)

3.1 Vessel Security
Vessel security forms the cornerstone of maritime cybersecurity, interacting with and influencing
other critical aspects of the maritime network. Crewmembers are on the front lines of implementing
security measures and are often the first to detect and respond to security threats. However, human
factors can also introduce vulnerabilities (e.g. neglect security procedures). Well-trained crew
members who are aware of security protocols and potential threats can significantly enhance a
vessel’s security posture [17]. Vessel security is also governed by a complexweb of international laws,
conventions, and industry standards which set out comprehensive security-related requirements for
ships, ports, and government agencies. Although most marine incidents resulted from shortage in
applying international regulations related to maritime safety [1], compliance with these regulatory
frameworks should be viewed as a minimum standard rather than the ultimate goal of security
efforts. When a vessel enters a port, it becomes subject to the port’s security procedures and
infrastructure. The port security management measures can refer to the subsequent port security
section (Section 3.2). The increasing digitization of port operations, including the use of automated
systems for cargo handling and vessel traffic management, creates new cybersecurity considerations
for vessels [81]. Risk assessment methodology aims help systematically identify potential security
threats to a vessel and includes the protection of human life and health [125]. Based on the identified
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risks, these methods guide the development of appropriate security measures and contingency
plans. In global supply chains, transit times are heavily influenced by vessel speed and routes. Vessel
operations are generally under significant time pressure, aligning with the "just-in-time" philosophy
underlying most modern supply chains [105]. This pressure might cause hasty security decisions,
which could jeopardize vessel safety by emphasizing temporary solutions over long-term security
solutions. Since many vessel components are integrated systems made by multiple companies that
operate in different industries, producers must have a deep awareness of the hazards associated
with the supply chain [33].

This study examines the security of a particular part of the Integrated Bridge System (IBS), which
could be a point of attack for ships. The security of the IBS is crucial as it represents a central point
of control for the vessel. A vast network of systems and components is used by ships to function
well in the challenging marine environment. These include navigation systems, communication
equipment, and various sensors and actuators distributed throughout the ship. Better efficiency
and operational capabilities are made possible by this integration, but there is a risk as well: if one
component is hacked, it may give access to all other systems [59].

3.2 Port Security
With forecasts showing a strong compound annual growth rate of 7.3% from 2023 to 2031, the
worldwide port security market is expected to increase significantly and could reach an estimated
value of $173.59 billion by the end of this time [82]. This trajectory reflects the continued devel-
opment of security solutions to counter new threats in marine commerce, as well as the growing
acknowledgment of port security as an essential part of the infrastructure of global trade. When
port security is applied comprehensively, it includes a wide range of policies, practices, and systems
that are put in place to protect port operations, infrastructure, and surrounding areas against a
variety of threats, such as theft, smuggling, terrorism, and other criminal activity [145]. In order to
combat the growing threat of combined cyber-physical attacks for ports, the future of port security
is probably going to center on merging cyber and physical security measures [2]. Its multifaceted
nature highlights its complexity, necessitating the combination of technological, procedural, and
physical protections to build a strong defense against both traditional and emerging threats.

Numerous studies have addressed port infrastructure risk in detail [88][131][132]. Port security
management plays a vital role in reducing a wide range of risks and threats that are present in
maritime environments. This strategy includes a number of essential elements to protect maritime
operations and infrastructure, including emergency response plans, surveillance and monitoring,
perimeter security, access control systems, and cargo screening [34]. While access control systems
use sophisticated identification credentials, biometric technologies (such as fingerprint scanning
and facial recognition), and screening procedures to regulate entry to sensitive areas, perimeter
protection uses cutting-edge fencing systems, barriers, and intrusion detection technologies to
create a secure boundary around port facilities [98]. Furthermore, state-of-the-art monitoring
systems for ship movements in port waters, along with non-intrusive cargo inspection methods like
X-ray scanners and RFID tracking for cargo integrity, support prompt response times to security
incidents [34]. The integrity, safety, and operational continuity of port infrastructures—which
are crucial hubs in both national security frameworks and international trade networks—must be
preserved by the integration of these security measures.

3.3 Supply Chain Security
In this sense, supply chain security refers to the laws, practices, and technological advancements
created to protect physical items, information flows, and supply chain assets against threats such as
theft, terrorism, and natural catastrophes[173]. The process of moving commodities by sea, involving
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shipping, port operations, and frequently interior transportation, is referred to as a maritime supply
chain. This intricate system connects numerous ports spread over several nations and continents
and encompasses a wide spectrum of stakeholders, including freight forwarders, shippers, carriers,
and customs officials. The maritime supply chain is faced with a number of difficulties that could
seriously jeopardize operational effectiveness and security. Among the many potential reasons of
port interruptions, there include worker strikes, natural catastrophes, equipment malfunctions, and
cyberattacks [166]. Port disruptions are considered a critical vulnerability. Information security
threats, such as cyberattacks on logistics management systems and data breaches revealing private
shipping information, pose a significant concern as well [107]. Physical security threats to marine
supply chains include piracy (in high-risk maritime zones), cargo theft, and the smuggling of
illegal commodities [173]. These are problems that have not yet been properly resolved. As a result
of continued climate change and rising sea levels, port infrastructure and shipping routes are
becoming more and more susceptible to catastrophic weather events [15]. Furthermore, operational
risks such as equipment failures, delays in cargo handling, and human mistake in logistics planning
can have a major impact on the efficiency of supply chains. Considering that over 80% of worldwide
trade is carried out by marine means [161], any physical interruption to the movement of products
around the world would be catastrophic.

The suppliers’ perspective is a crucial aspect of the marine supply chain, particularly with regard
to the tools and equipment they provide that are essential to numerous nautical systems. This aspect
of supply chain security is vital and warrants detailed examination to fully understand the scope of
maritime supply chain security. The maritime sector includes a range of specialized technology,
including cargo handling devices, propulsion systems, communication tools, and numerous sensors.
A breach in one or more product supply chains might lead to many vulnerabilities in important
maritime systems. Malicious actors attempting to install hardware or software intended to interfere
with operations and obtain unauthorized access may take advantage of these vulnerabilities [108].
On the other hand, it may lead to the replacement of original parts with fake or inferior ones,
which would raise the danger of equipment malfunctions and security issues [173]. Moreover, the
introduction of malicious code into software or firmware during the manufacturing process may
result in the creation of a backdoor that allows for unauthorized control [166].

3.4 Risk Assessment Method
Risk assessment techniques offer a proactive approach to identifying and minimizing potential
dangers, assist in preventing accidents, reduce potential financial losses, and comply with regulatory
requirements. Unlike [77], this study does not attempt to comprehensively review every risk
assessment technique used in the marine context. Rather, we concentrate on a range of typical
approaches and group them into five main categories: (1) data-driven; (2) semi-quantitative; (3)
qualitative; (4) quantitative; and (5) emergent methods.
The goal of quantitative methods is to provide numerical estimates of risk probabilities and

consequences. These methods can be further classified into two categories: (a) artificial intelligence
and machine learning techniques, such as Long Short-Term Memory (LSTM) networks [177], and
(b) probabilistic and statistical approaches, such as Bayesian networks [13]. These techniques are
helpful for comparing various hazards or evaluating the efficacy of risk reduction strategies, but
they typically call for a significant amount of data. Qualitative methods can be broadly classified
into two categories: (a) hazard identification - Hazard and Operability Analysis (HAZOP) [176]; and
(b) system-based approaches - Systems Theoretic Process Analysis (STPA) [153]. The former focuses
on identifying and characterizing potential hazards and risks without necessarily quantifying them.
These techniques are especially helpful for complex systems where quantification may be difficult
and in the early phases of risk assessment. In order to provide a more nuanced assessment than
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simply qualitative methods, semi-quantitative methods mix qualitative and quantitative approaches.
They typically use scoring or ranking systems without the full complexity of quantitative methods.
They include (a) human factor analysis, or Human Factors Analysis and Classification System
(HFACS) [30], and (b) failure analysis, or Failure Mode, Effects, and Criticality Analysis (FMECA)
[50]. Large datasets are a major component of data-driven approaches, which use them to find
patterns, trends, and connections pertaining to marine threats. Examples include (a) association
rules-based data mining and analysis techniques [32] and (b) geographic information system
(GIS)-based geospatial analysis [164]. Additionally, more recent methods are beginning to emerge,
including knowledge graphs [54]. Every approach has its own advantages and works well for
various aspects of maritime risk assessment.

Nonetheless, the lack of an internationally recognized standard for marine cyber risk assessment
techniques could be the source of any discrepancies. Accurately estimating the financial, operational,
and reputational implications of cyber incidents can be difficult for those quantitative approaches
[87]. Above all, there might not be enough people with cybersecurity and maritime experience to
perform comprehensive risk assessments [4].

3.5 Regulatory Frameworks/Laws
The IMO Resolution MSC.428(98) on Maritime Cyber Risk Management in Safety Management
Systems [80] affirms that cyber risks must be appropriately addressed in safety management
systems. The Baltic and International Maritime Council (BIMCO) guidelines [20] emphasize the
importance of a risk-based approach to cybersecurity and provide detailed advice on implementing
cybersecurity measures throughout a vessel’s lifecycle. The International Ship and Port Facility
Security (ISPS) Code [37] requires ships and port facilities to conduct security assessments, develop
security plans, and appoint security officers. The National Institute of Standards and Technology
(NIST) Cybersecurity Framework has been widely adopted across sectors, including maritime. Many
maritime organizations are using the NIST framework as a basis for developing their cybersecurity
strategies, as it offers a flexible and risk-based approach that can be adapted to the specific needs of
maritime operations.

These regulations can become outdated quickly in the face of evolving cyber threats and create
vulnerabilities in maritime cybersecurity. There has been issues in lack of standards for new tech-
nologies [150]. This shows how regulatory frameworks can lag behind technological innovations.
Besides, many regulations don’t provide detailed technical standards and leave much open to
interpretation. Most importantly, they don’t fully account for the rapid cyber threats and leave
ships vulnerable to new attack vectors. For example, the ISPS Code was primarily designed to
enhance maritime security against terrorism threats. Many shipping companies focused on meeting
the minimum requirements of the ISPS Code. Ships compliant with ISPS might still be vulnerable
to cyber attacks, as the compliance requirements didn’t comprehensively cover the evolving cyber
threat landscape.

3.6 Human Factor
Empirical research suggests that human factors account for 65.8% to 80% of maritime incidents,
with human-related events and actions being identified as the key contributing reason [146]. This
diverse field includes a number of important elements: 1) personal cognitive aspects, such as
mental workload, situation awareness, and decision-making techniques; 2) physiological elements,
including exhaustion, stress, and irregularities in the circadian rhythm; 3) Interpersonal factors,
which include issues with coordination, poor communication, and team dynamics; 4) the interplay
between humans and machines, especially in light of the growing automation and technological
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complexity of maritime operations; 5) Organizational elements, such as management procedures,
safety culture, and production pressure [45][53][64].

A paradigm change towards more nuanced considerations of human aspects in operatingmethods
is required due to the mounting body of evidence indicating the significant role of human factors
to maritime events. Task performance is directly influenced by cognitive and physiological aspects
at the microlevel. For example, it has been demonstrated that fatigue, a well-known problem in the
marine industry, impairs cognitive abilities including attention, decision-making, and situational
awareness, which may result in mistakes made during navigation or a delay in reacting to urgent
situations [75]. Interpersonal dynamics and the human-machine interaction significantly influence
group performance at the mesolevel. Poor interface design can cause mode confusion or automation
surprises, and inadequate team interactions can contribute to mistake chains that result in incidents
[29]. Human factors can play a significant influence in shaping corporate safety culture and
policy formulation at a macro level. On the other hand, a weak safety culture may put short-
term operational efficiency ahead of long-term safety considerations [70]. A strong safety culture
can promote proactive risk management techniques and near-miss reporting. As a result, the
incorporation of organizational, structural, individual, and team perspectives has highlighted the
critical role that human factors play in the field of maritime cybersecurity.

4 MARITIME CYBER ATTACKS
We review existing cyber attacks on the various maritime systems, both attacks presented in
academic research and by industry. Researchers in academic institutions often have the time
and resources to conduct in-depth studies, analyzing attack patterns, investigating novel threat
vectors, and exploring theoretical vulnerabilities that may not yet have been exploited in real-world
scenarios. Industry reports often detail actual incidents, offering specifics about attack methods,
targets, and outcomes that academic research might not have access to. Stakeholders in the maritime
sector can gain from a combination of theoretical knowledge and practical experience by examining
both industry reports and university research.

4.1 Real-Life Maritime Incidents (Industry)
Various reports on maritime cyber issues in recent years indicate an increase in both the number
and sophistication of cyber incidents targeting shipping. These individual attacks range from
ransomware against port systems to global GPS spoofing affecting vessel navigation. While precise
incident numbers may vary due to different reporting methods and definitions of cyber incidents,
there is a general consensus that the maritime sector has experienced a rise in threats.

4.1.1 Multi-dimensional Attack Taxonomy. A well-defined taxonomy based on these dimensions
(as illustrated in Figure 4) can provide stakeholders in the maritime industry—shipbuilders, opera-
tors, and cybersecurity experts—with important new information about the types and extent of
cyberthreats that affect the industry. A comprehensive analysis of all maritime incidents is outside
the purview of this article, even though various studies have given an overview of noteworthy,
publicly revealed cyber attack occurrences [116][122][142][144]. The following significant factors
have been taken into consideration while mapping the marine incidents into our multi-dimensional
attack taxonomy:

(1) Threat Actor : A threat actor is an entity, either external (e.g., cybercriminals, nation-states,
hacktivists) or internal (e.g., disgruntled employees or contractors), that seeks to compromise
the IT or OT security of a maritime system, network, or organization.
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Fig. 4. Multi-dimensional Maritime Cyber Attack Taxonomy

(2) Impact Area: The specific location or environment affected by a maritime incident, which
can be categorized as vessel (e.g., onboard systems, cargo, and crew) and shore (e.g., port
facilities and logistics)

(3) Attack Motivation: The underlying reasons or incentives driving a threat actor to target and
compromise a maritime system, network, or organisation. Common motivations include
financial gain, espionage, political objectives, competitive advantage or the desire to disrupt
operations.

(4) Impact: The negative effects or consequences of a cybersecurity incident on a maritime
organization. The exact impact could result in an excessive amount of terms but it can be
broadly categorized into operational (e.g., interruption of critical functions), financial (e.g.,
ransom payments), reputational (e.g., damage to the brand), safety (e.g., crew), legal and
regulatory (e.g., violation of laws).

(5) Targeted Principle: The main intention of a threat actor’s compromise of a network, organi-
zation, or marine system. The three core concepts of the aim are availability, integrity, and
confidentiality. Unauthorized access to sensitive information is referred to as confidential-
ity. Unauthorized alteration or tampering with data or systems is referred to as integrity.
Disruption or lack of access to essential resources is referred to as availability.

(6) Victim Country: The determination of jurisdiction may depend on whose territorial waters the
ship was in at the time of the incident, or under which flag the affected ship is registered. For
the purposes of reporting, establishing jurisdiction, and facilitating international collaboration
in incident response and investigation, it may be necessary to identify the victim nation.
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(7) Affected System: Any shipboard IT or OT system, network, or equipment that has been
compromised, damaged, or disrupted as a result of a maritime incident.

(8) Threat Category: A grouping of cybersecurity threats that share similar characteristics such
as the type of attacker, the method of attack, or the target of the attack.

4.1.2 Evaluation of Incidents by 2014 - 2023. Cybercriminals have been targeting the marine sector,
which includes ports, ships, shipping firms, and maritime authorities, more and more in recent years.
The marine industry is becoming more and more susceptible to sophisticated cyberattacks, thus
recent occurrences need to be closely examined. This section therefore concentrates on cyberattacks
that have happened in the last ten years, specifically from 2014 to 2023. A thorough analysis has
been conducted on the twenty chosen maritime events (see Table 2 for the evaluation and Figure 5
for the timeline). Our goal is to contribute to a better understanding of the changing cyber threat
landscape by exploring particular categories of contributing elements that may have been missed
or insufficiently addressed in the literature that has already been published.

2014 2015 2016 2017

Business Email 
Compromise [ref]

2018 20232022202120202019

Targeted Phishing [ref] Navigation System Attack [ref]

GPS Jamming [ref]
Port of Barcelona [ref]
Data Breach [ref]

Cyber Breach [ref]
GNSS Spoofing [ref]

South Africa [ref]

AIS Spoofing [ref]

Port of Houston [ref]
Greek Companies [ref]

Software Flaws [ref]

Maersk NotPetya [ref]
GPS Spoofing [ref]

Voyager Worldwide [ref]
DDoS [ref]
Ransomware [ref]

DP World [ref]
Port of Nagoya [ref]

Fig. 5. The timeline of the significant maritime cyber attack incidents

Business Email Compromise (BEC) in Dubai [74]: In 2014, Nautilus Minerals and Dubai-
based marine solutions company Marine Assets Corporation (MAC) fell victim to a BEC attack, an
attack that tricked Nautilus paying a $10 million deposit intended for MAC into a fraudulent bank
account.
Targeted Phishing in Limassol [21]: A Cyprus-based shipping company suffered a targeted

phishing attack that resulted in a $644,000 loss. The attacker carefully mimicked the legitimate
hunker supplier’s email communications and requested the funds to be sent to a different bank
account. The fraud was discovered when the legitimate fuel company contacted the shipping
company for the outstanding payment.

GPS Jamming in South Korea [169]: In 2016, South Korea experienced a series of GPS jamming
attacks that affected hundreds of ship, causing significant disruptions to navigation. The attacks,
believed to have originated from hackers in North Korea, highlighted the vulnerability of GPS
systems.

Software Flaws in U.S. Ports [36]: Navis WebAccess, a web-based application essential for real-
time operational data access in ports and logistics worldwide, was discovered to have a critical SQL
injection vulnerability (CVE-2016-5817). Ethical hacker "bRpsd" publicly disclosed the vulnerability
by releasing proof-of-concept (PoC) exploit code. Unfortunately, this disclosure occurred without
prior notification to the vendor, potentially putting users at risk from malicious actors exploiting
the vulnerability.

Navigation System Attack [22]: In February 2017, hackers seized control of a German-owned
container vessel’s navigation systems for 10 hours, rendering the captain unable to maneuver. The
vessel’s IT system was compromised, and onboard experts had to intervene to restore control.
Industry sources suggest the attack was an attempt by pirates to divert the ship for boarding and
ransom.
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Maersk NotPetya Attack [114]: In 2017, the state-backed hacker group Sandworm, infamous
for the NotPetya ransomware, launched a devastating cyberattack on Ukrainian businesses and
organizations. It was facilitated by a widely used tax accounting software - ME Doc, and NotPetya
spread rapidly, crippling computer systems not just in Ukraine, but also at global port terminals
controlled by Maersk division. The attack infiltrated nearly 45,000 devices and 4,000 servers across
600 Maersk locations worldwide. This widespread disruption resulted in an estimated $250-300
million loss in revenue for Maersk.
GPS Spoofing in the Black Sea [58]: In 2017, alarm bells rang out across the Black Sea when

over 20 vessels reported their GPS positions as being inland at an airport, reported by U.S. Maritime
Administration. This wasn’t an isolated glitch – over 20 ships reporting the same false location,
coupled with their positions bouncing back and forth between the airport and their true locations,
strongly suggests a deliberate and large-scale GPS spoofing attack.

Port of Barcelona Attack [78]: In 2018, the Port of Barcelona in Spain experienced a significant
cyber attack that affected its IT systems and caused disruptions to its operations. Due to system
instability caused by the compromise, cargo handling efficiency between vessels and trailers
significantly decreased, causing major delays in delivery.
Austal Data Breach [41]: In mid-October 2018, Austal, Australia’s shipbuilder and defence

contractor, suffered a major data breach. Attackers purchased stolen Austal login credentials on
the dark web and these credentials were used to gain access to Austal’s Australian business data
management systems. The attackers attempted to extort Austal by offering to return to the stolen
data in exchange for a ransom payment.
GNSS Spoofing in Port of Shanghai [175]: In 2019, several incidents of GNSS (Global Navi-

gation Satellite System) interference were reported in Chinese coastal areas, including the Port
of Shanghai. This interference can disrupt or falsify GNSS signals, potentially affecting a vessel’s
navigation and communication equipment.It has been proposed that the Chinese government
might be behind the GPS spoofing incidents, either as a security measure to conceal oil terminals
and important government facilities or to evade surveillance of oil imports.

James Fisher and Sons (JFS) [48]: UK-based marine services provider JFS disclosed an unautho-
rized intrusion into its computer systems. The cyberattack triggered a 5.7% decline in the company’s
market shares.

AIS Spoofing in Polish Waters [18]: In November 2020, the Automatic Identification System
(AIS) location data for the USS Roosevelt was spoofed. Threat actors, potentially linked to Russia,
manipulated the AIS data to show the vessel near the Russian enclave of Kaliningrad, when it was
actually elsewhere. The false AIS data could serve to create a narrative portraying Russia as the
victim of encroaching naval activity.

Death Kitty Ransomware [60]: Transnet, a South Africa-based transport company, recently fell
victim to a Death Kitty ransomware attack targeting its computer and NAVIS systems. This cyber
incident has resulted in significant disruptions to Transnet’s operations, with potential impacts
lasting up to a week. The attack specifically targeted the company’s port operations, leading to a
complete seizure of port activities and a halt in the movement of cargo until the affected systems
are fully restored.

Attack on Greek Companies [12]: In 2011, the companies impacted by the cyberattack lever-
aged the communication systems provided by Danaos Management Consultants, based in the
coastal community of Piraeus in Greater Athens. This attack disrupted their ability to commu-
nicate with various stakeholders, including ships, suppliers, agents, charterers, and other key
partners. Additionally, the cyber incident resulted in the loss of correspondence files crucial for
their operations.
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Attack on the Port of Houston [124]: The Port of Houston in the USA encountered a cyber
attack targeting its computer network. The attackers attempted to exploit a zero-day vulnerability,
indicating that the flaw was not previously known to the software creator. The nature of the
attack suggested the involvement of a nation-state actor, whose objective was to obtain sensitive
government information and potentially disrupt or halt operations.

Attack on Voyager Worldwide [27]: In 2022, Voyager Worldwide, a leading maritime technol-
ogy company, fell victim to a cyber attack that resulted in the complete shutdown of its navigation
services and solutions. This major incident affected over 1,000 shipping companies worldwide that
rely on Voyager’s technology and services.
Ransomware Attack on the Port of Lisbon [136]: The Port of Lisbon suffered a crippling

ransomware attack and data breach on Christmas Day 2022. The LockBit group, known for their
aggressive tactics, stole a trove of sensitive data including financial reports, cargo information, and
ship logs. While the full impact remains unclear, the attack reportedly disrupted port operations and
raised concerns about the vulnerability of critical maritime infrastructure. The Port of Lisbon has
not publicly commented on the attack or whether they paid the ransom demands of $1.5 million.

DDoS Attack on London Port Authority Websites [57]: The Port of London Authority (PLA)
fell victim to a cyberattack which has knocked its website offline in May 2022. This incident
disrupted the normal online operations and services provided by the PLA, impacting its ability to
communicate important information, handle inquiries, and facilitate digital transactions.

Ransomware Attack on the Port of Nagoya [112]: In July 2023, the bustling port of Nagoya
in Japan faced a crippling ransomware assault orchestrated by the Lockbit group. The cyberattack
effectively paralyzed the port’s computerized container handling system, halting the flow of
incoming shipping containers for a duration of two days.
DPWorld Australia Attack [104]: In November 2023, DP World, a key player managing 40%

of Australia’s maritime freight, announced a suspension of operations at its port terminals in
Sydney, Melbourne, Brisbane, and Fremantle due to a cybersecurity breach. Responding to the
cyber threat, the company took immediate action by isolating its computer systems from external
networks, effectively shutting down operations. This resulted in a standstill, with approximately
30,000 shipping containers being left stranded.

4.1.3 Lesson Learned Summary. Researchers at NHL Stenden University in the Netherlands have
compiled the Maritime Cyber Attack Database (MCAD) [119], a comprehensive archive document-
ing over 160 discrete cyber attacks on the maritime transportation sector.
The MCAD reveals an alarming trend: the frequency of maritime cyber incidents have been

steadily increasing from 2014 to 2023 (see Figure 6). According to the database, cyber attacks in
the maritime sector have targeted a wide array of systems and organizations. These include ship
systems like navigation, port infrastructure, shipping companies, maritime authorities, government
agencies, shipbuilders, and defense contractors. This diversity of targets highlights the broad
attack surface within the maritime industry, spanning from individual vessels to large-scale port
operations and regulatory bodies.
As shown in Table 2, maritime cyber incidents have affected numerous countries and regions

worldwide, including the United States, European nations (e.g., UK, Germany), Asian countries
(e.g., Singapore, Japan), Australia, and Middle Eastern nations like UAE. This global distribution of
attacks underscores that maritime cybersecurity is an international concern, with no country or
region immune to these threats. The cyber attacks documented span a range of categories, including
abuse and theft of data, DoS attacks, GPS spoofing and jamming, malware infections (particularly
ransomware), social engineering and phishing attempts, targeted attacks, and exploitation of system
vulnerabilities. This attack range shows how diverse the cyberthreats that the maritime industry
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Fig. 6. Maritime cyber incidents by year 2014 - 2023. Recreated by author based on data from MCAD.
(https://maritimecybersecurity.nl/)

faces are. These attacks are carried out by a similarly varied array of players, including nation-states,
hacktivists, cybercriminal organizations, and lone hackers. The threat actors’ identities remained a
mystery in numerous instances. This diversity of perpetrators suggests that maritime cyberattacks
are motivated by a variety of factors.
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4.2 Cyber Attack Demonstrations (Academic)
Academic cyber attack demonstrations typically take place in simulated environments or self-
developed software that replicate maritime systems and networks. There are also a portion of
academic research focuses on theoretically feasible attacks bymodeling maritime systems to identify
potential attack vectors, even if they haven’t been practically implemented in a full-scale simulation.
These demonstrations often focus on specific components of maritime systems.

AIS Threats Overview Balduzzi et al. [14] conducted a comprehensive security evaluation
of the AIS and categorized these threats into three main types: i) spoofing, ii) hijacking, and
iii) availability disruption attacks. Kessler et al. [91] presented a comprehensive analysis of the
potential cyber threats to the AIS by drawing upon previous research [55][133][151] that examined
the vulnerabilities of Automatic Dependent Surveillance-Broadcast (ADS-B), a similar system used
in the aviation industry to provide situational awareness for aircraft. Amro and Gkioulos [8]
discussed a novel cyber attack that utilizes the AIS as a covert channel for sending command and
control messages and delivering malware to maritime systems.

VDR Threats Overview Harish et al. [69] launched a multi-pronged attack on a commercially
available VDR, employing a USB Rubber Ducky for physical infiltration, the Metasploit framework
for system exploit, a ransomware simulator to demonstrate data encryption risks, and Nmap to
identify exploitable network vulnerabilities. Hopcraft et al. [76] highlighted cybersecurity defi-
ciencies in current VDR systems and standards, and presented they are susceptible to ransomware
attacks, malware infections, denial-of-service (DoS) attacks, insider threats and data breaches.
Söner et al. [147] used failure modes and effects analysis (FMEA) to assess cyber vulnerabilities and
potential attacks against VDR. Data acquisition unit (DAU) is found to be the most vulnerable VDR
component, followed by remote access solutions and the bridge control panel. False data injection,
command injection, and viruses are ranked as the top three threats in the FMEA risk assessment.
RADAR Threats Overview Junior et al. [102] demonstrated how the attacker could send the

command to the ship’s radar via an electronic attack (EA) that generates false radar echoes in a
specific pattern. Wolsing et al. [168] presented a taxonomy of possible network cyber attacks on
marine RADAR and a simulation environment to implement these attacks. The taxonomy covers
denial of service attacks, attacks involving basic image transformations like scaling, rotation and
translation, and targeted object manipulations like addition, removal and relocation of radar echoes.
Longo et al. [111] demonstrated that it is feasible to develop malware that can autonomously
and stealthily target radar systems on ships by exploiting vulnerabilities in standard protocols
like NMEA and ASTERIX that lack authentication and encryption. Longo et al. [109] discussed a
novel threat model that combines cyber attacks with cyber false flags to target maritime RADAR
systems. The proposed cyber attacks manipulate RADAR data to simulate the effects of electronic
countermeasures (ECM) like barrage jamming, spot jamming, digital radio frequency memory,
and blip enhancement. By making the cyber attacks appear as ECM originating from another
ship, it creates a false flag that misleads attribution of the attack. These false flag attacks aim to
disrupt radar operations, divert blame, hide the cyber nature of the attack, and project the attacker’s
offensive capabilities.

VSAT Threats Overview Santamarta [139] discussed security vulnerabilities found in various
widely deployed satellite communications (SATCOM) terminals and described several real-world
attack scenarios showing how these flaws could be exploited to leak sensitive military data, interfere
with distress communications, spoof navigation data, disable safety systems, and more. Based on the
two scenarios presented, VSAT systems in the maritime context face threats of data manipulation,
spoofing, and communication disruption. Pavur et al. [128] revealed serious security flaws in how
maritime VSAT networks are currently implemented. The insecure VSAT links could allow attackers
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to modify important data like ECDIS navigational charts and AIS vessel tracking information,
impacting ship safety. Under certain conditions, an attacker could hijack active TCP sessions and
modify data in real-time.

GNSS Threats Overview Grant et al. [63] conducted practical experiments to validate the threat
of GPS jamming on maritime navigation. Bhatti and Humphreys [19] analyzed and demonstrated
the ability of an attacker to control a maritime surface vessel by broadcasting counterfeit civil GPS
signals. Medina et al. [115] carried out a dedicated jamming measurement campaign on the Baltic
Sea in cooperation with the German Federal Network Agency.
ECDIS Threats Overview All five papers written by Svilicic et al. [154–158] focused on the

cyber security aspects of the ECDIS and used similar vulnerability scanning methods. However,
each paper had a unique focus. Svilicic et al. [154] presented an estimation of the cyber security
vulnerabilities of ECDIS that arise from weaknesses related to the underlying operating system.
Svilicic et al. [155] introduced a framework for assessing cyber risks of the ship’s critical systems
and assets. Svilicic et al. [156] identified the main threats to the ECDIS system through a survey
of the ship’s crew and computational vulnerability scanning using Nessus Professional software.
Svilicic et al. [157] highlighted that interconnecting multiple ECDIS workstations with the same
vulnerabilities provides an ideal environment for malware to spread. Svilicic et al. [158] emphasized
on the cyber security weaknesses of a ECDIS arising from the software’s third-party components.
Dyryavyy [47] discussed the cyber security risks and weaknesses within ECDIS and the research
revealed that a malicious actor could potentially browse, download, modify, or erase any file on the
computer running the ECDIS software [71].
GMDSS Threats Overview While specific GMDSS cyber attack examples are limited, the

concepts of jamming, spoofing and DoS [3][160] discussed could all theoretically be used to disrupt
GMDSS functionality as ships become more networked and vulnerable to cyber threats. The
authors [160] also discussed the risk of malware infections in ship systems. While not specifically
mentioning GMDSS, such an attack could potentially affect GMDSS equipment if it’s connected to
infected systems.

5 SECURITY SOLUTIONS
5.1 Integrated or Holistic
Rather than focusing on individual components, integrated solutions aim to create a comprehensive
framework that protects and optimizes the vessel as a whole. For example, an integrated solution
might include a centralized security operations center that monitors and manages threats across
all vessel systems, from navigation and communication to cargo management and environmental
controls. Integrated solutions frequently leverage advanced technologies like machine learning
algorithms to analyze data from various shipboard systems, identifying patterns that could indicate
potential security breaches or safety risks before they escalate into serious problems.

5.1.1 Machine/Deep Learning-Based Defence. The demonstrated performance and adaptability of
some advanced deep learning techniques suggest significant potential for their practical application
in safeguarding critical maritime infrastructure against the ever-evolving landscape of cyber
threats. In [97], it was revealed that the DLTIF framework exhibited superior performance in
automatically extracting and identifying cyber threat patterns compared to traditional machine
learning approaches across multiple evaluation metrics. Dual Stack Machine Learning (S2ML)
framework is proposed in [5] which takes a novel approach by leveraging entropy-based features
extracted from network traffic, a method that proves particularly effective in identifying anomalies
indicative of DDoS attacks. Similarly, the authors of [66] leveraged the capabilities of an adaptive
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incremental passive-aggressive machine learning (AI-PAML) which is designed to continuously
update its learning model as new network attacks are detected.
While DLTIF, S2ML and AI-PAML focus on identifying or detecting threats, the Multi-Agent

Reinforcement Learning (MARL) [167] approach takes the next step by exploring how AI can
be used to actively defend against these threats. The MARL solution establishes a simulation
environment for training autonomous cyber defence agents for maritime operational technology
(OT) to enhance the resilience of maritime control systems.

5.1.2 Cryptographic Schemes. The distributed nature of maritime systems, with ships, ports, and
other infrastructure being geographically dispersed, renders centralized security solutions im-
practical. Recent research has proposed several cryptographic schemes that provide security in
a distributed manner, employing techniques such as symmetric encryption, attribute-based en-
cryption, erasure coding, identity-based encryption, and digital signatures to enable each entity
to safeguard its own data and communications. A lightweight authentication protocol [28] using
symmetric cryptography primitives like XOR and hash operations can provide mutual authenti-
cation and shared key establishment while ensuring vessel privacy. Similarly, an attribute-based
secure data aggregation scheme [163] employs constant attributes of maritime terminals for au-
thentication and onboard sensors for data encryption, using zero-knowledge proofs for member
certification. Addressing a critical aspect of maritime data security overlooked by the previous
schemes, it was proposed that a flexible integrity checking and recovery mechanism [106] is
particularly valuable in maritime environments where harsh conditions frequently lead to data
corruption. Other prevention methods include an identity-based authentication mechanism [65]
that integrates both cryptographic techniques and distributed ledger technologies to ensure not
only the confidentiality and integrity of data but also enhance transparency and non-repudiation
in maritime communications.
The prevalence of legacy equipment in maritime communication channels, often predating

modern security protocols and persisting due to extended lifecycles, presents significant cybersecu-
rity vulnerabilities in today’s interconnected maritime environment. In order to offer a pragmatic
strategy for a gradual, cost-effective transition towards more secure maritime communication
paradigms, the authors of [73] proposed the SIGMAR framework, which extends the IEC 61162-450
protocol and integrates the Elliptic Curve Digital Signature Algorithm (ECDSA) to provide robust
authentication and integrity verification with minimal latency and communication overhead.

5.1.3 Blockchain-Based Defence. A secure communication framework can be harnessed by intro-
ducing a private blockchain network integrated with a terrestrial fusion center for authentication
purposes [134]. The approach is designed to provide a resilient and trustworthy communication
infrastructure for maritime systems, with particular emphasis on unmanned aerial vehicle (UAV)-
assisted sensing applications in maritime environments. In [178], a blockchain-based authentication
mechanism is utilized to store and validate the identities of vessels and IoT devices. The solution
implements a proof-of-authority consensus mechanism and incorporates a threshold-based ap-
proach for detecting malicious nodes. Further, blockchain can be used to secure positioning data in
maritime environments. A blockchain-based privacy preserving position data sharing approach is
leveraged in [52] to address the critical privacy challenges in maritime IoT systems.
By harnessing the immutability and distributed nature of blockchain technology, these kind

of techniques aim to mitigate security vulnerabilities inherent in traditional centralized systems,
while accommodating the unique challenges posed by maritime IoT ecosystems.

5.1.4 Network Level-Based Defence. Maritime vessels are equipped with systems of varying criti-
cality levels [135], with navigation and propulsion systems being mission-critical, in contrast to the
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non-essential nature of crew entertainment systems. A zone-based network segmentation approach,
dividing ships’ network into isolated zones like the Global Ship Zone, Ship Control Zone, and
Ship System Zone, is proposed in [51] that help contain potential threats and prevent them from
spreading to other critical areas. Further, a cyber attack path discovery method [130] for maritime
risk management can be used to identify potential vulnerabilities in network configurations.

In [72], it was suggested that creating and maintaining whitelists of authorized devices and their
permissions could provide a strong, regular security check for the local network environment of
maritime IoT devices against DNS rebinding attacks.

5.1.5 Miscellaneous / Hybrid. Security solutions for maritime threats do not fit neatly into the
sole categories of machine/deep learning, blockchain, network level or cryptographic approaches
but rather integrate various methods to achieve their goals. A rule-based risk model [49] utilizing
geospatial analysis, anomaly detection, and statistical methods is introduced to generate risk maps
and real-time alerts, aimed at detecting abnormal behaviors indicative of maritime attacks. The
ISOLA project [100] integrates a broad spectrum of technologies and methodologies, including
sensor networks, data fusion, semantic reasoning, and visual analytics, while incorporating cyber
vulnerability assessment tools and decision support systems to aid security personnel in identifying
and responding to potential threats in the cruise ship industry. Chen and Wu [31] combined various
technologies such as AIS, deep learning and cryptographic schemes to address multiple issues in
maritime such as data integrity, authentication and network security.

5.2 Component Specific
Component-specific solutions refer to targeted countermeasures or protective measures designed
to address vulnerabilities or prevent threats associated with particular vessel components. These
solutions are tailored to the unique characteristics and vulnerabilities of each component, taking
into account its function, exposure to threats, and critical role in the vessel’s overall operation.
Component-specific solutions often involve specialized hardware, software, or operational proce-
dures to provide deep, focused protection for critical components.

5.2.1 AIS Countermeasures. Kowalska and Peel [96] presented an approach for detecting anoma-
lous vessel behaviour using Gaussian Process (GP) models trained on AIS data. The GP anomaly
detection method focuses on identifying suspicious vessel behaviors rather than securing the com-
munication channel or data itself. Balduzzi et al. [14] recommended applying anomaly detection
techniques to the AIS data to identify suspicious activities, such as unexpected changes in a vessel’s
route, which could indicate spoofing or hijacking attempts. The author [14] also suggested to
implement a Public Key Infrastructure (PKI) using X.509 certificates to enable authentication and
integrity checks for AIS messages. Iphar et al. [84] outlined a conceptual methodology for using
various data quality dimensions to assess the integrity and trustworthiness of information within
AIS messages. Su et al. [152] proposed authentication and privacy-preserving enhancements to the
AIS protocol to address the security vulnerabilities that currently allow identity spoofing and enable
tracking of vessels through their AIS broadcasts. They first introduced Digital Signature based Iden-
tity Authentication Scheme (DSIAS) to prevent tampering or forging of vessel identities and then
proposed Mix-zone based Trajectory Privacy Protection Scheme (MTPPS) to provide anonymity of
vessel trajectories. They further built a Blind-signature extension to the MTTPS, which provides an
additional layer of privacy. Kontopoulos et al. [94] advocated an architectural solution for detecting
malicious tampering of live AIS data streams. Goudossis and Katsikas [61] explored how a Maritime
Certificate-less Identity-Based Public Key Cryptography (mIBC) infrastructure may enhance the
security properties of AIS. While the previous paper introduced the concept of using Identity-Based
cryptography to secure AIS, Goudossis and Katsikas [62] further delved into the implementation
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details, introduced a new application for seamless integration with the existing AIS infrastructure,
and provided operational overhead estimates. Nguyen [117] evaluated the AIS architecture and
explored using lightweight cryptographic algorithms to design an optimal authentication system.
Sciancalepore et al. [143] focused on the design, security properties, implementation and perfor-
mance evaluation of the proposed Auth-AIS protocol to secure vessel AIS broadcast messages in a
practical manner. Kelly [90] used Received Signal Strength Indicator (RSSI) based detection method
to enhance AIS security by providing a means to identify and investigate vessels attempting to
exploit the low power mode to evade tracking, which could indicate involvement in illicit activities.
Deng et al. [43] proposed a novel lightweight Transformer-based network called GLFormer for
specific emitter identification (SEI) to provide an extra security layer for AIS terminal emitters.
The maritime environment should necessitate caution when applying GPS research findings

from other domains without targeted validation. Signal propagation patterns, interference sources,
and operational requirements can differ substantially between land-based and maritime settings,
potentially limiting the direct transferability of results. To assure the applicability and reliability of
findings in GNSS threats and defenses, this study has prioritised the research that has conducted
experiments and analyses in representative maritime conditions.

5.2.2 GNSS Countermeasures. Grant et al. [63] tested the feasibility of eLoran as a backup system
to provide PNT during GPS jamming incidents. Bhatti and Humphreys [19] proposed several
countermeasures to mitigate the risk of GPS spoofing attacks on maritime vessels. In contrast,
Drumhiller et al. [46] focused on primary defenses against GPS jamming. Medina et al. [115]
proposed jamming countermeasures like robust signal processing, adaptive antenna arrays, or
multi-sensor fusion. A new technique for detecting GNSS spoofing attacks using signals from the
Iridium satellite constellation was proposed by Oligeri et al. [121]. Spravil et al. [148] focused on
detecting GPS spoofing attacks in the maritime domain using a novel software-based framework
calledMANA (MAritime Nmea-based Anomaly detection). Boudehenn et al. [25] proposed a strategy
to enhance the detection of navigation spoofing attacks and assess possible physical impacts.

5.2.3 ECDIS Countermeasures. Based on the information provided by Svilicic et al. and Dyryavyy,
some mitigation measures can be implemented to enhance the security of ECDIS systems. While
the papers [47][154–158] offer valuable insights into ECDIS threats and propose mitigation mea-
sures, the authors did not include experiments specifically designed to test the effectiveness of
those mitigation. These theoretical measures can be categorized into technical, procedural, and
organizational aspects.

5.2.4 RADAR Countermeasures. Various security solutions and mitigation measures have been
developed to protect RADAR systems, both in general and for specific applications, although they
are not exclusive to the maritime domain. These include deep learning-based anomaly detection
techniques [39][42], hash-based integrity checks and encryption designed for the ASTERIX protocol
[26], and algorithmic approaches [172]. Despite the existence of these security solutions, it can be
challenging to directly apply them to the maritime scenarios [168]. The unique characteristics and
requirements of marine RADAR systems should necessitate tailored approaches to ensure effective
security measures. Junior et al. [102] briefly mentioned that as future work, they may develop
tools to verify the integrity of the software used in naval RADAR systems, in order to detect any
malicious code or malware that may have been pre-installed in the RADAR. Longo et al. [111]
proposed a detection system as a countermeasure to the marine RADAR attacks. It is designed as a
policy enforcement system where the policies dictate how the RADAR should operate according
to industry standards, regulations, and manufacturer specifications, in conjunction with onboard
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configurations. The experimental results demonstrate that the detection system proposed in this
study consumes fewer resources while detecting these attacks with high accuracy.

5.2.5 VDR Countermeasures. Söner et al. [147] also recommended several preventive and control
measures to improve the cybersecurity of VDR based on their FMEA risk assessment findings.
They emphasized that while cyberattacks cannot be entirely prevented due to the nature of the
cyber world, their effects can be mitigated by conducting cyber risk assessments and implementing
effective control measures to safeguard VDR from current and emerging cybersecurity threats. The
authors [76] also proposed several amendments to the standards to improve VDR security.

5.2.6 VSAT Countermeasures. The author [128] acknowledged that some of these solutions, such
as end-to-end encryption, may have performance implications due to the high latency of satellite
communications. However, they emphasized the need for the maritime industry to prioritize secu-
rity and invest in the development of practical, satellite-optimized security measures to protect
ships, crew, and cargo from potential cyber threats. Wu et al. [170] proposed a new lightweight
authentication scheme called lite-CA (Lite Certification Authority) to reduce the amount of interac-
tion required for authentication within the VSAT network architecture. To achieve real-time data
encryption, they further proposed using a lightweight encryption algorithm called HW-F (high
weight function) to replace traditional public key and symmetric encryption systems.

5.2.7 GMDSS Countermeasures. Korcz [95] discussed the ongoing modernization of GMDSS which
includes introduction of new satellite providers beyond Inmarsat (e.g. Iridium and Beidou), de-
velopment of the VHF Data Exchange System (VDES) for improved data communication and
implementation of digital broadcasting of maritime safety information. These measures could
provide more secure and efficient data exchange and enhance GMDSS communications. Osés and
Juncadella [113] argued that it is conceptually and technologically feasible to create a global VTS
system as a counterpart to GMDSS.

6 OPEN CHALLENGES
Maritime environments present unique challenges that are often overlooked in current cybersecurity
literature. This section highlights several lesser-discussed issues that significantly impact the
maritime sector’s cybersecurity landscape.

6.1 Device heterogeneity
Maritime devices operate in a wide range of environments, ranging from bustling ports and
dynamic coastal areas to the vast expanses of open seas. The diversity of maritime environments
requires a corresponding diversity in device types. While this heterogeneity presents challenges for
manufacturers and operators alike – including issues related to standardization and interoperability
– it also ensures that appropriate technologies can be effectively deployed across various maritime
scenarios. The maritime industry is facing an increasing demand for improved operational visibility
at sea [165]. Enhanced operational visibility at sea contributes to overall safety by providing early
detection of anomalies or hazards that could pose a threat to crew members or the environment.
Maritime IoT addresses this requirement by making it possible to monitor vital indicators like fuel
usage, machinery performance, and general vessel operations in real time. As a result, maritime
stakeholders are able to make more informed decisions, optimize resource utilization, and improve
overall efficiency and safety. However, the implementation of maritime IoT presents complexities.
The system must accommodate a wide range of machine-type communication devices, from low-
cost units with limited functionality to high-end devices offering advanced features [165]. Low-cost
devices such as sensors and buoys often operate under power and energy constraints, posing
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challenges in selecting appropriate communication technologies and protocols that prioritize
energy efficiency and longevity over high data rates or complex functionalities [165]. To address
these challenges posed by device heterogeneity, edge computing and cloud-based solutions have
been proposed [44]. While cloud-based solutions and edge computing offer valuable tools for
managing device heterogeneity inmaritime IoT, cloud solutions require reliable internet connections,
which may not always be available in open seas where face connectivity issues [93]. In addition,
implementing both cloud and edge solutions adds another layer of complexity to an already complex
system of heterogeneous devices.

6.2 Rapid technology evolution v.s. Slow-paced shipping industry
The slow pace of technological adoption in the global shipping fleet is evident in the statistics: only
0.3% of operating vessels worldwide have implemented alternative energy solutions, with this figure
rising slightly to 6.05% for ships currently on order [149] This sluggish uptake is largely due to the
long operational lifespan of vessels, typically 25-30 years, which creates significant inertia in the
industry. Upgrading existing ships or investing in new builds with advanced technologies requires
substantial capital, making fleet-wide changes extremely costly and time-consuming [150]. The
capital-intensive nature of these investments leads to a lock-in effect, where shipping companies
are hesitant to abandon existing technologies before fully deprecating their assets. This economic
reality is compounded by the slow pace of regulatory change in the industry. For instance, despite
recognizing the need to address greenhouse gas (GHG) emissions in the 1990s, the IMO did not
adopt its first strategy for GHG reduction until 2018 [149]. The combination of long vessel lifespans,
high capital costs, and a slow-moving regulatory environment creates a gap between the rapid
evolution of new technologies and their implementation in the shipping industry.

6.3 A culture of secrecy
The maritime industry grapples with a unique challenge regarding cybersecurity incident trans-
parency and information sharing. In stark contrast to the aviation sector, which has cultivated a
culture of open reporting and collaborative information exchange on safety and security matters,
the maritime domain often shrouds cyber incidents in secrecy, primarily due to concerns about
reputational damage [118]. In the United States alone, at least eighteen federal agencies have
responsibility for regulating various aspects of maritime transportation, with little to no formal
methods of coordinating their efforts. This regulatory fragmentation contributes to the "highly
fragmented" and "near chaotic" nature of the maritime domain. This lack of coordination potentially
discourages transparent reporting, and this may hinder the industry’s collective ability to learn from
past incidents and implement effective preventive measures against future cyber threats. Moreover,
the opaque nature of maritime operations and regulations poses additional obstacles. For instance,
it impedes the development of crucial technologies such as autonomous collision avoidance systems
[162], thereby stunting the overall advancement of maritime technology. Overcoming this ingrained
secrecy to foster greater transparency and information sharing will require significant shifts in
industry practices, regulations, and mindsets. Key stakeholders must recognize that the benefits of
shared knowledge and collaborative security efforts far outweigh the perceived risks of disclosure.
True security lies not in secrecy, but in transparency.

6.4 Limitations of technological solutions
As previously discussed, while technologies such as blockchain, machine learning, and artificial
intelligence show promise in addressing maritime cybersecurity challenges, they are not panaceas.
Each technology comes with its own set of limitations, including scalability issues, susceptibility to
new forms of attacks, and integration difficulties with existing systems. For example, the global
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scale and complexity of maritime supply chains strain blockchain’s scalability and processing speed,
potentially slowing down operations in an industry where time is critical [103]. It is essential for the
maritime industry to approach these technologies critically, recognizing both their potential benefits
and inherent constraints. Additionally, rather than relying solely on a single advanced technology,
a more effective strategy involves implementing a multi-layered technological approach. This may
entail combining various technologies to establish a stronger defense. For instance, utilizing AI for
threat detection, blockchain for secure data sharing, and quantum-resistant cryptography for future-
proofing communications. This layered approach can help mitigate the weaknesses of individual
technologies. Overall, while advanced technologies hold promise for enhancing cybersecurity
in the maritime sector, it is crucial to carefully evaluate their capabilities and limitations before
implementation.

7 FUTURE DIRECTIONS
While the maritime industry’s future encompasses numerous potential directions, this section
focuses on current trending topics and areas undergoing active implementation. These selected
future directions are expected to significantly reshape the maritime security landscape.

7.1 Maritime Cloud
The maritime cloud concept is currently in its formative stages, with ongoing projects and evolving
implementations shaping its development. Park [127] mentioned that the maritime cloud is closely
tied to the development of e-Navigation, a strategic initiative spearheaded by the IMO to harmonize
and enhance navigation systems globally. The integration of the maritime cloud with e-Navigation
strategies could offer a opportunity to facilitate seamless information exchange across diverse
maritime stakeholders. It has the potential to transcend the limitations of specific communication
systems or channels, creating a unified platform that connects vessels, ports, coastal authorities
and other maritime actors. Cloud technology offers numerous other advantages in the maritime
domain, including enhanced data management [40], improved maritime safety and security with
distributed smart surveillance systems [101], cost reduction [137], system compatibility [127], and
real-time monitoring of vessel positions and status [86]. Despite these promising applications,
further research is imperative across multiple domain within maritime cloud computing, such as
security concerns in cloud implementation [24].

7.2 Testbeds
Maritime-specific cybersecurity testbeds can be used to simulate cyber attacks on ship systems,
allowing for the development and testing of defense mechanisms without risking actual vessels or
infrastructure. In response to the growing need for advanced testing and research capabilities in
the maritime sector, several notable testbeds have been established worldwide. The eMaritime Inte-
grated Reference Platform (eMIR) [67], developed in Germany, combines both virtual and physical
components for providing a robust environment to test maritime cyber-physical systems. In the
United Kingdom, the University of Plymouth hosts the Cyber-SHIP Lab [159], a specialised facility
for researchers to carry out cyber attack experiments. Meanwhile, in Singapore, the Singapore
Polytechnic houses the Advanced Navigation Research Simulator (ANRS) [120], which is designed
to support maritime training and education. Existing testbeds rely heavily on simulation rather
than real maritime hardware, as physical testbeds incorporating actual maritime equipment are
costly to construct and maintain [171][179]. Each testbed architecture has its distinct advantages
and limitations. Virtual testbeds enable testing of potentially dangerous scenarios without risking
damage to physical equipment or endangering personnel [110]; however, they often struggle to
accurately replicate wireless communications [7], which are crucial in maritime settings. There’s a
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need for a balance between virtual and physical components to achieve greater realism in maritime
testbeds. While current testbeds are valuable, we believe they require continued investment and
innovation to better support the evolving needs of the maritime industry.

8 CONCLUSION
This review underscores the complexity of securing maritime systems and emphasized the impor-
tance of a multi-faceted approach that combines technological innovation, regulatory frameworks,
and cultural shifts within the industry. While promising solutions like AI-driven threat detection
and blockchain-based authentication offer new defensive capabilities, they must be implemented
thoughtfully to address the unique challenges of the maritime environment. Moving forward, the
development of maritime-specific cybersecurity testbeds, the evolution of the maritime cloud,
and increased transparency in incident reporting will be crucial in building a more secure and
resilient global maritime infrastructure. As the industry continues to navigate these digital waters,
collaboration between stakeholders, adaptive regulatory frameworks, and continuous research will
be essential in safeguarding the future of maritime operations against ever-evolving cyber threats.
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A APPENDIX
In this section, we have included supplementary information for our survey. Firstly, we present
definitions for a list of discussed vessel components. We further analyzed their vulnerabilities,
highlighting the possible attacks that can happen. Lastly, we have provided a list of all the acronyms
used in this survey.

A.1 Definitions of Vessel Components
Vessel components refer to the various systems, equipment, and structural elements that collectively
form a ship or marine vessel. Modern vessels incorporate a range of digital systems and networks
that control and monitor these physical components, including integrated bridge systems, engine
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control and monitoring systems, and onboard networks. In this survey, we mainly focus on the
components found in IBS because those components are mostly discussed.

AIS: The AIS is a Very High Frequency (VHF) radio broadcasting system that is used for traffic
monitoring (Vessel Traffic Services), collision avoidance, search and rescue operations, aids to
navigation, weather forecast (Australian Maritime Safety Authority) and accident investigation
[23][138].
GNSS: GNSS is an umbrella term for satellite-based navigation systems that provide global

coverage for position, velocity, and timing information. There are currently four primary GNSS
in operation: GPS operated by the United States, GLONASS operated by Russia, Galileo operated
by the European Union, and BeiDou operated by China. In the maritime context, GNSS plays a
crucial role in various aspects of operations, including navigation, vessel monitoring, autonomous
shipping, timing, and integration with other onboard systems.

VDR: VDR is an essential system that acts as a "black box" to record key parametric data about
a ship’s voyage, which can then be recovered and analyzed to investigate the causes of a maritime
accident. VDR continuously stores data related to the status, command, and control of the ship from
various sensors and systems, including date/time, ship’s position, speed, heading, bridge audio,
radio communications, radar data, hull openings status, watertight doors status, etc [129].

RADAR: RADAR is an object detection system that emits radio waves and analyzes the reflected
signals to detect the presence, direction, and range of objects in the surrounding environment
[11]. It is indispensable for maintaining situational awareness and ensuring the safety of maritime
operations, particularly in low visibility conditions or when navigating through congested waters.
ECDIS: ECDIS is a computer-based navigation system that serves as a digital alternative to

traditional paper nautical charts, providing navigators with real-time, interactive, and compre-
hensive information about the ship’s position, course, and surrounding environment. It combines
information from multiple navigational aids and sensors, including GNSS, Radar, and AIS [138].
This information is superimposed on digital charts and empowers navigation officers to make
informed decisions and maintain situational awareness.
VSAT: Maritime VSAT systems provide essential connectivity and communication services,

including internet access for crew and passengers, operational communications between ship and
shore, real-time navigation updates, weather forecasts, and safety information.
GMDSS: The GMDSS was developed by the International Maritime Organization (IMO) and

became fully operational in 1999. It is designed to perform the main functions such as transmitting
ship-to-shore distress alerts, coordinating search and rescue operations and providing general
radiocommunications [79]. The implementation of GMDSS has significantly improved maritime
safety and rescue operations globally, providing a standardized system for distress communication
and alerting across international waters.

A.2 Vulnerabilities of Vessel Components
The vulnerabilities of vessel components encompass a wide range of potential susceptibilities that
could be exploited to compromise the safety, security, or operational integrity of a ship. These
vulnerabilities can arise from various sources, including inherent design flaws, manufacturing
defects, inadequate maintenance, human error, or intentional tampering.

Vulnerability of AIS: It was developed in the 1990s with a primary focus on enhancing maritime
safety and navigation, but its design did not thoroughly consider the potential risks posed by active
cyber attacks or malicious actors seeking to exploit vulnerabilities in the system. Numerous known
security flaws exist [61][92]:
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• The absence of built-in mechanisms in AIS to authenticate the geographical origin of trans-
mitted messages allows a device to broadcast AIS data that is not accurate in indicating its
location. Because of this flaw, a hacker might pretend to be an AIS transmitter and fool other
ships or shore stations about the actual location of the transmitter.

• The absence of timestamp information in AIS communications exposes the system to replay
assaults. Attackers have the capacity to record and replay valid AIS broadcasts, which
compromises the system’s dependability for forensic investigation and situational awareness
by giving misleading perceptions about a vessel’s previous position.

• AIS lacks message authentication, the system is unable to confirm the sender’s actual identity.
Anyone with the ability to send AIS packets can impersonate any other AIS device, which
puts vessels that depend on the accuracy of AIS messages at danger for confusion, deceit,
and accidents.

• Since AIS does not have mechanisms to guarantee the integrity of sent data, it is impossible
to confirm that the data sent by an AIS device is accurate and has not been tampered with.
This weakness makes it possible for a vessel to falsely portray its attributes, including size or
type.

• AIS-broadcast communications lack encryption. Openly available AIS data may be found
on a number of websites, including Marine Traffic, and can offer a wealth of information
about ships and their travels, including specifics about the ship’s identity, cargo, and current
position [23][68].

Vulnerability of GNSS: The main GNSS vulnerabilities that have been thoroughly examined
are the radio frequency hazards associated with jamming and spoofing. Extreme space weather
events have been identified as a significant vulnerability for GNSS, in addition to radio frequency
concerns. In contrast to physical assaults, which are mostly theoretical because mature nation-states
demand highly developed capabilities, extreme space weather phenomena represent a genuine and
continuous threat to GNSS satellites and their communications. These occurrences are real threats,
even though their frequency and intensity vary over the course of the 11-year solar cycle [123].
There are several reasons why GNSS are susceptible [46][141]:

• By the time GNSS signals reach the Earth’s surface, they are inherently weak because they
are coming from satellites in a medium Earth orbit. These signals are weaker when they
reach GNSS receivers due to the great distances they must travel and the power constraints of
satellite transmitters. Due to this intrinsic weakness, hostile actors can use readily available
jamming equipment to disrupt or block GNSS signals.

• Many GNSS signals are open and unencrypted, which makes them vulnerable to spoofing
attacks, in which malevolent actors create and disseminate phony signals that appear to
be real. Meaconing is a kind of GNSS spoofing attack in which the attacker first adds a
predetermined delay to the GNSS signals they have intercepted, then rebroadcasts them.

• GNSS has a significant reliance on satellites, which are vulnerable to potential physical
attacks (such as those using anti-satellite weapons) as well as space weather phenomena
(such solar flares).

Vulnerability of VDR: VDR data could be contested in court and declared inadmissible as
evidence if it turns out to be easily altered or manipulated. Legal proceedings pertaining to mar-
itime accidents, insurance claims, and liability issues may be significantly impacted by this [9].
Consequently, VDR may be exposed to hazards associated with data availability, data integrity
problems, and confidentiality breaches.

Vulnerability of RADAR: A number of subsystems, including antennas, transmitters, receivers,
processors, and displays, make up the intricate marine RADAR systems [38]. There could be
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vulnerabilities in every component, which would increase the number of attack surfaces. However,
given the specialized nature of marine radar systems and the challenges associated with conducting
thorough security assessments in real-world scenarios, there might be fewer opportunities to
thoroughly inspect the system for vulnerabilities. The task of simulating actual circumstances
for security testing is hampered by the complicated operational settings, which include the sea
environment, weather, and the requirement for uninterrupted functionality.

Vulnerability of ECDIS: The vulnerabilities in ECDIS are largely caused by a combination of
technological factors and organisational issues as the maritime industry has been slow to adapt
to the rapidly evolving cyber threat landscape. The main vulnerabilities identified in ECDIS are
[154][155]:

• ECDIS often operates on outdated operating systems like Windows XP or Windows 7, which
no longer receive security updates. Additionally, third-party applications such as web servers
and remote desktop tools are frequently outdated and contain known vulnerabilities.

• Security patches for ECDIS systems are not consistently applied as it is a manual and time-
consuming process.

• Insecure network configuration and services, such as directory traversal, unsafe HTTP
methods allowed, and header injection vulnerabilities in the Apache web server [47].

• Identical hardware/software used for primary and backup ECDIS: If one ECDIS workstation
is compromised, the other is equally vulnerable to the same threat

Vulnerability of VSAT: Many maritime operators appear to be unaware of the risks associated
with transmitting sensitive data over satellite links without adequate security measures [170], and
numerous maritime VSAT networks continue to use outdated and insecure protocols [128]. The
author [140] observes a trend where historically isolated devices, such as VSAT systems, are now
being designed with additional communication technologies like WiFi and Bluetooth. Although
not explicitly identified as a cause of vulnerabilities, this trend implies that increased connectivity
may expand the attack surface if proper security measures are not implemented.
Vulnerability of GMDSS: The radio and satellite communications used by GMDSS can be

intentionally jammed or unintentionally interferedwith, which could disrupt its functionalities [160]
GMDSS relies on various interconnected systems. A vulnerability in one system could potentially
affect the entire GMDSS functionality. Systems like GPS, which GMDSS relies on for positioning,
can be spoofed to provide false location data [79].

A.3 Acronyms
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Table 3. Acronyms

Acronym Description
ABS American Bureau of Shipping

ADS-B Automatic Dependent Surveillance-Broadcast

AI-PAML Adaptive Incremental Passive-Aggressive Machine Learning

AIS Automatic Identification System

ANRS Advanced Navigation Research Simulator

BIMCO Baltic and International Maritime Council

DAU Data Acquisition Unit

DDoS Distributed Denial of Service

DoS Denial of Service

DRFM Digital Radio Frequency Memory

DSIAS Digital Signature Based Identity Authentication Scheme

EA Electronic Attack

ECDIS Electronic Chart Display and Information System

ECDSA Elliptic Curve Digital Signature Algorithm

eMIR eMaritime Integrated Reference Platform

ENC Electronic Navigational Chart

FMEA Failure Mode and Effect Analysis

FMECA Failure Mode, Effect, and Criticality Analysis

GHG Greenhouse Gas

GP Gaussian Process

GIS Geographic Information System

GMDSS Global Maritime Distress and Safety System

GNSS Global Navigation Satellite System

GPS Global Positioning System

HAZOP Hazard and Operability Analysis

HFACS Human Factors Analysis and Classification System

HW-F High Weight Function

IBS Integrated Bridge System

IMO International Maritime Organisation

IoT Internet of Things

ISPS International Ship and Port Facility Security

IT Information Technology

lite-CA Lite Certification Authority

LSTM Long Short-Term Memory

MARL Multi-Agent Reinforcement Learning

MCAD Maritime Cyber Attack Database
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Acronym Description
mIBC Maritime Certificate-less Identity-Based Public Key Cryptography

MTPPS Mix-zone Based Trajectory Privacy Protection Scheme

NAVTEX Navigation Telex

NIST National Institute of Standards and Technology

NMEA National Marine Electronics Association

OT Operational Technology

PDCA Plan-Do-Check-Act

PKI Public Key Infrastructure

PLA Port of London Authority

PLCs Programmable Logic Controllers

PoC Proof-of-Concept

PPI Plan Position Indicator

RSSI Received Signal Strength Indicator

S2ML Dual Stack Machine Learning

SATCOM Satellite Communications

SEI Specific Emitter Identification

RADAR RAdio Detection And Ranging

UAV Unmanned Aerial Vehicle

VDES VHF Data Exchange System

VDR Voyage Data Recorder

VHF Very High Frequency

VSAT Very Small Aperture Terminal
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