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Abstract— Multi-robot collaboration for target tracking
presents significant challenges in hazardous environments, in-
cluding addressing robot failures, dynamic priority changes,
and other unpredictable factors. Moreover, these challenges are
increased in adversarial settings if the environment is unknown.
In this paper, we propose a resilient and adaptive framework
for multi-robot, multi-target tracking in environments with
unknown sensing and communication danger zones. The dam-
ages posed by these zones are temporary, allowing robots to
track targets while accepting the risk of entering dangerous
areas. We formulate the problem as an optimization with soft
chance constraints, enabling real-time adjustments to robot
behavior based on varying types of dangers and failures. An
adaptive replanning strategy is introduced, featuring different
triggers to improve group performance. This approach allows
for dynamic prioritization of target tracking and risk aversion
or resilience, depending on evolving resources and real-time
conditions. To validate the effectiveness of the proposed method,
we benchmark and evaluate it across multiple scenarios in
simulation and conduct several real-world experiments.

I. INTRODUCTION

The multi-robot target tracking problem has been exten-
sively studied for a wide range of applications, such as
surveillance [1], environmental monitoring [2], and wildfire
coverage [3]. Many works have focused on improving track-
ing accuracy, optimizing task allocation, and maximizing
group efficiency within the constraints of limited resources
[4]–[7]. However, deploying these methods in real-world
environments often fails due to the inherent dangers present
in real-world scenarios. The tracked targets might adver-
sarially attack robots, and the environment could contain
hazardous factors, both of which can cause the failure of
task-critical resources and affect the tracking performance
of the robot team. To mitigate these effects, understanding
risk and building resilience against failures are essential
considerations in planning the actions of robots.

To address the risk of failures during target tracking, [8]–
[10] developed a risk-aware tracking framework to balance
team performance optimization with minimizing the risk
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(a) (b)
Fig. 1. Multi-robot target tracking with one communication danger zone
(blue) and two sensing danger zones (red). (a) is the top view of the
experiment, and (b) is a simulation with a similar setup. The red "+"
represents a sensing attack, and the blue one represents a communication
attack. The demo video is available at: https://youtu.be/ARMUzIKwsvc.

of sensor failures. The authors in [11] extended the sce-
nario by addressing the probabilistic communication fail-
ures. In this formulation, sensing danger zones interfere
with the robots’ sensors and cause sensor failures, while
communication danger zones disrupt normal communication
between robots causing communication failures. However,
these studies focus on risk awareness in known zones and
lack resilient coordination strategies that enable recovery and
re-coordination when team members suffer from failures.

To fill these gaps, we propose a resilient and adaptive
multi-robot target tracking framework for reactive task exe-
cution and recovery from failures that are caused by sensing
and communication attacks. Our framework is resilient in the
sense that robots can recover from sensing and/or commu-
nication failures to sustain tracking performance. The main
contributions of this paper are as follows:

• We formulate multi-robot target tracking with initially
unknown danger zones as a partially centralized non-
linear optimization problem. The attack and recovery
mechanisms are modeled for both sensing and commu-
nication danger zones.

• We propose a resilient and adaptive strategy for replan-
ning. Attacked robots that have recovered can share in-
formation about the danger zones with their teammates,
which enables the remaining robots to adjust behaviors
accordingly and reduce the likelihood of future failures.

• We extensively evaluate our framework through both
simulations and hardware experiments (as shown in
Fig. 1), demonstrating its resilience and adaptability.

II. RELATED WORKS

Several approaches had been proposed for addressing
multi-robot target tracking scenarios involving challenging
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hazards, which can be classified into two major categories.
The first category focused on robustness against attacks [8]–
[15]. Robots adopted a stealthy motion planning paradigm to
stay cautious beforehand and ensure that they can circumvent
failures to an extent. For instance, [9] assumed the targets
were hostile and proposed an approach to enable the robots
to balance between optimizing tracking performance and
ensuring safety. In [8], it decentralized the approach from [9]
and designed a framework leveraging iterative consensus-
based algorithms to track targets. The work in [12] designed
a robust algorithm to secure robots against any number
of sensing and communication attacks in the worst case.
Another line of work investigated resiliency and explored
how the robots could swiftly recover from failures, mi-
grate attacks, continue task execution, and maintain sat-
isfactory task performance [16]–[22]. In [17], the authors
proposed an active information acquisition framework that
can withstand any number of attacks and failures, even
with minimal communication. Similarly, [18] designed a
scalable resilient multi-robot target tracking strategy with
approximation bounds on tracking performance.

Our previous study in [23] focused on adaptation strategies
to adjust the problem formulation. Likewise, the method in
[9] adaptively balanced tracking performance with risk aver-
sion, using the covariance matrix to encode tracking accuracy
and the observability Gramian to measure risk. However,
both approaches primarily addressed offline scenarios with
pre-defined environmental information and were not suitable
for real-time adaptation in dynamic settings. In dynamic
cases, real-time adaptation of planning strategies was critical
to improving effectiveness and success rates. Some planning
frameworks considered safety by considering the clearance
toward obstacles and dynamic limitations [24, 25]. In this
work, we address this real-time adaptiveness by introducing
optimization formulations with adaptive parameters.

III. PREREQUISITES

A. Models of Dynamics and Danger Zones

We consider a team of robots, indexed as R =
{1, 2, . . . ,M}, is tasked to track a team of targets indexed
as T = {1, 2, . . . , N}. Each robot can estimate the target’s
position relative to itself using a range and bearing sensor.
The environment contains p sensing danger zones {S}pl=1

and q communication danger zones {C}qk=1. The location of
each danger zone remains unknown and is only revealed if a
robot encounters an attack in it. As soon as a robot enters a
danger zone, it faces a certain probability of being attacked.
The attacked robot can share information about the position
of the danger zone across the communication network with
its teammates. We also assume the attack effect is temporary,
so the attacked robot recovers after it exits the danger zone.
Dynamics models of robots and targets, as well as details of
danger zones, are introduced below. Notably, in this paper,
we use attack and failure interchangeably.

Definition 1. (Robots and Targets Dynamics) Let xi,k =
[xi,t, yi,t]

⊤ denote the position of robot i, i ∈ R at time

step t. The discrete-time dynamics of the robot is defined as:

xi,t+1 = Φixi,t +Λiui,t, (1)

where Φi is the process matrix, Λi represents control matrix,
and ui,t is the control input. Similarly, the dynamics of target
j, for any j ∈ T , is

zj,t+1 = Ajzj,t +Bjuj,t, (2)

where zj,t = [xTj,t
, yTj,t

]⊤ denotes the target j’s position,
Aj and Bj are the process and control matrix, respectively.

Definition 2. (Sensing Danger Zone) The sensing danger
zone Sl, built by the enemy, is defined by its center with
position xSl

, which follows a Gaussian distribution xSl
∼

N (µSl
,ΣSl

), and a safety clearance rl. A robot at point
x has a probability of ϕ to be attacked and lose tracking
capability. The region within which a robot is at the risk of
sensing attack is defined as:

Sl = {x ∈ Rnx : ∥xSl
− x∥ ≤ rl }. (3)

The probability of the robot being within the sensing danger
zone is:

P(x ∈ Sl) =

∫
∥xSl

−x∥≤rl

pdf(xSl
− x)d(xSl

− x). (4)

Definition 3. (Communication Danger Zone) The communi-
cation danger zone Ck is assumed to be static and defined
with its center position xCk

that follows a Gaussian dis-
tribution N (µCk

,ΣCk
). The enemy in the danger zone can

send noisy or deceiving signals to jam the robot such that
its communication link becomes disabled. We use a similar
definition as our prior work [11] based on distance ratio to
define the communication danger zone, inside which robot
i’s communication with its teammate j at xj is at risk of
being jammed when the following condition holds:

Ck = {xi ∈ Rnx : ∥xCk
− xi∥ ≤ δ2∥xi − xj∥}, (5)

where δ2 ∈ R>0 is a hyperparameter determined by the
sensor characteristic. Hence, the probability of robot i being
jammed is

P(xi ∈ Ck) =
∫
∥xCk

−xi∥<δ2∥xi−xj∥
pdf(xCk

− xi)d(xCk
− xi).

(6)
Since a robot can communicate with multiple teammates, we
calculate the highest probability of jamming in Eq. 6 using
distance from the farthest teammate, which we denote as c∗i
for robot i.

B. Chance-constrained Optimization before Failures

In our previous study [11], we assumed prior knowledge of
the danger zones and focused on robustness against failures
for target tracking. The tracking problem was formulated to
ensure that all robots avoid danger zones while achieving
the tracking tasks. We can enforce an upper bound on the
probability of entering any danger zone in the form of
chance constraints. Then, the multi-robot tracking problem
at timestamp t is formulated as:



min
ui,t,∀i∈R

w1

M∑
i=1

f(xi,t+1, ẑi,t+1) + w2

M∑
i=1

∥ui,t∥

(7a)
s.t. xi,t+1 = Φixi,t +Λiui,t,∀i ∈ R, (7b)

P(∥xSl
− xi,t+1∥ ≤ rl) ≤ ϵ1,∀i ∈ R, ∀l ∈ [p], (7c)

P(aik < δ2c
∗
i ) ≤ ϵ2,∀i ∈ R, ∀k ∈ [q], (7d)

where the objective function minimizes the weighted sum
of tracking error and feasible control efforts with respective
weights w1 and w2. Let the distance between robot i to its
farthest teammate be c∗i , and the distance between robot i
and the jammer in the danger zone Ck be aik. The nonlinear
optimization in Eq. 7 is approximated as:

min
ui,t,∀i∈R

w1

M∑
i=1

f(xi,t+1, ẑi,t+1) + w2

M∑
i=1

∥ui,t∥

(8a)
s.t. xi,t+1 = Φixi,t +Λiui,t,∀i ∈ R, (8b)

â⊤i,Sl
ai,Sl

− rl ≥ (8c)

erf−1(1− 2ϵ1)
√
2â⊤i,Sl

ΣSl
âi,Sl

,∀i ∈ R,∀l ∈ [p],

â⊤i,Ck
ai,Ck

− δ2c
∗ ≥ (8d)

erf−1(1− 2ϵ2)
√

2â⊤i,Ck
ΣCk

âi,Ck
,∀i ∈ R,∀k ∈ [q],

where ai,Sl
= µSl

− xi, ai,Ck
= µCk

− xi, and âi,Sl
, âi,Ck

denote their corresponding normalized vectors. erf(·) is the
standard error function. The function f(·) quantifies the error
in target state estimation.

This problem formulation has a series of drawbacks: (i)
It assumes that the prior locations of all danger zones
are known beforehand; (ii) It adopts an over-conservative
paradigm, in which robots never take risks for an improved
target tracking quality; (iii) No systematic recovery proce-
dure is provided for robots to retain decent target tracking
performance once failures happen.

In this work, we address these limitations by assuming
the environment is initially unknown, with danger zones
gradually revealed as robots encounter attacks. These attacks
allow the robots to explore the environment. Additionally, we
design resilient strategies to help robots recover from failures
after an attack.

IV. RESILIENT AND ADAPTIVE TRACKING

In our resilient target tracking framework, robots adopt
different strategies to cope with sensing and communication
attacks. Before encountering any attack from danger zones,
the entire robot team initially has no prior knowledge of
these zones and must be exposed to attacks to gather infor-
mation. The robots use onboard range and bearing sensors to
collectively estimate targets’ locations. The communication
network transfers information instantaneously. With instanta-
neous information shared within the communication network,
robots’ measurements are shared with all valid members,
allowing the system to follow the optimal control strategy
for maximizing tracking quality.

Given that the entire robot team is indexed as R, we
use Rs to denote indices for the subset of robots with
normal sensing capabilities and Rc to represent indices
for the subset of robots connected in the communication
network. In other words, robots whose indices belong to
Rc form a communication group. Initially, danger zones are
unknown to all robots. We let [p]d denote indices for the
set of sensing danger zones known to the robot performing
individual planning, while [p]d,c represents indices for the
set of sensing danger zones shared in the communication
group. A similar definition applies to communication danger
zones, where [q]d represents indices for the set known to the
robot performing individual planning, and [q]d,c corresponds
to the set shared within the communication group. For
robots in the communication group, a centralized framework
is proposed to share information and collectively optimize
tracking performance. In contrast, when robots are under
communication attacks or a combination of communication
and sensing attacks, they need to perform individual planning
and deploy different strategies.

A. Danger Zone Attacks and Recovery Model

We assume that the damage caused by danger zones is
temporary and can be removed under certain conditions.
Robots can be attacked by both unknown and known danger
zones. To effectively simulate the attack and recovery pro-
cesses, we model a risk field associated with each danger
zone to represent probabilistic attacks. Additionally, we
define corresponding recovery conditions when robots are
under sensing or communication attacks.

Sensing attacks: we model the attack probability as:

ϕ(Sl) =
1

2π|ΣSl
|
exp

(
−1

2
a⊤i,Sl

ΣSl
ai,Sl

)
. (9)

Each sensing danger zone has an attack frequency at which
it attempts to attack robots.

Sensing recovery: In our problem setting, the attack is
assumed to be temporary. If the probability of a robot being
attacked is below a threshold P(x ∈ Sl) ≤ ϵl,0, we assume
the robot will recover from sensing failure. The threshold ϵl,0
may differ from ϵ1 (see Eq. 7c), allowing for varied recovery
conditions and simulating model mismatches. For instance,
a more aggressive recovery behavior can be achieved if we
make ϵl,0 to be smaller than ϵ1.

Communication attacks: The communication attack in-
cludes both the attack on the communication links between
robots and a direct attack to jam all channels of a particular
robot [26]. We similarly model the communication danger
zone Ck, ∀k ∈ [q] as a risk field whose attack probability is

ϕ(Ck) =
1

2π|ΣCk
|
exp

(
−1

2
a⊤i,Ck

ΣCk
ai,Ck

)
. (10)

The communication danger zone continuously attacks the
robots with a fixed frequency following the probability
defined above. In addition, if the condition in Eq. 5 is
satisfied, the robot will also directly get a communication
attack that destroys its communication links.



Communication recovery: When the probability of jam-
ming is no larger than an upper bound P(xi ∈ Ck) ≤ ϵk,0,
we assume it has recovered from the communication attacks.
The ϵk,0 defines a probabilistic threshold for communication
danger zones. The attack frequency may vary in different
danger zones to model their respective threat level.

B. Target Tracking without Communication Attack
If the current communication group is not empty, denoted

as Rc ̸= ∅, we will conduct joint planning for robots
within the communication group. Note that robots with
communication ability may still face sensing attacks. In this
case, the optimization problem is:

min
ui,tνi,ξi∀i∈Rc

w1

∑
i∈Rs∩Rc

f(xt+1, ẑt+1)+ (11a)∑
i∈Rc

(w2∥ui,t∥+ w3

∑
∀l∈[p]d,c

∥νi,l∥+ w4

∑
∀k∈[q]d

∥ξi,k∥)

s.t. xi,t+1 = Φixi,t +Λiui,t,∀i ∈ Rc, (11b)

â⊤i,Sl
ai,Sl

− rl + νi,l ≥ (11c)

erf−1(1− 2ϵ1)
√

2â⊤i,Sl
ΣSl

âi,Sl
,∀l ∈ [p]d,c, i ∈ Rc,

â⊤i,Ck
ai,Ck

− δ2c
∗ + ξi,k ≥ (11d)

erf−1(1− 2ϵ2)
√

2â⊤i,Ck
ΣCk

âi,Ck
, ∀k ∈ [q]d,c, i ∈ Rc,

νi,l, ξi,k ∈ R+. (11e)

The tracking error in the objective function is only for the
robots with both sensing and communication abilities. νi,l
and ξi,k are slack variables.

C. Recovery and Adaptivness
1) Sensing Attacks: Robots under sensing attacks are

assumed to lose their sensing functionality but are still able
to communicate with other robots. When a sensing attack
occurs, the attacked robots determine the probabilistic distri-
bution of the danger zone’s position, which is then broadcast
to the rest of the team within the communication network
instantly. Let Sd be the sensing danger zones that have just
been discovered. Then, the set of known sensing danger
zones revealed to the communication group is expanded,
i.e. [p]d,c = [p]d,c

⋃
[p]d, and constraints in Eq. 11 are

adjusted accordingly.
2) Communication Attacks: The robot under communica-

tion attack loses its communication capability and performs
single-agent target tracking. It can track targets with its
onboard measurements and update the estimate of targets’
positions. The robot can also trace back to estimate the origin
of the attack. However, such an estimate cannot be broadcast
to the rest of the team immediately since the attacked robot’s
communication channel is disabled. Therefore, the task for a
robot ri under communication attack would be planning for
itself to maximize the tracking quality with its measurements
and, at the same time, try to escape from the danger zone.
After escaping from the danger zone, robot ri can broadcast
the estimated location of the zone to the rest of the team.

Robots under communication failures estimate the posi-
tions of targets, optimize their trajectories to track targets,

and independently navigate themselves out of the danger
zone(s). Before the communication resumes, their teammates
perform target tracking without knowing this communication
danger zone. The optimization problem for each robot ri,
i ∈ R \ Rc under communication attack is formulated as:

min
ui,t,ν,ξ

J(ui,t, ν, ξ) (12a)

s.t. xi,t+1 = Φixi,t +Λiui,t, (12b)

â⊤i,Sl
ai,Sl

− rl + νl ≥ (12c)

erf−1(1− 2ϵ1)
√
2â⊤i,Sl

ΣSl
âi,Sl

,∀l ∈ [p]d,c,

â⊤i,Ck
ai,Ck

+ ξk ≥ (12d)

erf−1(1− 2ϵ2)
√
2â⊤i,Ck

ΣCk
âi,Ck

, ∀k ∈ [q]d,

νl, ξk ∈ R+. (12e)

In the case of single-robot planning, the constraint of the
communication danger zone (12d) has c∗ = 0. Then, the
objective function is defined as:

J(ui,t, ν, ξ) = w1f(xt+1, ẑt+1) + w2∥ui,t∥+ (13)

w3

∑
∀l∈[p]d,c

∥νl∥+ w4

∑
∀k∈[q]d

∥ξk∥.

When the robot has recovered from the communication dan-
ger zone, information about the zone is broadcast to the rest
of the team. We augment the set of known communication
danger zones as [q]d,c = [q]d,c

⋃
[q]d, supposing [q]d denotes

indices for the set of communication danger zones which
have been newly discovered.

3) Sensing and Communication Attacks: Consider a robot
that is located in an overlapping region of sensing and
communication danger zones and is thus subject to attacks
from multiple sources. Without any measurement or com-
munication ability, the mission of such a robot would be to
perform single-agent planning to escape from the dangerous
region as soon as possible. Its single-agent planning is done
by solving an optimization similar to Eq. 12, except that its
objective function is revised as:

J(ui,t, ν, ξ) =w2∥ui,t∥+

w3

∑
∀l∈[p]d,c

∥νl∥+ w4

∑
∀k∈[q]d

∥ξk∥, (14)

i.e., to escape from the dangerous region with minimum
control effort. In addition, the weights for different danger
zones are adaptive so that the robot can prioritize the zone(s)
where it is already in.

D. Estimation Update and Recover

We employ the trace of the estimation covariance matrix to
evaluate tracking performance. Each robot is equipped with a
range and a bearing sensor to measure all targets. Following
the approach in [11], a standard Extended Kalman Filter
(EKF) can be employed to update the estimates collectively
for robots within the communication network.

As we have described in Sec. IV-C, if a robot is under
communication attack, it will perform single-agent target
tracking using its onboard sensing while attempting to escape



from the danger region since it cannot pass messages to
its teammates. In this case, the robot under attack and
the rest of the team with normal communication run two
separate EKFs to estimate the state of targets. As soon as the
robot successfully escapes from the communication danger
zone, it broadcasts its estimate to teammates. To merge
estimates from the two Kalman filters, we use covariance
intersection (CI). Let the estimate as well as covariance
matrix from the robot under communication attack be ẑ1 and
Σ1, the estimate and covariance matrix from the robots with
normal communication be ẑ2 and Σ2. Then, CI performs the
following operations to get the merged estimate ẑm and the
merged covariance matrix Σm:

Σ−1
m = ωΣ−1

1 + (1− ω)Σ−1
2 (15)

ẑm = Σm(ωΣ−1
1 ẑ1 + (1− ω)Σ−1

2 ẑ2) (16)

where ω is a parameter, and its value can be obtained by
optimizing a particular norm [27]. From there, the robot
which previously lost communication and the rest of its
teammates becomes a single team once again. They can
resume target state estimation using one standard EKF.

E. Adaptive Replanner

To further improve the performance, we propose a real-
time adaptive replanning strategy that adjusts operations
based on varying known conditions within danger zones.
Here, each robot has its distinct weight parameters, and the
adaptive replanner will tune the weight to adjust the strategy
for each robot. For instance, the default weights for all the
robots are initially prioritized for tracking performance. This
will relax the constraints on robots’ trajectory, allowing them
to take more risk and cut through the danger zones for better
tracking performance. When an attack occurs on the robot,
the adaptive planner will tune the weight to reduce the risk
and the robot can stay further from the zones.

V. RESULTS

A. Performance Analysis

We conduct several simulation experiments involving
sensing attacks, communication attacks, and a combination
of both to investigate the performance of our framework.
For brevity, the sensing danger zone is referred to as the
Type I zone, while the communication danger zone is de-
noted as the Type II zone. More scenarios are available
in our open-source code: https://github.com/Zhourobotics/
resilient-target-tracking.git.

1) Tracking under Senser Attack: We demonstrate the
scenario of two robots tracking two targets with an unknown
sensing danger zone. We set δ1 as 0.1 and the attack
frequency of the sensing danger zone as 1 Hz. We perform
sampling every 0.1 seconds with a maximum of 300 steps.
The trajectories and attack status under two different ϵ values,
which impose different levels of risk requirements, are shown
in Fig. 2. Initially, robots have no information about the
sensing danger zone and focus on tracking the targets. Then
Robot 0 encounters an attack from the danger zone and

immediately broadcasts information about this danger zone
to Robot 1. Notably, the robots can still be attacked even
after they have discovered a danger zone, which depends on
the risk requirements. For instance, compared with (b.1) -
(b.3) in Fig. 2, robots suffer from more attacks in (a.1) -
(a.3) due to a larger risk bound ϵ, but stay closer to target
for better tracking quality.

(a.1) (a.2) (a.3)

(b.1) (b.2) (b.3)

Fig. 2. Tracking with a sensing danger zone. The mean position for the
center of the danger zone is at (0.1, 0) with a covariance of 0.3. Figure (a.1)
- (a.3) are the trajectories when ϵ = 0.2, and for (b.1) - (b.3), ϵ = 0.1.

(a.1) (a.2) (a.3)

(b.1) (b.2) (b.3)

Fig. 3. Tracking with two communication danger zones. The first danger
zone center point has its mean [-0.3, 0.0] and covariance Σ = 0.3, the
second one centered at [1.0, 0.2] with Σ = 0.2. We set ϵ = 0.9 for (a.1) -
(a.3), and ϵ = 0.95 for (b.1) - (b.3).

2) Tracking under Communication Attack: We use a sim-
ilar setup for communication attacks to illustrate how the
model differs from that used for sensing danger zones and to
highlight the corresponding variations in robot behaviors. As
shown in Fig. 3, we consider two robots tracking four targets,
and each robot is assigned to track two targets accordingly.
When robots are close to the communication danger zone,
Robot 1 gets attacked and loses its communication link to
Robot 0. Robot 1 prioritizes escaping from the danger zone
and recovering from the communication failure. Then, it
shares information about the danger zone with Robot 0 such
that the latter avoids the danger zone precautiously.

3) Tracking under Multiple Attacks: We consider a more
complicated scenario involving two robots tracking two tar-

https://github.com/Zhourobotics/resilient-target-tracking.git
https://github.com/Zhourobotics/resilient-target-tracking.git


Fig. 4. Snapshot of two robots tracking two targets under multiple attacks. The figure from left to right demonstrates the whole process from initially
unknown to known of the danger zones. Robot 0 experiences a sensing attack in Type I danger zone 1, and then successfully recovers. Subsequently,
Robot 1 is subjected to communication attacks in a communication danger zone. This process simulates multiple attacks and recoveries across both types
of danger zones while gathering critical information about each zone.

gets through three sensing danger zones and two communi-
cation danger zones in the environment. The sampling time is
0.2 s, with a maximum of 300 steps. As shown in Fig. 4, the
two robots can efficiently track the targets while balancing
the importance of tracking quality and safety. When the robot
passes through the overlapping area of two different types
of danger zones, a more aggressive strategy enables it to
navigate the areas and successfully complete its tracking task.

B. Ablation Study for Adaptiveness

We perform an ablation study comparing two methods:
one without adaptiveness (denoted as "w/o adaptiveness")
and one with adaptiveness ("w/ adaptiveness") in three types
of scenarios described above. We evaluate the tracking per-
formance by its average trace, the total number of attacks
on all robots, and trajectory length. The result is shown in
Tab. I. In all scenarios, the adaptive method leads to lower
traces, indicating that the robots can efficiently track targets
in the environment when they employ adaptiveness in their
planning. In addition, the adaptive strategy leads the robots
into more dangerous areas, potentially because they prioritize
tracking quality over safety and energy in these cases.

TABLE I
EVALUATION OF ADAPTIVENESS PERFORMANCE

Scenarios Methods
Accumulated

Trace
Total

Attacks
Trajectory
Length (m)

Type I
Zones

w/o adaptiveness 16.47 61 12.66
w/ adaptiveness 15.70 75 13.57

Type II
Zones

w/o adaptiveness 37.80 61 9.55
w/ adaptiveness 30.89 85 9.54

Muti-type
Zones

w/o adaptiveness 28.74 122 17.34
w/ adaptiveness 26.45 149 18.41

C. Comparison with Single-Agent Planner

In the single-agent planner framework, when a robot
encounters attacks from danger zones, it cannot share in-
formation with the rest of the team, leading to delayed
avoidance of danger zones. Our proposed resilient planner
framework allows a robot to share information after recovery
to improve collaborative tracking performance.

We benchmark our method against sequential single-agent
resilient tracking to validate the effectiveness of our proposed
framework. The trajectory of individual tracking and our
proposed tracking are shown in Fig. 5.

The robots with single-agent planners clustered in the
center due to the lack of communication and, therefore, have
a worse tracking performance.

(a) (b)
Fig. 5. Simulation of two robots tracking two targets under multiple attacks
with (a) proposed centralized framework and (b) single-agent planners.

D. Hardware Experiments

We validate the robustness of our proposed framework
through several hardware experiments in various initially
unknown hazardous environments. We apply a similar ex-
periment setting as in our prior work [11] with Crazyflie
drones [28] as trackers and Yahboom ROSMASTER X3
ground robots [29] as targets. The scenario of a single
danger zone is shown in Fig. 6, and that with multiple zones
is shown in Fig. 1. The robots initially track the targets
closely but switch to resilient behavior when one of them
is attacked and identifies the presence of a danger zone. In
the case of a sensing danger zone, all robots simultaneously
escape the area as the robots can share the information
immediately. However, in a communication danger zone, the
response is sequential, with one robot escaping and sharing
the information, followed by the second robot avoiding the
zone after the first one escapes.

(a) (b)
Fig. 6. Hardware experiments of two robots tracking two targets with one
sensing danger zone (a), and one communication danger zone (b).

VI. CONCLUSION

In this paper, we propose a resilient and adaptive multi-
robot target tracking architecture under unknown danger
zones. We model the danger zones as risk fields with attack
and recovery models to simulate different failure scenarios.
We solve the problem with different optimization formula-
tions and propose an adaptive replanner for robots to adjust



the priority of task goals. In the future, we will extend the
resilient framework to more complex and realistic scenarios,
including real-time perception, limited resources, dynamic
danger zones, and adversarial targets.

REFERENCES

[1] BSY Rao, Hugh F Durrant-Whyte, and JA Sheen. A fully decentralized
multi-sensor system for tracking and surveillance. The International
Journal of Robotics Research, 12(1):20–44, 1993.

[2] Matthew Dunbabin and Lino Marques. Robots for environmental
monitoring: Significant advancements and applications. IEEE Robotics
& Automation Magazine, 19(1):24–39, 2012.

[3] Huy X. Pham, Hung M. La, David Feil-Seifer, and Matthew Deans. A
distributed control framework for a team of unmanned aerial vehicles
for dynamic wildfire tracking. In 2017 IEEE/RSJ International
Conference on Intelligent Robots and Systems (IROS), pages 6648–
6653, 2017.

[4] Philip Dames, Pratap Tokekar, and Vijay Kumar. Detecting, localizing,
and tracking an unknown number of moving targets using a team of
mobile robots. The International Journal of Robotics Research, 36(13-
14):1540–1553, 2017.

[5] Samarth Kalluraya, George J. Pappas, and Yiannis Kantaros. Multi-
robot mission planning in dynamic semantic environments. In 2023
IEEE International Conference on Robotics and Automation (ICRA),
pages 1630–1637, 2023.

[6] Nathan Patrizi, Georgios Fragkos, Kendric Ortiz, Meeko Oishi, and
Eirini Eleni Tsiropoulou. A uav-enabled dynamic multi-target tracking
and sensing framework. In GLOBECOM 2020 - 2020 IEEE Global
Communications Conference, pages 1–6, 2020.

[7] Peihan Li and Lifeng Zhou. Assignment algorithms for multi-robot
multi-target tracking with sufficient and limited sensing capability. In
2023 IEEE/RSJ International Conference on Intelligent Robots and
Systems (IROS), pages 11035–11041. IEEE, 2023.

[8] Jiazhen Liu, Lifeng Zhou, Ragesh Ramachandran, Gaurav S
Sukhatme, and Vijay Kumar. Decentralized risk-aware tracking of
multiple targets. arXiv preprint arXiv:2208.02772, 2022.

[9] Siddharth Mayya, Ragesh K. Ramachandran, Lifeng Zhou, Vinay
Senthil, Dinesh Thakur, Gaurav S. Sukhatme, and Vijay Kumar. Adap-
tive and risk-aware target tracking for robot teams with heterogeneous
sensors. IEEE Robotics and Automation Letters, 7(2):5615–5622,
2022.

[10] Siddharth Mayya, Diego S. D’antonio, David Saldaña, and Vijay
Kumar. Resilient task allocation in heterogeneous multi-robot systems.
IEEE Robotics and Automation Letters, 6(2):1327–1334, 2021.

[11] Jiazhen Liu, Peihan Li, Yuwei Wu, Gaurav S Sukhatme, Vijay Kumar,
and Lifeng Zhou. Multi-robot target tracking with sensing and
communication danger zones. In 2024 International Symposium on
Distributed Autonomous Robotic Systems (DARS), 2024.

[12] Lifeng Zhou and Vijay Kumar. Robust multi-robot active target track-
ing against sensing and communication attacks. IEEE Transactions
on Robotics, 2023.

[13] Keisuke Okumura and Sébastien Tixeuil. Fault-tolerant offline multi-
agent path planning. In Proceedings of the AAAI Conference on
Artificial Intelligence, volume 37, pages 11647–11654, 2023.

[14] Guangyao Shi, Lifeng Zhou, and Pratap Tokekar. Robust multiple-
path orienteering problem: Securing against adversarial attacks. IEEE
Transactions on Robotics, 39(3):2060–2077, 2023.

[15] Lifeng Zhou, Vasileios Tzoumas, George J. Pappas, and Pratap
Tokekar. Distributed attack-robust submodular maximization for multi-
robot planning. In 2020 IEEE International Conference on Robotics
and Automation (ICRA), pages 2479–2485, 2020.

[16] Amanda Prorok, Matthew Malencia, Luca Carlone, Gaurav S
Sukhatme, Brian M Sadler, and Vijay Kumar. Beyond robustness: A
taxonomy of approaches towards resilient multi-robot systems. arXiv
preprint arXiv:2109.12343, 2021.

[17] Brent Schlotfeldt, Vasileios Tzoumas, Dinesh Thakur, and George J.
Pappas. Resilient active information gathering with mobile robots. In
2018 IEEE/RSJ International Conference on Intelligent Robots and
Systems (IROS), pages 4309–4316, 2018.

[18] Lifeng Zhou, Vasileios Tzoumas, George J. Pappas, and Pratap
Tokekar. Resilient active target tracking with multiple robots. IEEE
Robotics and Automation Letters, 4(1):129–136, 2019.

[19] Matthew Cavorsi, Beatrice Capelli, Lorenzo Sabattini, and Stephanie
Gil. Multi-robot adversarial resilience using control barrier functions.
In Robotics: Science and Systems, 2022.

[20] Ragesh Kumar Ramachandran, Nicole Fronda, James A. Preiss,
Zhenghao Dai, and Gaurav S. Sukhatme. Resilient multi-robot multi-
target tracking. IEEE Transactions on Automation Science and
Engineering, pages 1–17, 2023.

[21] Ragesh Kumar Ramachandran, Nicole Fronda, and Gaurav S.
Sukhatme. Resilience in multirobot multitarget tracking with unknown
number of targets through reconfiguration. IEEE Transactions on
Control of Network Systems, 8(2):609–620, 2021.

[22] Mahmoud Abouelyazid. Adversarial deep reinforcement learning
to mitigate sensor and communication attacks for secure swarm
robotics. Journal of Intelligent Connectivity and Emerging Technolo-
gies, 8(3):94–112, Sep. 2023.

[23] Peihan Li, Jiazhen Liu, Yuwei Wu, Vijay Kumar, and Lifeng Zhou.
Resilient multi-robot target tracking with dangerous zones. In 2023
IROS Workshop: Robotics for Climate Resiliency, 2023.

[24] David Fridovich-Keil, Sylvia L. Herbert, Jaime F. Fisac, Sampada
Deglurkar, and Claire J. Tomlin. Planning, fast and slow: A frame-
work for adaptive real-time safe trajectory planning. In 2018 IEEE
International Conference on Robotics and Automation (ICRA), pages
387–394, 2018.

[25] Lun Quan, Zhiwei Zhang, Xingguang Zhong, Chao Xu, and Fei Gao.
Eva-planner: Environmental adaptive quadrotor planning. In 2021
IEEE International Conference on Robotics and Automation (ICRA),
pages 398–404, 2021.

[26] Hao Xu, Jinhui Zhang, Zhongqi Sun, and Hongjiu Yang. Event-based
wireless tracking control for a wheeled mobile robot against reactive
jamming attacks. IEEE Transactions on Control of Network Systems,
10(4):1925–1936, 2023.

[27] Simon J Julier and Jeffrey K Uhlmann. Using covariance intersection
for slam. Robotics and Autonomous Systems, 55(1):3–20, 2007.

[28] Bitcraze crazyflie. https://www.bitcraze.io/. Accessed: 2024-09-15.
[29] Yahboom rosmaster-x3. http://www.yahboom.net/study/

ROSMASTER-X3. Accessed: 2024-09-15.

https://www.bitcraze.io/
http://www.yahboom.net/study/ROSMASTER-X3
http://www.yahboom.net/study/ROSMASTER-X3

	Introduction
	Related Works
	Prerequisites
	Models of Dynamics and Danger Zones
	Chance-constrained Optimization before Failures

	Resilient and Adaptive Tracking
	Danger Zone Attacks and Recovery Model
	Target Tracking without Communication Attack
	Recovery and Adaptivness
	Sensing Attacks
	Communication Attacks
	Sensing and Communication Attacks

	Estimation Update and Recover
	Adaptive Replanner

	Results
	Performance Analysis
	Tracking under Senser Attack
	Tracking under Communication Attack
	Tracking under Multiple Attacks

	Ablation Study for Adaptiveness
	Comparison with Single-Agent Planner
	Hardware Experiments

	Conclusion
	References

