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Abstract.
Automatic Essay Scoring (AES) is widely used to evaluate candi-

dates for educational purposes. However, due to the lack of represen-
tative data, most existing AES systems are not robust, and their scor-
ing predictions are biased towards the most represented data samples.
In this study, we propose a model-agnostic phrase-level method to
generate an adversarial essay set to address the biases and robustness
of AES models. Specifically, we construct an attack test set com-
prising samples from the original test set and adversarially generated
samples using our proposed method. To evaluate the effectiveness
of the attack strategy and data augmentation, we conducted a com-
prehensive analysis utilizing various neural network scoring models.
Experimental results show that the proposed approach significantly
improves AES model performance in the presence of adversarial ex-
amples and scenarios without such attacks.

1 Introduction

Automatic essay scoring systems (AES) are used to reduce the work-
load of examiners, improve the feedback cycle in the teaching-
learning process, and save time and costs in grading [1, 17]. Train-
ing usable AES models depends on the availability of balanced and
representative data across different class labels (essay scores). Due
to the unavailability of such representative data, most existing AES
systems are not robust, and the scoring predictions are biased towards
the most represented data samples. Therefore, increasing AES mod-
els’ usability requires more robustly trained models with respect to
out-of-domain data and underrepresented data samples [5, 16, 15].
Studies have shown that AES can be easily tricked by adding pertur-
bations to the input, leading to incorrect predictions with high confi-
dence [14]. These failures could hinder the safe deployment of these
models in the real world and impact the trustworthiness of AES mod-
els.

Such perturbations can be added easily at different levels, with the
most widely used being word-level perturbation. Several approaches
have been proposed to address such challenges, improving resilience
against these perturbations and reducing bias. Among these, data
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augmentation methods, which extend the training set to include ad-
versarial examples, are widely used in the training process (fine-
tuning) to improve the model’s robustness. The problem of perturba-
tions and the use of data augmentation have not been well addressed
in the field of AES, especially at the phrase level. As the usage of
AES systems is expanding from scoring essays for educational pur-
poses to evaluating candidates [13] during interviews, minimizing
biases and increasing the robustness of such models is relevant and
creates trustworthiness towards the end users of the model. There-
fore, in this study, we propose the use of a model-agnostic phrase-
level method to generate an adversarial essay set to address the issue
of biases and robustness of AES models. This study aims to train
AES models on adversarially generated and augmented essays to
build models that can score non-relevant generated essays properly.

2 Related Work
Automated Essay Scoring (AES) systems have become an important
system in assessing student essays. With the adoption of advanced
machine learning models including transformer-based architectures
AES systems have become more effective. However, studies showed
that neural network-based models are vulnerable to adversarial per-
turbations [13, 12]. These adversarial examples or attacks are created
by minor changes in the input data which mislead the algorithms into
making wrong decisions [2]. Some research has been done to address
these vulnerabilities.

Gupta [3] explore the use of transformer models like BERT and
RoBERTa for automated essay scoring (AES). It shows how data
augmentation can help these models, especially with a wide range
of essay topics. Their work showed that one model can be trained
to grade essays across multiple subjects which is super helpful when
there is limited data for certain topics and improves the model’s ac-
curacy and generalizability. The work by Park et al. introduces Es-
sayGAN [11], an approach that uses generative adversarial networks
(GANs) to generate synthetic essays. These essays are then scored
and added to the existing datasets for AES systems. The results
show that adding EssayGAN-generated essays to the training data
improves the scoring of AES systems. Another work by [4] used data
augmentation techniques like back-translation and score adjustment
to improve AES models. The authors create a way to artificially add
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more essay-score pairs to the dataset and apply it to the Automated
Student Assessment Prize dataset. The paper shows that data aug-
mentation significantly improves the model’s performance by train-
ing various AES models on this augmented data. This includes better
handling of language variations and robustness to overfitting.

The work by Tashu and Tomas[16] introduced a novel approach
to enhancing the robustness of AES models against synonym-based
adversarial attacks. Their focus is on synonym-based attacks, a spe-
cific type of adversarial attack that can be particularly challenging
for AES models. This method involves generating new essays that
are lexically similar to the original ones using keyword-based lexical
substitution with BERT, and then using these adversarial samples to
train the AES models.

Most of the existing works use semantic similarity to validate the
perturbed examples. However, this method is unreliable in maintain-
ing textual integrity as noted by Morris [10]. Lei et al. [6] have in-
troduced methods to address the limitations of current approaches
in preserving context-dependent content using label-preserving fil-
ters validated through human evaluation to enhance the fidelity of
adversarially perturbed samples. This paper proposes a new model
agnostic approach to generate phrase-level adversarial essays that
extend and hybridise previous works [6, 16]. By refining the train-
ing of AES models our approach aims to make the models robust to
complex perturbations and to produce reliable scores across diverse
and adversarially augmented datasets so that AES can be trusted and
effective in educational and professional settings.

3 MA-PLAG: Model Agnostic Phrase-Level
Adversarial Generation

One of the most widely used strategies to minimize bias and to
train a robust model when there is small and unbalanced data is to
generate adversarial samples and augment the training data. In this
study, a phrase-level adversarial data generation strategy is used. The
overview of the proposed adversarial essay generation architecture is
presented in Figure 1. The process is divided into several stages to
generate label-preserved samples which have richer vocabulary re-
quired to train a more robust model. Given an essay E and to gen-
erate an adversarial essay E′ from it, the proposed model agnostic
phrase-level adversarial generation approached works as follows:

1. The sentence extractor using the text summarizer in step 3.1 will
extract N important sentences.

2. The Phrase extracts in step 3.2 selects and extracts the relevant
phrases from the sentences.

3. The blank-infilling model in step 3.3 will generate M perturbed
phrases for each single sentence s, resulting in a set S ′ of per-
turbed sentences.

4. Label-preserving filter in step 3.4 will be applied on the set S ′,
and only the relevant s′ will be kept.

5. The final step is to replace each sentence s in E with the sentence
s′, resulting in the adversarial essay E′.

3.1 Sentence Extraction

Rather than randomly selecting sentences from a given essay, ex-
tracting the most important and content-bearing sentence from the
given essay is beneficial. We used the extractive text summarization
method to extract the most relevant sentence from the given essay.
As the objective is to perturb the essay, it would be beneficial to re-
duce the text volume by condensing the information. We adopt the

work by [9] which uses BERT and K-Means for extractive text sum-
marization.

3.2 Phrase Extraction

For each sentence selected by the summarization algorithm, we ex-
tract the most significant keyword using the term frequency/inverse
document frequency (TF-IDF) approach. These extracted keywords
serve as the central element around which the phrase will be con-
structed. Considering the sentence length, typically ranging from 20
to 25 words, we adopt a phrase definition strategy that incorporates
the TF-IDF keyword and the surrounding words within a specific
range of length denoted by the parameter N . The determination of N
is treated as a hyperparameter and can be adjusted according to spe-
cific requirements. Our phrase extraction approach gives MA-PLAG
the flexibility to address a wide range of problem domains. Let s
be a sentence in the essay E, and w be a word in s. The Keyword
Extraction can be defined as follows:

w∗ = argmax
w∈s

TF-IDF(w, s,E) (1)

where w∗ is the most significant keyword in sentence s based on
TF-IDF values. The Phrase Construction can be defined as follows:

P (w∗, s,N) = s[i∗ −N : i∗ +N + 1] (2)

where i∗ is the index of w∗ in s, and N is the hyperparameter defin-
ing the number of words before and after w∗ to include in the phrase
P . The values of N and i∗ are adjusted to ensure they fall within the
valid indices of s.

3.3 Sentence Perturbation

To perturbate each sentence, a method called blank-infilling on each
target phrase was adopted [6]. Firstly, we mask the phrase with a
suitable token depending on the blank-infilling procedure, as shown
in Figure 2.

Figure 2: Sentence; before and after masking the phrase

Subsequently, a pre-trained language model designed for blank-
infilling tasks can be employed. Considering the surrounding con-
text, this model takes the masked sentence as input and generates a
phrase of M tokens to fill the masks. In our case, we used Fairseq
2 as an implementation of the blank-infilling model BART [7]. The
blank-infilling model will generate perturbed sentences by replacing
the masked phrase with "different" new phrases, and the maximum
length of the new phrases is not greater than the length of the original
phrase plus a threshold. Let S be a sentence from a document, and
S′ be the version of S where a phrase P is masked. Let B repre-
sent a blank-infilling model. The sentence perturbation process can
be defined as follows:

2 https://github.com/facebookresearch/fairseq



Figure 1: The architecture of the proposed Model Agnostic Phrase-Level Adversarial Generation (MA-PLAG)

S′′ =

{
replace(S′,mask, B(S′)) if |B(S′)| ≤ |P |+ θ

S′ otherwise
(3)

where S′′ is the final output sentence, |P | is the length of the original
masked phrase, |Q| is the length of the generated phrase, and θ is a
threshold for the maximum permissible length of Q relative to P .

3.4 Label-Preserving Filter

To ensure that the true label is preserved, we adopted the same
strategy called class-conditioned masked language models (CMLMs)
[6] to choose the most suitable perturbed sentence. In our case,
we fine-tuned the RoBERTa Model [8], which is an extension of
BERT. Since the AES task is being handled as a classification
task, the true label, or alternatively the class-related characteris-
tic, must be retained. To do this, a filter is applied directly to the
perturbation using the likelihood supplied by the class-conditioned
masked language models (CMLMs). Let’s consider a sentence s
of length n, a phrase p, and q as the perturbed phrase of length
m filled by the model. The perturbed sentence will be s̃q(i, j) =
s1, . . . , si−1, q1, . . . , qm, sj+1, . . . , sn, where (i, j) represent the
starting and ending indices of phrase p within the original sentence
s, and s̃q(i, j) represents the version of sentence s where the phrase
at indices (i, j) has been replaced with the perturbed phrase q. The
equation for the class-conditioned likelihood of the adversarially per-
turbed phrase q in the sentence s can be calculated as:

L(s, q, y) =

m∏
k=1

PCMLM

(
qk | s̃q\qk ; Θy

)
. (4)

Where s̃q\qk is the sentence s̃q(i, j) with the token qk masked,
and PCMLM is the likelihood of qk given s̃q\qk , which is produced
by a class-conditioned masked language model Θy conditioned on
class y.

To avoid label changing from the true label, the phrase perturba-
tions should get a higher likelihood on the true class’s distribution

and a lower likelihood on the others. This can be calculated as fol-
lows, where Y denotes the set of classes:

R(s, q, y) = L(s, q, y)/ max
ỹ∈Y,ỹ ̸=y

L(s, q, ỹ) (5)

For better label preservation, the chosen phrase perturbations are
required to have a likelihood ratio larger than a certain threshold δ.

4 Scoring Models

To thoroughly evaluate the efficiency of our proposed adversary gen-
eration methodology, both as an attack strategy and a data augmen-
tation technique, we conducted a comprehensive analysis utilizing a
variety of neural network scoring models. The models have an Em-
bedding Layer, CNN layer, RNN layer and Desne layer. We used
GloVe and BERT, two popular pre-trained language models in the
embedding layer to transform the input essay into dense numeri-
cal representations, capturing semantic and contextual information.
CNN was used to extract local features from the embedded repre-
sentations using convolutional filters. It efficiently captured patterns
and relevant information within the text. Bidirectional Long Short-
Term Memory (Bi-LSTM) and Bidirectional Gated Recurrent Unit
(Bi-GRU) were also used to capture sequential dependencies and
contextual information over longer text sequences. The bi-directional
approach allowed the models to effectively incorporate information
from both past and future contexts, enhancing their understanding
of overall text semantics. To maintain consistency across all models,
we used a uniform Dense layer architecture. This layer served as the
final stage for score prediction, transforming the extracted features
into a single scalar value.

We utilized the mean squared error (MSE) as the loss function to
measure the disparity between the predicted and target scores. MSE
was chosen for its property of penalizing larger errors more severely,
thereby emphasizing accurate score prediction. We used the RM-
SProp optimization algorithm, which adaptively adjusts the learning
rate based on the gradient history. This approach facilitated efficient



convergence and improved the overall training performance of the
models. By employing these well-defined architectures and method-
ologies, we constructed four distinct neural network models. Each
model offered a unique combination of embedding techniques, con-
volutional and recurrent layers, and a shared dense layer, enabling a
robust evaluation of our adversary generation methodology.

5 Experiments
5.1 Datasets and Evaluation Strategy

The experiments were performed on the dataset provided within the
Automated Essay Scoring competition on the Kaggle 3 website. The
datasets contain student essays for eight different prompts (essay dis-
cussion questions). Four datasets included essays of traditional writ-
ing genres such as persuasive, expository, or narrative. The other four
datasets were source-based, i.e., the students had to discuss questions
referring to a previously read source document. At least two human
expert graders score each training set. The authors of the datasets
already divided them into fixed training and test sets.

5.2 Evaluation Metric

Quadratic Weighted Kappa (QWK or κ) metric is a widely used eval-
uation measure in the field of automatic essay scoring (AES) since it
provides a quantitative assessment of the agreement between human-
graded scores and the scores predicted by an AES system. QWK is
designed to handle the ordinal nature of the essay scores where es-
says are typically assigned scores on a discrete scale, such as a nu-
merical scale or a set of predefined categories.

5.2.1 Training and Evaluation Methodology

The dataset was split into three sets training, validation, and testing
where 60% was used for training, 20% for evaluation, and 20% for
testing. Subsequently, the models discussed in Section 4 were trained
on the training set and individually fine-tuned by adjusting the lay-
ers, learning rate and the number of epochs. The best model with the
highest Quadratic Weighted Kappa (QWK) value on the validation
set was selected and finally evaluated using the test set. The vari-
ation in performance of the model across different prompts can be
observed from the results presented.

5.3 Applying Attack Strategy

To assess the effectiveness of the proposed phrase-level attack strat-
egy and augmentation, we formulated an attack test set comprising a
combination of samples extracted from the original test set and those
generated adversarially using our method. The primary objective of
this test set was to evaluate the degree to which these samples were
able to deceive the pre-trained models. To enhance the robustness of
our experimental evaluation, we incorporated two key aspects in the
construction of this attack set:

• Firstly, at the generation level, we applied varying ratios to mask
individual sentences before inputting them into the blank-infilling
model. For instance, given a sentence S with a length of 20 words
and a generation ratio of 30%, this would mask six words from
sentence S before supplying it to the blank-infilling model. The
resulting sentence would contain 70% of the original, and the rest
would be generated words.

3 https://www.kaggle.com/c/asap-aes

• Secondly, we explored different attack sample sizes at the combi-
nation level while building the attack set. Suppose we have a data
set with 100 samples, and the attack size ratio is set at 50%. In this
scenario, we will generate 50 attack/adversarial samples to yield
150 samples within the attack set. In this phase, we considered the
class imbalance issue so that more samples would be generated
for underrepresented classes.

5.4 Data Augmentation

Given the objective of constructing robust models capable of with-
standing sample perturbations and bias, we propose the adoption of
phrase-level data augmentation as a strategy to address the problem.
Specifically, we augment the adversarial examples generated with
the original dataset in a manner consistent with the methodology em-
ployed during the creation of the attack set. Subsequently, we subject
our AES models to retraining and evaluate their performance using
the designated test set.

6 Experiment Results and Discussion
In this experiment, we mainly focused on the following masking and
generation ratios: 30% and 40%, and with the adversarial attack gen-
eration and augmentation size of 50% and 75%. "No Attack" refers to
the models being trained and tested on the original data, "With Aug-
mentation" refers to the models being trained and tested on the aug-
mented data, and "With Attack" means that the models were trained
on the original data and tested on the adversarial attack data.

Prompt No Attack With Attack With Augmentation
2 0.613 0.346 0.610
3 0.762 0.707 0.827
4 0.694 0.683 0.808
5 0.856 0.783 0.907

Table 1: Results for BERT model with a generation ratio of 30% and
attack size of 50%.

The experimental results showed a notable decrease in model per-
formance when adversarial attacks were used as a test set to evaluate
models trained on the original trained data, indicating the vulner-
ability of the models to such attacks. All the models trained with
original data and evaluated using the adversarial test set (referred to
as the attack set) in all experiments showed a significant decrease in
performance. This serves as evidence that our attacks can easily de-
ceive these models. The adversaries’ attacks had a considerable im-
pact on the classification accuracy of the models. Specifically, for the
Bi-LSTM-based model, the accuracy deteriorated by 0.105, 0.149,
0.101, and 0.112 for test sets 2, 3, 4, and 5, respectively. Similarly, the
Bi-GRU-based model experienced accuracy deterioration of 0.109,
0.123, 0.152, and 0.104 for the corresponding test sets. The accuracy
of the BERT model exhibited decreases of 0.267, 0.055, 0.011, and
0.073 for essay sets 2, 3, 4, and 5, respectively.

Consequently, the classification accuracy declined across all four
datasets utilized in the experiment. Notably, the most substantial de-
terioration occurred in the case of the BERT model, with a decrease
of 0.267 in accuracy for essay set 2. This could be attributed to the
fact that our BERT model4 has a maximum sequence length of 512,
and around 25% of samples in set 2 are longer than 512 words per
sequence.

4 For technical resource concerns, we used DistilBERT



Prompt No Attack With Attack With Augmentation
Bi-LSTM Bi-GRU Bi-LSTM Bi-GRU Bi-LSTM Bi-GRU

2 0.695 0.696 0.590 0.587 0.764 0.801
3 0.756 0.695 0.607 0.572 0.769 0.760
4 0.715 0.757 0.614 0.605 0.798 0.790
5 0.813 0.812 0.701 0.708 0.849 0.817

Table 2: Results for Bi-LSTM & Bi-GRU models with a generation ratio of 30% and attack size of 50%

Prompt No Attack With Attack With Augmentation
Bi-LSTM Bi-GRU Bi-LSTM Bi-GRU Bi-LSTM Bi-GRU

2 0.688 0.732 0.542 0.550 0.756 0.811
3 0.689 0.711 0.589 0.611 0.793 0.807
4 0.744 0.689 0.605 0.568 0.738 0.762
5 0.830 0.828 0.711 0.717 0.843 0.874

Table 3: Results for Bi-LSTM & Bi-GRU models with a generation ratio of 30% and attack size of 75%

Prompt No Attack With Attack With Augmentation
2 0.615 0.354 0.609
3 0.759 0.700 0.797
4 0.695 0.692 0.803
5 0.837 0.783 0.897

Table 4: Results for BERT model with a generation ratio of 30% and
attack size of 75%

Prompt No Attack With Attack With Augmentation
2 0.611 0.302 0.617
3 0.757 0.628 0.828
4 0.695 0.616 0.756
5 0.837 0.722 0.882

Table 5: Results for BERT model with a generation ratio of 40% and
attack size of 50%

The experiments indicate that the inclusion of adversarial exam-
ples into the original dataset, along with their utilization as a de-
fence strategy, can enhance the performance of AES models. Specif-
ically, when assessing the impact on classification accuracy, the
Bi-LSTM-based model exhibited improvements of 0.174, 0.162,
0.083, and 0.066 for essays 2 through 5, respectively, after aug-
menting the dataset with adversarial examples. Similarly, the Bi-
GRU-based model demonstrated enhanced classification accuracy of
0.194, 0.236, 0.173, and 0.159 for essays 2 through 5, respectively,
compared to models that did not undergo adversarial attacks. By
training the models with augmented examples generated using our
proposed method, their overall performance on the combined test set
showed average improvements of 0.163, 0.167, and 0.148 for Bi-
LSTM, Bi-GRU, and BERT-based models, respectively.

6.1 Ablation Study

An ablation study was conducted to observe which component of the
attack affects the performance of the model. Tables 1, 2, 3, 4, 5 and
6 depict the classification accuracy of the attack on Bi-LSTM, Bi-
GRU and BERT models while varying the generation ratio and the
attack size. In the first case, we varied the generation ratio from 30%
to 40% while maintaining the attack size at 50% and compared the
classification accuracy of the attacks. In the second case, we varied
the attack size while maintaining the generation ratio at 30% and
compared the classification accuracy of the attacks. The results of
the ablation study show that both generation ratio and attack size are
important factors.

When the generation ratio was increased from 30% to 40%, the
accuracy of both Bi-LSTM and Bi-GRU models slightly dropped.
On the other hand, the performance of trained with augmentation re-
mained almost unchanged implying that the augmentation process
is insensitive to variation in generation ratio. For BERT, the per-
formance of the model with a higher generation ratio of 40% is
more pronounced for the “With Attack” case, especially for Prompt
2, where the accuracy dropped from 0.346 to 0.302. This implies
that BERT is more sensitive to variation in generation ratio than Bi-
LSTM and Bi-GRU.

When the attack size was increased from 50% to 75%, the Bi-
LSTM and Bi-GRU models were noticeably affected. The accuracy
of the models in the “With Attack” case dropped more for higher
attack sizes thus showing that higher attack sizes yield more effec-
tive adversarial attacks. BERT also recorded decreased accuracy for
higher attack sizes but the effect was less compared to the effect of
changing the generation ratio. This shows that BERT is sensitive to
generation ratio but relatively more stable to increase in attack size.

Generally, this shows that both generation ratio and attack size
should be carefully chosen in devising adversarial attacks and de-
fence mechanisms. The generation ratio seems to have more effect
on the BERT model than the attack size. On the other hand, the at-
tack size has more effect on the Bi-LSTM and Bi-GRU models than
the generation ratio. These observations can thus be employed to de-
vise more effective AES models by balancing between the generation
of adversarial examples and their attack strengths.

7 Conclusion

This study introduced a unified solution to counteract biases and
improve the robustness of Automatic Essay Scoring (AES) models
via a new phrase-level adversarial training method. By leveraging a
model-agnostic approach to produce adversarial essay sets and using
data augmentation, we showed how augmenting the training data can
greatly improve the performance and robustness of different neural
network-based AES models. Experiment results showed how AES
models are sensitive to adversarial attacks and the accuracy signifi-
cantly dropped when models trained on original datasets were tested
on adversarially generated test sets. However, models retrained on
the augmented datasets that included adversarial examples showed
restored and even improved performance, as ranked scores produced
by them achieved higher Quadratic Weighted Kappa (QWK).

The paper also discussed the need for a trade-off between gen-
eration ratio and attack size for adversarial training. It showed that



Prompt No Attack With Attack With Augmentation
Bi-LSTM Bi-GRU Bi-LSTM Bi-GRU Bi-LSTM Bi-GRU

2 0.688 0.732 0.595 0.593 0.742 0.744
3 0.689 0.711 0.622 0.654 0.760 0.737
4 0.744 0.689 0.617 0.709 0.714 0.767
5 0.830 0.828 0.727 0.609 0.807 0.638

Table 6: Results for Bi-LSTM & Bi-GRU models with a generation ratio of 40% and attack size of 50%

higher generation ratios and attack sizes (in general) decreased the
accuracy of models, but the effective data augmentation due to ad-
versarial training mitigated the reduction, resulting in higher robust-
ness. Finally, we can say that our proposed phrase-level adversarial
training method using data augmentation is a viable solution to im-
prove the robustness of AES systems against biases and adversarial
attacks. It guarantees AES models offer more accurate and unbiased
essay scores and thus enhance their reliability and validity for real-
world applications in educational institutions. As a by-product, this
research can be extended to other natural language processing tasks
to verify the effectiveness of this methodology in different domains.
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