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Learning to Learn Transferable Generative Attack
for Person Re-Identification

Yuan Bian, Min Liu, Xueping Wang, Yunfeng Ma, and Yaonan Wang

Abstract—Deep learning-based person re-identification (re-
id) models are widely employed in surveillance systems and
inevitably inherit the vulnerability of deep networks to adver-
sarial attacks. Existing attacks merely consider cross-dataset
and cross-model transferability, ignoring the cross-test capability
to perturb models trained in different domains. To powerfully
examine the robustness of real-world re-id models, the Meta
Transferable Generative Attack (MTGA) method is proposed,
which adopts meta-learning optimization to promote the genera-
tive attacker producing highly transferable adversarial examples
by learning comprehensively simulated transfer-based cross-
model&dataset&test black-box meta attack tasks. Specifically,
cross-model&dataset black-box attack tasks are first mimicked
by selecting different re-id models and datasets for meta-train
and meta-test attack processes. As different models may focus
on different feature regions, the Perturbation Random Erasing
module is further devised to prevent the attacker from learning
to only corrupt model-specific features. To boost the attacker
learning to possess cross-test transferability, the Normalization
Mix strategy is introduced to imitate diverse feature embedding
spaces by mixing multi-domain statistics of target models. Ex-
tensive experiments show the superiority of MTGA, especially in
cross-model&dataset and cross-model&dataset&test attacks, our
MTGA outperforms the SOTA methods by 21.5% and 11.3% on
mean mAP drop rate, respectively. The code of MTGA will be
released after the paper is accepted.

Index Terms—Re-id, Transferable Adversarial Example, Meta-
learning

I. INTRODUCTION

ERSON re-identification aims at retrieving specific per-

sons from security surveillance systems [1]], [2[]. Along
with the advancement of deep neural networks [3]-[3], it
has made remarkable progresses and been widely applied to
intelligent surveillance systems [[6]—[/15]. However, it has been
found that deep neural networks are vulnerable to adversarial
attacks [[16]—[20], which can mislead deep neural network
models by adding imperceptible perturbations to benign im-
ages. Deep learning-based re-id models inevitably inherit the
vulnerability of deep networks to adversarial samples [21],
[22], which makes public safety under great threat. To study
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(a) Black-box cross-model attack on classification tasks.
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(b) Black-box cross-model, cross-dataset and cross-test attack on re-id tasks.
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Fig. 1. Comparison of transfer-based black-box generative attacks between
classification and re-id tasks. In black-box attack on classification tasks, the
target models share the same feature embedding space and the training data of
these models are aimed to be attacked. In black-box attack on re-id tasks, the
target models may have diverse feature embedding spaces and unseen domain
queries need to be attacked. Therefor, the re-id task attack has additional
cross-dataset and cross-test transferability demands compared to the cross-
model demand with the classification task attack.

the security of surveillance systems, it is important to explore
the vulnerability of the deep learning-based re-id models to
adversarial samples.

Recently, some works [21|-[24] have demonstrated that
re-id models are susceptible to adversarial examples and
introduced white-box adversarial metric attack methods to
attack re-id models. These methods are not suitable in realistic
scenarios, where parameters of target re-id models are not
accessible. Transferable adversarial examples against black-
box re-id models are then studied [25]-[29]]. Different from
transfer-based black-box attacks for classification tasks, which
assume attackers have access to the training data of target
model and generally only consider cross-model transferability
among models trained in the same data distribution [30], [31]],
attacks on black-box re-id models are more challenging due to
the cross-model (architecture discrepancy between surrogate
model and target model), cross-dataset (domain discrepancy
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between training image and target image) and cross-test (do-
main discrepancy between target image and target model)
transfer capabilities are supposed, like Fig. |1| shows. Specifi-
cally, re-id is an open-set task [32], [[33[], where identities in the
training and testing sets are non-overlapped and unseen query
images often encounter a large domain shift [34], thus cross-
dataset transferability is necessary for black-box adversarial
attacks against re-id models. Except for cross-model trans-
ferability to attack models with different architectures, cross-
test capability should take into account to attack models with
different feature embedding spaces, since target re-id models
could be trained with arbitrary domain datasets. However,
existing transfer-based re-id attacks do not fully consider these
aspects, either ignoring cross-dataset capabilities [27], [28] or
merely focusing on cross-model transferability and neglecting
the cross-test capabilities [25], [26], [29], which leads to
insufficient transferability of generated adversarial samples to
effectively test the robustness of real-world re-id models.

In order to generate highly transferable adversarial examples
against person re-id models, we propose the Meta Transferable
Generative Attack (MTGA) approach, which utilizes meta-
learning optimization to guide the generative attacker possess-
ing the generic transferability by learning multiple simulated
cross-model&dataset&test black-box meta attack tasks. Vari-
ous train-test processes of cross-model&dataset transfer-based
black-box attacks are first generated as meta-learning tasks
by Cross-model&dataset Attack Simulation (CAS) method. In
terms of cross-dataset mimicking, multi-source datasets in the
data zoo are utilized to randomly represent the adversarial
attack training data and unseen domain testing data. For
cross-model imitation, the agent model and the target model
are picked differently in model zoo, which consists of three
classical re-id models that can well represent global-based,
part-based and attention-based approaches, considering these
three types of re-id methods are most widely applied. Besides,
considering limited surrogate model resources for constructing
meta-attack tasks and given the observation that different
models focus on different discriminative regions in recogni-
tion [35]], the Perturbation Random Erasing (PRE) module is
introduced to erase randomly selected perturbation regions to
prevent the attacker from only learning to destroy the model-
specific features or salient features, thus enhance the cross-
model generalization of adversarial examples. Meanwhile, the
Normalization Mix (NorMix) strategy is devised to mimic
cross-test embedding spaces by dynamically mixing the multi-
domain batch-norm statistics of the target model, boosting
attackers learning the ability of attacking target models that
trained in different domain data. Extensive experiments on
numerous re-id benchmarks and models show our MTGA
achieves state-of-the-art (SOTA) transferability on all six
black-box attack scenarios, demonstrating the effectiveness of
our method. Especially for cross-model&dataset and cross-
model&dataset&test attack, our MTGA surpasses the SOTA
methods by 21.5% and 11.3% on mean mAP drop rate, re-
spectively. In summary, our main contributions are as follows:

e We propose a novel Meta Transferable Generative At-
tack (MTGA) method that creates extensive cross-

model&dataset&test black-box meta attack tasks for ad-
versarial generative attackers to learn to generate more
generic and transferable adversarial examples against
real-world re-id models.

o Cross-model&dataset Attack Simulation approach is pre-
sented to mimic transfer-based cross-model and cross-
dataset meta attack tasks by selecting distinct model and
dataset for meta-train and meta-test processes.

o Perturbation Random Erasing module is devised to
enhance the transferability by suppressing the model-
specific features corruption and encouraging disruption
of entire feature rather than only discriminative feature.

o Normalization Mix strategy is introduced to simulate
cross-test attack by dynamically mixing the multi-domain
batch-norm statistics of the target model, diversifying
feature embedding spaces of re-id models.

II. RELATED WORKS
A. Transferable Adversarial Attack

Szegedy et al. [16] found the intriguing transferability of
attack examples, which permits attackers to generate adver-
sarial example from surrogate models to attack black-box
target models. Since this property of adversarial examples
poses real-world DNN applications under serious security
concerns, there have been extensive works aiming to improve
the transferability of adversarial examples, which can be cate-
gorized into four groups, namely input transformation attacks
[35]-[38]], gradient modification attacks [39]-[41], interme-
diate feature attacks [42]—-[44] and model ensemble attacks
[45]-[47]. Nevertheless, these approaches merely consider the
cross-model transferability, presuming that the distribution
of the attacked images and the target model training data
are consistent, which can not been guaranteed in real-world
situations. There are very few literatures focusing on this issue.
Naseer et al. [48]] trained a generative network that produces
transferable cross-dataset perturbations by maximizing the
fooling gap using relativistic supervisory signal. Zhang et
al. [31] trained the attacker to disrupt low-level features and
enhanced the transferability towards black-box domains by
randomly normalizing benign images at image-level. Li et
al. [30] trained a domain-agnostic feature extractor by self-
supervised learning as the surrogate model to accomplish the
cross-dataset transferability. Our MTGA is proposed for more
complicated cross-model&dataset&test transferable attacks on
black-box re-id models.

B. Adversarial Attack Against Person Re-id

Previous attack methods [49]-[51] have mainly concen-
trated on the image classification task, aiming to significantly
alter class predictions. But these methods are inapplicable to
attack re-id models [23[], since the re-id task is an open-
set task. To effectively attack re-id models, Bai et al. [21]],
Zheng et al. 23] and Bouniot et al. [24] proposed different
metric attack methods based on feature similarity calculation.
Nevertheless, these works conducted white-box attacks, which
need to know the parameters of target re-id models and are
only valid for seen adversarial attack training data. They are
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Fig. 2. The overall framework of our MTGA. CAS is applied to generate cross-model&dataset meta attack tasks. In each task, the meta-train process calculates
adversarial loss and generative loss as the meat-train loss and updates the copied generator by it. In meta-test process, Normalization Mix and Perturbation
Random Erasing modules are conducted to promote the attacker possessing cross-test and cross-model transferability capability. The meta-test loss is calculated
on the updated model and the sum of meta-test loss of all attack tasks are utilized to update the original adversarial generator.

not practical, because attackers need to attack unknown models
and unseen queries in the realistic scenarios. To accomplish
black-box attacks against re-id models, some researches [25[]—
[29] studied the transferable attacks for re-id system. Yang
et al. [26] and Subramanyam [29]] only enhanced the cross-
dataset transferability by adopting multi-source datasets in ad-
ditive and generative attack, respectively. Wang et al. [28] also
ignored the cross-model transfer capabilities and developed
a multi-stage discriminator network for cross-dataset general
attack learning. Ding et al. [27]] merely focused on cross-model
transferability, introducing a model-insensitive regularization
term for universal attack against different CNN structures.
Yang et al. [25] built a combinatorial attack that consists
of a functional color attack and universal additive attack
to promote the cross-model&dataset of the attack. However,
they attacked domain-specific target models, neglecting the
diversity of feature embedding spaces of the same model.
These existing transfer-based re-id black-box attacks have not
yet achieved high transferability, without take into account the
cross-test transferability of re-id adversarial examples.

C. Meta-learning

Meta-learning is a learning-to-learn [52] algorithm, which
aims to improve further learning performance by distilling the
experience from multiple learning episodes (i.e. meta-train and
meta-test processes) [S3[, [54]. It has been widely used in
deep learning tasks, e.g. few-shot learning, domain generaliza-
tion and hyperparameter optimization. Recently, some meta-
learning based transferable adversarial attack methods have
been proposed, the underlying concept of which is to construct
numerous meta transfer attack tasks. Yuan et al. [55]] enhanced
the cross-model transferability by composing different cross-
model meta attack tasks. Fang er al. [56] composed transfer

attack tasks with data augmentation and model augmentation,
through randomized data transformation and model backprop-
agation altering. Yin et al. [57]] generalized the generic prior of
examples by treating attack on each examples as one task and
fine-tuning the surrogate model during the meta-test process.

Distinct from above adversarial attack methods for re-id and
meta-learning based attack methods, our method constructs
extensive cross-model&dataset&test black-box adversarial at-
tack tasks for attackers to learn how to generate more generic
and transferable adversarial examples. And our CAS, PRE and
NorMix modules are quite distinct from others.

III. METHODOLOGY

In this section, we first present the problem definition of the
generative adversarial attack against re-id models in Section
[T-A] The overall framework of MTGA and the meta-learning
optimization is then introduced in Section Right after
that, the details about how to generate extensive transfer-based
black-box meta attack tasks are described in Section [[II=Cl
Finally, the optimization procedure of our method are given
in Section

A. Problem Definition

The goal of our proposed MTGA is to optimize the param-
eters 6 of the adversarial generator G to produce adversarial
perturbation § for each benign image x. The adversarial
example 2% is produced by adding additive perturbation to
the query image to attack the re-id models M for outputting
incorrect retrieval images. To ensure adversarial perturbations
are imperceptible, the maximum magnitude of perturbations §
allowed to be added cannot exceed e.

V= ge(x) +x,

adv

s.t.]| 2% — 2|00 < €. (D)
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The adversarial generator is first trained in the white-box way,
knowing the attacked queries and the target re-id model. Then,
it is fixed and used to produce perturbations for unseen data
to attack black-box re-id models.

B. Overall Framework

The proposed MTGA is based on the meta-learning op-
timization framework, as Fig. shows. Meta tasks 7T are
generated to simulate the train-test processes of transfer-based
black-box attack to train the generative attacker learning to
produce generic adversarial examples. The data zoo &, and
model zoo M, that contain multiple datasets and multiple
re-id models are first prepared for meta-task generation. In
each meta task ¢, datasets and re-id models for meta-train
(X%, ML) and meta-test (X}, , M, ) processes are
distinctly selected from the data zoo A&, and model zoo
M. to mimic training data and unseen test data, as well
as the surrogate model and target model. The discriminator
D is adopted in optimization processes to distinguish the
adversarial images from benign images to boost generator
G producing deceptive perturbations. The parameters 6 of
generator G are updated after meta-train process. Then, in
the meta-test process, G generates adversarial perturbations for
X!, with the updated 6’ to test the transferability of trained
generator. The perturbations are randomly erased by the PRE
strategy and the features are projected to diverse embedding
spaces through the NorMix module by mixing the X!, and
X! ,. feature distributions that extracted by M¢ , . The meta-
test errors of generated tasks serves as the training error of the
various transfer-based black-box attack processes to optimize
the adversarial generator.

C. Meta Task Generation

The meta-task consists of a meta-training and a meta-testing
process. Meta-train process plays the role of transfer-based
black-box attack training process, which utilizes white-box
agent models and selected data to train the adversarial genera-
tor. And the meta-test process plays the role of transfer-based
black-box attack testing process, which tests the transferability
of the trained attacker against black-box target model and
unseen images. By learning from generated black-box attack
tasks, attackers can learn how to generate adversarial examples
to attack black-box re-id models. In terms of better learning
for generating transferable and generalizable perturbations, a
large number of meta-tasks that take all variations of real-
istic transfer-based black-box attacks into account should be
constructed. Specifically, our approach generates diverse cross-
model&dataset&test attack tasks by performing the following
three methods.

Cross-model&dataset Attack Simulation method. Be-
cause of the unknown parameters of the re-id model and
unseen domain queries to be attacked in black-box scenarios,
the adversarial generator needs to learn to handle the cross-
model and cross-dataset attack situations. To mimic this case,
Cross-model&dataset Attack Simulation method is proposed,
which makes the target model and input data different during
meta-train and meta-test process. Concretely, the data zoo and

the model zoo that contains multiple datasets and multiple
re-id models are constructed, from which CAS randomly
selects distinct models and data for meta-train and meta-test
processes to simulate cross-model and cross-dataset attacks. To
represent numerous models well, CAS takes baseline models
of three mainstream approaches (i.e. global-based, part-based
and attention-based) to construct the model zoo.

Perturbation Random Erasing strategy. Although there
are several surrogate models in the model zoo to allow the
attacker learning to handle cross-model attack scenarios, the
number of these models is still limited, which may result in
the attacker only learning to attack model-specific features.
To address this problem, the Perturbation Random FErasing
strategy is proposed to boost the attacker to disrupt holistic
person features. PRE randomly selects a rectangle region of
generated perturbations and erases it to generate incomplete
perturbations. These incomplete perturbations prompt the at-
tacker not to rely only on corrupting specific region features,
as perturbations in these specific regions may be erased,
leading to the failure of damaging specific region features.
PRE is adopted in the meta-test process to test the attack
error of trained adversarial attackers with generated incomplete
perturbations, optimizing that error will enhance the attacker
to achieve holistic destruction of image features and improve
the transferability against black-box models.

Normalization Mix module. The models that trained with
different domain data could project person images to various
feature embeddings, even though they share the same model
architecture. NorMix is devised to project features to different
feature embedding spaces, which is applied in meta-test pro-
cess to promote the attacker learning to handle this cross-test
issue. Specifically, there are multiple batch-norm layers [58§]]
across the re-id model architectures, the statistics of which
imply the distribution of the model training data. The batch
normalization is formulated as

N ) 2)
g

where f is the input feature, p and o are the mean and variance
of f, v and ( are learnable affine parameters used for linear
transformation. To get diverse feature embeddings that the test
data may be projected by the target model, the statistic of each
batch-norm layer is mixed by

Omixz = AUmite + (1 - )\)Umtr7 (3)

Hmiz = >\,u'mte + (1 - )\)Nmtra (4)

where it and o, are the empirical mean and variance of
the pretrained meta-test model Mz, fhmer and o, are the
training statistics of the X, and A is the mix coefficient that
sampled from Beta Distribution. With mixed mean p,,;,, and
variance 0,,;,, meta-test data features f,,;. can be embedded
to different feature spaces by

f mte — Hmix

+ 5mte7 (5)

fmte = TYmte
Omix

where Yp,te and [t are copied from the batch-norm layers
of meta-test model.



PREPRINT ON ARXIV

Algorithm 1 Meta Transferable Generative Attack algorithm

Input: Data zoo X, model zoo M., generator G, discriminator D
Output: Generative adversarial attacker G
1: Initialize parameters 6 of G, ¢ of D, learning rate 7 of inner
loop, « of outer loop
2: for =0 to Z-1 do
3: fort=0to7-1do

4 Sample two models Mnir, Mimee and two batch data
thr: the from Mz and Xz

5: Y%Meta-train

6: Calculate meta-train loss L%, (6, ¢, Xf,,, Minir) by Eq[9]

7 Update parameters 6’ = 0 — nVoLE,,,

8: Y%Meta-test

9: Do Perturbation Random Erasing and Normalization Mix
0 Calculate meta-test loss L5, (0', 0, Xite, Mmte) by Eq

11: Calculate discrimination loss £5 (8, ¢, X)) by Eq
12: end for

13:  Update parameters 6 <— 0 — an% 217 Lhie

14:  Update parameters ¢ < ¢ — aV, =+ ST Lh

15: end for

D. Optimization Procedure

The parameters 6 of adversarial generator G are supposed to
be optimized by the meta-learning optimization. To disrupt the
retrieval list of generated adversarial examples, the attacked
image features should be far away from the original features.
In our MTGA, the adversarial Euclidean Distance (£) loss

Lodn(0, M, ) = —E(M(284), M(x)) (6)

is applied to corrupt the similarity of adversarial features and
benign features. Meanwhile, G and D are trained by the GAN
loss respectively, denote as:

Lg(0,p,x) =log(1 — Dy (z§"), (7)

Lp(0,¢,x) = log Dy (x) +log(1 = Dy(25™)).  (8)
Meta-train. With the X, and M,,,;,, the objective func-
tion of meta-train process is calculated by
‘Cintr = ﬁfg (9, @, Xvﬁztr) + Eiwlv (07 Mﬁntr’ Xﬁ@tr)‘ (9)
Meta-test. After meta-train process, the parameters 6 of G
is updated to ', and meta-test loss is expressed by
‘Cﬁnte = Ctg (0/7 <)07 X;zte) + ‘cfzdv(glv Mintm X?izte)' (10)
Meta Optimization. The final loss consists of the meta-test
errors for each meta-task, formulated as

1 T
Ly = T Zt:l Lntes

which represents the error of adversarial generator with pa-
rameters 6 for different cases of transfer-based black-box
attacks. By optimizing the Ly, adversarial generator that
produces highly transferable adversarial examples against dif-
ferent black-box re-id models can be learned. The optimization
procedure is summarized in Algorithm [I]

(1)

IV. EXPERIMENTS
A. Experimental Setup

Evaluation settings. To verify the attack performance of
our methods against real-world re-id models, we comprehen-
sively consider different adversarial attack scenarios and set
up six attack settings. The details of these settings are showed
in Tab. Il The cross-model attack setting implies the black-
box target model architecture is different with the surrogate
model, yet the training domain of them is the same. The cross-
dataset attack setting means the domain of query images and
re-id models are different from the white-box attack training
process, and query images and the target model training data
are in the same domain. These settings are the same as transfer-
based black-box re-id attacks proposed by [25], to which we
have added cross-test setting. The cross-test setting indicates
that the domains of the query data and the target model are
different, simulating the most practical application of the real-
world re-id models.

Model zoo and data zoo. Model zoo is composed of
IDE [2], PCB [59] and ViT [13], which are all trained on
the DukeMTMC [60] datasets. And the data zoo consists of
DukeMTMC [60], CUHKO3 [61]], and MSMT17 [62] datasets.

Black-box re-id models and unseen queries. To evaluate
the transferability of our adversarial generator to different
re-id models, numerous re-id models Mp (i.e. BOT [63],
LSRO [64]], MuDeep [65]], Aligned [66], MGN [67], HACNN
[68]], Transreid [[13]], PAT [69]]) are taken to act as the black-
box re-id models. Notably, these models are in different
backbones, including ResNet [3] (i.e. BOT [63]), ViT [4]]
(i.e. Transreid [13]], PAT [69]), DenseNet [70] (i.e. LSRO
[64]) and Inception-v3 [71] (i.e. MuDeep [65]]). Also, these
models are in different architectures, including global-based
(i.e. BOT [63]]), part-based (i.e. MGN [67]) and attention-
based (i.e. HACNN [68])). In order to test the transferabilities
on different domain models, these models are trained on
different domain datasets (i.e. Market [[72] and DukeMTMC
[60]). Meanwhile, to test the transferability of our attacker to
unseen queries, VIPeR [73]] and Market [[72] datasets play the
role of unseen domain data.

Evaluation metrics. The adversarial attack performance
of the generated adversarial samples against different re-id
models is measured by three metrics, mean Average Precision
(mAP) [72], average mAP (aAP) and mean mAP Drop Rate
(mDR) [27]. The aAP is calculated by

- N
where mAP; represents mAP of the i-th re-id models. The
mDR is designed to show the success rate of the adversarial
attacks to multiple re-id models and is formulated as

aAP — aAPadU
aAP ’
where aAP is the aAP of the re-id models on the benign
images and a AP, 4, is on the generated adversarial examples.
Implementation Details. MAML [54] is adopted as our
meta-learning framework and in each iteration 5 meta-tasks
are generated. Adam [74] optimizer is employed to optimize

aAP = (12)

mDR = (13)
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TABLE I
SIX BLACK-BOX ATTACK SETTINGS IN OUR EXPERIMENTS. THE ¢/ AND X SIGNS FOR QUERY DOMAIN, MODEL ARCHITECTURE AND MODEL DOMAIN
REPRESENT WHETHER THESE BLACK-BOX TEST SETTINGS ARE THE SAME AS THE CORRESPONDING SETTINGS IN THE WHITE-BOX TRAINING PROCESS.
THE ¢/ AND X SIGNS FOR TEST-DOMAIN INDICATE WHETHER THE DOMAIN OF THE QUERY IMAGES AND THE DOMAIN OF THE MODEL TRAINING DATA
ARE CONSISTENT DURING BLACK-BOX ATTACKING. THE IMPLEMENT DETAILS OF THESE SETTINGS IN OUR EXPERIMENTS ARE SHOWN IN THE RIGHT
HALF OF TABLE, WHERE M (MARKET) REPRESENTS THE BLACK-BOX RE-ID MODELS THAT TRAINED ON MARKET DATASET. THE ARCH AND DUKE ARE
ABBREVIATIONS FOR ARCHITECTURE AND DUKEMTMC.

. Query Model Model Test Training Surrogate Target Target
Attack Settings domain arch domain domain data model data model
Cross-dataset X v X v X, M, (Duke) Market M, (Market)
Cross-dataset&test X v X X X M, (Duke) VIPeR M, (Market)
Cross-model 4 X v 4 X M . (Duke) Duke My (Duke)
Cross-model&test v X X X X, M ;(Duke) Duke My (Market)
Cross-model&dataset X b 4 X v X M, (Duke) Market M (Market)
Cross-model&dataset&test X X X X X M (Duke) VIPeR My (Market)
TABLE II TABLE III
RESULTS OF CROSS-DATASET ATTACK. THE BEST PERFORMANCE IS IN RESULTS OF CROSS-DATASET&TEST ATTACK. THE BEST PERFORMANCE
BLUE. IS IN BLUE.
Methods IDE PCB ViT | aAP| | mDR?T Methods IDE PCB ViT | aAP| | mDR?
None 755 70.7  86.5 77.6 - None 30.0 33.0 510 38.0 -
MetaAttack 4.2 - - - - MetaAttack 10.0 - - - -
Mis-Ranking 26.9 - - - - Mis-Ranking 14.2 - - - -
MUAP 19.3 - - - - MUAP 11.9 - - - -
MetaAttack* 20.2 35.8 61.1 39.0 49.7 MetaAttack™* 14.1 247  40.7 26.5 30.3
Mis-Ranking* 16.8 36.8 484 34.0 56.1 Mis-Ranking* 124 259 34.4 24.2 36.2
MUAP* 14.0 260 42.1 27.4 64.7 MUAP* 119 204 359 22.7 40.2
MTGA* 17.1 26.6  43.7 290.1 62.5 MTGA* 12.7 224 33.0 22.7 40.3
MTGA(Ours) | 10.8 255 384 24.9 67.9 MTGA(Ours) | 104 219 30.7 21.0 447
TABLE IV
RESULTS OF CROSS-MODEL ATTACK. THE BEST PERFORMANCE IS IN BLUE.
Global-based Part-based Attention-based
Methods I —g5T—TSRO  MuDeep | Aligned MGN | HACNN Transreid  PAT | AP+ | mDRT
None 76.2 55.0 43.0 69.7 66.2 60.2 79.6 70.6 65.0 -
MetaAttack 14.9 44.0 31.8 49.5 57.4 54.6 75.3 64.5 49.0 24.6
Mis-Ranking 144 6.8 8.0 16.5 8.4 8.8 345 429 17.5 73.1
MUAP 16.3 9.2 11.1 23.1 11.4 13.8 342 40.4 19.9 69.4
MetaAttack* 23.2 15.0 11.7 22.9 13.6 19.6 43.6 40.8 23.8 63.4
Mis-Ranking* 6.8 2.0 9.9 8.7 43 6.6 16.3 22.3 9.6 85.2
MUAP* 18.6 8.2 8.5 16.5 7.0 11.4 29.9 32.0 16.5 74.6
MTGA* 79 3.1 7.8 8.7 4.4 49 15.0 232 9.4 85.5
MTGA(Ours) 5.1 14 7.2 6.5 32 4.9 13.8 19.9 7.7 88.2
TABLE V
RESULTS OF CROSS-MODEL&TEST ATTACK. THE BEST PERFORMANCE IS IN BLUE.
Global-based Part-based Attention-based
Methods 55T —TSRO  MuDeep | Aligned MGN | HACNN  Transreid  PAT | 2AF4 | mDRT
None 14.9 13.5 4.5 18.3 22.3 11.2 43.6 44.6 21.6 -
MetaAttack 49 11.8 4.3 12.6 19.9 10.8 41.3 40.1 18.2 15.7
Mis-Ranking 9.2 6.4 2.1 9.9 11.3 5.5 29.3 354 13.6 37.0
MUAP 7.2 59 2.6 10.4 10.4 6.0 28.4 31.9 12.9 40.3
MetaAttack* 6.5 5.5 2.9 8.7 10.1 6.4 30.1 31.2 12.6 41.7
Mis-Ranking* 6.7 4.5 2.3 8.3 7.9 4.0 22.0 26.5 10.3 52.3
MUAP* 5.0 3.5 2.3 8.5 7.5 4.8 22.5 24.7 9.9 54.4
MTGA* 6.7 4.8 1.9 7.5 7.6 34 20.6 25.4 9.7 55.1
MTGA(Ours) 55 34 1.9 7.0 6.3 34 18.7 23.6 8.7 59.7

the model parameters. The learning rate of inner loop 1 and
outer loop a are set to le-4 and 2e-4. The generator and
discriminator model are referenced to the Mis-Ranking [28]].
All experiments are performed by L-bounded attacks with
e = 8/255, where € is the upper bound for the change of each
pixel. The mix coefficient of NorMix is sampled from Beta
Distribution, i.e., A ~ Beta(5, 5).

B. Comparison with State-of-the-art Methods

We compare our proposed MTGA method with state-of-
the-art attack methods on transferable black-box re-id attacks,
including MUAP [27]], Mis-Ranking [28], MetaAttack [25].
These methods are all re-trained by attacking IDE [2] on
DukeMTMC [60]. Unlike other methods, MetaAttack [25]
method incorporates the color attack in addition to the additive
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TABLE VI
RESULTS OF CROSS-MODEL&DATASET ATTACK. THE BEST PERFORMANCE IS IN BLUE.

Global-based Part-based Attention-based
Methods BOT LSRO MuDeep | Aligned MGN | HACNN Tramsreid PAT | APV | mDRT
None 854 712 499 791 821 752 86,6 784 | 167 -
MetaAttack | 263 686 378 594 73.0 639 80.0 677 | 596 23
Mis-Ranking | 463 367 11.9 475 46.7 27.0 65.2 634 | 43.1 4338
MUAP 429 357 9.7 48.0 40.6 238 583 597 | 398 48.1
MetaAttack* | 385  36.5 18.3 38.0 44.0 326 62.7 550 | 407 46.9
Mis-Ranking* | 33.9  23.0 11.2 36.5 323 18.1 47.6 486 | 314 59.1
MUAP* 287 195 10.3 36.0 285 20.4 44.0 456 | 29.1 62.0
MTGA* 3.1 218 3.8 313 27.8 13.8 42.6 436 | 276 64.0
MTGA(Ours) | 243 142 6.2 277 24.0 11.5 37.9 405 | 233 69.6
TABLE VII
RESULTS OF CROSS-MODEL&DATASET&TEST ATTACK. THE BEST PERFORMANCE IS IN BLUE.
Global-based Part-based Attention-based
Methods BOT LSRO MuDeep | Aligned MON | HACNN Transreid  PAT | AP+ | mDRT
None 327 335 258 353 358 29.0 56.2 560 | 38.0 -
MetaAttack | 164  30.0 225 282 341 26.1 5356 509 | 327 3.9
Mis-Ranking | 19.1 167 12.1 20.5 243 15.8 41.1 466 | 245 355
MUAP 183 141 12.4 22.6 20.1 15.5 36.1 434 | 228 40.0
MetaAttack* | 19.1 213 17.5 23.1 24.9 19.3 454 450 | 270 289
Mis-Ranking* | 182  13.4 13.8 204 18.4 13.6 347 386 | 214 437
MUAP* 183 152 13.6 24.6 21.4 16.1 385 408 | 23.6 38.0
MTGA* 161 130 11.9 20.6 18.5 11.6 312 390 | 202 46.8
MTGA(Ours) | 149 103 9.6 18.9 15.8 10.8 313 36.1 | 185 513
TABLE VIII
PERFORMANCE ANALYSIS OF EACH COMPONENT IN OUR MTGA.
Global-based Part-based Attention-based
Methods  —551—TSRO MuDeep | Aligned MGN | HACNN Tramsreid PAT | AP+ | mDRT
None 854 712 299 791 82.1 752 36,6 784 | 767 -
Baseline | 469 383 185 5338 510 267 634 631 | 4538 102
+CAS 309 194 73 29.1 28.9 13.5 44.4 445 | 272 64.5
+PRE 275 163 7.7 29.1 25.6 13.8 41.8 428 | 255 66.7
+NorMix | 243 142 6.2 277 24.0 115 37.9 405 | 233 69.6

perturbation. For a fair comparison, we only compare the
attack performances of its additive perturbation. Meanwhile,
based on these original methods, we train MetaAttack*, Mis-
Ranking*, MUAP* and MTGA* in the ensemble training set-
ting by attacking models in the model zoo (i.e. IDE [2], PCB
[59] and ViT [13]]) with dataset in data zoo (i.e. DukeMTMC
[60], CUHKO3 [61], and MSMT17 [62]). The experiment
details of training data, surrogate model, target data and target
model are shown in Tab. | The comparison results on the mAP,
aAP and mDR of six black-box attack settings are shown in
Tab. [ to Tab.

Comparisons with original SOTA methods. It can be seen
that in every black-box attack scenario, our MTGA performs
much better than other SOTA methods on attacking multiple
black-box re-id models. For most practical and challenging
cross-model&dataset&test scenario, our MTGA achieves a
superior performance of 18.5% aAP and 51.3% mDR score,
which outperforms the SOTA methods by 4.3% and 11.3%
in terms of aAP and mDR. For cross-model&dataset attack
setting, our MTGA also gets the best transferability results,
surpassing others by 16.5% and 21.5% in terms of aAP and
mDR.

Comparisons with ensemble trained SOTA methods.
Although the transferability of the ensemble trained SOTA

methods is better than the corresponding original methods,
our MTGA still performs better than the SOTA methods that
use the resources of our model zoo and data zoo for ensem-
ble training. The superiority of our MTGA than ensemble
training methods can be observed in Tab. [lI] to Tab.
Specifically, for complicated cross-model&dataset and cross-
model&dataset&test black-box attack, our MTGA surpasses
them by 7.6% and 7.6% on mDR, respectively.

C. Ablation Studies

The ablation study results of CAS, PRE and NorMix mod-
ules are presented in Tab. The baseline model is trained
without meta-learning scheme. It uses IDE(DukeMTMC) as
the surrogate model and utilizes the DukeMTMC [60] bench-
mark as training data to train the adversarial generator. Abla-
tion experiments are tested on cross-model&dataset black-box
attack case.

The effectiveness of CAS. It can be observed that the in-
corporation of CAS module results in a significant decrease of
18.6% in aAP and an increase of 23.7% in mDR, which proves
the effectiveness of proposed CAS module. The considerable
increase in the transferability of the generated adversarial
examples illustrates that the CAS module is able to simulate
the black-box transfer-based attack tasks very well.
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TABLE IX
RESULTS ON CROSS-MODEL&DATASET ATTACK W/ OR W/0 D.

Methods Global-based .Part—based Attention-ba;ed AP
BOT LSRO MuDeep | Aligned MGN | HACNN  Transreid PAT
None 85.4 717.2 49.9 79.1 82.1 75.2 86.6 78.4 76.7
w/ D 24.3 14.2 6.2 27.7 24.0 11.5 37.9 40.5 23.3
w/o D 25.0 15.9 74 29.9 26.2 13.4 40.5 433 25.2
TABLE X
RESULTS ON CROSS-MODEL CASE WITH ENSEMBLE ATTACKS.
Methods Global-based . Part-based Attention—bas.ed aAcc)
BOT LSRO MuDeep | Aligned MGN | HACNN  Transreid PAT
CWA 43.1 57.1 92.2 39.3 54.5 57.1 43.2 47.9 54.3
AdaEA 474 54.1 88.8 424 52.6 54.2 49.7 46.3 54.4
NTKL 68.6 37.2 76.1 55.9 44.9 40.4 52.4 55.2 53.8
Ours 334 9.8 52.0 23.2 15.4 9.9 33.5 32.3 26.2

\
P X
LSOR  TransReid

BT LSOR TransReid BOT
(b) AE generated w/o PRE. (c) AE generated w/ PRE.

LSOR TransReid BOT
(a) Benign images.

Fig. 3. Attention maps of benign images and adversarial examples (AE) on
different models, visualized by Grad-CAM [73].

The effectiveness of PRE. Tab. [VIII] shows the advantage
of PRE module, where aAP decreases from 27.2% to 25.5%
and mDR increases from 64.5% to 66.7% after the PRE
module is added into the training. Also, the Grad-CAM
visualization in Fig. 3] shows that PRE can effectively
prevent the attacker from learning to corrupt model-specific
features. Concretely, Fig. [Ba] shows that models with different
architectures concentrate on different part of persons. And Fig.
|3_F|reﬂects that without the PRE module, generated adversarial
examples merely mislead models to concentrate on different
person part features, which results in poor transferability of
attacks. Moreover, the attention maps in Fig. 4c| demonstrate
that the PRE module promotes the holistic feature corruption
of person images, enhancing the transferabilities of adversarial
examples.

The effectiveness of NorMix. The NorMix module maps
the data to diverse feature subspaces, promoting the attacker
to be effective not only in the feature subspace of the training
models. It is seen in Tab. [VIII that the NorMix module
improves the mDR from 66.7% to 69.6%, which shows the
effectiveness of our NorMix module.

The effectiveness of discriminator. The discriminator is a
kind of defence model that recognizes AEs generated from var-
ious domains and models, whose feedback helps attackers to
generate more transferable AEs. Tab. [[X] shows a degradation
of attack performance without discriminator, demonstrating its
effectiveness.

The effectiveness of meta-learning. The comparisons be-
tween MTGA (trained in meta-learning way) and MTGA*
(trained in ensemble-learning way) in the Tab. to Tab.
[VII] show that MTGA performs much better than MTGA*,
which demonstrates the effectiveness of the meta-learning

\ ' NS

— p
Benign Perturbation AE Benign Perturbation AE

Benign Perturbation AE

Fig. 4. Visualization of perturbations and adversarial examples (AE) that
generated by our MTGA. The perturbations are imperceptible and human
body-like.

TABLE XI
RESULTS OF SSIM oN DUKEMTMC.
Methods | MetaAttack | MUAP | Mis-Rank Ours
SSIM 0.838 0.948 0.951 0.935

optimization in our method. For example, in cross-dataset and
cross-dataset&test settings, MTGA outperforms MTGA* by
5.4% and 4.4% mDR, respectively. The advantage of meta-
learning optimization is that it learns to possess transferability
capabilities by learning meta tasks, rather than get the optimal
solution to the learning resources.

To further verify the effects of meta-learning and eliminate
the effects of data zoo and model zoo, we compare with
SOTA classification ensemble attacks (i.e. CWA [76], AdaEA
[77], NTKL [78])). Since they only integrate multiple models
without using multiple datasets, we retrained a model without
the data zoo for fair comparison. As their adversarial instance
perturbations cannot migrate to unseen query data, we compare
the training data classification accuracy (Acc) in the cross-
model setting. The results of them using the same model zoo
in Tab. [X] show our method’s superiority and meta-learning’s
effectiveness.

D. Adversarial Example Quality

To evaluate the image quality for generated adversarial
examples, we compare the SSIM with other attack meth-
ods for re-id. SSIM calculates structural similarity between
synthetic and natural images and larger SSIM scores indicate
better quality of synthetic images. The results of SSIM be-
tween AEs(e=8) and benign images on DukeMTMC are show
in Tab. [XT, which shows that our MTGA can obtain AEs with
comparable quality.
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E. Visualization

We visualize the perturbations and adversarial examples that
our MTGA generates. As Fig. [] shows, the perturbations on
adversarial examples are imperceptible. It’s hard for humans to
detect the maliciously attacked adversarial examples generated
by our MTGA. What’s more, the generated perturbations
obtain the human shape of benign images, which indicates
that our MTGA is able to understand the target that needs to
be attacked and attempts to perform a full range of feature
destruction for different person images, thus generating more
generic adversarial attacks.

V. CONCLUSION

In this paper, we propose a novel Meta Transferable Genera-
tive Attack method to facilitate the attacker generating highly
transferable adversarial examples on black-box re-id models
by learning from extensive simulated transfer-based meta
attack tasks. The proposed Cross-model&dataset Attack Sim-
ulation method constructs the cross-model and cross-dataset
attack tasks by selecting different model and data for meta-
train and meta-test process. PRE strategy randomly erases the
generated perturbation to suppress the model-specific feature
corruption. NorMix module mimics diverse feature embed-
dings to boost the cross-test transferability. Comprehensive
experiments show the superiority of our proposed MTGA over
the state-of-the-art methods.
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