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e Building an experimental environment to specify architectural design
patterns

e Enabling a concrete and realistic setup for the performance evaluation
of patterns

e Running experiments for Gateway Aggregation, Gateway offloading,
and Pipes and Filters

e Collecting performance measurements and comparison w.r.t. model-
based predictions

e Analyzing the measurements to assess the performance evaluation of
design patterns
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Abstract

Microservice architectures and design patterns enhance the development of
large-scale applications by promoting flexibility. Industrial practitioners per-
ceive the importance of applying architectural patterns but they struggle to
quantify their impact on system quality requirements. Our research aims to
quantify the effect of design patterns on system performance metrics, e.g.,
service latency and resource utilization, even more so when the patterns oper-
ate in real-world environments subject to heterogeneous workloads. We built
a cloud infrastructure to host a well-established benchmark system that rep-
resents our test bed, complemented by the implementation of three design
patterns: Gateway Aggregation, Gateway Offloading, Pipe and Filters. Real
performance measurements are collected and compared with model-based
predictions that we derived as part of our previous research, thus further
consolidating the actual impact of these patterns. Our results demonstrate
that, despite the difficulty to parameterize our benchmark system, model-
based predictions are in line with real experimentation, since the performance
behaviors of patterns, e.g., bottleneck switches, are mostly preserved. In sum-
mary, this is the first work that experimentally demonstrates the performance
behavior of microservices-based architectural patterns. Results highlight the
complexity of evaluating the performance of design patterns and emphasize
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the need for complementing theoretical models with empirical data.

Keywords: Design Patterns, Microservice Architectures, Performance
Evaluation

1. Introduction

The specification of design patterns finds its root in the work by Martin [1]
where the main concepts and principles are outlined, even if their adoption
in microservice-based systems has been investigated at a later stage [2, 3].
Among the various research challenges, a large amount of attention is still
devoted to understanding the impact of design patterns on multiple quality
attributes given the complexity behind such evaluation, e.g., [4, 5, 6].

Some empirical studies that explore the stakeholders’ perception of de-
sign patterns can be found in the literature. For example, Vale et al. [7]
recently reported on industry experts positively or negatively perceiving the
adoption of cloud design patterns when evaluating the quality attributes of
microservice-based systems. The specification of cloud design patterns is
tied with the overarching goal of building reliable, scalable, and secure ap-
plications in the cloud. Our focus in cloud development is on the design and
implementation of design patterns since these two phases may largely impact
the quality of cloud-hosted applications [8]. There exist some approaches in
the literature that focus on specific quality attributes, for instance, the per-
formance evaluation of microservice-based architectures is gaining increasing
attention from the research community, e.g., [9, 10, 11, 12]. However, to the
best of our knowledge, existing works lack a systematic and experimental
evaluation that quantitatively estimates whether the design patterns address
the quality (performance) issues that practitioners experience.

One of the findings provided by Vale et al. [7] is that there exists a need for
quantitative approaches supporting practitioners in the evaluation of design
patterns, even more so when managing heterogeneous workloads [13], and
this constitutes the motivation for our research. In our previous work [14] we
proposed performance models to analyze the characteristics of seven design
patterns considered relevant for the system performance [7]. This manuscript
moves a step forward in the direction of evaluating the actual impact of cloud
design patterns through experimentation. To this end, here we present a
follow-up research effort consisting of the following main contributions:



- The development of an experimental environment to specify architec-
tural design patterns for microservice architectures, thus enabling a
performance evaluation of design patterns under a real setup;

- The design of experiments to collect real performance measures for
three selected design patterns, specifically: Gateway Aggregation, Gate-
way Offloading, and Pipes and Filters;

- The analysis of the obtained performance measures by making a com-
parison with model-based predictions, thus further assessing the sound-
ness of the performance evaluation.

Our goal is to better understand the peculiarities of cloud design pat-
terns by studying their actual impact on the system performance. To this
end, we develop a cloud infrastructure to collect real performance measure-
ments. This introduces two major difficulties: i) the implementation of the
cloud design patterns is not straightforward, and ii) the specification of the
workload cannot strictly follow the numerical values used in the performance
models defined in [14], since software performance models are known to ab-
stract from runtime routines [15].

The choice of the three selected patterns (Gateway Aggregation, Gateway
Offloading, and Pipes and Filters) is motivated by their specification that fits
within the developed environment. The other patterns are excluded due to
their complexity in the implementation, e.g., they might include underlying
technologies, such as a database, whose management introduces non-trivial
processes (e.g., data synchronization). More details on our reasoning for
selecting three cloud design patterns and their complexity are reported in
Section 3.3. Moreover, the validation of theoretical performance models pre-
sented in [14] is performed through extensive experimentation that highlights
a correspondence between resource utilization and system response time with
respect to model-based performance predictions [14].

The remainder of the paper is organized as follows. Section 2 discusses the
related work and argues on the novelty of our research. Section 3 describes
the built experimental setup and the implementation of the design patterns.
Section 4 presents the metrics used to compare the experimental results of
design patterns with respect to the previous theoretical predictions, along
with the main lessons learned and threats to validity. Section 5 concludes
the paper with a vision of future research directions.



2. Related work

Our work is motivated by a large body of literature since microservices
and cloud design patterns (along with their quality attributes) are of key
interest to industrial practitioners [16].

Velasco-Elizondo et al. [17] make use of information extraction techniques
and knowledge representation to analyze architectural pattern descriptions
regarding the performance quality attribute. Di Francesco et al. [18] also sup-
port our focus on evaluating the performance characteristics of microservice-
based systems since it has been found a relevant quality attribute. This is
further supported by Li et al. [9] who propose a systematic literature review
and identify performance as one of the most critical quality attributes when
designing microservice applications. Moreover, Wijerathna et al. [6] present
an empirical investigation using Stack Overflow and they remark that perfor-
mance is one of the most discussed quality attributes. It is worth remarking
that microservices were initially introduced for internet-scale systems, such as
Netflix, for which scalability is a major concern [19]. Scalability is commonly
related to performance [20], however, it differs by the flexibility of a system
to change in capacity when demand changes [19, 20]. The literature already
captures the main drivers and barriers to microservice adoption [3, 21, 22].

Our research draws inspiration from Vale et al. [7] who study the expe-
rience of practitioners on the adoption of design patterns (i.e., Design and
Implementation category of Azure [8]). Their findings indicate a need for evi-
dence on the positive and negative impacts of design patterns. Consequently,
it is important to develop methods that measure the quality of design pat-
terns, as we aim to do in this paper. Soldani et al. [3] also analyze the
industrial experiences on microservice-based applications and point out that
performance testing is recognized as one of the most challenging activities.
Cortellessa et al. [23] focus on monitoring the performance characteristics of
microservice-based systems. Their approach aims to establish relationships
between these performance characteristics and architectural models, thereby
supporting the proactive identification and prevention of performance issues.
This method not only aids in diagnosing current performance bottlenecks but
also provides a framework for anticipating and mitigating potential problems,
contributing to more robust and efficient microservice architectures.

In terms of methodologies, in the following, we discuss the approaches
that seem most closely related to ours, at least to the best of our knowledge.
Khombh et al. [24] investigate a cloud-based application to evaluate the per-



formance and energy consumption of some design patterns. Differently from
our work, the authors consider only one Azure Design and Implementation
pattern (i.e., pipes and filters) and its impact was evident when combined
with other patterns only. Akbulut et al. [25] study the performance of three
design patterns (i.e., API gateway, chain of responsibility, and asynchronous
messaging) by deploying a microservice application in a private virtual en-
vironment, and they found that optimal design patterns strongly rely on
the considered scenarios. Kousiouris et al. [26] focuses on the batch request
aggregation pattern to reduce the latency of cloud environments, and other
approaches are proposed by Ali et al. [27] to process requests through the
serverless paradigm. Amiri et al. [28] evaluate the trade-offs between sys-
tem reliability (with a Bernoulli-based model) and performance (employing
a statistical model) of three microservice architectures (i.e., central entity,
sidecar, and dynamic routing patterns), and they conclude that dynamic
routing shows a better performance compared to centralized solutions. Long
et al. [29] present an empirical study on the impact of the queue-based load
leveling pattern and assess its positive effect on the performance of a server-
less application, however, one pattern is analyzed only. Ma et al. [30] present
a framework to detect anomalies using a calibration mechanism recogniz-
ing patterns and eliminating their negative effects by root cause analysis,
however, it acts on software services only.

When looking for very recent research efforts, we found several approaches
that deal with the quality of microservice-based systems and their architec-
tural decisions. For instance, Pallewatta et al. [31] present a framework for
managing microservices-based IoT applications. They evaluate the perfor-
mance of different deployment strategies to guarantee optimal placement of
microservices. In comparison, our work focuses on design patterns since they
offer a wider set of architectural alternatives, and it has been demonstrated
by several works that design changes have a strong impact on system perfor-
mance [28, 32]. Henning et al. [12] benchmark stream processing frameworks
used by microservices to study their scalability. Interestingly the frame-
works show considerable differences in the rate at which resources have to
be added to cope with increasing load. This supports our research effort on
evaluating heterogeneous workloads, thus contributing to selecting different
architectural choices that rely on the expected workload. Giamattei et al. [33]
present a framework to identify causal relations in observed chains of failures,
thus evidencing microservices to be improved for increasing the reliability of
architectures. Panahandeh et al. [34] also propose an anomaly detection ap-



proach for microservice-based systems. However, the authors make use of
distributed traces and profiling metrics to improve software reliability. We
share the intent to identify “failures”, however, differently from [33, 34] our
focus is on the performance-based characteristics of software architectures.
Our research is aimed at understanding which microservices may generate
long delays in handling users’ requests and high resource utilization, thus
leading to bottlenecks. Nikolaidis et al. [35] propose a framework that sup-
ports the development of service-based software solutions for the cloud to
achieve reuse of services. Interestingly, when listing the features of their
framework, the authors discuss the need for assistance in the selection of
design patterns. Hence our research may complement this feature by aug-
menting the information on the possible performance implications that may
arise from the selection of design patterns.

In summary, given the importance of evaluating the performance of mi-
croservice applications, our research is novel to the extent of quantifying the
performance implications of adopting design patterns in a real experimental
environment. This way, we aim to support software architects in understand-
ing the system performance fluctuation of microservice-based applications, as
well as in considering design alternatives, i.e., one of the main contributions
of this manuscript.

3. Design of experiments

This section provides a brief background on the theoretical performance
models used in [14]. To experimentally evaluate the theoretical implemen-
tation of the design patterns, we describe the technical details for the cloud
infrastructure used to run the experiments, and the system that is deployed
on it. The replication package is available at Zenodo [36].

3.1. Theoretical performance models

This work validates some theoretical performance models introduced by
Pinciroli et al [14] whose aim is to test performance behaviors of design
patterns under heterogeneous loads. Performance models rely on “queuing
networks” (QN) [37], i.e., a well-assessed formalism to predict the system
performance. In short, QN models include three main entities: (i) service
centers (composed of a server and a queue) representing system resources,
(ii) jobs representing the requests sharing the resources, and (iii) links that
connect service centers and form the network topology [37]. A QN can be



represented as a direct graph whose nodes are service centers and their con-
nections are represented by the graph edges. Jobs go through the graph’s
edge set based on the behavior of customers’ service requests. Since QN
models are abstract representations of real systems, the precision of the pre-
diction results must be validated. This work considers three of the QN mod-
els described by Pinciroli et al. [14], transferring the experimentation to real
microservice architectures. Our experimental environment preserves the be-
havior of cloud design patterns including the inter-microservice relationships,
their performance characteristics, and the messages circulating in the system,
thus enabling a comparison with the theoretical models.

3.2. Cloud infrastructure

To perform the experiments we set up the small private cloud environ-
ment visualized in Figure 1 and explained in the following. To ensure that
the experiments are executed in a representative environment, one of the
compute clusters at the Laboratori Nazionali Del Gran Sasso' (LNGS) is
used. This environment is considered representative because it is intended for
infrastructure-as-a-service (IaaS) deployments. This system is deployed using
multiple hypervisors, each consisting of an Intel (R) Xeon(R) CPU E5-2697

v4@ 2.30GHz CPU, outfitted with 128GB of RAM, and a 1Gb network con-
nection between nodes and towards the outside world. This infrastructure is
accessed using the OpenStack? API, an open-source cloud computing solution
that provides the functionality to create IaaS deployments. This system vir-
tualizes the resources in the physical hardware, making them dynamically ac-
cessible by any OpenStack operator. Using this framework, a small cluster of
two compute nodes is deployed running Ubuntu-22.04-x86_64-2022-11-13.
These compute nodes can be initialized with a configuration representing the
amount of CPU cores, RAM, and persistent storage. These configurations
can be defined manually. However, this study uses standard configurations in
OpenStack for simplicity. One of these nodes has configuration large (i.e.,
4 CPU cores, 8GB of RAM, and 40GB of persistent storage), and the second
has configuration x1 (8 CPU cores, 8GB of RAM, and 80GB of persistent
storage).

To improve the system’s flexibility, Kubernetes® is deployed on top of the

https://www.lngs.infn.it/en
’https://www.openstack.org/
3https://kubernetes.io/
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Figure 1: Overview of the used cluster and experiment topology.

OpenStack environment. There are many ways in which Kubernetes can be
deployed. This study used K3S*, an open-source Kubernetes distribution
that is lightweight by design. It should be noted that although the experi-
ments in this study are run using a multi-node cluster, each experiment can
be run using Minikube® as well (i.e., a single-node cluster). The microser-
vices are deployed within the K3S cluster using uBench [38] (see Section 3.4),
and a “benchmark runner” is deployed as a standalone process to generate
benchmark requests (see Section 3.3).

3.3. Experimental settings

This study evaluates three out of seven performance-related design pat-
terns described by Pinciroli et al. [14] by performing an independent valida-
tion study [39], specifically gateway aggregation, gateway offloading, and pipes
and filters. The reason for this selection is that implementing and testing
design patterns is a time-consuming process. Pinciroli et al. [14] considered
four additional patterns: command query responsibility segregation (CQRS),
static content hosting, anti-corruption layer, and backends for frontends. The
first two patterns were not selected because their behaviors strongly depend
on implementation considerations and underlying technologies. For exam-
ple, CQRS — a pattern that separates read requests from write requests in
a database by separating their data models — implements a synchronization
step to ensure the different data models have an equivalent state. Such a
synchronization step highly depends on the system requirements. For in-
stance, it has a larger impact on systems that prioritize consistency than
on systems that focus on availability and use eventual consistency. Con-

‘https://k3s.io/
Shttps://minikube.sigs.k8s.io/


https://k3s.io/
https://minikube.sigs.k8s.io/

sequently, experimental evaluation of these patterns should consider these
implementation details thoroughly. According to Pinciroli et al. [14], the
anti-corruption layer and backends for frontends patterns are anticipated to
perform similarly under diverse loads to the gateway offloading and gate-
way aggregation patterns, offering minimal additional insights for compar-
ison. The anti-corruption layer — a pattern that introduces an adapter
to translate requests between different systems — would require the usage
of different technologies for the development of the involved systems, com-
plicating the implementation of the adapter component. The backends for
frontends — a pattern that avoids customizing a single backend microservice
for multiple client interfaces — would imply implementing frontends with
different requirements and constraints, introducing complexity in the load
generation process. Hence, the anti-corruption layer and backends for fron-
tends were not included in the study. All these experiments are implemented
as described in Section 3.4, i.e., using json configuration files that can be
consumed by pBench [38]. To ease the process of running experiments with
different parameters (i.e., heterogeneous workloads) custom code was written
that alters the configuration files of uBench.

The experiments are analogous to the ones described in [14] (see more
details in Section 3.4). The systems were tested for heterogeneous workloads,
similar to the theoretical models [14], i.e., by shifting request emphasis from
one service to another. It is worth noticing that this study makes a slight
virtual distinction compared to [14] as they define multiple users each of
which sends a specific type of request. In contrast, this study defines a single
user having a probability of sending a request type (i.e., we do aggregate the
behavior of the separate users in [14]). Both studies define only two request
types R = {ry, 3} per experiment, for which a heterogeneous load H is any
set of requests containing only these messages H € R* (i.e., an element of the
Kleene closure). This study defines multiple heterogeneous loads using the
probability of observing either message in the set; such that p(r1) = 1—p(r2).

It is worth noticing that the level of granularity in this study is intention-
ally lower compared to our previous work [14] where 25 and 50 heterogeneous
load distributions were used depending on the experiment. This study lim-
its itself to 5 heterogeneous load distributions to cope with the amount of
computation time. Running the complete experiment with the lower granu-
larity takes over 24 hours. Increasing the level of granularity would merely
increase computation time and barely increase the quality of the results. The
used heterogeneous configurations are defined as follows: p(r1) € {2, 1, ..., 2}.
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These were picked because they are uniformly distributed across all possi-
ble heterogeneous loads, thus observing global performance changes in the
system. Each tested experimental configuration was stressed for 5 minutes
at a time, during which the system was tasked to process as many requests
as possible. Because some system configurations simply perform worse than
others, this means that the number of processed messages differs across ex-
periments. However, 5 minutes is deemed sufficiently large as, using this
limit, every experiment processed at least 9k requests, with an average of
almost 15k requests.

After an experiment was completed, information regarding CPU utiliza-
tion and overall request delay was acquired. =~ We are aware that further
metrics, such as system scalability and energy consumption, are important
when designing microservice architectures [40]. In this study, we exclude
these metrics, as we are interested in validating the theoretical models used
by Pinciroli et al. [14], and we collect the very same metrics. Our met-
rics align with the literature showing an increased interest in service perfor-
mance as one of the most critical quality attributes in addition to scalability,
e.g., 6,9, 18].

Request delay is a metric natively collected by puBench. CPU utilization is
not, for which this was collected using Prometheus®. This is a popular system
that collects system metrics and was also used by the creators of uBench. To
collect the relevant data, the raw CPU utilization was queried through the
Prometheus API. Each collected data point represents the cumulative CPU
usage of a service in seconds since it started. Because this is cumulative,
the discrete derivative (W) between two consecutive data readings
is calculated to estimate the average CPU utilization between those two
moments in time. For example, given two readings, u = 15 at t = 1s and u =
26 at t = 14s, we know that the average CPU utilization during that period
is 2= ~ 0.85 CPU/s; i.c., 85% CPU utilization. It is worth remarking that
performance results can be affected by background processes. To mitigate the
risk of unreliable results, we follow recommendations made in experimental
guidelines [41, 42, 43], executing each experiment multiple times, and using
the average results for further analysis. We repeated each experiment 6 times
that we found, at the experimental stage, an upper bound to avoid infeasibly
long experiments.

Shttps://prometheus.io
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We recall that a second compute node was deployed in the OpenStack
cluster (see Section 3.2). This node was used during the experimentation
phase, such that the load generator process was run on this node. The load
generator was deployed in this fashion (instead of using separate hardware)
because it simplifies the experimental setup and reduces the risk of network is-
sues affecting the experimental results. For example, the network connecting
two separate systems could have timed out or the response delay could have
been affected by increased network activity (e.g., when many other devices
or people are using the network). This means the load generator and the mi-
croservice system ran in physical proximity, which almost certainly decreased
the communication delay measured by the experiments. A consequence of
this is that the experiments somewhat misrepresent reality. However, this
does not affect the measured results as using separate hardware would only
increase the response delay by some constant and some noise. Because this
study evaluates the performance behaviors of the design patterns (i.e., the
relative results) and not absolute differences, removing a constant does not
affect drawn conclusions. Additionally, removing noise only increases the
consistency of the experiments, making it possible to draw clearer results.
Ultimately then, even though it might slightly misrepresent reality, running
the load generator and the microservice deployment in physical proximity im-
proves the quality of results in the best scenario and does not alter them at
all in the worst scenario, for which this design decision is deemed acceptable.

3.4. Microservice modeling

The primary goal of this study is to evaluate performance design pat-
terns in microservice architectures. In recent years, various benchmarking
systems have been developed for this purpose, like TeaStore [44, 45, 46] or
DeathstarBench [47], which are manually designed microservice deployments.
Although these benchmarking systems are relevant in their regard, they of-
fer limited flexibility because they implement concrete systems (i.e., systems
with explicit specifications). Although these systems offer some configurabil-
ity, e.g., memory vs. CPU-intensive tasks, fine-tuning such a demand to the
level necessary in this study is a difficult and cumbersome process. In addi-
tion, changing the topology of these systems to implement design patterns is
challenging as the correctness of the implementation cannot be guaranteed.

To tackle this problem, two recent studies [38, 48] have developed flexible
benchmarking systems. Functionally, both these systems are very similar.
They allow users to design a deployment topology and service loads through
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configuration files. These configurations are then translated to microservices
that can be deployed on a Kubernetes cluster. This work uses the uBench sys-
tem proposed by Detti et al. [38]. Their tool was chosen over HydraGen [48]
because the documentation was perceived more complete when starting our
experimentation. Broadly put, uBench implements two main functionalities:
1) custom service topologies, and 2) custom service loads. It achieves these by
translating specifications defined in json files into Kubernetes resources (ser-
vices, deployments, etc.). Users can define the various services they want,
what other services they communicate with, how frequently they do that,
and how much effort it costs to process a request (which can be specified
into compute, /O, memory, or sleep-intensive tasks). This flexibility makes
it possible to define any topology, using as many design patterns as desired.

Using this specification, the patterns addressed by Pinciroli et al. [14]
could be directly translated into a usable Kubernetes deployment. For ex-
ample, the gateway offloading pattern was implemented by defining four
services: gw (the gateway), s1, s2, and s3, where the gateway calls either
s1 or s2, and s2 calls s3. A CPU-intensive workload is defined per service:
calculating decimal points of 7 proportional to the absolute number of mil-
liseconds spent by the service; i.e., if in our previous work [14] a service is
specified to spend 12 milliseconds to handle a request, its experimental coun-
terpart will calculate ¢ digits of 7 12 times where ¢ is some constant used
to amplify the workload to a realistic amount. Inside pBench the number
of repeats is referred to as trials and the calculated number of digits of
7 is called range_complexity. Listing 1 provides an excerpt of the speci-
fication used to evaluate the gateway offloading pattern. Each service has
a separate entry, comprising its internal and external behavior; respectively,
the computation done and the services requested afterward. Both can be
“request dependent” so their behavior changes when a request of a different
type is received. For instance, in Listing 1, the gateway is the only compo-
nent showing a “request dependent” external behavior since it relies on sl
or s3 requests. The intuition for this specification is that once any of the
services receives a request, they perform some internal computation followed
by sending a request to other service(s).

Off-the-shelf, pBench did not support all features needed to perform
the experiments. The most important of these were: i) multiple request
types (i.e., the load generator could generate multiple requests); ii) request-
dependent service loads (for example, the gateway aggregation experiment
defines s1 and s3 requests); iii) communication with services that were not

12
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generated by pBench (as a custom implementation of the gateway aggrega-
tion was used); iv) a load generator that runs for a set amount of time and
pushes the limits of the system (rather than a generator that sends a set
number of requests). The first two functionalities could be implemented by
adding support for custom headers and implementing a means to forward
headers in the services. We implemented the other functionalities by updat-
ing the generation process for Kubernetes resources and adding a new load
generator.

3.5. Workload specification

To model the workload of all the services, a load specification is used that
is analogous to the parameters defined in [14]. Although the theoretical and
experimental delays should optimally be precisely the same, a limitation of
the pBench system is that small workloads (i.e., processing times of mere
milliseconds, like Pinciroli et al. [14] did) is very hard to specify due to the
large overhead the system itself has. Some tests were done to synchronize the
theoretical and experimental parameters, however, the theoretical load was
systematically lower than the experimental system deployed with minimum
load. Therefore, instead of using a specification with very small workloads,
these workloads have been amplified to preserve their respective ratios, thus
accurately validating the behaviors observed in our previous work [14] and
making a comparison. An immediate consequence of this is that the system’s
throughput is noticeably lower and the response times are noticeably higher.
This will, however, not meaningfully affect the outcome of this study, as
bottleneck transitions remain the same following the basic principle that
the amount of work is equal to the number of requests multiplied by the

{
"gw”: {7internal”: {?range_complexity”: 250, ”"trials”: 20},
“external”: {
"sl_request”: {"services”: ["sl”]},
7s3_request”: {”services”: [”s37]}}},

7s1”7: {7internal”: {"range_complexity”: 250, ”trials”: 20}},

7s2”: {”internal”: {"range_complexity”: 250, ”trials”: 12},
7external”: {”?services”: [7s37]}},

7s3”: {"internal”: {?range_complexity”: 250, ”"trials”: 15}}

Listing 1: An excerpt of the specification for the gateway offloading pattern.

13



time necessary to process them. If the amount of time necessary to process
requests is higher, but the number of requests is lower, the ratio remains the
same and thus the CPU utilization remains the same. This is analogous to
merging multiple requests in the client. Although this causes the absolute
values of message delay to be substantially higher, it does not affect its
behavior.

3.6. Specification of design patterns

This study uses the technology proposed by Detti et al. [38], uBench, who
created a synthetic and flexible benchmarking system for microservices. To
use this system, it is necessary to define some configuration files describing
the topology of the microservice system and the individual microservices’
workloads. The systems deployed in this study follow the specification pro-
posed by Pinciroli et al. [14] (see Section 3.4). In the following, we describe
these design patterns’ respective specifications.

The services share several common specifications. The most important
of these is the CPU limitations of the services, which is set to 1 CPU by
default. This is specified as 1000m in Kubernetes and pBench, meaning 1k
milli-CPU seconds. This means that although the compute node on which
the service runs has a higher capacity, the service is virtually limited to this
amount. This might seem like an arbitrary step that limits the potential
performance of a service. However, in practice, it increases the control of the
system and prevents individual services from thrashing. For example, given
3 microservices running on a compute node with 4 CPUs, if each service
has a CPU limit of 1 CPU, the CPU can never be overcommitted because
3 x 1 < 4. This, of course, would not hold if 44 services are deployed on
that node, however, this is never the case in the run experiments. In this
study, the maximum number of simultaneously run services is 6, whereas the
number of CPU cores is 8, thus mitigating the risk of overcommitment.

Because this study is specifically interested in the behavior of software
patterns under heterogeneous loads, experiments are conducted with different
types of requests. For example, the gateway aggregation uses s1_intensive
and s3_intensive requests. The following sections give a specification of
the request types and the amount of work performed by services when a
request of that type is received. As specified in Section 3.4, each service’s
workload has been amplified. The same workload amplification is used across
experiments, 250, which was chosen through experimentation. A relatively
high number was picked to ensure bottlenecks exist in the system.
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3.6.1. Gateway aggregation

The gateway aggregation pattern’ is an architectural pattern most com-
monly applied in scenarios where it is necessary to reduce the number of
messages that travel across a network link [40]. When inspecting the defi-
nition provided by Microsoft [8], the specification of this pattern indicates
using a gateway for aggregating multiple individual requests into a single
request. The usefulness of this pattern is evident when a client must make
multiple calls to different backend systems to perform an operation. The
main principle of this pattern is that clients combine (aggregate) multiple
requests into one and send that as a single request to a gateway aggregator
service. In turn, this service acts as an ambassador of the client, such that it
unwraps the aggregated requests, executes them, aggregates the results into
one response, and sends this back to the client. Our interpretation of this
pattern abstracts from the network connecting a client and server, given that
our focus is on the behavior of the design pattern. From a performance-based
perspective, we model and analyze the gateway aggregator component that
plays the crucial role of handling aggregated requests and interacting with
multiple microservices.

Figure 2 visualizes the topology of this pattern, which is equivalent to
that used in our previous work [14]. Here, the three services are implemented
using puBench. However, because pBench does not natively support gateway
aggregation behavior (i.e., unwrapping aggregated requests and merging their

"https://learn.microsoft.com/en-us/azure/architecture/patterns/
gateway-aggregation

)

—> Service 1
~——

‘ User I »{G y Aggregator > Service 2
L—J ~—

)

—> Service 3
~——

Figure 2: Model of the gateway aggregation pattern
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[ Service [ S1 Intensive Requests [ S3 Intensive Requests

Gateway Aggregator n/a n/a
Service 1 18 7
Service 2 12 15
Service 8 5 20

Table 1: Microservice workload for the gateway aggregation pattern.

results), a simple custom implementation of this service is used instead®.
A consequence is that no one-to-one comparison can be made between the
absolute theoretical and experimental results. However, as the gateway is
not a system bottleneck (as in [14] and confirmed in the results of this work),
our custom implementation does not either alter the behavior of the system
or the drawn conclusions.

Table 1 gives an overview of the synthetic workloads used by the services.
This experiment differentiates between two types of messages: s1_intensive
and s3_intensive, differing in the amount of work they demand from ei-
ther service. In this scenario, the runner makes aggregated requests to all
microservices, i.e., every user request is processed by all services.

3.6.2. Gateway offloading

The gateway offloading pattern? is a relatively simple pattern that is,
among others, used to minimize redundant computation [40]. This pattern
can be applied by identifying what computation is repeated in multiple ser-
vices (e.g., authentication, or message decryption), and by extracting (off-
loading) this functionality into a common gateway [8]. This way, the gateway

Shttps://github.com/wmeijer221/muBench-experiment/tree/main/gssi_
experiment/gateway_aggregator/gateway_aggregator_service
https://learn.microsoft.com/en-us/azure/architecture/patterns/

gateway-offloading
)
e
N/

)

User Gateway Service 1

Figure 3: Model of the gateway offloading pattern
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[ Service [ Dashboard Requests | Monitoring Requests [

Gateway {0, 5,10} {0, 5,10}
Service 1 20 — offload n/a
Service 2 n/a 12 — offload
Service 8 n/a 15 — offload

Table 2: Microservice workload for the gateway offloading pattern.

executes the common functionality, for which the following services no longer
need to concern themselves about it. Applied to a fan-out architecture, like
the one used in the gateway aggregator experiment, limited benefits might be
acquired as computation is merely shifted from one service to another. How-
ever, applying it to a deeper architecture, like the one tested in this study,
might show compounding benefits. This is visualized in Figure 3, where the
gateway proxies two services that represent “pipelines”: the pipeline contain-
ing service 1, and the pipeline containing the combination of services 2 and
3. In the former, no performance can be acquired from applying this pattern,
as the computation performed by service 1 will simply shift to the gateway.
However, in the latter, computation that would normally be computed by
both services 2 and 3 (i.e., two computations) will be shifted into a single
computation in the gateway, functionally cutting the necessary computation
in half.

Table 2 shows the synthetic workloads used by the various services. To
limit the computation time necessary to execute the experiments, three off-
load amounts have been selected in this study: W = {0, 5,10} (contrary to
the full range [0, 10] adopted by Pinciroli et al. [14]). Consequently, as the
amount of work performed by the gateway changes across experiments, the
workloads of the other services are decreased by that amount. For example,
if the gateway workload is 5, the workload of Service 1 is 20 —5 = 15. In this
scenario, a request is not processed by every service. Instead, the gateway
forwards requests to either Service 1 or Service 2 based on the request type.

3.6.3. Pipes and filters

The pipes and filters design pattern!® is a high-level pattern designed to
optimize modularity and reusability by splitting functionalities into separate
components that can be connected flexibly [8, 40]. Similarly to Pinciroli et

Ohttps://learn.microsoft.com/en-us/azure/architecture/patterns/
pipes-and-filters
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al. [14], two variants of this pattern have been studied in this work: a pipeline
with shared components (shown in Figure 4a), and a pipeline with separate
resources (shown in Figure 4b). Since the separated experiment has access
to twice the amount of resources, a variant of the joint experiment is used
where each shared service has access to 2 CPUs (i.e., a CPU limit of 2000m

in Kubernetes).

Table 3 shows the used service workloads. Each experiment uses the same
workload; i.e., both Service 2A and Service 2B in the separated model have a
workload of 15 for s3_requests and 9 for s4_requests. Because not every
service processes each request, some workloads are marked non-applicable.

)
‘ User >
~————

Service 1 > Service 2

(a) Joint pipeline

N s

Service 1A > Service 2A

)

Service 3

Service 1B > Service 2B

J/ \L

~—

)

(b) Separated pipeline

Service 4

~—

Figure 4: Models of the pipes and filters pattern variants

[ Service [ Service 3 Requests [ Service 4 Requests [

Service 1
Service 2
Service 3
Service 4

12

15

11
n/a

8
9
n/a
10

Table 3: Microservice workload for the pipes and filters pattern.
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4. Evaluation of analysis results

4.1. Metrics of interest

The primary goal of this study is to validate whether the response time
and CPU utilization predicted by the theoretical models in [14] hold in real
deployments. To do this, three metrics have been selected that emphasize
the relationship between the theoretical and experimental results. Because
this study is focused on understanding the behavioral trend of design patterns
when employed with heterogeneous loads, rather than matching absolute val-
ues, Spearman’s rank correlation coefficient [49] is used. This metric makes
it possible to identify the correlation between theoretical and experimental
results. Spearman’s rank was chosen instead of Pearson’s because the data
is not normally distributed. A statistically significant rank coefficient (i.e.,
where p < 0.05) indicates the strength of the correlation; i.e., the strength of
the global relationship between theoretical and experimental results. These
results can be interpreted to see if the change in experimental results across
heterogeneous loads approximately follows the same curvature as the theo-
retical model’s.

To emphasize the deviation between the two datasets, mean average er-
ror (MAE) is used (shown in Equation 1), highlighting the average deviation
between an observed (experimental) and the expected outcome (synthetical)
in absolute numbers. Adding MAE to the analysis enables us to complement
the global relationship indicated by Spearman’s rank with a local comparison
between theoretical and experimental results. Because error can be calcu-
lated for individual experiments, this metric highlights whether results differ
in specific experiments, even though the behaviors globally match.

z— min(Y) _
max(Y) — min(Y)

As described in Section 3.5, this study makes a trade-off between through-
put and request processing time, which increases message response times.
Therefore, the MAE is calculated a second time using a normalized version
of the dataset calculated using min-max feature scaling (shown in Equa-
tion 2). Although this method is trivially applied to the synthetic dataset,
its sensitivity to outliers must be considered when applied to the experimental
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[ Metric | Spearman’s r [ MAE | Normalized MAE

Response Time 0.869* 702ms 5.12%

| "CPU Utilization ST |~ 0931 ~ ~ 7] 10.80% |~~~ 10.66% |
CPU Utilization S2 0.782* 6.41% 8.87%
CPU Utilization S8 0.934* 11.08% 9.42%
CPU Utilization GW 0.871* 58.87% 12.20%

Table 4: Correlation and deviation metrics of the response time and CPU utilization
evaluating the relationship between experimental observations and theoretical results of
the gateway aggregation pattern (*p < 0.001).

data. This is not a problem for CPU utilization data, as this is a percentage,
meaning the values are limited within the range [0,100]. However, it is a
problem for delay data as the range of this variable can reach unexpectedly
high values due to environmental factors. To mitigate this issue, we refrain
from using the literal minimum and maximum values measured during the
experiments. Instead, we calculate the average performance across iterations
of a single experiment, reducing the impact of outlier values, and calculate
the minimum and maximum of the averages across all experiments. For ex-
ample, we performed 36 runs that collected data for 6 unique experiments to
test the gateway aggregation pattern, each executed 6 times. We then cal-
culated the average response delay for each experiment, yielding 6 averages.
These were used to calculate the minimum and maximum when normalizing
the data. CPU utilization values were similarly normalized.

4.2. Design patterns results

In the following, we report the analysis results for the patterns under
evaluation, specifically the gateway aggregation, the gateway offloading, and
the pipes and filters patterns.

4.2.1. Gateway aggregation

Comparative analysis with theoretical models. The comparison between
the experimental and the theoretical results of the gateway aggregator pat-
tern shows that although their absolute values differ notably, they show sim-
ilar behavioral patterns. The graphs that are shown in Figures 5a and 5b ex-
emplify this phenomenon as, on average, the absolute request delay is ~ 702
milliseconds, while the normalized delay differs merely 5.12% on average. To
reiterate, the increase in absolute difference is an expected side effect of the
study design because a trade-off is made between system throughput and re-
sponse delay (as described in Section 3.5). Although the absolute differences
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Figure 5: Overview of the theoretical [14] and experimental results in terms of response
time and CPU utilization of the gateway aggregation pattern.
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are significant, a comparison between the theoretical and experimental sys-
tem behaviors can still be made (i.e., their relative results, see Section 4.1).
The behavior expressed in the experimental service is very similar to the
theoretical results, such that a heterogeneous load decreases message delay,
suggesting that neither service 1 nor service 3 is a system bottleneck. Thus,
the load is more or less equally distributed across the system. This similarity
is supported by the statistical analysis (shown in Table 4), which identified
a significant and very strong correlation between the theoretical and experi-
mental results (r = 0.869,p < 0.001).

It stands out that none of the system services are CPU-bound (see Fig-
ures 5¢ and 5d) — meaning that none of the services have 100% CPU utiliza-
tion. This is slightly inconsistent with the theoretical model, which estimates
that the CPU utilization is higher. A notable observation is that the CPU
utilization of the gateway aggregator is substantially lower than the theo-
retical model’s estimate, differing by 58.87% on average. This, however, can
trivially be attributed to the study design because it uses a custom implemen-
tation of the gateway aggregator which does not execute a synthetic workload
and thus performs substantially less work than the other services. Regard-
less, the results in Table 4 show that the theoretical and experimental results
correlate strongly, as r > 0.8 for services 1, 3, and the gateway (p < 0.001),
and r = 0.78 for service 2 (p < 0.001). For clarification, Figure 5e is added to
visualize the similarity in behavior between the experimental and theoretical
gateways.

Empirical results. Figure 5b assesses that the system latency is subject
to variations due to the nature of incoming requests, the lowest values are
obtained in the case of S3 intensive requests varying between 0.5 and 0.6.
This implies that the ratio of heterogeneous requests is high, i.e., S1 intensive
requests also circulate in the system and need to be handled. This perfor-
mance trend is further explained in Figure 5¢ where we do notice (in the
very same case of S3 intensive requests varying between 0.5 and 0.6) that
none of the services represent a system bottleneck, their utilization is lower
than 100%. Moreover, we do notice the utilization of S3 increases when
the S3 intensive requests augment in the system, and the opposite trend is
observed for S1 whose utilization tends to decrease. Summarizing, our em-
pirical results confirm that heterogeneous load is a key factor for a successful
application of the gateway aggregation pattern, given that the aggregated
load is distributed among all the available services.
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offload = 0 offload = 5 offload = 10
Norm. Norm. Norm.
Metric r MAE MAE r MAE MAE r MAE MAE
Resp. 0.911* 645ms 12.93% 0.874* 466ms 10.23% ins. 538ms | 79.79%
| TUt.ST | 0.889% | 14.53% | 9.88% || 0.866* | 8.85% | 4.16% || 0.986* | 8.66% | 3.27%
Ut. S2 0.932* 10.86% | 12.49% 0.952* 7.05% 9.50% 0.986* | 4.12% 1.09%
Ut. S3 0.932* 16.20% | 12.65% 0.971* 11.20% 8.72% 0.986* | 4.25% 1.58%
ut. GW ins. 12.44% | 41.52% 0.874* 6.38% 14.40% ins. 6.56% | 84.52%

Table 5: Correlation and deviation metrics of the response time (Resp.) and CPU utiliza-
tion (Ut.) that evaluate the relationship between experimental observations and theoretical
results of the gateway offloading pattern for different amounts of offloading (*p < 0.001).

4.2.2. Gateway offloading

Comparative analysis with theoretical models. Looking at the response
delay results of the gateway offloading pattern (shown in Figures 6a and 6b),
it stands clear that the theoretical results do not fully match the experimental
ones. Zooming in on offload = 0 and 5, we observe the same bottleneck
switch from service 1 to services 2 and 3 (as visualized in Figures 6a and 6b).
However, the fashion in which this switch happens is much smoother in the
theoretical model. The theoretical model follows a concave downward curve,
whereas the experimental results change almost linearly. Regardless, on a
grand scale, the same behavior is captured, such that for offloading 0 and 5,
a strong correlation between the models is found (r > 0.8, p < 0.001; shown
in Table 5). The models also capture the bottleneck behavior found when too
much processing is offloaded, capturing the constant response rate perfectly.
This conclusion cannot be drawn from any of the metrics shown in Table 5,
as each of these becomes very sensitive to noise when the rate of change of a
curve is zero, for which there is no apparent reason to refute this observation.
The added benefit of offloading processing to a gateway is preserved in this
experiment, as where offload = 5, the response time is uniformly lower than
where offload = 0.

Looking at the pattern’s CPU utilization (shown in Figures 6¢ through 6h),
some interesting deviations from the theory can be observed. It stands out
that none of the services, in none of the experiments, is CPU-bound, as was
predicted by the theoretical model. Although similar bottlenecks and bot-
tleneck switches can be observed, services never exceed ~ 90% utilization;
a gap that is most likely explained due to unaccounted-for inefficiencies of
the system. At a larger scale, the behavior largely matches, which is comple-
mented by statistical analysis, suggesting that all of the services’ theoretical
and experimental results correlate strongly (r > 0.8, p < 0.001). Conversely,
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Figure 6: Overview of the theoretical [14] and experimental results in terms of response
time and CPU utilization of the gateway offloading pattern using offload € {0, 5, 10}.
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looking at Figures 6¢ and 6f, emphasizing ofload = 0, it stands clear that the
theoretical model fails to capture the CPU usage of the gateway. It predicted
utilization of almost 0% whereas the experimental results report it to lie be-
tween 10% and 20%; processing power that is required for it to merely act as
an intermediary without completing any real tasks. In addition, the theoret-
ical model fails to capture the curvature of the gateway at this point too, as
no correlation could be identified. Zooming in at offload = 0 and 5, similar
to the response time, the rate of change observed in the theoretical and ex-
perimental models differ quite notably in their concavity. This is somewhat
prevalent for service 1, however, services 2, 3, and the gateway exemplify
this phenomenon. Excluding when a service’s CPU utilization plateaus (e.g.,
when over 60% of the requests are service 3 oriented), the curves’ concav-
ity is mirrored, such that the theoretical model is upward concave and the
experimental model is downward concave. Interestingly, where offload = 5,
the CPU utilization of the gateway remains substantially higher compared
to its theoretical counterpart, even exceeding that of services 1 and 3 and
becoming the system’s bottleneck; this reflects itself in the high normalized
MAE score.

Empirical results. Figure 6a illustrates the impact of the offloading pro-
cedure, and we can notice that the system response time decreases when
the offloading of some computation is introduced (i.e., offload = 5). How-
ever, when offloading extensive computation (i.e., offload = 10) it turns out
that the system response time does not vary, thus grasping that the offload-
ing process can negatively impact the system performance. Figures 6¢, 6d,
and 6Ge support these findings while showing the CPU utilization of the gate-
way component and all other services. As expected, the CPU utilization of
the gateway component is very low in the case of no offload (see Figure 6¢),
since some runtime routines are executed only. The ratio of heterogeneous
requests indeed contributes to a variation of the CPU utilization for all the
system components in the case of introducing some offload (see Figure 6d).
The gateway component becomes the system bottleneck in case of pushing
forward the offloading procedure (see Figure 6e). In summary, our empirical
results remark that offloading is not always beneficial for the system perfor-
mance, it is strongly related to the type of operations that are offloaded, as
well as the heterogeneity of incoming requests.
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Figure 7: Overview of the theoretical [14] and experimental results in terms of response
time and CPU utilization of the pipes and filters pattern using 1 and 2 CPUs in the joint
pipeline and using a separate pipeline.
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Joint (1 CPU) Joint (2 CPUs) Separated

Norm. Norm. Norm.
Metric r MAE MAE r MAE MAE r MAE MAE
Resp. 0.780* | 288ms | 27.70% 0.982* 203ms 12.82% 0.874* 289ms 15.61%
| Ut. 81 ] 0.391° | 3.72% | 36.36% || 0.907F [ 7.42% | 14.92% || n/a | nja | nja |
Ut. 52 ins. 2.25% | 45.17% || 0.938* | 8.54% | 13.09% n/a n/a n/a

Ut. 53 0.986* | 3.04% 4.91% 0.964* 8.12% 8.03% 0.817* | 13.21% 8.47%
Ut. S4 0.986* | 8.73% 7.91% 0.963* | 11.34% | 10.67% 0.969* | 22.97% | 18.21%

Ut. Sla n/a n/a n/a n/a n/a n/a 0.888* | 10.62% | 8.36%
Ut. S2a n/a n/a n/a n/a n/a n/a 0.881* | 13.28% | 9.03%
Ut. S1b n/a n/a n/a n/a n/a n/a 0.933* | 14.11% | 17.86%
Ut. S2b n/a n/a n/a n/a n/a n/a 0.957* | 16.53% | 18.25%

Table 6: Correlation and deviation metrics of the response time (Resp.) and CPU utiliza-
tion (Ut.) that evaluate the relationship between experimental observations and theoreti-
cal results of the pipes and filters pattern for different amounts of offloading (*p < 0.001;
<

p < 0.05).

4.2.3. Pipes and filters

Comparative analysis with theoretical models. Observing the 1-CPU pipes
and filters experimental response delay (shown in Figure 7a), the theoretical
model gives an accurate representation of the bottleneck switch as both ex-
periments show an almost linearly increasing pattern. This is corroborated
by the Spearman correlation (shown in Table 6), which suggests a strong
correlation (r = 0.78 and p < 0.001). The theoretical model does seem to
consistently underestimate the results slightly, which is visible from the cur-
vature, which is concave upwards, whereas the experimental results suggest a
concave downwards evolution. The CPU utilization corroborates this, show-
ing a clear bottleneck in the shared tasks (see Figures 7d and 7g). It shows
that service 2 is continuously CPU-bound, which is consistent with the the-
oretical model. However, when observing their correlation, we do not see a
strong correlation, which is trivially explained because the CPU utilization
does not change and thus the results are largely based on noise. However,
these behaviors are very similar as the MAE score is only 2.25%. Service 1
experiences the exact same phenomenon. Services 3 and 4 explain the linear
increase of the message delay, showing a clear linear shift of the workload
from one to the other. Then, because service 3 requires more time to handle
its request, the message delay increases. Interestingly, although the CPU
utilization of Service 3 only deviates 3.04%, that of Service 4 is consistently
overestimated, to an average of 8.73%. This overestimation could explain the
underestimate in response delay discussed earlier. In general, it can be said
that the theoretical model captures the experimental behavior well, albeit in
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an optimistic view of the system.

Looking at the 2-CPU experiment clearly shows different behavior, pro-
viding a clear picture of a bottleneck switch from service 4 to service 3. The
response delay (shown in Figure 7b) curve then follows a clear U-shape. Al-
though the theoretical results still strongly correlate with the experimental
counterparts (r = 0.982,p < 0.001), the theoretical model, once again, un-
derestimates the curvature of the behavior. The experimental results behave
linearly, whereas the theoretical results behave concave downwards at the left
and right halves of the curve. Consequently, the measured behavior deviates
on average by 12.82%. This phenomenon is very similar to the observed
behavior in the 1-CPU experiment. Here, again, the CPU utilization com-
plements this behavior perfectly when observing the grand structure (shown
in Figure 7e and 7h). A clear bottleneck switch can be observed from service
4 to service 3, both of which are CPU-bound when 60% of the messages are
of their respective types. In the intermediary 20% (between 0.4 and 0.6) the
shared components carry the largest burden, however, are never CPU-bound.
This general similarity is corroborated by the performed statistical analysis,
as the theoretical and experimental CPU usage of all services very strongly
correlate (for all, » > 0.9 and p < 0.001). Similar to the 1-CPU experiment,
the theoretical model overestimates the rate of change in CPU utilization,
such that the theoretical results are concave downwards and the experimental
results concave upwards. This holds for all of the services in this experiment
(i.e., including the shared components), for which their MAEs lie between
8% and 11%.

Finally, when observing the separated pipes and filters results, we see a
response delay similar to the 2-CPU experiment. The change response delay
clearly shows the bottleneck switch between services, following a V-shape
(shown in Figure 7c). The results correlated strongly (r = 0.874,p < 0.001).
However, here again, the theoretical model underestimates the behavior’s
curvature, yielding an average deviation of 15.61%. Looking at the CPU uti-
lization (shown in Figures 7f and 7i), the global picture is again very similar.
However, contrary to the 2-CPU experiment, the U-/V-curves disappeared
as separate pipelines were used, for which the observed change of CPU uti-
lization is effectively monotonic; effectively, as the influence of noise is more
apparent when components plateau or bottleneck. Here, again, the theo-
retical and experimental results strongly correlate (for all services, r > 0.8
and p < 0.001), and, again, the theoretical model overestimates the service’s
CPU utilization following the same difference in curvature as the previous
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two experiments, resulting in a deviation between 10.62% and 22.97%; a
quite substantial difference.

Combining these results shows that the theoretical model captures the
global behavior of the patterns well as indicated by the strong positive corre-
lation across models. However, CPU utilization is overestimated and message
response times are underestimated in the non-extremities of the experiment;
i.e., when a component becomes (or gets very close to being) CPU-bound.
The theoretical model does this by differing strongly in its curvature. CPU
utilization consistently differs in concavity. In response times, it differs in a
complementing fashion, such that the theoretical curve is concave downwards
whereas the experimental curve is almost linear.

Empirical results. Figure Ta shows that, when considering joint pipeline
services, the system performance may largely suffer. This behavior is further
captured in Figure 7d where it is evident that service S2 represents the system
bottleneck, but also service S1 does manifest a high CPU utilization, hence
the overall response time increases. The scenario changes when considering
both the joint pipeline services that benefit from additional resources, and
the separated pipelines. Specifically, Figure 7b depicts that the heterogeneity
of incoming requests plays a crucial role in minimizing the system response
time. Again, this is mainly due to the CPU utilization of services for which we
can visualize the bottleneck switch in Figure 7e. With separated pipelines,
we do notice a similar trend, i.e., the system response time decreases in
the case of heterogeneous requests, the lowest value is observed when S3
intensity is equal to 0.4 (see Figure 7c). The CPU utilization is subject
to bottleneck switches, but half of the services do not overcome 80%, thus
generating fewer delays for some services (see Figure 7f). Summarizing, we
can conclude that the ratio of heterogeneous requests plays a key role for
this pattern too. Moreover, the foreseen design solutions may largely affect
the system performance, both the separation of services and the usage of
additional hardware resources have been assessed to be beneficial.

4.83. Lessons learned

Experimental and theoretical results of the gateway aggregation pattern
demonstrate notable differences in absolute values, yet they exhibit similar
behavioral patterns. Despite the absolute differences, the statistical analyses
reveal a strong correlation between theoretical and experimental results, in-
dicating the similarity in system behaviors at a high level, deviating between
5% and 12% on average. CPU utilization observations suggest that although
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the gateway aggregator’s performance differs from the theoretical model due
to the study’s custom implementation and workload characteristics, the ob-
served behavior remains similar.

The experimental results of the gateway offloading pattern showcase de-
viations from the theoretical model, particularly in response delay behaviors
and CPU utilization. While the theoretical model predicts smooth transi-
tions in bottleneck switches, experimental data reveals variations influenced
by offloading parameters and system load. Observations suggest discrepan-
cies between theoretical estimations and experimental outcomes, mainly for
CPU utilization under maximal/minimal loads and bottleneck identification.

Experimental findings indicate clear bottleneck transitions and behavioral
patterns in the pipes and filters architecture, mainly for CPU utilization and
response delay. The theoretical model generally captures the global behavior
of patterns but tends to overestimate CPU utilization and underestimate
message response times, especially when components approach CPU-bound
states, deviating as much as 18% on average.

Notable deviations are observed between theoretical predictions and ex-
perimental results, highlighting the importance of refining theoretical mod-
els to better align with real-world scenarios. Overall, the results highlight
the complexity of evaluating architectural patterns and emphasize the need
for complementing theoretical models with empirical data. As a guideline
for software engineers, we recommend beginning by familiarizing themselves
with the theoretical models that describe architectural patterns to under-
stand the underlying principles and assumptions. This can help save time
and computing resources for predicting the performance behavior of microser-
vice architectures. However, it is necessary to validate theoretical models
with empirical data through experimentation. Real-world implementations
often deviate from theoretical models due to various factors such as custom
implementation, workload characteristics, and system constraints. Thus, ex-
perimental evaluation on real hardware is needed to identify finer-grained
system performance behaviors. These experimental findings can in turn be
used to improve the theoretical models, e.g., adjusting assumptions, incor-
porating additional variables, or refining the analyzed algorithms, to better
align with observed behaviors.

4.8.1. Lessons for software architects
Design patterns come with inherent downsides and risks, many of which
are outlined in Microsoft’s cloud design pattern index [8]. In terms of per-
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formance, all three patterns discussed in this work introduce the risk of a
performance bottleneck. In the gateway aggregation and gateway offloading
patterns, there’s a risk that the gateway component could become a bottle-
neck due to the introduction of an additional service in the system. The pipes
and filters pattern can also introduce a bottleneck, since the performance of
a pipeline is dependent on its slowest operation, limiting the performance
of other steps. Our study validates the findings presented by Pinciroli et
al. [14], identifying bottleneck switches in the three design patterns while
considering the impact of heterogeneous workload.

When observing the gateway offloading pattern, we see that the CPU uti-
lization of the gateway service piques for highly heterogeneous loads. In the
case of homogeneous loads, the bottleneck switches to the backend services
proxies by the gateway. This effect is amplified by the amount of work of-
floaded to the gateway. Although the gateway becomes a bottleneck, its high
CPU consumption also indicates a large utilization of the services it proxies.
This is reflected in the system’s response times, which are significantly lower
for highly heterogeneous loads, reaching an optimum when both the gateway
and the backend services are highly utilized.

The bottleneck switch in the gateway aggregator pattern is very similar.
However, the gateway does not become the system’s bottleneck at any point,
even if its utilization increases for heterogeneous loads. This suggests that as
long as the overhead of unpacking requests and repacking responses does not
exceed the processing time of backend services, the added risk of this pattern
is low. Intuitively, the system’s bottlenecks are the emphasized services under
homogeneous loads (e.g., service 1 is the bottleneck when most of requests are
service 1 intensive). However, the results highlight non-trivial performance
behavior under heterogeneous loads. Here, the service that bottlenecks is
never the slowest task in a single user request. Because it has a medium
computation time for every type of request, it becomes overwhelmed with
high heterogeneity, while the other services run efficiently. This suggests
that latent relationships among services should be accounted for during the
design process of this pattern.

Therefore, software architects, in charge of designing systems implement-
ing the gateway aggregation or gateway offloading patterns, should closely
account for the relationships between services. For example, by allocating
resources to the gateway that are i) proportional to the resources allocated
to the backend services, and ii) the number of requests that the backend
services receive, i.e., the workload heterogeneity.
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Our results also highlight a bottleneck switch in the pipes and filters pat-
tern. In the joint pipeline (i.e., two separate pipelines share services) the
observed effect is very similar to the gateway offloading pattern. Our anal-
ysis shows the impact of allocating resources not proportional to those of
the following backend services (all services were allocated 1 CPU). When in-
sufficient resources are allocated, the shared microservices are continuously
CPU-bound, regardless of the heterogeneity of the workload. This bottle-
neck was resolved by allocating additional resources to the shared services.
However, this allocation also introduces a bottleneck switch similar to the
gateway patterns’. For highly heterogeneous loads the shared services be-
come the system’s bottleneck, accompanied by a reduced response time due
to high utilization of the overall system. The separated pipeline (i.e., without
shared tasks) intuitively does not suffer from the same bottleneck switch as
the workload targets a different service. Instead, the shared pipeline high-
lights the “slowest task in the pipeline” more clearly.

Hence, software architects should closely account for relationships be-
tween services, ensuring resource allocation is proportional to backend ser-
vices and workload heterogeneity. For the pipes and filters pattern, consider
the rate of change in utilization across services in a single pipeline, ensuring
maximum utilization is not limited by the slowest task. Mitigate under-
utilization of pipelines for homogeneous loads to prevent resource wastage.
Further, pipelines become visibly underutilized for homogeneous loads, ulti-
mately wasting resources.

4.8.2. Lessons for performance engineers

A large part of this study addresses microservice benchmark modeling.
Our work employed pBench [38] that is a synthetic benchmarking tool for
microservice architectures, offering great flexibility in service topology and
resource requirements. We adjusted this system to increase its flexibility,
specifically regarding message-dependent microservice behaviors and deploy-
ing real services alongside synthetic ones. Although our study targets a
relatively small-scale implementation of architectural design patterns, we ex-
pect such a system to function well on larger-scale solutions too. Studies
on these systems can address other important performance metrics like net-
work delays or system scalability, especially when support for non-synthetic
services is increased (e.g., event-driven architectures using Katka or concrete
databases like Cassandra). This would be a prerequisite when evaluating
some of the microservice design patterns not addressed in this study and
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when evaluating them at scale.

The results of this study highlighted the similarities and differences be-
tween experimental and theoretical estimates of runtime performance be-
haviors (CPU utilization and response delay) of microservice design patterns
under heterogeneous loads. By comparing the queuing network models intro-
duced by Pinciroli et al. [14], with benchmarks on concrete implementations
of these architectures, we observe many similarities between performance es-
timates on a global scale. However, our results also indicate a systematic
discrepancy. The theoretical models overestimate resource utilization and
consequently underestimate request delays, especially when the heterogene-
ity of the requests changes. Committing to these models should therefore
be done with some care, especially in systems where request heterogeneity is
expected to rapidly change. Not doing so could result in unnecessary under-
and over-utilization of computing resources.

To summarize, performance engineers should be aware that QN models
are a useful abstraction for predicting the performance of microservice-based
architectures. However, the experimental evaluation on real hardware is
needed to identify finer-grained behaviors. The experimental results can
in turn be used to improve the theoretical models, creating a continuous
feedback loop.

4.4. Threats to validity

Besides inheriting all limitations of design patterns and integrating soft-
ware performance engineering methods and practices [50, 51], our work ex-
hibits the following threats to validity [52].

External threats. The study acknowledges limitations regarding the general-
ization of results due to its focus on only three design patterns and specific
conditions such as heterogeneous workloads and operational profiles leading
to bottleneck switches. While efforts were made to address these limitations
by considering large variations in workloads, the study recognizes the need to
demonstrate the impact of design patterns across different real-world appli-
cations. To address this, we plan to conduct further experiments with design
patterns in various industrial applications, potentially spanning multiple do-
mains.

Internal threats. As part of the study design, a trade-off was made between
the number of requests and the amount of computing necessary to handle a
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single request. Systems that do not make this trade-off might yield different
results. Beyond an absolute difference in response delay (which some of our
experiments showed to be relatively high), we think this trade-off to have
minimal impact on the study results. Because it is analogous to a client
that merges multiple API requests into one, it does not affect bottleneck
behavior. In addition, some manual experimentation was performed to fine-
tune this trade-off, ensuring that the system is not systematically over- or
underutilized.

A second internal threat to the performed experimentation is the local-
ity of load generators and the microservices as they were run in the same
compute cluster. It is worth remarking that this design choice may intro-
duce a discrepancy between experimental conditions and real scenarios. In
real-world deployments, systems may be distributed across different physi-
cal locations or networks, leading to varied network conditions and potential
latency issues that are not accurately represented in our experiments. We
recognize that this design decision results in an approximation of the response
time compared to a real system, which might experience additional delays.
This could moderately impact the system’s efficiency, leading to somewhat
optimistic results. However, it is improbable that this would lead to misrep-
resent the behavior of design patterns.

Finally, the experiments used a custom implementation of the gateway ag-
gregation in the respective experiments because puBench [38] did not support
this behavior natively. A consequence is that the workload of this system
is not amplified like the other microservices, for which the reported CPU
utilization is relatively low. This does not impact the reported results as the
gateway was not the system’s bottleneck. In addition, the results showed that
regardless of the workload, the gateway’s expected behavior was preserved.

Construct threats. Software benchmark results are commonly affected by
some amount of noise due to background processes or noisy neighbors. To
account for this, each experiment was repeated 6 times, thus keeping under
control the accuracy of presented measurements.

Comparing the experimental and theoretical results is by no means triv-
ial as both systems are strongly affected by their configurations, and these
are not trivially translated across systems. It is important to note that the
primary goal of this study is to capture the behavior of the design patterns
rather than absolute differences. To increase resilience against configuration
differences, this study employs two scale-invariant metrics in tandem with
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one absolute metric to compare the experimental and theoretical results. In
addition, some amount of experimentation was performed to ensure that the
experimental environment was very similar to its theoretical counterpart.
Here, extra attention was spent on the artificial workload amplification, as
anticipated in internal threats (also argued in Section 3.4). It is worth re-
marking that there exists a fairly large window in which the experimental
and theoretical results behave very similarly, hence used values did not affect
the results to any realistic extent.

5. Conclusion and future work

In this paper, we collect performance measurements to evaluate the char-
acteristics of three design patterns that can be used in microservice sys-
tems under heterogeneous loads. The main findings are: i) the experimen-
tal results confirm the trend observed by previous theoretical performance
estimations, but ii) the absolute values of real measurements w.r.t. model-
based predictions can deviate when the system is under minimal /maximal
load, or the requests’ heterogeneity implies a different utilization of resources.
Performance-based experimental results complement theoretical data by sup-
porting software architects in understanding the impact of heterogeneous
workloads on the performance behavior of design patterns. We conclude
that it is important to create a continuous feedback loop between theoretical
models and empirical findings, which allows for iterative refinement. This ap-
proach can significantly improve the accuracy and reliability of performance
models over time.

Our future work research agenda includes addressing all the limitations
discussed as part of threats to validity. Moreover, we plan to further in-
vestigate the impact of design patterns in diverse systems, even considering
different metrics of interest. For instance, the impact of design patterns on
the scalability or the energy consumption of these systems is a promising
research direction we intend to pursue in the near future. Empirical stud-
ies involving different stakeholders (mainly software architects and industrial
practitioners) will be conducted to understand how they perceive our find-
ings as support to quantify the impact of design patterns on the performance
evaluation of microservice-based systems.
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