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ERX: A Fast Real-Time Anomaly Detection
Algorithm for Hyperspectral Line-Scanning

Samuel Garske , Bradley Evans , Christopher Artlett , and KC Wong

Abstract—Detecting unexpected objects (anomalies) in real-
time has great potential for monitoring, managing, and protecting
the environment. Hyperspectral line-scan cameras are a low-
cost solution that enhance confidence in anomaly detection over
RGB and multispectral imagery. However, real-time algorithms
for these cameras must be fast when using small computers
(e.g., those onboard a drone or small satellite), scalable to
high dimensions, adaptable to changing scenery, and robust
against geometric and radiometric distortions. This paper in-
troduces the Exponentially moving RX algorithm (ERX) and
compares it to existing RX-based anomaly detection methods
for real-time line-scanning. ERX was tested using a Jetson
Xavier NX compute module, achieving the best combination of
speed and detection across three novel datasets compared to
the other algorithms. This research paves the way for future
studies in grouping and locating anomalous objects, adaptive
and automatic threshold selection, and real-time field tests. The
Python code for the algorithms and experiments is available at
https://github.com/WiseGamgee/HyperAD.

Index Terms—Anomaly Detection, Hyperspectral, Line-
Scanning, Real-Time, Unsupervised Learning.

I. INTRODUCTION

ANOMALY detection is an extremely useful task for
finding unexpected objects in an image. It is an unsuper-

vised learning task where no prior information or annotated
examples of the anomalies are needed [1]. Detecting volcanic
hotspots [2], identifying defects in manufactured products [3],
and finding medical markers for the diagnosis of disease [4]
are examples of image-based anomaly detection.

Detecting anomalies in real-time offers an advantage for
applications that require fast and autonomous decision making.
This has great potential in hyperspectral imaging for remote
sensing; a rapidly growing area of research used to monitor,
manage, and protect the environment [5]–[10]. Hyperspectral
imaging, also known as imaging spectroscopy, provides greater
confidence than RGB or multispectral imaging when detecting
anomalies. This is because the pixels in a hyperspectral
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Fig. 1: Comparison of RGB vs HSI pixel profiles for various objects. The
top image shows a section of the beach dataset from section IV-A, with
pixels extracted from a tarp, sand, and bush (vegetation). Hyperspectral pixels
(bottom) provide a detailed and continuous spectral profile via narrower bands,
compared to the the discrete RGB counterparts (middle). The RGB bands use
the average radiance across the defined wavelength range.

image (HSI) have more detailed spectral profiles that uniquely
represent the material present [11], as shown in Figure 1. The
greater depth of spectral information can make it easier to
separate anomalies from the background [1].

This study focuses specifically on anomaly detection using
hyperspectral line-scan cameras, as they are an increasingly
popular choice of camera for remote sensing applications.
Real-time anomaly detection applications that use these cam-
eras include search and rescue [12], defence surveillance
and reconnaissance [13], and hazard detection in agricultural
harvesting [14].

Hyperspectral line-scan cameras capture one line of pixels

ar
X

iv
:2

40
8.

14
94

7v
1 

 [
ee

ss
.I

V
] 

 2
7 

A
ug

 2
02

4

https://orcid.org/0000-0002-0622-8255
https://orcid.org/0000-0001-6675-3118
https://orcid.org/0000-0001-9809-7098
https://orcid.org/0000-0002-4977-5611
https://github.com/WiseGamgee/HyperAD


2

Fig. 2: A line-scan camera capturing one line of pixels at a time as it’s
platform (e.g., a drone) moves over the area of interest. These lines form a
hyperspectral image, or datacube, with the depth dimension b representing the
spectral bands for each pixel.

at a time and require the motion of an attached platform such
as a drone, aircraft, or satellite to collect an image (Figure
2). They have relatively high signal-to-noise ratios [15], high
spatial-spectral resolutions [16], and are easier and cheaper to
build with commercially available components.

However, line-scan cameras are sensitive to unexpected
platform movement and vibrations, causing distortions that
require geometric correction when creating an image [16].
Each line also needs radiometric correction to convert the raw
line-scan data into physically meaningful units, such as re-
flectance. Both processes are challenging and time-consuming,
and are typically performed in post-processing. Therefore, it is
proposed that real-time anomaly detection algorithms should
have the following characteristics:

• Speed - fast processing for real-time results is essential to
match the line-scan camera’s image capture, so algorithm
compute time should be minimised for field implementa-
tion (e.g., onboard drones or satellites).

• Scalability - leverages the numerous bands in HSIs.
• Adaptability - manages concept drift and non-stationary

behaviour, referring to changing distribution of imagery
over time, crucial for monitoring large areas with varying
scenery and lighting.

• Robustness - maintains strong performance when operat-
ing with geospatial distortions present and less radiomet-
ric correction (e.g., using radiance instead of reflectance).

The benchmark method for the detection of hyperspectral
anomalies is the Reed-Xiaoli (RX) algorithm [17]. Given
a hyperspectral image, the mean pixel vector (1) and the
covariance matrix (2) are calculated using every pixel:

µ =
1

n

n∑
i=1

xi (1)

K =
1

n

n∑
i=1

(xi − µ)(xi − µ)T (2)

where xi ∈ Rb represents each pixel, b is the number of
hyperspectral bands, and n is the total number of pixels in the
image. The mean and covariance model the image background

using a normal distribution. The Mahalanobis distance (3) is
then calculated for each pixel:

δi =
√
(xi − µ)K−1(xi − µ)T (3)

The Mahalanobis distance gives an estimate of how far each
pixel lies from the background, where a larger distance means
a greater likelihood of being an anomaly. Finally, pixels are
classified as anomalous if their distance is above a user-defined
threshold (T ):

ŷi =

{
1, if δi ≥ T

0, otherwise
(4)

Although the RX algorithm is effective for identifying
anomalies in HSIs, it is not designed for real-time imple-
mentation. Real-time implementation requires a sequential,
time-series approach that only accesses past and present data.
Many more methods have been established since the RX
algorithm for detecting anomalies in HSIs, ranging from sim-
pler traditional statistics and distance-based metrics to more
complex unsupervised deep learning models [18]. However,
only a small fraction of these anomaly detection algorithms
are suitable for processing line-scan imagery in real-time. As
such, the aims of this research are:

1) To provide a review of real-time RX-based hyperspectral
line-scan anomaly detection algorithms.

2) To present the Exponentially moving RX anomaly detec-
tor (ERX); an algorithm that is fast, scalable, adaptable,
and robust.

3) To evaluate ERX on a small edge computer and bench-
mark it’s performance against similar algorithms using
various high-dimensional datasets.

II. RELATED WORK

This section summarises RX-based algorithms that are used
for real-time line-scan anomaly detection. The algorithms are
separated into subsections that share common methods. A
limitation of the RX algorithm is that it requires capturing
every single pixel before calculating the mean and covariance
of a HSI. This prevents detecting hyperspectral anomalies in
real-time and easily results in insufficient memory due to the
large amount of data in HSIs. Furthermore, calculating the
inverse of the covariance matrix is a slow operation in the RX
algorithm because of the large number of hyperspectral bands.
A common solution to these issues is to perform recursive
mean and covariance updates, of which one popular method
is the Woodbury Matrix Identity.

A. The Woodbury Matrix Identity

The Woodbury matrix identity (5) is an expression that has
been used to recursively update the inverse covariance matrix
as new lines are captured from the camera, reducing both
memory requirements and compute time.

[A+ ucvT ]−1 = A−1 − [A−1u][vA−1]

c−1 + vA−1u
(5)
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Chen et al. [19] presented the real-time causal RXD al-
gorithm, RT-CK-RXD. RT-CK-RXD detects anomalies pixel-
wise, which means that it iterates over each pixel in a new
line. Chen et al. redefined the current covariance estimate Kt

(2) as a function of its previous value Kt−1 and the current
pixel xt, shown in equation (6):

Kt =
n− 1

n
Kt−1 +

1

n
(xt − µt)(xt − µt)

T (6)

where n is the total number of pixels processed at time t. By
inverting (6), the inverse covariance was then equated to the
LHS of the Woodbury Matrix identity equation in (5), giving:

K−1
t = [

n− 1

n
Kt−1 +

1

n
(xt − µt)(xt − µt)

T ]−1 (7)

Identifying A = n−1
n Kt−1, u = v = 1√

n
(xt − µt), and

c = 1, these values are substituted into the RHS of (5) and
the inverse covariance matrix is updated.

Chen et al. [19] also define RT-CR-RXD, which replaces
the covariance matrix with the correlation matrix Rt =
1
n

∑n
i=1 xix

T
i . This algorithm is a faster alternative, as the

correlation matrix does not require demeaning of each pixel
while still extracting the correlation between the hyperspectral
bands.

Du and Nekovei [20] proposed several in-depth RX algo-
rithms for real-time anomaly detection. One algorithm, RX-
BIL, used the generalised Woodbury matrix identity to update
the inverse correlation matrix for each new line Xt:

R−1
t = R−1

t−1 −
[R−1

t−1Xt][X
T
t R

−1
t−1]

I +XT
t R

−1
t−1Xt

(8)

Furthermore, RX-BIL randomly removed pixels to increase
detection speed. More pixels can be removed in homogeneous
images as fewer are needed to accurately estimate the back-
ground mean and covariance. Fewer pixels should be removed
in diverse images, so that more variable spectra are captured
by the background statistics.

Liu et al. [21] combined the Woobury matrix identity with
a finite Markov model for a line-wise anomaly detection
algorithm, FMLRT-RAD. The addition of the finite Markov
model improved the detection stability and adaptability by
removing “redundant” information from previous lines. Com-
pared to RT-CR-RXD, Liu et al. found that FMLRT-RAD had
slightly higher detection performance and slightly slower, but
comparable, processing speed.

B. Cholesky Decomposition

While the Woodbury matrix identity offers a fast way
to update the inverse covariance, Cholesky decomposition
paired with forward substitution avoids calculating the inverse
covariance altogether. Zhang et al. [22] proposed CDLSS, a
line-wise anomaly detection algorithm that used Cholesky de-
composition. Given a new line of pixels Xt, the corresponding
Mahalanobis distance of each pixel defined as:

δi =
√
xiR

−1
t−1x

T
i (9)

where xi is the ith pixel vector in line Xt, and Rt−1 is the
correlation matrix in the previous time step. The correlation

Fig. 3: A standard window (left) versus a double window (right). The central
pixel (blue) is analysed, with each approach estimating the local mean and
covariance from the surrounding pixels.

matrix is decomposed into its lower triangle matrix represen-
tation Rt−1 = Lt−1L

T
t−1, which can be substituted into (9):

δi =
√
(xtL

−1
t−1)(xtL

−1
t−1)

T (10)

By substituting in (XtL
−1
t−1) = zi, the Mahalanobis dis-

tance is represented as:

δi =
√
zi · zi (11)

As xi is known and Lt−1 is calculated from Cholesky
decomposition, forward substitution is used to calculate zi
directly, given that ziLt−1 = xi.

Zhao and Xi-Feng [23] presented LRT-KRXD-CD, using
Cholesky decomposition to reduce the processing time of the
local real-time kernel RX detector (LRT-KRXD) [24]. Zhao
et al. [25] presented RT-KCRD, building on KCRD [26] with
Cholesky decomposition method. RT-KCRD used a moving
window (discussed in the following section), recursive updates
for the kernel covariance matrix, and an optimised regularisa-
tion matrix using previous anomaly scores. RT-KCRD was
on average 86 times faster than KRXD and KCRD, and was
comparable to LRT-KRXD-CD [25].

C. Local/Window Algorithms

Window-based algorithms extract anomalies locally rather
than at a global level, improving detection performance [27].
As shown in Figure 3, a standard window is a small re-
gion surrounding the current pixel being processed. Double-
windows discard a small inner region of pixels, minimising
the contribution of the same object to the local background
statistics.

Rossi et al. [28] improved two local anomaly detection
algorithms using fast updates of the inverse covariance. The
first, RX-LBL-IU, builds off the work of Acito et al. [29],
which used “sliding” double-windows around each pixel to
identify anomalies. The sliding window approach used the
Woodbury matrix identity to recursively update the window
inverse covariance, instead of recalculating it for each pixel’s
window. The second method is Dark HORSE RX [13], which
used an exponentially rolling mean and covariance for pixel-
wise updates. Rossi et al. [28] deemed RX-LBL-IU the most
effective of the two algorithms.
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Zhao et al. [30] presented a causal pixel-wise approach,
only accessing the window pixels captured before the current
pixel being analysed. A two-step Woodbury matrix identity
was used to update the inverse correlation matrix by adding
the latest pixel and removing the oldest one.

Although window methods provide localised anomaly de-
tection, a major challenge is calculating the window statistics
efficiently. Small window sizes commonly led to matrix sin-
gularities, and large window sizes led to slow compute times.
Preliminary experiments showed that they were too slow for
real-time detection on the Jetson using Python.

D. Kernel Methods
Kernel methods addressed the assumption of a normal

distribution in the RX algorithm and subsequently improved
detection accuracy. A kernel function allows the RX algorithm
to map the non-linear correlations that hyperspectral bands
share between one another in practice [31]. PLP-KRXD was
proposed by Zhao et al. [32], using parallel sliding windows
and the Woodbury matrix identity to speed up the KRX
algorithm [31]. The sliding windows were implemented as a
faster alternative to the double-window model. The Woodbury
matrix identity reduced the time required to calculate the
inverse covariance of multiple sliding windows. Zhao et al.
demonstrated that PLP-KRXD achieved similar detection per-
formance to KRXD, but was 40 to 58 times faster depending
on the dataset. Kernel methods, despite their higher anomaly
detection accuracy, are slower due to additional matrix opera-
tions.

E. Dimensionality Reduction
Dimensionality reduction methods improve processing

speed and signal-to-noise ratio by transforming hyperspectral
bands into fewer features. Horstrand et al. [14] developed
LbL-AD, which uses Principal Component Analysis (PCA) to
reduce the number of bands. A line-wise subspace calculation
using the power method and deflation was used to efficiently
approximate the eigenvalues et and the eigenvectors Et. Using
orthogonal subspace projection, the dimensions of the hyper-
spectral line were reduced:

Zt = ET
t Xt (12)

where Xt is the most recent hyperspectral line and St is the
line after the dimensionality reduction, with the eigenvalues
et forming the diagonal of the lower-dimensional covariance
matrix. The Mahalanobis distance was calculated as:

δi =
√
sidiag(et)−1sTi (13)

where si is the ith dimensionality-reduced pixel in the cur-
rent line. The authors introduced an adaptive threshold method
to detect anomalous pixels by excluding their contribution to
background statistics.

LbL-FAD was also proposed, using a modified Gram-
Schmidt method for orthogonal subspace projection [33].
This algorithm has also been adapted for hardware through
field-programmable gate arrays (FPGAs), demonstrating the
efficiency of the algorithm onboard small platforms in real-
time [34], [35].

III. PROPOSED ALGORITHM - ERX
The Exponentially moving RX detector (ERX) uses ex-

ponentially moving averages to perform rapid updates to
the background mean and covariance while keeping memory
requirements low. The use of exponential weightings allows
for a combination of global and local anomaly detection.

For a new hyperspectral line collected Xt ∈ Rp,b, the mean
vector and covariance matrix are estimated:

x̄t =
1

p

p∑
i=1

xi (14)

K̄t =
1

p− 1

p∑
i=1

(xi − x̄t)(xi − x̄t)
T (15)

where each pixel in Xt is defined as xi ∈ Rb (b is the
number of bands, p is the number of pixels per line, and
i = 1, 2, ..., p). The background mean and covariance are then
updated using a momentum factor α (where 0 < α < 1):

µt = (1− α)µt−1 + αx̄t (16)
Kt = (1− α)Kt−1 + αK̄t (17)

Increasing α weighs recent lines more heavily, and decreas-
ing α puts more weight on the initial background statistics.
With the background statistics calculated, the Mahalanobis
distance each pixel is defined as:

δi =

√
(x′

i − µt)K
−1
t (x′

i − µt)T (18)

where x′
i is each pixel in the previously captured line Xt−o,

o being a small offset. Calculating the Mahalanobis distance of
a previous line allows ERX to incorporate spatial information
ahead of the pixel when estimating the background mean and
covariance. Like Zhang et al. [22], Cholesky decomposition is
used on the covariance matrix, giving:

δi =

√
[(x′

i − µt)L
−1
t ][(x′

i − µt)L
−1
t ]T (19)

where Lt is the lower triangle of K−1
t +10−5I . The small

identity matrix 10−5I is added to the covariance matrix prior
to Cholesky decomposition to prevent matrix singularities and
improve the stability of the algorithm. (19) can be simplified
by substituting zi = (x′

i − µt)L
−1
t :

δi =
√
zi · zT

i (20)

where zi is calculated directly using forward substitution for
Ltzi = (x′

i − µt), avoiding the inversion of the covariance
matrix. The Mahalanobis distance vector is then normalised
across the line:

δN,i =
δi − δ̄

σδ
(21)

where δ̄ is the mean Mahalanbois distance and σδ is the
standard deviation. Pixels in the line are defined as an anomaly
if they are above a threshold value TN :

ŷi =

{
1, if δN,i ≥ TN

0, otherwise
(22)

An optimised pseudo-code version of the algorithm is
detailed in algorithm 1, with vector notation and broadcasting
assumed to speed up processing.
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Algorithm 1 ERX Algorithm
Input: Xt: current line matrix, µt−1: previous mean vector,
Kt−1: previous covariance matrix, buffer: rolling buffer with l
previous lines, α: momentum value, o: line offset, nl: the total
number of lines processed so far, TN : normalised threshold
value.
Output: yt: binary vector of anomaly detections in line, µt:
new mean vector, Kt: new covariance matrix, buffer: updated
buffer.

1: procedure PROCESSLINE(Xt, µt−1, Kt−1, buffer, α, o,
nl, TN )

2: x̄t ← mean(Xt)
3: K̄t ← covariance(Xt)
4: buffer← buffer.append(Xt)
5: buffer← buffer.remove(Xt−l)
6: if nl = 0 then
7: µt ← x̄t

8: Kt ← K̄t

9: else
10: µt ← µt−1 − α(µt−1 − x̄t)
11: Kt ←Kt−1 − α(Kt−1 − K̄t)

12: if nl >= l then
13: Xt−o ← buffer[t− o]
14: Lt ← cholesky(Kt + 10−5Ib)
15: ∆t ←Xt−o − µt

16: zt ← solve(Lt,∆
T
t )

17: δt ← norm(zt)

18: δN ← δt−mean(δt)
variance(δt)

19: ŷt ← array(len(δN ))
20: for i = 1 to len(ŷt) do
21: if δN [i] >= TN then
22: ŷt[i]← 1
23: else
24: ŷt[i]← 0

25: nl ← nl + 1
26: return yt, µt, Kt, buffer, nl

IV. EXPERIMENTS & RESULTS

This section includes the datasets, experimental
designs, and the results. The Python code for all
algorithms and their experiments is available at
https://github.com/WiseGamgee/HyperAD.

A. Datasets
Three datasets are used to evaluate the performance of each

algorithm, being fed line-by-line to simulate the capture of a
line-scan camera (from left to right for each image):

• Beach dataset - a natural coastal area with a variety of
human-made anomalies present (Figure 4).

• Synthetic dataset - a constructed dataset using pixels
sampled from AVIRIS with anomalous targets (Figure 5).

• Sequoia National Park (SNP) dataset - a national park
with live wildfires present (Figure 6).

The beach dataset, sized 452 pixels by 3072 lines with 108
bands, was collected via a drone-mounted hyperspectral line-
scan system on a beach in Queensland, Australia. It transitions

from vegetation, to sand, to shallow ocean, and includes
anomalous objects such as different coloured and sized tarps,
two vehicles, and reflective cones (the smaller yellow objects
in the ground truth). This version uses radiance and lacks
geometric correction, as is evident from the ”wobble” between
lines in Figure 4. For more details, see Mao et al. [36].

The synthetic dataset, sized 600 pixels by 2400 lines with
90 bands, was created by sampling pixels from an AVIRIS
radiance dataset collected near Gulfport, Mississippi [37]. The
background is generated from vegetation, sand, and water
pixels with smoothed transitions between each type. The
anomalies are square targets made from airport runway pixels.
The targets are equally spaced with decreasing size along-track
(left to right), and are repeated from top to bottom with 0%,
10%, 20%, 30%, and 50% background mixing to add noise.
The original 224 bands are reduced to 189 by removing the
water absorption and low signal-to-noise ratio bands (as in
Głomb and Romaszewski [38]). After this, only the first 90
bands are kept to further improve the signal-to-noise ratio and
avoid the OpenBLAS threading issue (discussed in Section
V-A).

The Sequoia National Park (SNP) dataset, 1116 pixels by
2499 lines with 13 bands, was collected using the Sentinel
2 multispectral satellites. The dataset is of a section of the
Sequoia National Park in California, U.S.A and includes live
wildfires as anomalies which were identified using the infrared
bands. It uses level-1c processing for top-of-atmosphere re-
flectance, unlike the hyperspectral datasets that use radiance.
This multispectral dataset helps demonstrate algorithm perfor-
mance on lower dimensional data.

B. Anomaly Detection Algorithms

The following algorithms are tested on the datasets:
1) RX Baseline.
2) RT-CK-RXD [19].
3) RX-BIL [20].
4) LBL-AD [14].
5) ERX, presented in algorithm 1.

TABLE I: Normalised Mahalanobis Distance Threshold Values
(TN ) for Every Algorithm and Dataset.

Algorithm Beach Dataset Synthetic Dataset SNP Dataset

RX Baseline 1.5 3 5
RT-CK-RXD 1.5 3 5
RX-BIL 1.5 3 5
LBL-AD 1.5 1.5 4
ERX 1.5 3 5

The RX Baseline algorithm serves as a benchmark for real-
time line-scan anomaly detection. A rolling buffer stores the
last 99 lines. The mean vector and covariance matrix are
calculated using the whole buffer, and the RX algorithm is
applied to the centre line. This process is repeated for each
new line (visualised in Figure 7).

RT-CK-RXD uses a buffer of length 99 for the initial mean
and covariance estimates. This algorithm updates the mean and
covariance and computes the Mahalanobis distance pixel-wise.

https://github.com/WiseGamgee/HyperAD


6

Fig. 4: The beach dataset RGB image (top) and anomaly ground truth image (bottom).

Fig. 5: The synthetic dataset RGB image (top) and anomaly ground truth
image (bottom).

Fig. 6: The Sequoia National Park (SNP) dataset RGB image (top) and
anomaly ground truth image (bottom). The dataset has few anomalous pixels,
making it highly imbalanced.

Fig. 7: Visualisation of the RX Baseline algorithm. This process is repeated
for each new line captured by a line-scan camera in real-time.

Just-in-time compilation via Numba [39] is used to speed up
inverse covariance updates.

RX-BIL also uses a 99 line buffer and randomly discards
50% of the pixels per line. Instead of initialising the mean vec-
tor and correlation matrices with small random numbers, the
mean and correlation of the first line are used for initialisation,
substantially speeding up convergence.

For LBL-AD, the bands are reduced to 3 principal com-
ponents. Horstrand et al. [14] recommend a maximum of five
principal components to avoid impacting speed too much. The
automatic threshold component is not included, and Numba is
used to speed up the power iteration algorithm.

ERX uses a buffer of length 99, an offset of o = 30, and
a momentum factor of α = 0.5. In practice, each algorithm
needs a threshold selected to detect anomalous pixels. Optimal
normalised thresholds (22) for each algorithm and dataset are
determined by grid search and shown in Table I. The preset
thresholds are used to demonstrate potential anomaly detection
performance, but are noted as limiting due to needing prior
information.

C. Experiments

The first experiment evaluates the impact of varying the
ERX momentum parameter α. Two further experiments com-
pare ERX’s speed and detection performance to the other
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(a) α = 0.5 (b) α = 0.01

(c) α = 0.001 (d) α = 0.001

Fig. 8: ERX’s binary anomaly detection maps for various momentum values when applied to the synthetic dataset.

TABLE II: ERX Detection Results - Varying Momentum (α).

Beach Dataset Synthetic Dataset SNP Dataset
α F1 AUC F1 AUC F1 AUC

0.9 0.463 0.848 0.157 0.855 0.313 0.986
0.5 0.441 0.845 0.150 0.852 0.306 0.986
0.1 0.310 0.809 0.085 0.633 0.279 0.987

0.01 0.302 0.793 0.085 0.547 0.303 0.989
1e-3 0.369 0.801 0.060 0.503 0.397 0.992
1e-4 0.439 0.796 0.063 0.523 0.483 0.993
1e-5 0.450 0.789 0.070 0.530 0.444 0.993

algorithms. All experiments were carried out on an NVIDIA
Jetson Xavier NX compute module with 8GB RAM, a 6-core
NVIDIA Carmel ARMv8.2 CPU, and a 384-core NVIDIA
Volta GPU with 48 Tensor cores, using the default 10W power
mode.

1) ERX Momentum Evaluation: This experiment investi-
gates the ERX momentum parameter α, which modifies the
algorithm’s detection performance based on anomaly size.
The Area Under the ROC Curve (AUC) is used to assess
performance across a range of thresholds TN , and the F1 score
is used because it is more robust than the AUC for highly
imbalanced datasets. The thresholds used to calculate the F1
scores are defined in Table I. The results for each dataset
are given in Table II. Additionally, binary anomaly maps of
the synthetic dataset in Figure 8 demonstrate how momentum
affects ERX’s detection performance.

2) Speed Comparison: This experiment compares the pro-
cessing speed and scalability of the detection algorithms
across increasing bands. Each algorithm is tested on the same
randomly generated dataset of 500 pixels, 3,000 lines and 10
to 200 bands. The metric is the number of lines processed per
second, averaged over 5 iterations. The results are shown in
Figure 9.

3) Detection Comparison: This experiment compares the
anomaly detection performance of each algorithm. Each algo-
rithm is tested on each of the three datasets. The AUC and F1
score are used again to evaluate detection performance. The
average processing speed is recorded across 5 iterations. The
results are shown in Table III.

Fig. 9: A comparison all of the algorithms’ speed on the Jetson device with
an increasing number of bands.

V. DISCUSSION

A. Results Discussion

Varying the momentum of ERX demonstrates that it can be
tuned to improve detection performance in different scenarios
(Table II). On the beach dataset, ERX performs the best for
both very low momentum values (close to 0, which maintains
the initial mean and covariance estimates from the first 99 lines
which have no anomalies) and relatively high ones (closer to
1 which mostly uses the mean and covariance of the most
recent line). Using momentum values between 1e-4 and 0.1
gives poorer detection performance for this dataset, because
ERX is weighing anomalous pixels too heavily. Given that
the beach dataset has a higher proportion of anomalous pixels,
the heavier weighting leads to poorer background mean and
covariance estimates.

The binary detection masks in Figure 8 indicate that smaller
momentum values hinder ERX’s detection of the smaller
targets at the end of the synthetic dataset, suggesting insuf-
ficient adaptation to the changing background. ERX performs
best on the synthetic dataset for high momentum values,
confirming that faster updates are advantageous when the
scene distribution changes. This aligns with the results of the
more homogeneous SNP dataset, where the best performance
is for small momentum values. The consistently high AUC of
the SNP dataset is expected from the high class imbalance.
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TABLE III: Algorithm Detection Results for All Datasets (lps = lines per second).

Beach Dataset Synthetic Dataset SNP Dataset
Algorithm F1 score AUC Speed (lps) F1 score AUC Speed (lps) F1 score AUC Speed (lps)

RX Baseline 0.275 0.778 15 0.074 0.531 8 0.282 0.988 48
RT-CK-RXD 0.419 0.805 <1 0.067 0.581 14 0.391 0.992 19

RX-BIL 0.419 0.803 73 0.070 0.566 64 0.377 0.992 32
LBL-AD 0.192 0.697 14 0.047 0.585 386 0.576 0.971 658

ERX 0.441 0.845 273 0.150 0.852 248 0.306 0.986 886

However, α = 0.01 causes ERX to miss larger targets
(larger targets contribute too much to the background), while
α = 0.001 and lower miss smaller targets (the exponential
decay of previous targets is too slow). Thus, momentum opti-
misation also depends on the frequency and size of anomalies,
and not just on the variability of the scenery.

The speed comparison (Figure 9) shows that ERX and LBL-
AD are consistently faster than RX-Baseline, RX-BIL and
RT-CK-RXD. Although LBL-AD is initially the fastest, ERX
maintains the best performance as the number of bands moves
past 100. The sharp drop in LBL-AD’s performance was found
to occur upstream of Python, where the OpenBLAS library
[40] for linear algebra computations switches from single-
threading to multi-threading after a dimension size of 95 (i.e.,
greater than 95 bands). This issue arises when calling the
Numpy dot product, which ERX avoids to maintain faster
speeds at higher dimensions compared to the other algorithms.

Putting the results in the context of real-time operations,
a modified OpenHSI camera that collected the beach dataset
(108 band) operated at 120 lines per second with the Jetson.
ERX, processing at 273 lines per second, is the only algorithm
fast enough for real-time anomaly detection on the Jetson. It
is also the fastest algorithm for the Sequoia National Park
dataset.

The comparison in Table III shows that ERX outperforms
in all metrics in the beach data set. RX-BIL and RT-CK-
RXD detect comparatively well but are too slow for real-
time processing. RT-CK-RXD failed to complete on the Jetson
due to its pixel-wise approach and the OpenBLAS threading
constraint. ERX is over three times faster than the next best
algorithm, RX-BIL, on the Jetson.

ERX achieves the best detection scores and is the second
fastest for the synthetic dataset. However, the performance
of all algorithms is poor. The low F1 scores indicate many
false detections and missed anomalies, and AUC scores near
0.5 mean that most algorithms are only slightly better than
a random guessing. This shows that the synthetic data set is
challenging. The high fraction of anomalous pixels compared
to the beach and SNP datasets complicates separation from the
background. The detection maps in figure 8 show that despite
the low F1 score of ERX, it successfully identifies the structure
of most targets. Therefore, object-based detection methods and
metrics may be more practical than pixel-based approaches.

ERX has the fastest speed for the Sequoia National Park
dataset but underperforms in detection. Reducing the momen-
tum to 1e − 4 improves the F1 score, indicating 0.5 updates
ERX too quickly. Given the results of the speed test (Figure
9), one would expect LBL-AD to be faster than ERX at

only 13 bands. This is a result of LBL-AD having a larger
computational overhead on intialisation. However, LBL-AD
excels in anomaly detection for this dataset, suggesting that
it’s PCA approach works well with fewer bands. Further work
is needed to confirm this hypothesis, and integrating similar
dimensionality reduction techniques into ERX might enhance
results.

B. Limitations & Future Work

Creating an open-source Python repository improves acces-
sibility and reproducibility for future projects, but at the cost
of slower processing speeds. Implementing these algorithms
in faster languages like C++ would significantly improve their
processing speeds. If faster languages were used, more algo-
rithm types, such as those using kernel and window methods,
may become feasible for real-time applications. Performing
field tests of these algorithms for extended periods, beyond
simulations, is crucial for validating the results, adaptability,
and practicality of the ERX algorithm.

This work lays a foundation for real-time RX-based pixel
anomaly detection, although the generally low F1 and AUC
scores highlighted an ongoing challenge in detecting anoma-
lies at the pixel level. Grouping pixels into anomalous objects
and locating them is a more useful task in practice and may
yield better results with object-based metrics. Future research
could explore unsupervised, self-supervised, and synthetically
trained object detection algorithms (e.g., YOLO [41]). Rather
than line-wise detection, using batches of hyperspectral lines
could be more practical for detecting and locating anomalous
objects in real-time, or at least near real-time.

Lastly, selecting optimal thresholds is a key challenge and
requires further study for these methods to be fully unsu-
pervised and out-of-the-box anomaly detection algorithms.
Without prior knowledge, it is difficult to justify an effective
Mahalanobis distance threshold value without data “snooping”
into test datasets. Adaptive threshold selection has been briefly
explored [14], [42], leaving room for future contributions. Less
supervised models, such as those using few-shot learning or
transfer learning with existing hyperspectral libraries, could
also improve anomaly detection confidence and reduce the
need for optimal threshold selection.

VI. CONCLUSION

This research introduced the Exponentially moving RX
(ERX) algorithm for real-time anomaly detection in hyper-
spectral line-scanning. ERX is fast and scalable to the high
dimensions of hyperspectral imagery. It adapts quickly to



9

changing scenery and is robust in detecting anomalies using
less corrected data (radiance instead of reflectance).

Tuning ERX’s momentum parameter (exponential decay)
improves detection performance based on the anomaly fre-
quency and the variation of the scenery. Three datasets were
introduced, and four other algorithms were implemented on-
board a Jetson Xavier NX compute module to evaluate ERX’s
performance. ERX excelled in detection and speed on the
beach dataset, being the only algorithm fast enough to run
in real-time. ERX had the best detection performance on the
synthetic dataset, and it was the fastest algorithm on the SNP
dataset.

Overall, ERX had the strongest combined performance,
but the datasets were challenging for all algorithms. This
highlights the need for new anomaly detection methods. There
are promising pathways for future work in anomaly detection
for hyperspectral line-scanning in real-time (or near real-time);
particularly with unsupervised and self-supervised algorithms
that group anomalous pixels into objects and locate them,
adaptive or automatic threshold selection, and field tests that
validate the algorithms’ practicality.
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