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Abstract

We consider the question of how to robustly and optimally read and update coded distributed storage,
namely the problem of robust dynamic coded distributed storage (RDCDS) that is associated with the
(K., R, N)-coded distributed storage of a message with N servers where 1) it suffices to recover the
message from the storage at any R, servers; and 2) each of the servers stores a coded portion of the
message that is at most KLC the size of the message. The goal is to enable two main functionalities:
the read operation and the update operation of the message. Specifically, at time slot ¢, the user may
execute either the read operation or the update operation, where the read operation allows the user to
recover the message from the servers by downloading symbols, and the update operation allows the user
to update the message to the servers in the form of an additive increment by uploading X (*)-securely
coded symbols so that any up to X ) colluding servers reveal nothing about the increment. The two
functionalities are robust if 1) they tolerate temporarily dropout servers up to certain thresholds at any
time slot ¢, i.e., the read/update operation remains feasible at any time slot ¢ as long as the number
of available servers exceeds a certain threshold (the read threshold is 2, by definition and the update
threshold is denoted as Ri(f)); and 2) the user may remain oblivious to prior server states at any time
slot ¢, i.e., no history information about server states is required during read/update operation. The
communication efficiency of the two functionalities at time slot ¢ is measured by the download cost
Cﬁt) (i.e., the number of message symbols recovered per downloaded symbol) of the read operation and
the upload cost Cff) (i.e., the number of message symbols updated per uploaded symbol) of the update
operation. Given the storage cost factor K. and the read threshold R, where 0 < K, < R, < N,
we are curious about the following question: what is the optimal (Ri(f), C’ﬁt), C&t)) tuple? In this work,
we answer the question and thus settle the fundamental limits of RDCDS. In particular, denoting the
number of dropout servers at time slot ¢ as |D(®)|, we first show that 1) RY >N-R, + [K.]+X®,

t N—|D® t N—|D® . . . .
and 2) CT( ) > N—RTH‘I(J—HD(W , C'q(t) > WM. Then, inspired by the idea of staircase codes,
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we construct an RDCDS scheme that simultaneously achieves the above lower bounds on R&t), Cr(t)

and Ci(f). The technical aspects of our achievability scheme build upon the following novelties: 1) a
novel staircase structure that minimizes the upload cost; 2) a nullspace design that optimally tolerates
dropout servers during update operations; and 3) a memoryless update mechanism that requires no
knowledge on prior server states or additional transactions/server-to-server communications to maintain

storage consistency.

I. INTRODUCTION

Coded distributed storage refers to a distributed storage system (DSS) in which each server
stores a codeword of the message according to a selected storage code so that the DSS is 1)
efficient in terms of storage and communication costs, 2) resilient against server dropouts and
failures [1]]-[4], and even 3) capable of efficient failure repair [S]—[12]]. In this work, we focus
on the (K., R,, N)-coded distributed storage, which consists of N distributed servers. In this
setup, a user can recover the message from any R, servers, while the storage cost at each
server is limited to K% of the message size, where 0 < K, < N. We address the fundamental
challenge of enabling simultaneously read and update functionalities in the (K., R, N)-coded
distributed storage. Specifically, our goal is to construct a (K, R, N)-coded distributed storage
and associated schemes that allow a user, associated with time slot ¢, to either read/recover
the message from the downloaded symbols or update the message with an additive increment
by uploading X -securely coded increment symbols that disclose no information about the
increment to any up to X ) colluding servers (hence the dynamic aspect of the coded distributed
storage accounts for ongoing message updates). Given the inherent uncertainties in DSS, we
assume that at any time slot ¢, there may be a set of “dropout” servers that are temporarily
unavailable to fulfill the user’s request — whether for reading or updating. The set of dropout
servers is randomly determined at each time slot (so dropout servers at time slot ¢ may become
available again in the future) but, once established, is considered globally known (to both the
user and the available servers) and remains unchanged during that time slot. Since keeping track
of past server states adds storage and communication costs, it is preferable for the user to remain
unaware of prior server states. Incorporating robustness considerations, the problem of robust
dynamic coded distributed storage (RDCDS) requires that the read and update schemes remain

feasible as long as the number of available servers exceeds certain thresholds (referred to as the

read threshold R, and the update threshold Rff), respectively), with no need for historical server



state information. The objective of RDCDS is to enable the most robust and efficient read and
update functionalities, allowing the scheme to fully exploit and adapt to the available servers to
minimize communication costs, including the download cost for the read operation C" and the
upload cost for the update operation o,

It is important to momentarily distinguish between updating a coded distributed storage by
re-encoding the updated message and using an additive increment update. When a user has
the updated message, there is a quite straightforward scheme to update the DSS: the user
simply re-encodes the message and uploads it to the available servers. However, this work
explores a scenario where the user wishes to update the message through an additive increment.
Specifically, let the current message be denoted as W & Fé and the increment as A € IE‘qL
The updated message is then defined as the sum W + A. Moreover, we consider the case
where the user generates coded increments without prior knowledge of the current message W
or the server storage. Therefore, our results, including both converse bounds and achievability
schemes, are applicable in scenarios where the user can generate the increment independently
of the current message, thereby eliminating the cost to read or recover it. Additionally, these
results are relevant when the user seeks to update the DSS via additive increment, where the
procedure for generating coded increments depends solely on the increment and optional noise
symbols used to protect it. There are numerous scenarios where independent increments can be
applied without knowledge of the previous value. For instance, in financial systems, a series
of independent transactions can increment a counter (such as an account balance) by varying
amounts, with each increment applied without needing to know the prior balance. Similarly, in
data aggregation within sensor networks, each increment represents new sensor data, and the
message corresponds to the aggregated value of all collected data. In federated learning, updates
to the global machine learning model are computed based on local data at each client. These
updates (gradients) are aggregated across a set of asynchronous clients, where within each batch,
each client can update the global model independently, without requiring the model state from
previous clients. Moreover, generating coded increments without needing access to the current
or updated message may provide additional security benefits, as, in the worst case, the update
process reveals nothing beyond the increment itself.

The main result of this work is a comprehensive resolution of the following question: Given
the storage cost factor K, and the read threshold R,, what is the optimal (Rff), Cﬁt), C’q(f)) tuple?

Specifically, denoting the number of dropout servers at time slot ¢ as |D®)|, we establish that



the following three lower bounds hold: Rff) >N—-R, +[K. ]+ X ), C’}«t) > N Rﬁ}ﬁ?ﬂm(m,

and Cq(f) > M&]Li%. Then, inspired by the concept of staircase codes [13], we construct an
RDCDS scheme that achieves these lower bounds. An intuitive explanation of these optimality
results is provided in Section and the intuition behind the converse proof is outlined in
Section

While several related works exist, such as the adaptive cross-subspace alignment read and
write (ACSA-RW) scheme [14] for private read and update, and the staircase code [13] for
communication-efficient read in securely-coded distributed storage, our contribution is novel in
two key aspects. First, although the ACSA-RW scheme supports private read and update, ensuring
that the user’s query is kept private from any up to 7" servers, and our problem can be viewed
as a special case of private read and update with 7" = 0, however, no complete converse results
have been established for private read and update thus far. Therefore, the optimality results
in this work represent a significant step towards the settlement of the private read and update
problem. Moreover, our results strictly improve upon the ACSA-RW scheme when applied to
the 7" = 0 case. Further discussion on this can be found in Section Second, although
our achievability scheme draws inspiration from the staircase code [13], it turns out that a
novel staircase structure is necessary to optimize the upload cost. Details of this construction
are discussed in Section Additionally, the mechanism of nullspace design for tolerating
dropout servers, specifically the “ACSA Null-shaper” building block in [14], is generalized for
the staircase structure. We refer the readers to Section [[II-A4] for more information on this
generalization.

The remainder of this paper is organized as follows. In Section [[I, we formally define the
problem of RDCDS, and Section [[IIl presents the main results of this work as Theorem [I] along
with several key observations. Section is dedicated to the converse proof of Theorem [Il and
in Section [Vl we present our achievability scheme for the theorem. Finally, we conclude the
paper in Section [VIL

Notation: Bold symbols are used to denote vectors and matrices, while calligraphic symbols
denote sets. Following the convention, let the empty product be the multiplicative identity, and the
empty sum be the additive identity. For two positive integers M, N such that M < N, [M : N]
denotes the set {M, M +1,--- , N}. We use the shorthand notation [N] for [1 : N]. N denotes
the set of non-negative integers {0,1,2,---}, and N* denotes the set N \ {0}. For a subset of

integers C, C(i),i € [|C|] denotes its i*" element in ascending order. For a row (column) vector



v of dimension n, v(Z),Z C [n] denotes the row (column) vector formed by the entries indexed
by Z. We use the shorthand notation v (i) for v({i}), i.e., the i*" entry of v. For an m x n matrix
V and two sets A C [m],B C [n], V(A, B) denotes the submatrix of V formed by selecting
rows indexed by A and columns indexed by B. If A = [m| (or B = [n]), it is abbreviated as the
colon operator (:) in this context. We use the shorthand notation V(a, B), V(A,b), V(a,b) for
V({{a},B),V(A,{b}),V({a}, {b}) respectively. 0,,, denotes the zero matrix of size m X n.

II. PROBLEM STATEMENT: RDCDS

Consider a distributed storage system (DSS) of N servers. As shown in Figure [I, the problem
of RDCDS is associated with the coded distributed storage of a message over time slots ¢, i.e.,
for all ¢ € N, the collection of the storage at all servers must represent an (K., R,., N)-secure
storage of the message W) that consists of L (i.i.d.) symbols from the finite field FF,, where
0 < K. <R, <N, K, € R. In other words, denoting the storage at Server n as ng), for all

t € N, we have

o R,-recoverability: The message must be a deterministic function of the storage at any R,

servers, i.e., for all R C [N] such that |R| = R,,

HW® | (8Y),cr) = 0. (1)

T

o K, -storage cost: The storage at any server is at most KL the size of the message, i.e., for
all n € [V],

L
H(SW) < —
(n)_Kc

2)
in g-ary units.

Note that the initial secure storage (SEP)HE[ ~] and the corresponding message WO is initialized

a priori, e.g., by the global coordinator, etc.

There is a series of users, and for each time slot ¢, ¢ € N*, there is one user associated with it.
At any time slot ¢, the user may wish to execute either the read operation or the update operation.
Due to various uncertainties in the DSS, a subset of servers may be temporarily unavailable to
respond, which are referred to as dropout servers. We assume that the set of dropout servers,

denoted as DO, is globally known prior to the operation and remains constant during the time

slot. Besides, we also assume that the servers experience all possible states for read and update
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(a) The read operation is executed at time slot ¢, where Server ¢ is unavailable, i.e., ¢ € DO,
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(b) The update operation is executed at time slot ¢, where Server 7 is unavailable, i.e, 7 € DM Note that the storage at Server
¢ cannot be updated, SZ(.tH) = SZ(.t).

Fig. 1. The problem of robust dynamic coded distributed storage (RDCDS).

operations within finite time slots, i.e., there exists a positive integer t, such that at time slots
1 <ty < --- < tp, the user executes a series of read and update operations with all possible
constraints and the servers experience all possible dropouts D®) ¢ = 1. t,, - - ,t, during these
operations. Recall that robustness requires that the user must remain oblivious to prior server
states (including the current time index ¢ which corresponds to the number of read and update

operations that have already been executed), therefore it only makes sense if we focus on the



steady state of the system, i.e., for sufficiently large ¢ > t,.
If the read operation is executed at time slot ¢, the user downloads symbols from the available
servers [N]\ D® to recover the message W), Denoting downloaded symbols from Server n

as A,(f), we have

o Determinacy: The downloaded symbols from each of the servers must be a deterministic

function of its storage, i.e., for all n € [N]\ D®,
H(AY | 8{) =0. (3)
o Correctness: The message must be recoverable from the downloads, i.e.,
HWD [ (AD), cappo) = 0. 4)

n

« Storage transition: The storage at each server is untouched by the read operation, i.e., for

all n € [V],
S+ — g (5)
and
WD — W) (6)

For an RDCDS scheme, the communication efficiency of the read operation is characterized by
the normalized download cost Cﬁt), defined as

t
oo _ Zneinpow H (A)
r L .

(7

On the other hand, if the update operation is executed at time slot ¢, the message stored in
the DSS is updated by the user-generated increment A®) consisting of L (i.i.d.) symbols from
the finite field I,. To this end, each of the available servers updates its storage according to the

X ®_securely coded increment uploaded by the user, denoted as Qg ), n € [N]\ DY, such that

o Correctness: The message must be additively updated by the increment, i.e.,
WD — WwW® L A0 (8)

o X®.security: The increment must be independent of any X coded increments, 0 <



X® < N, ie, for all X € [N]\ DY such that |X]| = X,

I(AY; (QW)nex) = 0. 9)

» Storage transition: The updated storage at each of the available servers must be a deter-

ministic function of the current storage and the coded increment, i.e., for all n € [N]\ D
H(ST™ 80, Q)) =0, (10)

On the other hand, the storage at the dropout servers must left untouched, i.e., for all

n e DO,
S+ — g®) (11)

« Independence: The increment is independent of the current message, and the user has no

prior information on the server storage, i.e.,

IAY QW) einpp®: (SP)nein) = 0. (12)

For an RDCDS scheme, let us define the update threshold Rq(f) as the minimum number of
available servers required by the scheme such that the update operation is feasible at time slot
t. Besides, the communication efficiency of the update operation is measured by the normalized

upload cost C’Q(f), defined as

Zne[N]\D(t) H(Qg))

) —
C, 7

(13)

III. MAIN RESULTS

The main result of this work is the complete characterization of the best possible update
threshold Rff), download cost C") and upload cost Y for the problem of RDCDS, as formally

stated in the following theorem.

Theorem 1. (Converse) For any RDCDS scheme, at any time slot t € N*,t > t, the following
bounds holds.

RY >N R, +[K.]+ XY (14)

" T N—-R,.+[K.] - |DW]

(15)



t
v =R X0 [DO]

(16)

(Achievability) The RDCDS scheme presented in Section V| achieves the following update

threshold, download cost and upload cost at any time slot t € N*.

RY =N -R, +[K]+ X" (17)
N — |DW|
) — 1
R A 4o
N — |D®
cl = il (19)

“ R, —X®O — DO

A. Observations

s T e |
1 Carry info. during update, Do ::: !

i |
e
o
+
=4

| | |
Tolerate update dropouts, Dy ] ! w \

Fig. 2. At any time slot ¢, the total of IV servers are represented as an N dimensional space, partitioned according to the parameters
as shown in the axis. The 4 horizontal bars, from top to bottom, illustrate the maximum possible number of dimensions that can
be exploited to carry desired information during the read operation, the update operation and to tolerate dropout servers during
the read operation, the update operation and respectively.

1) The Competing R,., Rq(f), C" and C: Recall that the results in Theorem [l are interpreted
as the minimum possible update threshold R&t), download cost Cr(t), and upload cost CY for the
RDCDS problem. The numerators of the optimal " and C" are both N — |D®)|, representing
the number of available servers at time slot ¢. To further understand the optimality results in
Theorem [I] let us focus on the denominators of the optimal Cﬁt) and C&t). These denominators
represent the maximum number of dimensions (out of the N — |D®| dimensions of available
servers) that can be used to carry desired information during the read and update operations.
For example, out of N — |D(t)| dimensions, the maximum number of dimensions that can carry
desired information during the read operation is given by D; = N — R, +[K_.] —|D®|. Similarly,
during the update operation, this number is Dy = R, — X® — |D®|. On the other hand, since

the minimum possible RYis N — R, +[K.]+X®, if the user executes the update operation at
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time slot ¢, the maximum number of dropout servers one can tolerate is Dy = R, — [K.| — X ),
Similarly, this number for the read operation is D3 = N — R,.

Now, let us conceptually illustrate the total of NV servers as an /N-dimensional space partitioned
by the parameters [K.], R,, X, and [D®)|. The quantities D;, D, D3, and D, are accordingly
represented in Figure 2l Since the communication efficiency (the ability to tolerate dropout
servers) during the read and update operations improves as Dy and D, (D3 and D,) increase,
respectively, the trade-off among R, R(ut), Cﬁt), and Cﬁt) is now evident from Figure 2| which
reveals an interesting symmetry in the trade-off among R,., R&t), c" and . To see this, let us
fix the number of servers, the security threshold for coded increment and the number of dropout
servers, i.e., N, X and |D®|. Then it is clear according to Figure [ that the upload cost ol
and the read threshold R, turn out to be an opposed pair once R, — [ K.] is fixed. On the other
hand, we can trade-off C’r(t) and Rff) with various [K.]| by fixing R,.

It is also of interest to compare the result of Theorem [1{to the ACSA-RW scheme in [[14]], where
the goal is to allow private read and update, i.e., the secure storage consists of K messages and
any up to 7',7" > 1 colluding servers must reveal nothing about the index of the target message
(referred to as T'-privacy). While [14, Theorem 1] is an achievability result, surprisingly, the
read and update thresholds in [14, Theorem 1] have an analogous form to that of our results.
Specifically, the maximum number of dropout servers during the read and the update operation
in [14, Theorem 1]is N— R, — T and R, — K, — X® — T, respectively (note that K. in [14,
Theorem 1] must be integer valued). Therefore, it is straightforward to notice the analogy by
considering T as the penalty of 7T-privacy. Recall that our result characterizes the maximum
possible number of dropout servers, thus this analogy bodes well for the information-theoretic
optimality of the threshold values in [14, Theorem 1]. In terms of communication efficiency,
however, the analogy disappears as the achievability scheme in [14, Theorem 1] fails to exploit
the R, — (R, — [K.]) = [K.] dimensions in the center of the axis to carry desired symbols.
Indeed, whether it is possible or not to exploit these dimensions for private read and update is
widely open up-to-date as the capacity (i.e., the reciprocal of the minimum possible download
cost) of private read operation remains unsolved even for asymptotic settings (i.e., large K)
[15]]. The best achievability result of private read [[16] fails in this regard and the impossibility
is conjectured to be true for asymptotic settings.

2) Intuition Behind the Converse Bounds: While the formal proof of the converse bounds

in Theorem [Il is presented in the form of information-theoretic inequalities in Section [V] for
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rigorousness, here let us sketch the proof by explaining the intuition behind it. First of all, the

N—|D®)|

bound on the upload cost Cq(f) > X D]

is perhaps the most intuitive one. Recall that after
the update, i.e., at time slot ¢ + 1, we must be able to recover the message W1 from any
R, servers, since the increment A is independent of the current message W) and there are
a total of \D(t)| dropout servers, so in the worst case, one must be able to recover the increment
AW from any R, —|D®| coded increments Q\, n € [N]\D®. Therefore, the coded increments
must form a threshold secret sharing of the security threshold X () and the recovery threshold
R, — |DY|, and the bound c > RT—A;L*% applies according to the standard result of
threshold secret sharing (see, e.g., [13]).

Now let us consider the bound on the update threshold Rff), which is essentially explained
via the following thought experiment. Assume that the update operation is executed at time slot
t, and the storage at time slot ¢ at all NV servers is made globally known by a genie (so is
the current message W®)). Then at time slot ¢ + 1, due to the fact that the updated message
W® + A® must be recoverable from the storage at any R, servers, and the storage at the
dropout servers D® must remain untouched, thus is considered as constant due to the genie, the
storage at the servers [N]\ D® can be essentiall regarded as a threshold secret sharing of the
increment A®), where the security threshold is X® and the recovery threshold is R, — |D®].

The standard result of threshold secret sharing shows that the total normalized storage cost of

. —|p® .
the servers [N]\ D) is at least Rr—]\;(‘ti?—l’!“)l’ On the other hand, according to the storage cost
. . . —|p®
constraint, the total normalized storage cost of the servers [N] \ D® is at most N [LD L, so

the number of dropout servers |[D®)] is at most R, — [K.] — X®, from which it applies that
RP>N-R, +[K.]+ X0,

Perhaps the most subtle one is the lower bound on the download cost ", since the problem
setup only requires that the message is recoverable from any R, servers, which implies only
the trivial bound C’ﬁt) > 1. Indeed, the lower bound on Cr(t) relies on the lower bound on the
update threshold R&t) and the assumption that we only consider the steady state of the system,
i.e., t > to. First, during the update operations, since the (X ®-securely) coded increment is
independent of the current storage and the storage at the dropout servers is untouched, upon
the update, for any set X C [N] such that |X¥| = X® and D® N X = &, the storage at the
servers D) U X' is independent of the updated message WD = W® + A Besides, it

'The side information, i.e., s ), n € [N], turns out to be useless in terms of reducing the amount of storage required by the
secret sharing at the servers [N]\ D).
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turns out that the succeeding read and update operations preserve this independence (which is
evident for read operations and for update operations, this is essentially because the user has no
prior knowledge on the server storage when generating the coded increments). In other words,
if the storage at time slot ¢ + 1 at the servers D U X is independent of the message W (1),
then for all 7 > 1, the storage at time slot ¢ + 7 at the servers D) U X is independent of
the message W(*7)_ Therefore, recall that the maximum number of dropout servers during the
update operation is obtained as R, — [K.] — X, once the system enters the steady state, it
must have been experienced all possible worst cases in terms of update dropouts, i.e., all possible
sets DY U X C [N] such that |[DY U X| = R, — [K,]. Therefore, for any t > t,, the storage
at any up to R, — [K_] servers is independent of the message W), i.e., the storage at the
N servers necessarily form a threshold secret sharing of W) where the security threshold is
X = R, — [K.]. The desired bound thus follows from the standard result of threshold secret
sharing.

The above argument on the lower bound of the download cost reveals a surprising aspect of
the problem of RDCDS, i.e., once the steady state is achieved, the X = (R, — [ K.])-security of
the storage at the N distributed servers is granted for free. On the one hand, since our focus is
on the steady state, from the perspective of the achievability scheme, it is advisable to construct
the coded distributed storage that guarantees the X = (R, — [K.])-security over all time slots
t € N. This indeed aligns with our proposed achievability scheme. On the other hand, we note
that R, — [ K.]| represents the maximum possible value of the security threshold given K. and
R,, as we must have R, — X > K.. Thus, our results also trivially settle the problem of RDCDS
with secure storage constraints, i.e., the maximum possible security level is necessarily achieved.

3) Comparison to the Staircase Code [13]: As mentioned, our achievability scheme is inspired
by the staircase code [13]. Intuitively, since in the steady state, the coded distributed storage must
satisfy the (R,.—[ K. |)-security, and the scheme must adapt itself to the number of dropout servers
to optimize the communication cost during read and update operations, the staircase code for
securely coded distributed storage, whose goal is to adaptively achieve the optimal download cost
during read operations for all possible number of dropout servers, is considered as a promising
starting point. However, recall that the goal of RDCDS is to allow communication-efficient
read and update operations simultaneously, it turns out that we cannot treat the two operations
separately by solely constructing an update mechanism for the staircase code. This is explained

via a motivating example in the following. Consider the setting where N =4 R, =2, K. = 1.
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According to the construction of the staircase code [[13]], at any time slot ¢, the message wW®
consists of L = 6 symbols, and for all n € [N], the storage is the n'* row of the following

matrix-product

v 22 B [wP w2 w w z
w22 B (WP WPz, z, 7y Zs
zs 22 2 (WP w® z; o o0 o0
xy o xy x| | 4 Zy 00 0 0

: (20)

—_ = = =

. J/

M ()

where the matrix V on the LHS is a Vandermonde matrix, and Z;,i € [6] are independent
interference/noise symbols. Now assume the user wishes to update the message W) with an
increment A® to end up with WD = W® 1~ A®_ For the sake of simplicity, we assume no
dropout servers and set X () = 0, i.e., no security constraint on the coded increment. To preserve
the storage structure so that the succeeding users may remain oblivious to history server states,

we consider the following construction of the coded increment

(1 2 22 23| [AP AY 0 AP AP (]
12y 22 3| (AP AP 0 0o 0 o0
1oy 22 22 AP AP 0 o o o @b
1 @q 2f ai] [0 0O 0 0 0 0]

<4

N

where the n'" row is uploaded to Server n. The updated storage is then simply the summation
of the current storage and the received coded increment. While it can be easily seen that the
scheme updates the storage correctly as M®) and M©® share the same structure, the normalized

upload cost is however % = % (note that all zero columns produce zero coded symbols that need

4

5 =2 for this case. In fact, a

no upload cost), which does not match the converse bound Cff) >
close inspection reveals that the staircase structure, i.e., the matrix M® and M(t), is not optimal
in terms of the construction of update mechanism. To understand this, note that since there are
no dropout servers and security requirements, the interference/noise symbols in the matrix M®
of (1)) are simply zeros. However, the staircase structure fails to completely take advantage to

further reduce the communication cost as the message/increment symbols also appear in some of

the rightmost few columns of M®/M®. Therefore, our goal now is to construct an alternative
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staircase structure that restricts the message/increment symbols to the leftmost few columns,

illustrated as follows.

W W w9 z, z, z]
M® — Wi w Wz, Zs Zs -
WO w® oz 0 0 o0 22
5 6 3
%2 Z 0 0 0 0
AP AV AP 0 0 0]
- AV AP AP 0 0 0 ’s
AY AD g 0 0 0] 2
5 6
0 0 0 000

Now since the rightmost 3 columns of M® are zeros, the normalized upload cost is calculated
12

as & = 2, which matches the converse bound. The new structure is generalized for arbitrary
settings, we refer the readers to Section [V] for details.

Indeed, one may notice that this new staircase structure does not preserve decodability when
there are read dropout servers if the same Vandermonde encoding matrix is used. This is because
a successive interference cancellation decoding strategy is used to recover the message in read
operations, and conditioning on previously decoded symbols, the resulting linear system is
not necessarily invertible due to non-consecutive powers in the Vandermonde structure. As a
workaround, we use Cauchy encoding matrices C to guarantee the invertibility.

4) Comparison to the ACSA-RW Scheme [|[4)]: Earlier in this section, we compared the
performance metrics of the achievability scheme presented in this work with those of the ACSA-
RW scheme in [14]. Here, let us explain the primary difference in how each scheme tolerates
update dropouts. By and large, the two schemes share the similar idea of exploiting redundant
symbols to construct the nullspace such that the coded increment Q,(f) for the dropout servers
n € DY is guaranteed to be zero, i.e., the “update” of the storage at the dropout servers
s = sl 4 Q,(f) =S¥ 10=8 keeps the storage untouched. Specifically, in the ACSA-
RW scheme [14], the introduction of the nullspace is done by the construction block called
null-shaper, which essentially regards the coded increment as the codewords of an evaluation
code (of a rational function), and the null-shaper is indeed a polynomial to be multiplied with,

which evaluates zero at selected points that represent the dropout servers. While the Cauchy

encoding matrix used in our achievability scheme can be viewed as an evaluation code, we note
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that however, the idea of null-shaper does not apply to the achievability scheme in this work as the
staircase structure is not necessarily preserved by the null-shaper. In this work, the construction
of the nullspace is achieved via a recursive strategy that exploits the redundant symbols and
the staircase structure. To further elaborate, consider the example in (22)), 23). The complete
staircase structure (including redundant symbols that are set to zero for best communication

efficiency in (23)) for the increment is as follows.

AP AY AY H H, H]
AD AV AY g, H, Hg

M® = (24)
AD AD g o0 0 o0
| Hy  H» 0 0 0 0]
Now let us assume that there is one dropout server, i.e., \D(t)\ = 1. Recall that our goal is to

construct the nullspace such that the coded increment for the dropout server, C(D®,:)M®,
is zero, by exploiting the redundant symbols H;, Hs,--- , Hg. This is equivalent to forcing
C(D®W, YM®(:,i) = 0 for all i = 1,2,---,6. Starting from the first constraint, i.e., C(D®,:
)M®(:,1) = 0, one may notice that this can be achieved by viewing H; as an unknown and
solving the corresponding linear system. The linear system is indeed invertible due to the Cauchy
structure. Similarly, Hy, Hs can be solved such that C(D®,:)M®(:, i) = 0 for i = 2, 3. At this
point, let us fix Hy, H, and Hj (i.e., viewed as constants), so that we can correspondingly regard
H,, Hs and Hg as unknowns and solve the linear systems such that C(D® )M®(:,4) = 0 for
1 = 4,5,6. This is what we refer to as the recursive strategy, and the readers are referred to

Section [V] for more details.
IV. PROOF OF THEOREM [I: CONVERSE
We need the following lemmas to proceed.

Lemma 1. Assume that the update operation is executed at time slot t. Then for all R C [N]\D®
such that |R| = R, — |DPY|, we have H(A® | (QY¥),er) = 0.

Proof. Let us define R’ = R U DY, Note that |R/| = R,, we thus have

H(AY | (QP),er) (25)

=H(AY | (Q)ner, (S nein) + LAY (SD)nein | (QY )ner) (26)
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<H(AD [ (QD)er, (S )neny) + T(AD(QW)ner; (S neim) 27)

=H(AY [ (Q)ner: (S)neim) (28)
=H(W [ ( QD) ner, (SY)nern) (29)
=H(W 1 ( QD )ner, (S )nervs (ST )ner)

+ (WD (S, i, (S )ner | QP ners (S )new) (30)
=H(W"D 1 ( QD) ner, (ST )neing, (SYH)ner) 31)
=0, (32)

where (26) follows from the definition of mutual information. follows from the chain rule
and non-negativity of mutual information. (28)) holds due to the independence constraint (12]).
[@29) holds because according to the correctness constraint ), A® = W+ — W® and W®
is fully determined by (Sg))nem. (B0) is the definition of mutual information, and holds
due to the fact that (SSH))%R is fully determined by (ng))ngg and (Qg))nen according to the
storage transition constraint (I0) and the fact that the storage at dropout servers D must remain
untouched by the update operation according to (11, thus (S,(f))nep(t) is fully determined by
(Sg))nem. Finally, (32) follows from the R,-recoverability constraint (1), i.e., W+ is fully
determined by (SSH))%R/. This completes the proof. O

Lemma 2. Assume that the update operation is executed at time slot t. Then for all X C [N]
such that |X| = X®, we have I(A®; (S, v | (Sg))nem) =0.

Proof.

LAY (S e | (ST )neim)

n n

<I(AD; (SI)nex, QP nex | (8P)nerm) (33)
=I(AW; (SUT)), x| (S,(f))ne[N}’ Q) pex) + 1(AD; (QY), e | (ngt))ne[N]) (34)
<I(AY: Q) ne; (ST )nen) (35)
=AY (QV)nex) + 1A (ST neiny | (QP)nex) (36)
<I(AY (Q)nex; (ST nein) 37)

=0, (38)
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where (33) holds due to the chain rule and non-negativity of mutual information. follows
from the chain rule of mutual information. (33)) holds due to the chain rule and non-negativity

S\ ™), is fully determined by (SY),c(v) and

of mutual information and according to (10}, (
(QW),cx. Again, (36) follows from the chain rule of mutual information. (37) holds due to the
X ®_security constraint () and the chain rule and non-negativity of mutual information. (38)

follows from the independence constraint (I2)). This completes the proof. U

Lemma 3. Assume that the update operation is executed at time slot t. Then for all X C [N]
such that | X = X, X N DY = &, we haved 1 ((sSf*”)neXUD(t); AW | W@)) ~0.

Proof.

0 < T ((S)nexupw; AY | W) (39)
= I ((SY)nepir, (ST )ner; AV | W) (40)
= I ((S)nepr; AY | W) + T ((S{)necas AY [ (SY)nepio, W) (41)
< T ((S)nep, W ALY 4 T ((STH)pea; AW [ (S1) e, W) (42)
< T((SP)nein; AY) + T (S )neas AV [ (SP)nepw, W) (43)
= T ((SY)nea; AW | (81),epm, W) (44)
< T (S )nex, (81),epm, W AW) (45)
< T((QM)nex, (SY)nem; AY) (46)
=1((QY),cx s AY) + L ((S)nern; AV [ (QY)ne) (47)
=T ((S)nen: AY | (QP)ne) (48)
< I(AY (QP)nex: (SP)neim) (49)
=0, (50)

where (39) follows from the non-negativity of mutual information. (40) holds due to the fact that

the storage at the dropout servers P® must remain untouched by the update operation according

to (LI). and follow from the chain rule of mutual information. (42)), (@3)) and follow

2Recall that according to Lemmal[l] the increment A must be recoverable from any R, — |D(t)| coded increments ng ), n e
[N] \ D). Therefore, we must trivially have X < R, — |[D®| < N — |D®|, otherwise the recoverability contradicts the
X ® _security. The existence of the set X’ is thus guaranteed. Similarly, the existence of the set X in Lemma ] and the sets
R, X in the proof of the lower bound on the update threshold R is also guaranteed.
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from the chain rule and non-negativity of mutual information. is true because according
to the R,-recoverability constraint (1), W® is fully determined by ( n )ne v)- @4) and (50)
hold due to the independence constraint (I2)). (46) holds since according to the R,-recoverability
constraint and the storage transition constraint (I0), (W®, (S&f*”)ne x) is a deterministic

function of (ng))nem and (QS))HE x. ([@8) holds due to the X" -security constraint (9). O

Lemma 4. Assume that the update operation is executed at time slot t. Then for all X C [N]
such that |X| = X, X NDY = @ and all T € N*, we have I ((SSJFT))%XUD@); W(”T)) = 0.

Proof. Let us set up a proof by induction. In particular, for the base case, we have

0 < I ((SY)nexupw; WD) (51)
< T((SY™)nexupn, WO WD) (52)
= I(W WO+ AW+ T((S1))caupe; WO+ AY WD) (53)
= T ((SY")exupm; AV | W) (54)
o, (55)

where (31 follows from the non-negativity of mutual information. (532) follows from the chain
rule and non-negativity of mutual information. (33) holds due to the chain rule of mutual
information and the correctness constraint (8). (34) follows from the independence constraint
,i.e., A® is independent of W), and the fact that H(A®) = L. (33)) holds due to Lemma

Now for the induction step, let us assume that at time slot t + 7,7 > 1 we have
I ((s,&t*”)nem(t); W(t”)) — 0, then

o Case 1: If the read operation is executed at time slot ¢ + 7, then according to (3), we have

SIT) =8I for all n € [N] and W) = WD) | thyg
<(S(t+T+1))neXUD(t)ﬂ W(t—I—T—l—l)) —0
o Case 2: If the write operation is executed at time slot ¢ 4 7, let us define Q ) — & for

all n € D7) then we have

0 SI ((SS-I-T—I—I)) CXUD®); W(t—I—T—I—l ) (56)

=1 (S, Cvup; WET 4 A7) (57)
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((S(t—l—T—l—l )neXUD(t)ﬂw(H—T A7) | (Qg—i—T))ne[N]) (58)
H (W 4 A QU ) nep))
~H (WO 4 AT (S, (QU)uei) (59

(W (t+7) Q(H.T ) ) - H (W(t+7’) | (SS+T+1))n€XUD(t)7 (Qg/-l-T))nE[N}) (60)

<H (W (t+) (HT)) e[N]) - H (W(HT) | (SS—H—))TLEXUD(”» (QSHT))ne[N}) (61)
(G nem<t>,w< QYT nein) (62)
<I ( nEXUD(t)u W(H—T)? (QS—H—))”E[N]) (63)

(
(
I((SY ) cxupe; WD) + T ((SHFD),cxip; QU ) neiny | W) (64)
(( )
((

=I ((SY)cxvup®; QU ) ey | W) (65)
<I ((QU ) neny; (ST exupn, W) (66)

=0, (67)

where (36) follows from the non-negativity of mutual information. (37) holds due to the
correctness constraint (8)). (39) and (62) follow from the definition of mutual information.
(0) holds because AU+7) is fully determined by ( (t+7))nem according to Lemma [Il
(61) holds due to the fact that conditioning reduces entropy and according to the storage

(ST, vupw is a deterministic function of (SY7), c vupw

transition constraint (10),
and (Qn Jnein)- @3), (64) and (66) follow from the chain rule and non-negativity of
mutual information. In (63), we use the induction hypothesis, and (67) follows from the

independence constraint (I2)). Finally, (38)) is justified as follows. Note that

0<I ( Q(t+r €INI; W) + A7) )
=H(WD + AD) — H(WED 1 AU Q) epm) (68)
=H(W" + AWT) — WD | (Q)en) (69)
=H(W") 4 A7) — g(WH) (70)
<L-L=0, (71)

where (68) is the definition of mutual information. (69) holds because A®*7) is fully

(t+7 ))

determined by (Qn " "’)ne(n] according to Lemma [Il (Z0) follows from the independence
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constraint (12)), and finally holds since uniform distribution maximizes entropy. There-
fore, (Qn (e ))ne[N] is independent of W+ + A+7) hence conditioning increases mutual

information.

The proof is thus completed by induction on 7. U
Now we are ready to finish the converse part of Theorem [I] in the following three proofs.

Proof. (Lower bound on the update threshold R )) Let us assume that the update operation
is executed at time slot ¢. Then for all R, X such that D® C R C [N], & ¢ R\ DY
IR| = R,,|X| = X", we have

L=H(AWY) (72)
= H(AY | (S)nerv)) (73)
= I(AY; (81 )ner | (S)nein) + H(AD [ (SE)ner, (8T)nein) (74)
= 1A (ST ) ner | (SY)nerm)) (75)
IAY;(SE ) nex | (S )nem) + HAY (ST ) nerix | (SY)nervy (SYT)nex)  (76)
= I(AY; (ST )nervre | (S, (857 )nex) (77)
= I(AY; (SY),.cpw, (S(t+1))neR\X\D<t) | (S ey (SY ) e (78)
= I(AY; (ST eriavpo | (ST )nervys (SEF)nex) (79)
<H ((Sgﬂr Jner\2\D® | (S e, (SYHY Jnex) (80)
H ((Sngl))neR\X\D(t)) 1)
< Y HEEY) (82)

neR\X\D®)
in g-ary units. Steps are justified as follows. (Z3) holds because of the independence constraint
(1@2). [74) follows from the definition of mutual information. (73) holds because according to
the R,-recoverability constraint (I) and correctness constraint (8), W® and WD are fully
determined by (S\"™"),cr and (SY),civy, and AW = WD — WO, [@76) follows from the
chain rule of mutual information. (77) holds due to Lemma 2l Next, (78) follows from the fact
that the storage at dropout servers DY) must remain untouched by the update operation according

to (II)). (Z9) holds since conditioning on (S,(f))nem, (S&?)new is constant. In (8Q), we used the
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definition of mutual information and non-negativity of entropy, and in (81)), (82) we repeatedly
used the fact that conditioning reduces entropy.

Averaging the above inequality over all possible choices of X and R, we have

D neN\D® H(SY) . N — [DW)|

T 2 B X0 Z [0’ (83)
On the other hand, according to the constraint of storage cost (2)), we have
(t+1)
> nepnpoe H(Sn ) _N- DY 84)
L - K,
Therefore,
DY <R, — K.— X (85)
Note that [D®| € N*, we have
DY <R, - [K.] - XY (86)
= RY >N R, +[K.]+ X" (87)
This completes the proof. [

Proof. (Lower bound on the download cost Cﬁt)) Recall that we consider only the steady
state of the system, thus for ¢ > ¢, the user must have experienced all possible dropout states
during a series of read and update operations. Since |[D®| < R, — [K.] — X® for all t € N*
according to (86)), there must exist time slots ¢y, to, - - - , to such that the users execute the update
operation at these time slots and the sets D) U X®) ¢ =t t,,--- ,, take all possible subsets
of [N] such that |D® U X®| = R, — [K.], where X® is an arbitrary subset of [N] such that
XONDY =g |X®| = X®, Then, according to Lemma [} for all ¢ > t, and X C [N] such
that |[X| = R, — [ K.], we have

I((SY),cxs W) = 0. (88)

n

At this point, the lower bound on Y follows from a quite standard result of threshold secret
sharing, see, e.g., [13], [17]. However, for the sake of completeness, the following is a proof in

our system of notations. Let us assume that the read operation is executed at time slot ¢, > t,.
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Then for all X C [N]\ D® such that |X| = R, — [K_.], we have

L=HW®Y) (89)
= I(W (AD), o) + HWD | (AD), L vppo) (90)
= I(W(t)§ (Ant))ne[zv]\pw) oD
= I(WD (AD)cn) + IWD (AD), civpanoo | (AD)er) 92)
< I(WO:; (89 ex) + IIWWD (AD), cvpnoo | (A ex) (93)
= I(W; (Ag))ne[N]\X\D(t) | (AD)pex) 4
<H ((Aszt))ne[N]\X\’D(t) | ) 95)
< H (A eivpaoo) (96)
< > HAD) 97)

nE[N\X\D(®

in g-ary units, where (QQ) follows from the definition of mutual information. (91 holds due to
the correctness constraint (4. follows from the chain rule of mutual information. holds
because (A e is fully determined by (S\)),cx according to (3). (@4) holds due to (8S). In
(©3), we used the definition of mutual information and non-negativity of entropy, and in (96),
(©7) we repeatedly used the fact that conditioning reduces entropy.

Averaging the above inequality over all possible choices of X', we have

t
D neN\D® H(AY) - — |DW|

c —
" L - N — R+[ .| — DV

(98)

This completes the proof. [

Proof. (Lower bound on the upload cost Cz(f)) Let us assume that the update operation is
executed at time slot £. Then for all X', R such that ¥ ¢ R C [N]\D® and |X| = X, |R| =

— |DW|, we have

I — H(A(t)) 99)
= I(AY; (QP)er) + HAY | (QY),er) (100)
= I(AY;(QY),er) (101)
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= 1A ( QD) crvv | (QD)er) (103)

< H((QM)ner\x | (QY)nex) (104)

< H((QY)er\x) (105)

< > H@QY) (106)
neER\X

in g-ary units, where (100) follows from the definition of mutual information. (I0I) holds due
to the Lemma [Il (102) follows from the chain rule of mutual information. (I03)) holds due to
the X ®)-security constraint (9). In (I04), we used the definition of mutual information and non-
negativity of entropy, and in (I03), (I06) we repeatedly used the fact that conditioning reduces
entropy.

Averaging over all possible choices of R and X', we have

Zne[m\pm H(QS)) . N — [D®)]|

) —
c,)/) = 7 = B = XO — [ (107)
This completes the proof. 0]

V. PROOF OF THEOREM [I} ACHIEVABILITY

Throughout this section, we only consider the setting where K. € N*. Otherwise, it suffices to
construct the achievability scheme for the setting where the storage factor is [ K| instead, which
trivially satisfy the constraint of storage cost as 1/[K,.| < 1/K.. To make the presentation of

the general scheme more accessible, let us start with a motivating example.

A. Motivating Example

1) Construction of the Storage: Consider the setting where N = 6, R, = 4, K. = 2, i.e,
the collection of the storage at all of the N servers forms an (K, = 2, R, = 4, N = 6)-coded
distributed storage at any time slot t,¢ € N. Let xy,x9, -+ , g, f1, fo, -+, f¢ be a total of 12
distinct elements from a finite field F,, ¢ > 12, and let us set L = 12, i.e., at any time slot ¢,

the message W) = [Wl(t), Wi .. ,Wl(;)] consists of L = 12 symbols from the finite field F,.
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The Cauchy matrix generated by zy, xs, - -+, xg, f1, f2, -+, fe i1s defined as
zi—f1  x1—f2 z1—f6
1 1 1
C _ 1'2._f1 SUQTf2 SUQTfG ) (108)
1 1 1
Lze—f1  x6—f2 z6—fo |

For all t € N, let Z}t), Zét), cee Z}tz) be symbols from the finite field FF,. In particular, for ¢t = 0,
Z{O), Z2(0), e ,ng) are uniformly i.i.d. over F,, independent of the (initial) message W®). For

all t € N, let us define

W wo wio BN 2P
Wi w0 w |20 20 20
Wi Wi w20 70 7l
Wiy Wi wi | 20| 2 7l
A L4 2 7 Ol I
z0 ZzO zZ9 1 0 | o o0

(109)

Then for our RDCDS scheme, at any time slot n € N, the storage at Server n, denoted as Sg ),

is
SP = (CM®Y) (n,:), (110)

i.e., the n'" row of CM®. Recall that the storage at time slot ¢ = 0, i.e., S%O),n € [6], is
initialized a priori, thus the global coordinator is responsible for the generation of the initial
message W), the initial noise symbols Zfo), Zéo), e ,Z}g) and the initial storage at the N
servers. Besides, the constraint of minimal storage cost is satisfied, as each server stores a total
of 6 g-ary symbols, H(SSf)) =12/2=L/K..
2) Execution of the Read Operation:

a) Example Case 1: Assume that the user wishes to execute the read operation at time slot

t, and D = {6}, i.e., Server 6 drops out at this point. To recover the message W), the user

downloads the following symbols from available servers.

AY =SW([4)T,n € [5]. (111)
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Recall that according to the construction of the secure storage, the downloaded symbols can be

written in the following matrix form

T
[ Agt) Agt) Aét) Aflt) Aét)

= (M) ([5], [4]) (112)
S L [ w20
z1—f x1—f x1— fi t t t t
1 ) 1 1 ) 2 1 ] 6 Wi ) WE’( ) Wﬁ( ) Zé )
za—f1  x2—f2 z2—fo W7(t) Wg(t) Wg(t) Z?Et)
- x‘siﬁ x3£f2 x‘iiffi (t) (t) (t) (t) a13)
o 1 ‘1 Wiy Wiy Wiy | Z;
z4—f x4—f T4— fi t t t t
41 1 41 2 41 6 Z{) Zé) Zig) Zg()
Les—f1 25—fa 25— f6 - _Zzit) Zét) Zét) 0 |

Therefore, it is evident to see that the 12 symbols of the desired message W® ie., Wl(t), Wz(t), cee Wl(;),
are recoverable by applying a successive interference cancellation decoding strategy. In particular,

note that the square Cauchy matrix on the RHS of is invertible, we can first decode the
following symbols by solving the following linear system

T

T
20 20 2 2 20 | = osl, ) AP @) AP @) AP () AP AP W] a14)

Then, subtracting the decoded symbols Z}t), Zét), Zg(f) from A,(f)(l), A,(f)(2) and A,(f)(S) for all

n € [5], the message is thus recoverable.

'Wl(t) W2(t) W?Et)
W4(t) W5(t) W6(t)
Wi wi wi | =C([5),{1,2,3,4,6})""
Wiy Wi Wy
Z‘it) Zét) Zét)

AV - Lz AP (@2) - 2z AV (3) - Lz
AP - Loz AP Q) - 2z AY @) - Lz
x AP - Lz AP @) - Lz APE) - Lz
AP - Lz AP (@2 - 2z AP @3) - Lz
ALY - 2z A2 - Lz AVE) - Lz
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Since a total of 12 symbols of the desired message is recovered from a total of 5 x 4 = 20
downloaded symbols, the normalized download cost is 20/12 = 5/3, which matches the converse
bound (N — |DY|)/(N — R, + K, — |[DW|) = 5/3.

b) Example Case 2: Let us consider one more case where at time slot ¢, we have DO =
{3,6}, i.e., Server 3 and Server 6 drop out, and the user wishes to recover the message W,

To this end, the user downloads the following symbols from available servers [N]\ D®.
A = (SV)",n e [N]\ DY. (116)

Similarly, since the downloaded symbols at this point can be represented in the following form,

T
AP AP AP AP] =C(N]\ DY, MY (117)
'Wl(t) Wz(t) Wg(t) th) Zzit) Zét)-
[ 1 1 1] () (t) (t) (t) (t) (t)
Ti—fi m—f2  z1—Jfe W4 W5 Wﬁ Z2 ZG Z8
1 1 1 (t) (t) (t) (t) (t) )
_ |z—fi m:2—f2 P W7 WS W9 ZS ZQ ZlO
t t t t t |’
1‘4if1 I4£f2 Y 1‘4£f6 Wl(o) Wl(l) Wl(Z) Z§ ) Z{I) Z£2)
1 1 1 (®) (t) (t) ()
25— f1 @5—f2  a5—fo Zl Z2 Z3 Z8 0 0
z 72 zZP oo o
(118)

the desired symbols can be recovered via a successive interference cancellation decoding strategy,

omitted here for brevity. In terms of the communication efficiency, we now have

= =2 119
v B : (119)

which also matches the converse bound (N — |DW|)/(N — R, + K, — |DW|) = 2.
3) Execution of the Update Operation:

a) Example Case 1: Let us assume that the user wishes to update the message to the

distributed servers with the generated increment A® = [Agt), Ag), e ,Ag] at time slot ¢. Let

us say D® = {5} and X ®) =0, i.e., Server 5 drops out at this time, and no security guarantee
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is required for this update. To construct the coded increment for available servers, let us define

AD AP AP THED o 0
AY AP AP THED L0 0
. AD AP AP T HED 0 0
MU=\ ) a0 AW | 0 ’ (120)
A10 A11 A12 H4 00
g HY HY| 0 |00
0 0 0] 0|0 0]
where
1 1 1 1
HY — — (4o — ( AW AY 4 AN A(t)), (121)
1 ( 5 f5) T5 — fl 1 T5 — f2 4 Ts — f3 7 T5 — f4 10
1 1 1 1
HY — — (45 — ( AV = AW = ADL 7&“) , (122
2 (5 f5) 5 — fi ? 5 — fa ° 5 — [3 ® 5 — [fa H
1 1 1 1
HY = — (25— ( AY 4 N AY 4 A(t)), (123)
3 (5 fs) x5 — fi s x5 — fa 0 5 — f3 ’ x5 — fa 2
and
O _ (e ( oo L HO 4 H<t>). (124)
4 (x5 — fa) P
Then, the coded increment Q' n € [N]\ D is constructed as follows
QY = (CM©) (n.2) (125)

i.e., the n' row of CM®. Note that since | D] is viewed as a constant during the time slot ¢
and QY ({5,6}) must be zeros, it suffices to upload the first 4 elements of QY to each of the
available servers.

Upon receiving the coded increment, Server n,n € [N]\ D® updates its storage according

to the following equation
S =8l + Q. (126)

Recall that for all n € DW, SSH) = sz) by definition (II)). To see the correctness of our

gU+D)

construction, it suffices to show that the updated storage ,n € [N], i.e., the storage at time

slot ¢ + 1, is of the same form as in (I10). The key observation in this regard is that, according



to the definition of Hl(t), Hét), H?Et), H f), it is guaranteed that

For example,

(D, )M® = 0.

(C(D(t), :)M<t>) (1,1)

1
_ A®
5 — fi !

=0.

+
Ts

Therefore,

— [

1
AP +

5= /3

X

1

AP +

l's—f4

1

AW 4

1 (®)
H
X5 — fs !

at time slot ¢ + 1, the storage at Server n,n € [N| can be written uniformly as follows

S0+ = (OM®) (n,:) + (CM®) (n,)

o
Wi
Wi
Wi
7
Vi

Wy
Wi
Wy
Wl
%7
7

LAENE
Wi + A
Wi+ Ay
WO 4+ o
z? + HY

7

Wi
W
Wy
W
7
Z0 1 o

w3+ Ay
WY + Al
Wi+ A
W + A
z9 + HY
7

%
%
70
7y 23
0 0

7

Z0]

0 0

Wi+ Ay
W + Ay
Wy + A
W + A
z9 + HY
ik

A
Al
Al
Al
e

0 0

z9 + HY
zY + HY
z9 + HY
Z¥ + 1Y
7

0 0

7z
7

%
7P
7 2
20 74
0 0
0 0

o o o o o O

28

(127)

(128)

(129)

even though the dropout servers cannot be updated, i.e., Sg ) _ SSf ) for all n e DO,

(130)

o o o o o O

(131)



'W1(t+1) W2(t+1) W§t+1) Zl(t+1) Z£t+1) Zét—',—l)_
W4(t+1) W5(t+1) WG(t+1) Zz(t—H) Zét+1) Zét—',—l)
W7(t+1) Wét-&-l) W9(t+1) Zétﬂ) ngt+1) Zﬁ:)ﬂ)
Wl((t)ﬂ) W1(11:+1) Wl(;ﬂ) Z§t+1) Zﬁﬂ) Z£t2+1)
R e 7 | 0
Zfﬂ) Zét+1) Zét+1) 0 0 0

=C(n, )M,

29

(132)

(133)

i.e., the storage at time slot ¢ + 1 is indeed in accordance with (I10), where the following

recurrence relation holds

Z14D)

(2

79 + 5, i=1,2,3

Z§t+1) _ Zét) n H‘it)j

L+ _ () i=4,5,6,8,9,10,11,12.

K3 1)

Finally, we can calculate that the normalized upload cost is

5x4 b
W — ==
“ 12 3’

which achieves the converse bound (N — |[D®|)/(R, — X® — |D®|) = 5/3.

(134)
(135)

(136)

(137)

b) Example Case 2: Let us consider another update operation case where D® = {5}

and X® = 1, i.e., Server 5 drops out at this time, and any single server can not reveal any

information about the increment A® . In order to construct the coded increment, let us define

(AP AP AP | 20| 5P HY]
AP AY AV | ZP | HY HY
AD AP A (20| 20 2
A Al | A | HO A
e ) 0 0
g g v o | 0o 0

(138)
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where Z}t), Zét), Z?St), Zét) Zét), ng) are uniformly i.i.d. symbols from [F,, independent of the

increment A®, used to guarantee X ®) = 1-security, and

1 1 1 1 .
HO (0 < AW | AO AO | AW 4 Z(t)) |
! (5 f6) $5—f1 ! $5—f2 4 $5—f3 ! $5—f4 10 $5—f5 !
(139)
1 1 1 1 .
HO (e ( AO | AD AO | AW 4 Z(t’) |
2 (5 f6) $5—f1 2 $5—f2 b $5—f3 i $5—f4 " $5—f5 2
(140)
1 1 1 1 .
HO (e ( AW N N AW 4 Z(t’) |
s (5 f6) $5—f1 3 $5—f2 6 $5—f3 ’ $5—f4 12 $5—f5 s
(141)
and
HY = — (5 - < 29+ 29+ Z9 + Z’“’) L (142)
4 (5 f5) 5175—f1 ! Dfs—f2 2 $5—f3 3 $5—f4 !
and
HY = — (25— fu) ( Logoy L go, 1 Z'g”) (143)
> $5—f1 $5—f2 $5—f3 ’

1 1
HO ( 7O 4 7O
0 (x5 f4) x5 — fi 2 T5 — [ ! T5 — f3

z‘{@) . (144)
The construction of the coded increment QY. n € [N]\ D is thus
QY = (CM?) (n,:). (145)

Similarly, upon receiving the coded increment, Server n,n € [N]\ D® updates its storage

according to the following equation
SUHD =81 4+ QY. (146)
While for all n € D, SSH) = Sg). Since for this construction, it is also guaranteed that
Cc(pY, )yM® = o, (147)
at time slot ¢ 4 1, the storage at Server n,n € [IN] can be written uniformly as follows

S(t+1)
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= (CMY) (n,) + (CMY) (n.2) (148)
WO wo [ZO A0 20 a0 AP a0 B0 P B
WO W w2020 20| |aP a0 a0 |20 EO A

I N T T ) P N IO P O
Wi Wi Wiz 20z | (Al Al Al | 20 | B
A e 0 | 0 0 e ) 0 0
z0 zZO zZW 1 0 | o o0 g g BP0 | 0 0

(149)

WO+ AY WP+ AP WP+ AP | 20+ 20| Z0 + BHO 720 + 5P ]
WO+ AP WP+ AY wP AP 129+ 20 | 2P+ By 20 + HY
W+ AY w4+ AY W AP | 20+ 20| 20+ 20 28+ 28

O Al WAl Wl al | 20+ 20| 29 om0 29
S N 7 [ 0 0
zP+HY zP+HY 7P+ HY 0 0 0
W1(t+1) W2(t+1) W?Et+1) Z£t+1) Z£t+1) Zét+1)_
W4(t+1) W5(t+1) W6(t+1) Z2(t+1) Z((jt+1) Zét-&-l)

_ (n’:) W7(t+1) Wg(t-i—l) W9(t+1) Z§t+1) Zét+1) Z{gﬂ) (150)
Wl(éﬂ) W1(§+1) Wl(;+1) Z§t+1) ZﬁH) Z{;—H)
Z£t+1) Z2(t+1) Z?Et+1) Zétﬂ) 0 0
Z£t+1) Zét+1) Zét+1) 0 0 0

=C(n, )M, (151)

Now it is obvious that the storage at time slot ¢+ 1 is in accordance with (I10) and the following

recurrence relation holds

ZM = 70 4 70 i=1,2,3,7,9,10 (152)
280 = 70 4 1, i =4,5,6 (153)
28 = 70+ 1Y, (154)
70 — 70 4 g i=11,12. (155)
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For this example case, the normalized upload cost is

5 X 6
W —
v 12

=5/2, (156)

which also achieves the converse bound (N — [D®W|)/(R, — X® — |DW|) = 5/2.

B. The General Scheme

First, let us define a set of notations that is needed in the construction of our achievability

scheme as follows.

G=N-R,+1,
a=N—-R +K.+1—i, fi=N+1—1i, Vie|qG],
(157)
Y1 = L/Oél, Yi = L/(Oéi_lOéi), Vi c [2 . G],
)\0:0, )\,-:L/a,-, Vi € [G]
Also, let us set the length of message L = lem(aq, as, - - ,ag). Note that for all ¢ € [G],

Y14+v+ -+ = N. Let xq,20,--- ,xN, f1, fo, -+, fv be a total of 2N distinct elements
from a finite field F,,q > 2N.

Before the general achievability proof, we first present the following algorithm SCGen that
outputs a matrix M given the input symbols W, Zy,Zs, - - - , Zq as per a staircase structure. The
generation of the staircase structure lies at the heart of our achievability scheme.

The structure of My, My, --- , M in Algorithm [1] is illustrated in Figure 3] where for each
D;,i € [G —1], the elements of M, M,, - - -, M; that it replicates are shaded in the same color.

According to the algorithm and Figure 3] the following propositions are straightforward.

Proposition 1. For all i € [G],j € [R, +1: B; — 1],k € [j + 1 : 3], there exist a total of
(k —j + 1)v; elements in the matrices (M )icliyj—R,.i+k—r,] that replicate all elements in the

matrix M;([j : k], :).
Proposition 2. For all i € |G — R, + K. : G], if M = sCGen(W, (Zy);¢|c)), where

Zy .
T = , i e i, (158)
0(G—i)xyy

Zi’ = O(Rr—Kc)X’YiM i/ € [Z _'_1 : G]7 (159)

and for all i' € [i], Zy € IFI(IRT_KC_GH)XW, then we have M(:, [\, + 1 : Ag]) = Onx(ag—n)-
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Algorithm 1: Generation of the Staircase Structure

Input: W € FL, Z, € F{" 5% 4 ¢ [
Output: M = [M;, M,, -, M|

1 Function sCGen (W, (Z;)ciq))

2 foreach i € [G] do

3 if =1 then

4 M, ([o],:) < Reshape(W,ay,v1) > Reshape the vector into an a; by v,
matrix

Ml([Oél +1: N], Z) — Z1

S W

else
D, +
ReShape([M1<Rr +i— 17 :>7 e 7Mj(R7‘ +1— j? :>7 e 7Mi—1(R7" + 17 )] 7052‘771')

M, ([e],:) < Dy

9 M;([oi; +1: Bi],:) < Z;

10 M ([8; + 1 : NJ,2) <= On—g)x+,
11 end

12 end

13 return M = [M;, My, --- , M|
14 End Function

D D¢
D, D;_, ‘
W
Zg
Zi+1
Z;
Zi—l
Z
0
0 0
0
M; M,;_, M; M, Mg
Fig. 3. The structure of My, Ms, .-+ ,Mg as per Algorithm [l For each D;,i = 1,2,--- ,G — 1, it replicates the elements of
M, My, - -+, M;, shaded in the same color. Note that the block W illustrated in M; is the reshaped version of the message
vector W.

Proposition 3. If M = SCGen(W, (Z;)ic(q)) and M' = SCGen(W', (Z});ci), then M+M' =
sCGen(W + W' (Z; + Z;)iciq))-
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1) Construction of the Storage: Recall that the N distributed servers must form an (K, R, N)-
secure storage at any time slot ¢, ¢ € N. To this end, let the message W®*) = [Wl(t), Wz(t), R WL(t)]

consist of L symbols from the finite field IF,. Let us also define the Cauchy matrix generated

by X1, Lo, " axNaf17f27' o afN as follows
[ 1 1 DY 1 i
z1—f1 z1—f2 z1—fN
1 1 DY 1
C— za—f1  x2—f2 To—fN . (160)
1 _1r ... 1
Len—f1  zn—f2 TN—fnN |
Let MO = [M{?, M), - M| = sceen(W®, (21”)ic(c)), where for all i € [G], M €

Févxw, and th) € FflRT—KC)X%. Besides, for t = 0, let (Z,(-O))ie[c} be uniformly i.i.d. over
FgRT_KC)X%XWX"'X“’G, independent of the (initial) message W (). Then for our RDCDS scheme,

at any time slot ¢t € N, the storage at Server n, denoted as ng), is
S = (CMWY) (n,:), (161)

i.e., the n'" row of CM®. Similarly, the storage at time slot ¢ = 0, i.c., SV, n € [N], is
initialized a priori by, e.g., the global coordinator, who is responsible for the generation of the
initial message W), the initial noise symbols (ZEO))iE[G} and the initial storage at the N servers
according to the construction. Note that each server stores a total of \¢ = L/ag = L/K, g-ary
symbols, so the normalized storage cost is H (S,(f)) /L = 1/K_., which meets the storage cost
constraint (2)).

2) Execution of the Read Operation: Assume that the user wishes to execute the read operation
at time slot ¢. Let D = [N]\ D® and J® = N + 1 — [D"|. Recall that according to the

definition of 3;’s, we have ;4 = \5(0\. To recover the message W), the user downloads the

following symbols from available servers.
A® =8O\ ,0]),n e D, (162)

At this point, the user is able to recover the message from the downloads via a successive inter-

ference cancellation decoding strategy, as depicted below. Note that according to the construction
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of the storage, the downloaded symbols can be written in the following matrix form

A
Af“)a)
)
D. (2) — (CM(t)) (ﬁ(t), [)\J(t)D (163)
0
| (p))
=D, )M (-, [A,0]) (164)
_c@", ) [MO MO .. ,M%] (165)

Since for all i € [J®], M”([3; + 1 : N],:) are zeros according to Algorithm [I for all

i € [JW], we have

i ¢
A%{t)(l)([xi_l +1: )

A(j)t )\i— +1: )\2
pa) A V| c@"”, [B)IMY((8],:) (166)

() 4 .
_Aﬁ(t)(‘f(t)l)([)\z—l +1: )\z])

Because the constants x1, 2, -, 2N, f1, fo, -, fv are distinct, all square submatrices of

(I60) are of full rank. Thus MS?Q ([Bsw],:) is resolvable by inverting the Cauchy matrix on the
RHS of (167).

Agw(l)([)\ﬂw—1 +1:X0))
A(t)u (Ayo_1 +1:A50])
7 _ .
i . = C(D(),[ﬁjm])Mff?t)([ﬁJu)],:). (167)
A, o (Do +1:20))
L (B0 [ J® -1 . J<t>] |

Then, according to Proposition [l for all i € {J® —1,J® —2 ... 1}, if (Mgf))ile[Hl:J(t)]
are decoded, then the elements of ME”([RT +1: R, +J® —4],:) are also recovered. Recall that
[BINRe+1 1 Ry O —i]| = B;— (T —i) = D), therefore M ([8,]\[R,+1 : Rp+J0—i], )

can be decoded by subtracting the recovered symbols and inverting the square Cauchy matrix
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on the RHS of (168) as follows.

A%)(t)(l)([)\i_l +1: )
A%)(t)@)([)\i—l +1:A])

(t) , ‘s

—COY [Ry+1: B+ JO =M (R, + 12 R+ —i].2)

—C(D",[BIN R +1: R4+ JO —i )M (BI\ [R, +1: R+ JO —i],2).  (168)

In other words, MZ@ is recovered at this point. Now it is evident to see that Mf;()t) , Mf]t()t)_l, ceey Mgt)

are recoverable by induction on i, from which the message W) is decodable. Finally, since a
total of L symbols of the desired message are recovered from a total of |§(t)| X Ay downloaded
symbols, the normalized download cost is

FNO)
o _ 1P Ao _ N - DY)
r L N_R t K., |DO|

(169)

which matches the converse bound.

3) Execution of the Update Operation: Let us assume that the user wishes to update the
message to the distributed servers with the generated increment A*) = [Agt), Ag), e ,A(Lt)] at
time slot ¢. To this end, let us define G® = N —2R, + K.+ X® 4|D®| 41, and thus according
to the definition of a,’s, we have age) + X + [DO| = R,. Let M® = [MY’, e ,M(Gt)] =
sCcGen(A®, (th))ie[(;}), where for all i € [G], M ¢ F>*7. Besides, VAN /S ,Z(Gt) are

defined as follows

AR
ARES H , Vi € [GY] (170)

O(RT—KC—X(f)—|D<t)|)><~/Z~

Z(t) = O(RT—KC)X’YN Vi € [G(t) +1: G]? (171)

)

. X(t)X'YlX’YQX"'X'YG(t)

where (th))ie[G(@] are uniformly i.i.d. over I and independent of the increment

AW, and Hgt), Hgt), e ,H(Gt)(t) are to be constructed such that <CM(t)> (n,:) = O1x,, for all
n € DY. The proof of the existence of such Hgt), Hét), e ,Hg)“) is deferred to the end of this
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subsection. Now we are ready to construct the coded increment QY. n € [N]\ D® as follows
QY = (eMY) (n,:), (172)

i.e., the n'™ row of CM®. Note that according to (I70), and Proposition 2] for all n € [N],

(CMD)(n, Ao +1: Ag]) = 015 . Besides, since | D] is regarded as a constant during

Ac—Aqt))
the time slot ¢, it suffices to upload the first A\, elements of ng ) to each of the available servers,
and the normalized upload cost can be calculated as follows,

(N =Dy _ N —|DY)
L R, — X® —|DO|’

clt) = (173)

which matches the converse bound. X ®-security follows from the fact that the information
symbols are protected by the MDS(NN, X *))-coded noise symbols.
Upon receiving the coded increment, Server n,n € [N]\ D updates its storage according

to the following equation
S+ =8® 4 QWM. (174)

Now let us complete the correctness proof by showing that the updated storage s +1), n € [N]
is of the same form as in (I61). Recall that for all n € D®, s+ _ g by definition (11)),
and according to the definition of Hgt), i € [GY], it is guaranteed that

(CM@) (W) =0, (175)
Therefore, the updated storage at Server n,n € [N] can be written uniformly as follows
S+ — (C (M(t) + M<t>)> (n, ). (176)

The correctness is thus obvious according to Proposition 3 i.e., MED = MO 4 MO =

SCGen(W D), (ZEH_I)),’E[G]), where the following recursion relation holds

WD —w® 4 A®, (177)

Z\ =7\ 4 79 i e [q), (178)

z =z e [GY +1: @) (179)

Finally, let us show the existence of Hgt), Hg), e ,H(Gtzt). According to the construction, it
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suffices to show the existence of H{"” H{", ... ,Hg)“) such that (CME”) (D®,:) = 0 for all

i € [GW)]. First, let us construct Hgt) as follows.

HY = —C(DY, [a; + XO +1:a; + XO 4 DO~

% (€@, [V ([en], ) + COY, oy + 12 + XODZP), (180)
where according to Algorithm [I} instead of a circular definition, Mgt)([al], 1) indeed represents
the reshaped version of the increment vector A®.

It is evident to see that <CM§t)> (D®,:) = 0. Now if Hgt), H;t), e ,Hﬁt_’l are constructed
such that for all /' =1,2,---,7 — 1,

(CMEP) (DO ) =0, (181)
then let us construct HZ(-t) as follows.

HY = —C(DY, [0 + XO +1: a; + XO + [DO]])~!

)

< (C, (@) MO (o] ) + COY, o+ 1: 0+ XODZY) . (182)

where similarly, according to Algorithm ME”([Q,-],:) represents the reshaped version of
the vector [MY’(R, +i—1,), MR, +i—2,), - ,Mf-t_)l(Rr +1, )} , which is given as

MY), Mgt), e ,Mgt_)l are now fixed. According to our construction, we can see that
(M) (®.)
=C(D", (BN (8] ) (183)

=C(DY, (s )M ([ai], 1) + C(DD, [a; + 1 : a; + XD])Z

+C(DY, o+ XD +1:a;+ XD 4+ |DO)HY (184)
=0. (185)
In other words, the constructed Hgt), Hét), R ,HZ@ now guarantee that for all ¢/ = 1,2,--- 4,

(CMEP) (D®,:) = 0. The existence of Hgt), Hét), e ,Hg)(t) is thus concluded by induction on

i.



39

VI. CONCLUSION

In this paper, we investigated the problem of robust dynamic coded distributed storage (RD-

CDS) and established the fundamental limits on the minimum number of available servers

required for feasible updates, the minimum download cost for reads, and the minimum upload

cost for updates. The results are particularly relevant given the growing demand for robust and

efficient read and update functionalities in emerging coded distributed storage applications. An

immediate objective for future work is to determine the fundamental limits of private read and

update operations. Additionally, exploring the RDCDS problem under heterogeneous storage and

recovery set constraints presents a promising research direction.
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