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Abstract—The secrecy performance in both near-field and far-
field communications is analyzed using two fundamental metrics:
the secrecy capacity under a power constraint and the minimum
power requirement to achieve a specified secrecy rate target. 1) For
the secrecy capacity, a closed-form expression is derived under
a discrete-time memoryless setup. This expression is further
analyzed under several far-field and near-field channel models,
and the capacity scaling law is revealed by assuming an infinitely
large transmit array and an infinitely high power. A novel concept
of “depth of insecurity” is proposed to evaluate the secrecy perfor-
mance achieved by near-field beamfocusing. It is demonstrated
that increasing the number of transmit antennas reduces this
depth and thus improves the secrecy performance. 2) Regard-
ing the minimum required power, a closed-form expression is
derived and analyzed within far-field and near-field scenarios.
Asymptotic analyses are performed by setting the number of
transmit antennas to infinity to unveil the power scaling law.
Numerical results are provided to demonstrate that: i) compared
to far-field communications, near-field communications expand
the areas where secure transmission is feasible, specifically when
the eavesdropper is located in the same direction as the intended
receiver; ii) as the number of transmit antennas increases, neither
the secrecy capacity nor the minimum required power scales
or vanishes unboundedly, adhering to the principle of energy
conservation.

Index Terms—Near-field communications, performance analy-
sis, physical layer security, secrecy capacity.

I. INTRODUCTION

Wireless channels, due to their inherent broadcast nature,

expose transmitted signals to potentially insecure environ-

ments, making them susceptible to interception by eavesdrop-

pers. This vulnerability underscores the critical importance

of secrecy performance in wireless communications. Unlike

traditional cryptography-based security methods in the upper

layers (e.g., the network layer), secure channel coding offers

a robust alternative by enabling secure transmissions at the

physical layer, a concept known as physical layer security.

This approach effectively bypasses the need for additional

spectral resources and minimizes signaling overhead [1]. The

basic model for protecting information at the physical layer is

Wyner’s wiretap channel [2], which also introduced the asso-

ciated notion of secrecy capacity, measuring the supremum of

the achievable secure coding rate.
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Fig. 1: Illustration of the spherical waves with distance.

Recent research trends have highlighted the advantages of

multiple-antenna technologies in improving secrecy capacity

through beamforming design [1], [3]. Intuitively, using a

larger-aperture antenna array can provide a higher beamform-

ing gain and, consequently, a higher secure transmission rate.

With advancements in antenna manufacturing and to meet the

stringent security demands of future networks, there is a grow-

ing trend for base stations (BSs) to employ extremely large-

aperture antenna arrays and operate at significantly higher

frequencies [4], [5]. However, this shift represents not just

a quantitative increase in antenna size and carrier frequency

but also a qualitative paradigm shift from conventional far-

field communications (FFC) to near-field communications

(NFC). Specifically, based on the criterion for differentiating

between near-field and far-field regions—the Rayleigh dis-

tance 2D2

λ , where D represents the antenna aperture and λ
is the wavelength [6]—the near-field region is expected to

expand substantially. For instance, an array with an aperture

of D = 0.5 m operating at a frequency of 60 GHz would

encompass a near-field region extending up to 100 meters.

Electromagnetic (EM) waves exhibit distinct propagation

characteristics in the near-field region compared to the far

field. The space surrounding an antenna array can be divided

into three regions, delineated by two specific distances: the

Rayleigh distance and the uniform-power distance [4], [7].

As mentioned earlier, the Rayleigh distance serves as the

boundary between the near-field and far-field regions. When

the signal’s propagation distance exceeds the Rayleigh dis-

tance, i.e., in the far-field region, EM waves are accurately

modeled as planar waves, resulting in a linearly varying

phase shifts of the signals. In contrast, if the propagation

distance is shorter than the Rayleigh distance, i.e., in the

near-field region, a spherical-wave-based channel model is

necessary to accurately represent the non-linear varying of

signal phase shifts. Additionally, within the near-field region,

the uniform-power distance further distinguishes regions of

uniform and non-uniform signal amplitude. Consequently,

based on the Rayleigh and uniform-power distances, three

channel models have been identified to accommodate various

signal propagation distances with increasing accuracy: the uni-
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form planar-wave (UPW) model, the uniform spherical-wave

(USW) model, and the non-uniform spherical-wave (NUSW)

model, as illustrated in Fig. 1.

In a nutshell, the UPW model, commonly utilized in the

far-field region, is inapplicable for NFC. Therefore, it becomes

imperative to reevaluate secrecy performance from a near-field

perspective, considering the implications of these propagation

differences on secure transmission.

A. Prior Works

The secrecy performance for FFC, where the UPW model

is applied, has been widely studied; see the review papers [1],

[3], [8], and related references. However, research on near-field

physical layer security is still in its early stages. The authors in

[9] utilized the USW model to study a near-field secure direc-

tional modulation system and propose a secure precoding algo-

rithm. The work in [10] leveraged the NUSW model to develop

a two-stage algorithm that maximizes the near-field secrecy

capacity via jointly optimizing unit-modulus phase shifters and

baseband digital beamformers. The authors of [11] introduced

analog beamfocusing techniques using true-time delayers and

phase shifters to effectively mitigate beamsplit and exploit

near-field advantages, significantly improving physical layer

security in near-field wideband communications. Meanwhile,

the study in [12] proposed an efficient low-complexity strategy

for designing the beamforming with artificial noise to ensure

near-field secure transmission with multiple legitimate users.

All the aforementioned works focused on secure beamform-

ing design in NFC, while only a few studies have concen-

trated on the fundamental analysis of secrecy performance.

For example, [13] explored physical layer security in extra-

large multiple-input multiple-output systems. [14] investigated

the enhancement of physical layer security through near-

field beamforming with an extremely large uniform planar

array (UPA), showing that near-field beamfocusing can im-

prove secrecy capacity and jamming rejection. However, the

performance analyses in both [13] and [14] rely primarily

on numerical simulations, leaving a gap in providing deeper

insights and intuitive comparisons between near-field and far-

field secrecy performance, which could be better understood

through analytical results.

B. Contributions

Motivated by the above research gaps, this article analyzes

the performance of physical layer security across commonly

used far-field and near-field channel models, namely the UPW,

USW, and NUSW models. We derive closed-form expressions

for both the secrecy capacity and the minimum required power,

facilitating a straightforward comparison between each model.

Besides, asymptotic analysis is performed to provide deeper

insights. Our main contributions are summarized as follows.

• We investigate secure transmission scenarios where a

large-aperture array communicates with a legitimate user

while being eavesdropped by a legitimate user. We pro-

vide detailed analysis of various channel models applica-

ble across different ranges in both near-field and far-field

regions, including the UPW, USW and NUSW models.

In this context, we introduce two key metrics to measure

secrecy performance: the secrecy capacity under a power

constraint and the minimum power requirement needed to

achieve a target secrecy rate.

• We derive a closed-form expression for the secrecy capac-

ity by considering a discrete-time memoryless Gaussian

channel. This expression is then analyzed under vari-

ous far-field and near-field channel models to facilitate

comparison. To glean further insights, we investigate the

capacity scaling law by considering scenarios with an

infinitely large transmit array and infinitely high power.

Additionally, we introduce a novel metric, termed “depth

of insecurity”, to quantify the impact of near-field beam-

focusing and array aperture on secrecy performance.

• We also derive a closed-form expression for the minimum

required transmit power to achieve a specific target se-

crecy rate. An asymptotic analysis is conducted to unveil

the power scaling law by considering an infinitely large

number of transmit antennas within each channel model.

This analysis highlights the superiority of the NUSW

model over the other models in terms of power scaling

and energy conservation.

• We present numerical results demonstrating that NFC can

reduce the areas where secure transmission is compro-

mised by the presence of an eavesdropper. Additionally,

the “depth of insecurity” decreases as the number of

antennas increases. Furthermore, unlike the UPW/USW

models, the secrecy capacity does not grow indefinitely,

nor does the minimum required power diminish without

bounds as the number of transmit antennas increases

under the NUSW model. This highlights the superior

accuracy and robustness of the NUSW model.

C. Organization and Notations

The rest of this paper is organized as follows. Section II

presents the secure transmission framework, detailing the near-

field and far-field channel models, and introducing the key

performance metrics. Section III derives the secrecy capacity

and introduces the concept of “depth of insecurity”. Then,

Section IV investigates the minimum required transmit power

across various channel models. Section V provides numerical

results to validate the theoretical insights. Finally, Section VI

concludes the paper.

Notations: Throughout this paper, scalars, vectors, and

matrices are denoted by non-bold, bold lower-case, and bold

upper-case letters, respectively. For the matrix A, AT and

AH denote the transpose and transpose conjugate of A,

respectively. For the square matrix B, det(B) denotes the

determinant of B. The notations |a| and ‖a‖ denote the

magnitude and norm of scalar a and vector a, respectively.

The identity matrix and zero matrix are represented by I and

0, respectively. The set C stand for the complex space, and no-

tation E{·} represents mathematical expectation. The notation

f(x) = O (g(x)) means that lim supx→∞
|f(x)|
|g(x)| < ∞. The

ceiling operator is shown by ⌈·⌉, and [N ] represents the integer

set {1, . . . , N}. And we generally reserve the symbols I(·) for

mutual information and H(·) for entropy. Finally, CN (µ,X)
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Fig. 2: System layout of the wiretap channel.

is used to denote the circularly-symmetric complex Gaussian

distribution with mean µ and covariance matrix X.

II. SYSTEM MODEL

We consider a multiple-input single-output (MISO) wiretap

channel, which comprises a base station (BS), a legitimate user

(Bob), and an eavesdropper (Eve), as depicted in Fig. 2. The

BS is equipped with a large-aperture UPA containing M ≫ 1
antenna elements, while both users are single-antenna devices.

The UPA is placed on the x-z plane and centered at the origin.

Here, M = MxMz , where Mx and Mz denote the number

of array elements along the x- and z-axes, respectively. For

brevity, we assume that Mx and Mz are odd numbers with

Mx = 2M̃x+1 and Mz = 2M̃z+1. The physical dimensions

of each BS array element along the x- and z-axes are denoted

by
√
A, and the inter-element distance is d, where d ≥

√
A.

A discrete-time memoryless and Gaussian channel setting

is considered, where the BS intends to transmit a confidential

message W at a rate R in bits per channel use to Bob over a

transmission interval of length N , i.e., N channel uses, such

that it is kept secret from Eve. The signals observed at Bob

(node b) and Eve (node e), respectively, are, for each time

interval n ∈ [N ],

yb(n) = hH

b x(n) + zb(n), (1a)

ye(n) = hH

e x(n) + ze(n), (1b)

where x(n) ∈ C

M×1 is the transmitted signal vector, hb ∈
C

M×1 and he ∈ C

M×1 denote the Bob-to-BS and Eve-to-

BS channel vectors, respectively, and zb(n) ∼ CN (0, σ2
b
)

and ze(n) ∼ CN (0, σ2
e ) are circularly symmetric complex-

valued Gaussian noises with σ2
b

and σ2
e being the noise powers.

Moreover, the noises are independently sampled for each

n ∈ [N ], and the input satisfies a power constraint of P , i.e.,

E{‖x‖2} ≤ P .

A. Secure Transmission

The message W is uniformly distributed over the index

set WN , {1, . . . , 2⌈NR⌉}. To achieve secure transmission,

the BS employs a channel encoding function fen : WN 7→
C

M×N to map the confidential message W to the transmit-

ted vector sequence [x(1), . . . ,x(N)] ∈ C

M×N , which is

directed towards Bob while being overheard by Eve. Bob

then uses a decoding function fde : C

1×N 7→ WN to

make an estimate Ŵ of W from the received output yT
b
=

[yb(1), . . . , yb(N)] ∈ C

1×N from his channel, incurring a

block error rate εN = Pr(W 6= Ŵ ). The confidential message

W is also the input to the eavesdropper’s channel, and Eve

has an average residual uncertainty H(W |ye) after observing

the output yT
e = [ye(1), . . . , ye(N)]. We define the fractional

equivocation of Eve as ∆N ,
H(W |ye)
H(W ) , and the rate of secure

transmission as
H(W )

N , R.

Secrecy Capacity: A secrecy rate R is achievable if there

exists a secrecy encoder-decoder tuple (WN , fen, fde) such that

the equivocation ∆N → 1 and the probability of error εN → 0
as N → ∞. The secrecy capacity is the supremum of all

achievable secrecy rates.

It is worth noting that ∆N → 1 is equivalent to

H(W |ye) → H(W ) or I(W ;ye) = H(W )−H(W |ye) → 0,

indicating that Eve cannot recover any information regarding

the confidential message W .

Capacity-Achieving Schemes: As proved in [15], a beam-

forming strategy is capacity-achieving. More specifically, the

BS first encodes the confidential message W into the codeword

[s(1), . . . , s(N)] using a code for the scalar Gaussian wiretap

channel [16]. The encoded symbols are distributed as Gaussian

with zero mean and unit variance, i.e., s(n) ∼ CN (0, 1) for

n ∈ [N ]. The BS then maps the encoded symbols in the time

interval n ∈ [N ], i.e., s(n), into the transmit signal x(n) via a

linear digital beamformer w ∈ CM×1. As a result, the transmit

signal can be expressed as follows:

x(n) = ws(n), (2)

where ‖w‖2 ≤ P is the power budget. Given w, the effective

channel and receive signal-to-noise ratio (SNR) of node k
are given by hH

kw and γk = 1
σ2
k

|hH
kw|2, respectively. The

resulting secrecy capacity equals that of a scalar Gaussian

wiretap channel, which can be written as follows [16]:

Cw = max

{

log2

(

1 + γb
1 + γe

)

, 0

}

. (3)

The secrecy capacity of our considered system, as defined in

(1), is thus given by the supremum of {Cw|‖w‖2 ≤ P}.

1) Secrecy Channel Capacity: The above arguments imply

that the secrecy capacity can be expressed as follows:

C = max
‖w‖2≤P

Cw = max
‖w‖2≤P

(

max

{

log2

(

1 + γb
1 + γe

)

, 0

})

.

(4)

The secrecy capacity represents the supremum of the achiev-

able secrecy rates subject to a power budget.

2) Minimum Required Transmit Power: Another metric of

interest in this work is the minimum required transmit power

to guarantee a target secrecy rate R0 > 0. This is given by

P = min
Cw≥R0

‖w‖2 = min
log2

(

1+γb
1+γe

)

≥R0
‖w‖2. (5)

Both the secrecy capacity and the minimum required power

are essential metrics for evaluating the performance of secure

transmission systems. The secrecy capacity represents the

maximum transmission rate at which data can be securely

transmitted, while the minimum required transmit power indi-

cates the least amount of power needed to achieve a specified
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level of security. This manuscript aims to analyze these two

metrics by examining several representative far-field and near-

field channel models, which will be detailed later.

B. Channel Model

All channel gains are fixed throughout the entire transmis-

sion period, and each node k ∈ {b, e} is assumed to possess

complete channel state information (CSI) about its effective

channel. It is further assumed that Eve is a registered user,

and hence, during the channel training phase, the BS acquires

the CSI of both Eve and Bob. Under these circumstances, Eve

is expected to receive the common messages broadcasted in

the network but should remain uninformed about the confi-

dential messages intended for Bob; see for example [17] and

references therein.

As a theoretical exploration of fundamental performance

limits and asymptotic behaviors, we consider basic free-

space line-of-sight (LoS) propagation scenarios. Following

our description concerning Fig. 2, the central location of

the (mx,mz)th BS element is denoted by smx,mz
=

[mxd, 0,mzd]
T, where mx ∈ Mx , {0,±1, . . . ,±M̃x} and

mz ∈ Mz , {0,±1, . . . ,±M̃z}. Consequently, the physical

dimensions of the UPA along the x- and z-axes are Lx ≈Mxd
and Lz ≈Mzd, respectively.

Let rk denote the distance from the center of the an-

tenna array to each node k ∈ {b, e}, and θk ∈ (0, π)
and φk ∈ (0, π) denote the azimuth and elevation angles,

respectively. Thus, the location of node k can be expressed

as rk = [rkΦk, rkΨk, rkΩk]
T, where Φk , sinφk cos θk,

Ψk , sinφk sin θk, and Ωk , cosφk. Moreover, we assume

that both Bob and Eve are equipped with a single hypothetical

isotropic antenna to receive incoming signals.

1) NUSW Model: When the users are located very close to

the BS, i.e., the distance rk is smaller than the uniform-power

distance shown in Fig. 1, it becomes imperative to differentiate

both the power and phase of different elements for modeling

the channel between the user and the BS array. Specifically,

the distance between node k and the center of the (mx,mz)th
BS array element is given by

rmx,mz,k = ‖rk − smx,mz
‖ (6a)

= rk

√

1− 2mxεkΦk − 2mzεkΩk + (m2
x +m2

z)ε
2
k, (6b)

where εk = d
rk

. Note that rk = r0,0,k and, since the array

element separation d is typically on the order of wavelength,

in practice, we have εk ≪ 1. The channel response from

node k to the (mx,mz)th antenna element of the UPA can

be written as hmx,mz,k =
√
gmx,mz,ke

−jφmx,mz,k , where

gmx,mz,k and φmx,mz,k are the channel power and phase,

respectively. Building on our previous work [18], we model

the channel power gmx,mz,k as follows:

gmx,mz,k =

∫

Smx,mz

g(rk, s)
|eTy (s − rk)|
‖rk − s‖ ds. (7)

where Smx,mz
, [mxd −

√
A/2,mxd +

√
A/2] × [mzd −√

A/2,mzd +
√
A/2] denotes the surface region of the

(mx,mz)th array element. The term
eT

y(rk−s)

‖rk−s‖ models the

influence of the projected aperture of each array element,

which is reflected by the projection of the UPA normal vector

ey = [0, 1, 0]T onto the wave propagation direction at each

local point s [4]. Furthermore, g(r, s) models the effect of

free-space EM propagation, which is given by [18]

g(r, s) =
1

4π‖r− s‖2
(

1− 1

k20‖r− s‖2 +
1

k40‖r− s‖4
)

, (8)

with k0 = 2π
λ being the wavenumber. Given the small antenna

size compared to the propagation distance between the user

and the antenna elements, i.e.,
√
A ≪ ‖rk − smx,mz

‖, the

variation in the channel response across an individual antenna

element can be considered negligible. It follows from the fact

of
∫

Smx,mz
ds = A that

gmx,mz,k ≈ g(rk, smx,mz
)
|eTy (smx,mz

− rk)|
‖rk − smx,mz

‖

∫

Smx,mz

ds

= Ag(rk, smx,mz
)
|eTy (smx,mz

− rk)|
rmx,mz,k

. (9)

Furthermore, applying this approximation to the phase com-

ponent, we obtain φmx,mz,k ≈ 2π
λ rmx,mz,k. The function

g(r, s) comprises three terms: the first term corresponds to the

radiating near-field and far-field regions, while the remaining

two terms correspond to the reactive near-field region. Note

that 1− 1
k2
0‖r−s‖2 +

1
k4
0‖r−s‖4 ≈ 0.97 at distance ‖r− s‖ = λ.

Hence, when considering practical NFC systems with rk ≫ λ,

the last two terms in (8) can be neglected. Taken together, the

channel response vectors can be modeled as follows:

hk =

[√

ArkΨk

4πr3mx,mz,k

e−j 2π
λ

rmx,mz,k

]

∀mx,mz

. (10)

This model is known as the NUSW model, which is accurate

but complex.

2) USW Model: When the near-field user is located beyond

the uniform-power distance, it is appropriate to simplify the

model by assuming that the channel power disparity across

each link becomes negligible, resulting in the USW model:

hk =

√

AΨk

4πr2k

[

e−j 2π
λ

rmx,mz,k

]

∀mx,mz

. (11)

Since the uniform-power distance is typically much smaller

than the Rayleigh distance [4], the USW is effective for the

majority of the area within the near-field region. Furthermore,

as discussed in [4], when the communication distance exceeds

the Fresnel distance 0.5
√

D3

λ [19], (6b) can be approximated

as follows:

rmx,mz,k ≈ rk

(

1− εk(mxΦk +mzΩk)

+
ε2k
2

(

m2
x(1− Φ2

k) +m2
z(1− Ω2

k)
)

)

, r̃mx,mz,k,
(12)

which is obtained by applying the Maclaurin series expansion√
1 + x ≈ 1+ x

2 − x2

8 and omitting the bilinear term. Notably,

the Fresnel distance is much smaller than the Rayleigh distance

[4], [19], which indicates that the above approximation is

sufficiently accurate for the USW model. Therefore, the USW
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channel model can be approximated as follows:

hk ≈
√

AΨk/(4πr2k)
[

e−j 2π
λ

r̃mx,mz,k

]

∀mx,mz

. (13)

As both the uniform-power distance and Fresnel distance are

close to the BS, the approximated USW model can adequately

address most scenarios in NFC.

3) UPW Model: By positioning the users beyond the

Rayleigh distance, the quadratic terms in (12) can be omitted,

simplifying the USW-based near-field channel model into the

UPW-based far-field model:

hk =

√

AΨk

4πr2k

[

e−j
2πrk

λ
(1−mxεkΦk−mzεkΩk)

]

∀mx,mz

. (14)

The UPW model assumes that the angles of the links between

each array element and node k are approximately identical,

leading to linearly varying phase shifts.

In the following sections, we aim to analyze (4) and (5)

under the three models discussed above.

III. ANALYSIS OF THE SECRECY CAPACITY

In this section, we analyze the secrecy capacity and compare

the performance between far-field and near-field scenarios.

A. Secrecy Capacity Characterization

According to the definition in (4), the optimal beamformer

w⋆ that achieves the secrecy capacity satisfies

w⋆ = argmax‖w‖2≤P

1 + σ−2
b

|hH

b
w|2

1 + σ−2
e |hH

e w|2 . (15)

Based on the monotonicity of the function f(x) = 1+ax
1+bx for

x > 0, a > 0, and b > 0, it holds that
1+σ−2

b
|hH

b
w|2

1+σ−2
e |hH

e
w|2 is

maximized when ‖w‖2 = P . Define γk , P
σ2
k

for k ∈ {b, e}.

Then, we rewrite problem (15) equivalently as follows:

v⋆ = argmax‖v‖2=1

(

1 + γb|hH

b
v|2

1 + γe|hH
e v|2

=
vHQbv

vHQev

)

(16)

where w⋆ =
√
Pv⋆, and Qk = I + γkhkh

H

k ≻ 0 for

k ∈ {b, e}. Problem (16) is a Rayleigh quotient [20], whose

optimal solution is given as follows:

v⋆ =
Q

−1/2
e p

‖Q−1/2
e p‖

=
Q

−1/2
e p

√

pHQ−1
e p

, (17)

where p is the principal eigenvector of the matrix ∆ =

Q
−1/2
e QbQ

−1/2
e ∈ C

M×M . The resulting optimal objective

value in (16) is given by

v⋆HQbv
⋆

v⋆HQev⋆
= µ∆, (18)

where µ∆ is the principal eigenvalue of ∆. Consequently, w⋆

can be written as follows:

w⋆ =
√
Pv⋆ =

√
P (pHQ−1

e p)−1/2Q−1/2
e p. (19)

Accordingly, the secrecy capacity is given by

C = max{log2 µ∆, 0}. (20)

Leveraging the matrix determinant lemma [21], we obtain the

following theorem.

Theorem 1. The secrecy capacity C is given by

C = log2

(

1 +
α+

√

α2 + 4β

2(1 + γeGe)

)

, (21)

where α = γbGb − γeGe + γbγeGbGe(1 − ρ), β = (1 +
γeGe)γbγeGbGe(1 − ρ), Gk = ‖hk‖2 denotes the channel

gain of node k ∈ {b, e}, and ρ =
|hH

b
he|2

‖hb‖2‖he‖2 ∈ [0, 1] denotes

the channel correlation factor.

Proof: Please refer to Appendix A for more details.

By observing (21), we conclude the following results.

Corollary 1. Given Gb and Ge, the secrecy capacity C is

monotone decreasing with the correlation factor ρ ∈ [0, 1].

Proof: Given Gb and Ge, only gn(ρ) = α +
√

α2 + 4β
in (21) is determined by ρ. Furthermore, it holds that

dgn(ρ)

dρ
= −γbγeGbGe

(

1 +
α

√

α2 + 4β

)

− 1 + γeGe
√

α2 + 4β
.

Since ρ ∈ [0, 1], we have β ≥ 0, and it follows that

|α/
√

α2 + 4β| ≤ 1 and 1 + α/
√

α2 + 4β ≥ 0. Thus, we

have
dgn(ρ)
dρ < 0, and the final results follow immediately.

The above arguments imply that the upper bound of C is

obtained by setting ρ = 0, which is given as follows.

Corollary 2. When ρ = 0, the secrecy capacity given in (21)

can be written as follows:

C = log2 (1 + γbGb) . (22)

Proof: When ρ = 0, we have

α = γbGb (1 + γeGe)− γeGe, (23a)

β = (1 + γeGe)γbγeGbGe, (23b)

α2 + 4β = (γbGb (1 + γeGe) + γeGe)
2
. (23c)

Substituting (23) into (21) gives

C = log2

(

1 +
2γbGb (1 + γeGe)

2(1 + γeGe)

)

. (24)

The final results follow immediately.

Remark 1. It is worth noting that (22) is achieved when the

received power at Eve is zero, while the received power at

Bob is maximized by the maximal-ratio transmission (MRT)

beamformer w⋆ =
√
P hb

‖hb‖ , wm, which serves as an upper

bound of the secrecy capacity. This implies that the upper

bound of the secrecy capacity is attainable when the channel

correlation factor collapses to zero, i.e., ρ = 0.

Corollary 3. The secrecy capacity collapses to zero if and

only if ρ = 1 and γbGb ≤ γeGe.

Proof: When C = 0, it necessitates that α+
√

α2 + 4β =
0. Under this condition, it follows that α ≤ 0 and β = 0, which

yields γbGb ≤ γeGe and ρ = 1, respectively.

Remark 2. The results in Corollary 3 indicate that secure

transmission is unachievable only when the channels of Bob

and Eve are parallel and the total signal power gain of Bob

is no lager than that of Eve, i.e., γbGb ≤ γeGe.

In the subsequent subsections, we derive closed-form ex-

pressions for the secrecy capacity and conduct asymptotic
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Model Secrecy Capacity

UPW log2






1 +

γ
b

MAΨb

4πr2
b

−γ
e

MAΨe

4πr2
e

+γ
b
γ
e

M2A2ΨbΨe

(4π)2r2
b
r2
e

(1−ρ
P
)+

√

(

γ
b

MAΨb

4πr2
b

−γ
e

MAΨe

4πr2
e

+γ
b
γ
e

M2A2ΨbΨe

(4π)2r2
b
r2
e

(1−ρ
P
)

)2

+4

(

1+γ
e

MAΨe

4πr2
e

)

γ
b
γ
e

M2A2ΨbΨe

(4π)2r2
b
r2
e

(1−ρ
P
)

2

(

1+γe

MAΨe

4πr2
e

)







USW log2






1 +

γ
b

MAΨb

4πr2
b

−γ
e

MAΨe

4πr2
e

+γ
b
γ
e

M2A2ΨbΨe

(4π)2r2
b
r2
e

(1−ρ
S
)+

√

(

γ
b

MAΨb

4πr2
b

−γ
e

MAΨe

4πr2
e

+γ
b
γ
e

M2A2ΨbΨe

(4π)2r2
b
r2
e

(1−ρ
S
)

)2

+4

(

1+γ
e

MAΨe

4πr2
e

)

γ
b
γ
e

M2A2ΨbΨe

(4π)2r2
b
r2
e

(1−ρ
S
)

2

(

1+γe

MAΨe

4πr2
e

)







NUSW log2

(

1 +
γ
b
GN

b
−γ

e
GN

e
+γ

b
γ
e
GN

b
GN

e
(1−ρ

N
)+

√

(γb
GN

b
−γ

e
GN

e
+γ

b
γ
e
GN

b
GN

e
(1−ρ

N
))2+4(1+γ

e
GN

e
)γ

b
γ
e
GN

b
GN

e
(1−ρ

N
)

2(1+γeG
N
e
)

)

TABLE I: Secrecy channel capacity under different channel models.

analyses, considering various channel models ranging from

far-field to near-field. Since the capacity becomes zero when

Bob and Eve are at the same location, we focus on scenarios

where the users are at different locations, i.e., rb 6= re. For

brevity, we assume σ2
b
= σ2

e = σ2 and γb = γe = γ.

B. Far-Field and Near-Field Secrecy Capacity

1) UPW Model: When the users are located in the far-field

region where the UPW channel model is applicable, a closed-

form expression for C is given as follows.

Theorem 2. Under the UPW model, the channel gains are

given by Gk = MAΨk

4πr2
k

, GP
k for k ∈ {b, e}, and the channel

correlation factor is given by ρ = ρ
P
, where

ρ
P
=



























1 (θb, φb)=(θe, φe)
1−cos(MxΞΦ)
M2(1−cosΞΦ) Φb 6=Φe,Ωb=Ωe

1−cos(MzΞΩ)
M2(1−cosΞΩ) Φb=Φe,Ωb 6=Ωe

4(1−cos(MxΞΦ))(1−cos(MzΞΩ))
M2(1−cosΞΦ)(1−cosΞΩ) else

,

(25)

and where ΞΦ = 2π
λ d (Φb − Φe), and ΞΩ = 2π

λ d (Ωb − Ωe).
The secrecy capacity for FFC is shown in Table I.

Proof: The results can be derived from (14) using the

sum of the geometric series and trigonometric identities.

We next consider a challenging secure communication sce-

nario, where the Eve is located in the same direction of the

Bob, i.e., (θb, φb) = (θe, φe). According to (25), it holds that

ρ
P
= 1 for (θb, φb) = (θe, φe), and thus the secrecy capacity

is calculated as follows.

Corollary 4. When (θb, φb) = (θe, φe), the secrecy capacity

under the UPW model can be written as

C =







log2

(

1+γGP

b

1+γGP
e

)

rb < re

0 rb ≥ re
. (26)

Remark 3. The above arguments imply that under the FFC

model, secure transmission becomes unachievable when both

users are located in the same direction, and Bob is at a

distance from the BS that is greater than or equal to Eve’s.

To gain further insights into the limits of secrecy per-

formance, we next analyze the secrecy capacity under two

asymptotic conditions: i) where the number of BS antennas

approaches infinity, i.e., Mx,Mz → ∞ (i.e., M → ∞), and

ii) where the transmit power approaches infinity, i.e., P → ∞.

We first consider the case of M → ∞.

Corollary 5. As M → ∞, the secrecy capacity for the UPW

model satisfies

lim
M→∞

C







= max{2 log2 re
rb
, 0} (θb, φb)=(θe, φe)

≃ O(log2M) (θb, φb) 6=(θe, φe)
. (27)

Proof: For (θb, φb) = (θe, φe), it follows from (26) that

limM→∞ C = max{2 log2 re
rb
, 0}. For (θb, φb) 6= (θe, φe),

we have limM→∞ ρ
P
= 0, which, together with Corollary 2,

yields C = log2
(

1 + γGP
b

)

≃ O(log2M).

Remark 4. The results of Corollary 5 suggest that the secrecy

capacity under the UPW model may increase unboundedly

with the number of transmit antennas, theoretically reaching

any desired level. However, this contradicts the principles of

energy conservation.

When P → ∞, it has γ → ∞, which yields Corollary 6.

Corollary 6. When γ → ∞, the secrecy capacity satisfies

C ≃







max
{

2 log2
re
rb
, 0
}

(θb, φb) = (θe, φe)

log2
(

γGP

b
(1− ρ

P
)
)

(θb, φb) 6= (θe, φe)
. (28)

Proof: Please refer to Appendix B for more details.

Remark 5. The results of Corollary 6 suggest that under

the UPW channel model, the high-SNR slope of the secrecy

capacity is zero when Bob and Eve are in the same direction,

indicating that increasing the transmit power does not improve

the secrecy capacity. However, when Bob and Eve are in

different directions, the high-SNR slope is one, meaning that

the secrecy capacity increases linearly with the logarithm of

the transmit power.

2) USW Model: We now turn to the NFC, commencing

with the scenario where the users are located between the

Rayleigh and uniform-power distances. In this case, the USW

model is applicable, which yields the following theorem.

Theorem 3. Under the USW channel model, the channel gains

are given by Gk = MAΨk

4πr2
k

, GS

k for k ∈ {b, e}, and the

channel correlation factor satisfies ρ = δxδz
M2 , ρ

S
, where

δi≈



























∣

∣

∣

sin(Mibi/2)
sin(bi/2)

∣

∣

∣

2

ai=0, bi 6=0

π
|ai|

∣

∣

∣erf
(

Mi

2

√

|ai|ej
π
4

)∣

∣

∣

2

ai 6=0, bi=0

π
4|ai|

∣

∣

∣

∣

erf
(

aiMi−bi

2
√

|ai|
ej

π
4

)

+erf
(

aiMi+bi

2
√

|ai|
ej

π
4

)

∣

∣

∣

∣

2

ai 6=0, bi 6=0

(29)

for i ∈ {x, z}, and where bx = 2πd
λ (Φb − Φe),

bz = 2πd
λ (Ωb − Ωe), ax = πd2

λ

(

1−Φ2
b

rb
− 1−Φ2

e

re

)

, az =
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πd2

λ

(

1−Ω2
b

rb
− 1−Ω2

e

re

)

, and erf (x) = 2√
π

∫ x

0
e−t2dt is the error

function [22, Eq. (8.250.1)]. The expression for the secrecy

capacity is shown in Table I.

Proof: Please refer to Appendix C for more details.

Similar to the analysis of the UPW model, we also examine

the asymptotic secrecy capacity for the USW model in the

following discussions.

Corollary 7. When M → ∞, the secrecy capacity for the

USW model satisfies

limM→∞ C ≃ O(log2M). (30)

Proof: Similar to the proof of Corollary 5.

Remark 6. The results of Corollary 7 suggest that the secrecy

capacity under the USW model may increase indefinitely with

the number of transmit antennas, which contradicts the laws

of energy conservation.

Then we consider the case of P → ∞.

Corollary 8. When γ → ∞, the secrecy capacity satisfies

C ≃ log2(γG
S

b(1− ρ
S
)). (31)

Proof: Similar to the proof of Corollary 6.

Remark 7. The results of Corollary 8 suggest that the high-

SNR slope of the capacity under the USW model is one.

3) NUSW Model: Next, we investigate the NUSW model

for the users positioned within the uniform-power distance.

Theorem 4. Under the NUSW model, the resulting channel

gain of node k ∈ {b, e} can be expressed as follows:

Gk=
A

4πd2

∑

x∈Xk

∑

z∈Zk

arctan

(

xzΨ−1
k

√

Ψ2
k+x

2+z2

)

, GN

k , (32)

where Xk = {Mx

2 εk ± Φk} and Zk = {Mz

2 εk ± Ψk}. As for

the channel correlation factor, it can be evaluated as follows:

ρ =
M2A2ΨbΨeπ

2

16GN

b
GN

e r
2
b
r2eT

4

∣

∣

∣

∣

∑T

t=1

∑T

t′=1

√

(1− ζ2t ) (1− ζ2t′)

×g1(Mxεbζt,Mzεbζt′) g2(Mxεbζt,Mzεbζt′)|2 , ρ
N
, (33)

where T is a complexity-vs-accuracy tradeoff parameter, ζt =
cos
(

2t−1
2T π

)

for t ∈ {1, . . . , T }, and

g1 (x, z) ,
ej

2π
λ

rb(x2+z2−2Φbx−2Ωbz+1)
1
2

(x2 + z2 − 2Φbx− 2Ωbz + 1)
3
2

, (34a)

g2 (x, z) ,
e−j 2π

λ
re(τ2x2+τ2z2−2τΦex−2τΩez+1)

1
2

(τ2x2 + τ2z2 − 2τΦex− 2τΩez + 1)
3
2

(34b)

with τ = rb
re

. The secrecy capacity is shown in Table I.

Proof: Please refer to Appendix D for more details.

Due to the linearly varying phase shifts in the UPW model,

the channels for Bob and Eve become parallel when they are

located in the same direction, resulting in ρ = 1 and thus a

secrecy capacity C = 0. In contrast, the nonlinear varying

phase shifts in the spherical-wave models, i.e., USW and

NUSW, prevent the channels for Bob and Eve from aligning

perfectly unless they are at the exact same location. According

to Corollary 3, we draw the following conclusion.

Remark 8. Unlike the UPW model, the secrecy capacity under

the USW and NUSW models does not collapse to zero when

Model Energy conservation
When (θb, φb)=(θe, φe)
C High-SNR slope

UPW ×
If rb ≥ re, = 0

If rb < re, > 0
0

USW × > 0 1
NUSW X > 0 1

TABLE II: Comparison between different channel models.

Bob and Eve are positioned in the same direction but at

different locations.

These arguments suggest that leveraging the near-field effect

can effectively enhance the system’s secrecy performance. The

superiority of NFC is essentially attributed to spherical-wave

EM propagation, which allows energy to be focused on Bob’s

specific location rb rather than merely in his direction (θb, φb).
This capability of beamfocusing significantly improves secrecy

performance in contrast to FFC.

We next analyze the asymptotic secrecy capacity by setting

Mx,Mz → ∞ and P → ∞, respectively.

Corollary 9. When Mx,Mz → ∞, the secrecy capacity for

the NUSW model satisfies

lim
Mx,Mz→∞

C ≈ log2

(

1 +
γA

2d2

)

. (35)

Proof: It follows from the numerical results in [23] that

limMx,Mz→∞ ρ
N

≪ 1, which yields C ≈ log2
(

1 + γGN

b

)

.

Furthermore, we have

lim
Mx,Mz→∞

GN

k =

4A lim
x,z→∞

arctan

(

xzΨ−1
k√

Ψ2
k
+x2+z2

)

4πd2
=

A

2d2
.

The final results follow immediately.

Remark 9. The results in Corollary 9 indicate that, unlike the

UPW and USW models, the secrecy capacity under the NUSW

model converges to a finite upper bound as the number of

transmit antennas increases, thereby adhering to the principle

of energy conservation.

Then we consider the case of P → ∞, i.e., γ → ∞.

Corollary 10. When γ → ∞, the secrecy capacity satisfies

C ≃ log2
(

γGN

b (1− ρ
N
)
)

. (36)

Proof: Similar to the proof of Corollary 6.

Remark 10. The results in Corollary 10 suggest that the high-

SNR slope under the NUSW model is one.

For comparison, we summarize skey outcomes from the

above analysis across different channel models in Table II,

leading to the following observations.

Remark 11. The NUSW model provides a more realistic

approach for energy considerations compared to other models.

This underscores the critical importance of precise channel

modeling in the near-field region to accurately capture the

physical behaviors of EM waves.

Remark 12. When Eve is aligned in the same direction

as Bob, the reduced channel correlation in NFC provides

additional resolution in the distance domain, enabling NFC

to achieve better secrecy performance compared to FFC.
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C. Depth of Insecurity

As discussed in Remark 8, in NFC, secure transmission can

be ensured even when users are located in the same direction

due to the application of beamfocusing. Additionally, as proven

in Corollary 1, a low channel correlation corresponds to a

higher secrecy rate, which can be achieved by equipping the

BS with a sufficiently large number of antennas. Corollary 2

further elaborates that when ρ = 0, the upper bound of the

secrecy capacity can be achieved using the MRT beamformer.

However, achieving ρ = 0 is theoretically feasible only with

an infinitely large number of antennas, which is impractical.

Given this impracticality, it becomes crucial to examine

the gap between the practical optimal beamformer w⋆ and

the MRT beamformer wm. According to (19), a closed-form

expression for the optimal beamformer is unavailable, making

this comparison particularly challenging. As a compromise,

we focus on the optimal beamformer in the asymptotic case

where the transmit power P → ∞, or equivalently, where both

γb and γe approach infinity.

When γb → ∞, the matrix ∆ can be approximated by

∆ = Q−1/2
e QbQ

−1/2
e ≃ γbQ

−1/2
e hbh

H

bQ
−1/2
e , (37)

which implies that its principal eigenvector p is asymptoti-

cally parallel to Q
−1/2
e hb. Hence, the optimal beamformer is

parallel to Q−1
e hb, which can be calculated as follows:

Q−1
e hb =

(

I+ γeheh
H

e

)−1
hb (38a)

(a)
=

(

I− γeheh
H
e

1 + γe‖he‖2
)

hb

(b)≈
(

I− heh
H
e

‖he‖2
)

hb, (38b)

where the step (a) follows from the Woodbury matrix identity,

and the step (b) follows from the assumption of γe → ∞. As

a result, the optimal beamformer is given by

w⋆
∞ =

√
Pη(I− heh

H

e /‖he‖2)hb (39a)

=
√
Pη(hb − (hH

e hb/‖he‖2)he), (39b)

where η = ‖(I − heh
H
e /‖he‖2)hb‖−1 is for normalization.

Notably, w⋆
∞ is orthogonal to he, i.e.,

hH

e w
⋆
∞ =

√
Pη
(

hH

e hb − ‖he‖2/‖he‖2hH

e hb

)

= 0. (40)

Remark 13. The results in (39b) suggest that in the high-

SNR regime, the optimal beamformer aligns with hb minus

its projection on he, which represents the vector most aligned

with hb within the null space of he.

Remark 14. The above arguments imply that in the high-

SNR regime, the secrecy capacity-achieving vector tends to be

orthogonal to Eve’s channel. Essentially, when orthogonality

to he is achieved, i.e., when Eve’s channel gain is minimized,

the optimal beamformer w⋆
∞ aligns as closely as possible with

the direction of hb. As the number of antennas M approaches

infinity, the beamformer coincides with hb.

Therefore, we can use the angle between w⋆
∞ and wm =√

P hb

‖hb‖ , denoted as ψ ∈ [0, π], to numerically evaluate

the gap between them. The cosine of ψ, which decreases

monotonically as ψ increases, is given in Lemma 1.

Lemma 1. The cosine of ψ is calculated as follows:

cosψ = 1− ρ. (41)

Proof: By definition, we have cosψ =
|wH

m
w⋆

∞|2
‖wm‖2‖w⋆

∞‖2 ,

which yields cosψ =

∣

∣

h
H
b

‖hb‖

(

hb−
h
H
e
hb

‖he‖2
he

)∣

∣

2

hH

b

(

I− heh
H
e

‖he‖2

)(

I− heh
H
e

‖he‖2

)

hb

. It holds that

cosψ =

∣

∣

∣
‖hb‖ − |hH

e
hb|2

‖hb‖‖he‖2

∣

∣

∣

2

hH
b

(

I− hehH
e

‖he‖2

)

hb

=
‖hb‖2

∣

∣

∣
1− |hH

e
hb|2

‖hb‖2‖he‖2

∣

∣

∣

2

‖hb‖2
(

1− |hH
e
hb|2

‖hb‖2‖he‖2

) .

Consequently, we have cosψ = 1− ρ.

Based on the above discussion, we propose a concept

called the “depth of insecurity”, which serves as a metric for

evaluating the susceptibility of near-field secure transmission

in the distance domain. Specifically, when Bob and Eve are

located in the same direction, the secrecy capacity decreases

as the distance between them shortens. Given rb, we aim to

find an interval [rmin, rmax] of maximum length such that for

re ∈ [rmin, rmax], the following condition holds:

cosψ =
|wH

mw
⋆
∞|2

‖wm‖2‖w⋆
∞‖2 = 1− ρ ≤ Γ, (42)

where Γ is a desired threshold. The depth of insecurity is

defined as the length of this interval, i.e., D = rmax − rmin.

When Eve is located in the same direction as Bob but

beyond the depth of insecurity, the transmission security is

more robustly guaranteed. Consequently, a smaller depth of

insecurity signifies better secrecy performance. For clarity, we

define the depth of insecurity using a threshold of Γ = 1
2 ,

known as the 3 dB depth. In the sequel, we emply Lemma 1 to

calculate the 3 dB depth under the USW model, which applies

to most near-field scenarios. For simplicity, we assume that the

UPA is square-shaped, i.e., Mx =Mz , and that both users are

aligned in the boresight direction, i.e., (θk, φk) = (π2 ,
π
2 ).

Lemma 2. The 3 dB depth of insecurity in the boresight

direction is given by

D3dB =







2r2
b
rs

r2
s
−r2

b

rb < rs

∞ rb ≥ rs
, (43)

where rs =
Md2

4λΥ2
3dB

, and Υ3dB = 0.79.

Proof: Please refer to Appendix E for more details.

As observed in (43), the depth of insecurity approaches

infinity when Bob is located at a distance greater than rs. Con-

sequently, the region within rs is the “security region” for Bob,

where secure transmission is achievable. Furthermore, we note

that increasing the number of transmit antennas can expand

the security region and reduce the depth of insecurity, thereby

enhancing near-field secure transmission. Specifically, for a

given rb, to achieve secure transmission to Bob, the number

of antennas must satisfy the condition M > 4λΥ3dBrb
d2 ,Ms.

IV. ANALYSIS OF THE MINIMUM REQUIRED POWER

A. Minimum Power Requirement Characterization

For clarity, we denote t = ‖w‖2 and v = t−1/2w. Given

the target secrecy rate R0 > 0, the minimum required power
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and the corresponding beamformer can be found by solving

the following problem:

min
v,t

t s.t.
1+ tσ−2

b
|vHhb|2

1+ tσ−2
e |vHhe|2

≥ 2R0 , t > 0, ‖v‖2=1. (44)

Multiplying both sides of the first constraint in (44) by 1 +
tσ−2

e |vHhe|2 gives

vH((1 − 2R0)I+ t(σ−2
b

hbh
H

b − 2R0σ−2
e heh

H

e ))v ≥ 0. (45)

By defining Θ , 1
σ2
b

hbh
H

b
− 2R0

σ2
e

heh
H
e ∈ CM×M , we have

vH((1− 2R0)I+ tΘ)v ≤ 1− 2R0 + tµΘ, (46)

where µΘ denotes the principal eigenvalue of Θ. Upon com-

bining (45) and (46), we find that t must satisfy t ≥ 2R0−1
µΘ

> 0
to guarantee the feasibility of problem (44). This means that

the minimum value of t, i.e., the minimum required power,

can be written as follows:

P = (2R0 − 1)/µΘ. (47)

In this case, the corresponding v is the normalized principal

eigenvector of Θ. By applying the matrix determinant lemma,

we deduce the following theorem.

Theorem 5. The minimum required transmit power to guar-

antee a target secrecy rate R0 is given by

P = 2
(

2R0 − 1
)

/(ξ +
√

ξ2 + χ), (48)

where ξ = σ−2
b
Gb − 2R0σ−2

e Ge and χ =
2R0+2σ−2

b
σ−2
e GeGb (1− ρ).

Proof: Please refer to Appendix F for more details.

Corollary 11. The finite target secrecy rate R0 is unachievable

if and only if ρ = 1 and
σ−2
b

Gb

σ−2
e Ge

≤ 2R0 .

Proof: The unachievability of R0 means that P = ∞,

which yields ξ +
√

ξ2 + χ = 0. In this case, we have χ = 0

and ξ ≤ 0, and it follows that ρ = 1 and
σ−2
b

Gb

σ−2
e Ge

≤ 2R0 . The

final results follow immediately.

Since the minimum required power P is also expressed as

a function of the channel gains and the channel correlation

factor, which were derived in the previous section, the sub-

sequent text will focus solely on the asymptotic analysis as

Mx,Mz → ∞ (M → ∞) for the various far-field and near-

field channel models. For brevity, we assume σ2
b
= σ2

e = σ2.

B. Far-Field and Near-Field Power Scaling

1) UPW Model: We commence with FFC by studying the

UPW model.

Corollary 12. When M → ∞, the minimum required power

under the UPW model satisfies

lim
M→∞

P =







∞ (θb, φb) = (θe, φe) & re ≤ 2R0/2rb

0 else
. (49)

Proof: Please refer to Appendix G for more details.

From Corollary 12, we can draw the following remark.

Remark 15. The minimum required power under the UPW

model may drop to zero as the number of transmit antennas
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Fig. 3: Secrecy capacity versus γ.

increases indefinitely. This means that the target secrecy rate

can be achieved with no transmit power, which is impractical.

2) USW Model: We next shift to the NFC.

Corollary 13. When M → ∞, the minimum required power

under the USW model is given by zero, i.e., limM→∞ P = 0.

Proof: For the USW model, we have limM→∞ ρ
S
= 0.

Then the results can be obtained by following the steps to

obtain Corollary 12.

Remark 16. The results of Corollary 13 suggest that under

the USW model, when the number of transmit antennas ap-

proaches infinity, the target secrecy rate can be achieved with

zero transmit power, which contradicts the principle of energy

conservation.

3) NUSW Model: Turn now to the NFC case under the

NUSW model.

Corollary 14. When Mx,Mz → ∞, the minimum required

power under the NUSW model satisfies

lim
Mx,Mz→∞

P ≈ 2(2R0 − 1)d2

σ−2A
. (50)

Proof: Under the NUSW model, we have

limMx,Mz→∞ ρ
N

≪ 1 and limMx,Mz→∞GN
b

= A
2d2 .

Following the steps outlined in Appendix G, we have

limMx,Mz→∞ P = limMx,Mz→∞
2R0−1
σ−2Gb

=
2(2R0−1)d2

σ−2A .

Remark 17. Corollary 13 suggests that, compared to the UPW

and USW models, the minimum required power under the

NUSW model decreases to a lower bound greater than zero

as the number of transmit antennas increases.

By comparing the results of the different channel models,

we arrive at the following conclusion.

Remark 18. Unlike FFC, NFC can achieve any desired

secrecy rate for Bob, regardless of his location, provided there

is sufficient transmit power. Moreover, the NUSW model is

more realistic than the other models when investigating power

scaling, as it adheres to the principle of energy conservation.

V. NUMERICAL RESULTS

In this section, numerical results are presented to demon-

strate the secrecy performance in both the near field and far

field, and to verify the accuracy of the analytical results.

Unless otherwise specified, the simulation parameters are set

as follows: λ = 0.125 m, d = λ
2 , A = λ2

4π , Mx = Mz = 51,

γ = 40 dB, σ2 = −10 dB, R0 = 1 bps/Hz, (θb, φb) =
(θe, φe) = (π3 ,

2π
3 ), rb = r, and re = 2r with r = 10 m.
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Fig. 4: Secrecy capacity versus M , with (θe, φe) = (2π3 ,
π
3 ).

A. Secrecy Capacity

Fig. 3 plots the secrecy capacity in terms of the transmit

SNR. The derived closed-form results match well with the

simulation results as per the definition given as (3), and the

asymptotic results precisely track the trends observed in the

high-SNR region. Additionally, we can observe that when Eve

is located in the same direction with Bob, the secrecy capacity

of the UPW model converges to an upper bound of 2 log2
re
rb

=
2, while those of the near-field channel models keep increasing

with the SNR. In other words, the high-SNR slope of the

secrecy capacity achieved by NFC is larger than that achieved

by FFC, which verifies our analysis.

Fig. 4 plots the secrecy capacity as a function of the

number of transmit antennas for various values of r. It can

be observed that for small values of M , the secrecy capacity

under all channel models increases linearly with logM . This

occurs because, when the antenna number is small, the users

can be treated as in the far-field region, where all models

are sufficiently accurate. However, as M grows larger, the

variations in channel powers and phases across the array

become pronounced. In such cases, the secrecy capacity under

the UPW and USW models are overestimated due to neglect

of these variations in wave propagation, and they will increase

unboundedly with M , breaking the energy-conservation laws.

This is in line with the statements in Remarks 4 and 6. In con-

trast, as M increases, the secrecy capacity under the NUSW

model are capped at finite values, aligning with the results in

Remark 9 and justifying the superior accuracy and robustness

of the NUSW model. Additionally, by examining the results

for different values of r, we observe that the overestimation

gap in secrecy capacity between the UPW/USW and NUSW

models for large M diminishes as the distance between the

users and the BS increases. This occurs because, with greater

distance, the users move toward the far-field region, where the

near-field effects are mitigated.

Fig. 5 illustrates the secrecy channel capacity with respect

to the distance of Eve for various channel models, where Bob

and Eve are located in the same direction with (θb, φb) =
(θe, φe) = (π3 ,

2π
3 ). As can be seen, when Eve is closer to the

BS than Bob, its channel condition poorer will be worse than

Bob’s, and the secrecy capacity remains zero, making secure

transmission unachievable. By contrast, secure transmission

under NFC, i.e., under the USW and NUSW models, is

always feasible except when Bob and Eve are at the exact

same location. These behaviors are consistent with the insights
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Fig. 5: Secrecy capacity versus re when rb = 10 m.
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Fig. 7: 3 dB depth of insecurity versus M .

provided in Remarks 3 and 8. Moreover, NFC consistently

achieves higher secrecy capacity than FFC, even when Bob is

farther from the BS than Eve. This advantage is attributed to

the enhanced distance resolution offered by the spherical-wave

model, which enables more precise focusing of signal energy

on Bob while minimizing leakage to Eve. These observations

underscore the superior secrecy performance of NFC.

Fig. 6 plots cosψ as a function of re for different rb values

to illustrate the depth of insecurity. It can be observed that the

3 dB depth (obtained by studying cosψ ≤ 1
2 ) becomes infinite

when rb ≥ rs, which is consistent with the results of (43).

Fig. 7 illustrates the 3 dB depth versus the number of transmit

antennas. In line with our prior analyses, the numerical results

show that the depth of insecurity decreases as M increases.

The dashed lines represent the case when the antenna numbers

is Ms, leading to rs = rb. Therefore, when M ≤ Ms, the

depth is infinite. Additionally, we note that for a given M , the

depth of insecurity is positively correlated with Bob’s distance

from the BS, which means that secure transmission is more

readily achieved when the intended receiver is closer to the

transmitter.
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Fig. 8: Minimum required power versus M , with

(θe, φe) = (2π3 ,
π
3 ).
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Fig. 9: Minimum required power versus re when rb = 10 m.

B. Minimum Required Power

In Fig. 8, we present the minimum required power as

a function of the antenna number M . Initially, for smaller

values of M , the minimum required power under all models

approximately decreases linearly with logM . However, as

M increases, expanding the near-field region, the UPW and

USW models become less accurate. Specifically, the minimum

required power under the UPW/USW models continues to

decrease and approaches zero, which is unrealistic in practical

scenarios. In contrast, for the more accurate NUSW model,

the minimum required power converges to a lower bound

greater than zero, reflecting a more realistic scenario. These

observations corroborate the insights provided in Remarks 15,

16 and 17.

Fig. 9 shows the minimum required power as a function of

Eve’s distance from the BS for different target secrecy rates.

It is worth noting that, when Bob and Eve are in the same

direction, under FFC, the target secrecy rate is only achievable

when re > 2R0/2rb. In contrast, NFC can achieve the target

rate whenever re 6= rb, in line with Remark 18. Furthermore,

for a given R0, the required transmit power for FFC is always

higher than that of NFC, demonstrating the advantages of NFC

in enhancing physical layer security.

VI. CONCLUSION

This article has analyzed the performance of physical layer

security in terms of secrecy capacity and minimum required

power. Using various commonly employed far-field and near-

field channel models, namely the UPW, USW, and NUSW

models, we derived closed-form expressions for the secrecy

capacity under a power budget and the minimum power

required to achieve a target secrecy rate. To gain further

insights, we conducted asymptotic analysis to unveil the

capacity scaling law and power scaling law, and compared

the secrecy performance across different models. Additionally,

we introduced the concept of the depth of insecurity as a

metric to evaluate the effectiveness of near-field beamfocusing

in enhancing secrecy performance. Through both theoretical

analyses and numerical simulations, we demonstrated that

NFC offers superior secrecy performance, owing to spherical-

wave EM propagation, compared to FFC, thereby enhancing

physical layer security.

APPENDIX

A. Proof of Theorem 1

The eigenvalues of ∆ can be calculated from the charac-

teristic equation det(∆ − µI) = 0. Employing the fact of

Qe ≻ I, we obtain det(∆ − µI) = 0 ⇔ det(Q
1/2
e ) det(∆ −

µI) det(Q
1/2
e ) = 0, i.e., det(µQ

1/2
e IQ1/2

e − Q
1/2
e ∆Q1/2

e ).
Upon defining Σ , (µ− 1) I+ µγeheh

H
e , we have

det(Σ− γbhbh
H

b ) = 0. (A1)

Leveraging the matrix determinant lemma [21], we can rewrite

(A1) as follows:

(1 − γbh
H

bΣ
−1hb) det(Σ) = 0, (A2)

where Σ−1 can be calculated using the Woodbury matrix

identity [21], which yields

Σ−1 =
1

µ− 1
I− µ (µ− 1)

−1
γeheh

H
e

µ− 1 + µγe ‖he‖2
. (A3)

It follows from the Sylvester’s determinant identity [21] that

det(Σ) = (µ− 1)
M−1 (

µ− 1 + µγe ‖he‖2
)

. (A4)

Substituting (A3) and (A4) into (A2) gives

(µ− 1)M−2[(1 + γeGe) (µ− 1)
2− (γbGb − γeGe+

γeγbGbGe (1− ρ)) (µ− 1)− γeγbGbGe (1− ρ)] = 0.
(A5)

Let {µm}Mm=1 denote the M roots of (A5). By the quadratic-

root formula, we have µ2 = . . . = µM−1 = 0 and

µ1 = 1 +
α+
√

α2 + 4β

2(1 + γeGe)
, µM = 1 +

α−
√

α2 + 4β

2(1 + γeGe)
. (A6)

We note that (µ1 − 1)(µM − 1) = −β
(1+γe‖he‖2)2 ≤ 0, which

implies µ1 ≥ µ2 = . . . = µM−1 ≥ µM . Therefore, the

principal eigenvalue of ∆ is µ1, i.e., µ∆ = µ1. Then the

final results follow immediately.

B. Proof of Corollary 6

When (θb, φb) = (θe, φe), the results are obtained from (26)

using limγ→∞
1+γGP

k

γGP

k

= 1.

When (θb, φb) 6= (θe, φe), we have ρ
P
6= 1, which yields

C = log2



1 +
α+

√

(γGb (1 + γGe(1− ρ)) + γGe)
2

2(1 + γGe)





= log2

(

1 +
γGb (1 + γGe(1− ρ))

1 + γGe

)

. (A7)
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With γ → ∞, (A7) can be further approximated as follows:

C ≈ log2

(

γbGbγeGe (1− ρ)

γeGe

)

= log2 (γbGb (1− ρ)) ,

which completes the proof of Corollary 6.

C. Proof of Theorem 3

Based on (13), we can easily obtain the channel gains GS

k.

We then focus on the channel correlation factor. By defining

δi =

∣

∣

∣

∣

∑M̃i

mi=−M̃i

ej(aim
2
i+bimi)

∣

∣

∣

∣

2

(A8)

for i ∈ {x, z}, the channel correlation factor for the USW

model can be written as follows:

ρ =

∣

∣hH

b
he

∣

∣

2

‖hb‖2‖he‖2
=

∣

∣hH

b
he

∣

∣

2

GS
b
GS

e

=
δxδz
M2

. (A9)

To calculate δi, we next consider different cases.

1) ai = 0, bi 6= 0: In this case, δi is given by

δi =

∣

∣

∣

∣

∑M̃i

mi=−M̃i

ejbimi

∣

∣

∣

∣

2

=

∣

∣

∣

∣

sin (Mibi/2)

sin (bi/2)

∣

∣

∣

∣

2

.

2) ai 6= 0, bi = 0: In this case, without loss of generality,

we assume that ai < 0. By denoting ϑi = aiM
2
i , δi can be

calculated as follows:

δi =M2
i

∣

∣

∣

∣

∑M̃i

mi=−M̃i

e
jϑi

(

mi
Mi

)2 1

Mi

∣

∣

∣

∣

2

(a)≈M2
i

∣

∣

∣

∣

∣

∫ 1
2

− 1
2

ejϑix
2

dx

∣

∣

∣

∣

∣

2
(b)
=

π

|ai|

∣

∣

∣

∣

∣

erf

(

ej
π
4Mi

√

|ai|
2

)

∣

∣

∣

∣

∣

2

,

where approximation (a) follows from the concept of definite

integral for large T , equality (b) follows from the integral

identity [22, Eq. (2.33.3)].

3) ai 6= 0, bi 6= 0: In this case, by denoting κi = biMi and

νi =
ai

bi
Mi, δi can be calculated as follows:

δi =M2
i

∣

∣

∣

∣

∑M̃i

mi=−M̃i

e
jκi

mi
Mi

(

1+νi
mi
Mi

)

1

Mi

∣

∣

∣

∣

2

≈M2
i

∣

∣

∣

∣

∣

∫ 1
2

− 1
2

ejκix(1+νix)dx

∣

∣

∣

∣

∣

2

(a)
=

π

4 |ai|

∣

∣

∣

∣

∣

erf

(

aiMi − bi

2
√

|ai|
ej

π
4

)

+ erf

(

aiMi + bi

2
√

|ai|
ej

π
4

)

∣

∣

∣

∣

∣

2

,

where (a) follows from the integral identity [22, Eq. (2.33.3)].

Combining the above cases, we obtain the results of (29),

which completes the proof of Theorem 3.

D. Proof of Theorem 4

Based on (6b) and (10), the channel gains under the NUSW

model can be written as follows:

Gk =
AΨk

4πr2k

∑

mx∈Mx

∑

mz∈Mz

(

(m2
x +m2

z)ε
2
k

− 2mxεkΦk − 2mzεkΩk + 1
)− 3

2 .

(A10)

We next define the function

f (x, z) , (x2 + z2 − 2Φkx− 2Ωkz + 1)−
3
2 (A11)

in the area A =
{

(x, z) | −Miεk
2 ≤ i ≤ Miεk

2 , i ∈ {x, z}
}

which is then partitioned into MxMz sub-rectangles,

each with equal area ε2k. Since εk ≪ 1, we

have f (x, z) ≈ f (mxεk,mzεk) for ∀ (x, z) ∈
{

(x, z) |
(

mi − 1
2

)

εk ≤ i ≤
(

mi +
1
2

)

εk, i ∈ {x, z}
}

.

Based on the concept of integral, we have

∑

mx,mz

f (mxεk,mzεk) ε
2
k ≈

∫∫

A
f (x, z) dxdz. (A12)

As a result, (A10) can be rewritten as follows:

Gk =
A2Ψk

4πd2

∫

Mzεk
2

−Mzεk
2

∫

Mxεk
2

−Mxεk
2

f(x, z)dxdz. (A13)

We can calculate the inner integral with the aid of [22, Eq.

(2.264.5)] and the outer integral with the aid of [22, Eq.

(2.284.5)], which yields the results of (32).

Following similar steps to obtain (A13), the channel corre-

lation factor can be written as follows:

ρ =
A2ΨbΨe

16π2GN
b
GN

e r
2
b
r2e

×
∣

∣

∣

∑

mx,mz

g1 (mxεb,mzεb) g2 (mxεb,mzεb)
∣

∣

∣

2

=
A2ΨbΨe

16π2GN
b
GN

e r
2
b
r2e ε

4
b

×
∣

∣

∣

∣

∣

∫

Mzεb
2

−Mzεb
2

∫

Mxεb
2

−Mxεb
2

g1 (x, z) g2 (x, z) dxdz

∣

∣

∣

∣

∣

2

. (A14)

The above integrals can be numerically evaluated by utilizing

the Chebyshev-Gauss quadrature rule, i.e.,
∫ 1

−1
f(x)√
1−x2

dx ≈
∑T

t=1 f (xj) with xt = cos
(

2t−1
2T π

)

, which leads to the

expressions in (33). This completes the proof of Theorem 4.

E. Proof of Lemma 2

Based on Lemma 1, we need to find the range of re such

that 1 − ρ ≤ 1
2 . From the results of Theorem 3, when Mx =

Mz =
√
M and (θk, φk) = (π2 ,

π
2 ), the channel correlation

factor is given by

ρ ,
∣

∣erf
(√
πej

π
4 Υ
)

/(2Υ)
∣

∣

4
, (A15)

where Υ =
√

Md2

4λ |1/rb − 1/re|. It can be clearly shown from

the numerical results that
∣

∣erf
(√
πej

π
4 Υ
)

/(2Υ)
∣

∣

4 ≥ 1
2 if and

only if Υ ≤ 0.79. Consequently, by defining Υ3dB , 0.79,

we have 1− ρ ≤ 1
2 when

√

Md2/(4λ)
∣

∣r−1
b

− r−1
e

∣

∣ ≤ Υ3dB. (A16)

Consequently, (A16) is equivalent to

max
{

0, r−1
b

− r−1
s

}

≤ r−1
e ≤ r−1

b
+ r−1

s . (A17)
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If rb < rs, the range of re satisfies

re ∈
[

rbrs
rs + rb

,
rbrs
rs − rb

]

, (A18)

and thus the depth of insecurity is given by

D3dB =
rbrs
rs − rb

− rbrs
rs + rb

=
2r2

b
rs

r2s − r2
b

. (A19)

If rb ≥ rs, we have

re ∈
[

rbrs
rs + rb

,∞
]

, (A20)

which yields D3dB = ∞. This completes the proof.

F. Proof of Theorem 5

The eigenvalues of Θ can be obtained from the character-

istic equation as follows:

det(µI−Θ)=det(µI−σ−2
b

hbh
H

b +2R0σ−2
e heh

H

e )=0. (A21)

By defining Φ , µI − σ−2
b

hbh
H

b
and utilizing the matrix

determinant lemma, (A21) can be rewritten as follows:

(1 + 2R0σ−2
e hH

e Φ
−1he) det(Φ) = 0. (A22)

By employing the Woodbury matrix identity, we obtain

Φ−1 =
1

µ
I+

σ−2
b

hbh
H

b

µ2 − µσ−2
b

‖hb‖2
. (A23)

Based on the Sylvester’s determinant identity, we have

det(Φ) = µM−1(µ− σ−2
b

‖hb‖2). (A24)

Substituting (A23) and (A24) into (A22) yields

µM−2(µ2 +
(

2R0σ−2
e Ge − σ−2

b
Gb

)

µ

−2R0σ−2
b
σ−2
e GeGb (1− ρ)) = 0.

(A25)

Let {µ′
m}Mm=1 denote the M roots of (A25). By the quadratic-

root formula, we can obtain µ′
2 = . . . = µ′

M−1 = 0 and

µ′
1 =

ξ +
√

ξ2 + χ

2
, µ′

M =
ξ −

√

ξ2 + χ

2
. (A26)

Since µ′
1µ

′
M = −χ

4 ≤ 0, we have µ′
1 ≥ µ′

2 = . . . = µ′
M−1 ≥

µ′
M . Therefore, the principal eigenvalue of Θ is µ′

1, i.e., µΘ =
µ′
1. The final results follow immediately.

G. Proof of Corollary 12

When Bob and Eve are located in the same direction, i.e.,

(θb, φb) = (θe, φe), according to the results in Theorem 2, we

have ρ
P
= 1 and

σ−2GP

b

σ−2GP
e

=
r2
e

r2
b

. In this case, if re ≤ 2R0/2rb,

we obtain P =
2(2R0−1)

0 = ∞. If re > 2R0/2rb, P can be

written as follows:

P = (2R0 − 1)/(σ−2GP

b − 2R0σ−2GP

e ). (A27)

Since limM→∞GP
k = ∞, we can obtain limM→∞ P = 0.

When Bob and Eve are in different directions, we have

limM→∞ ρ
P
= 0, which yields

lim
M→∞

P = lim
M→∞

2
(

2R0 − 1
)

ξ +

√

(

σ−2GP

b
+ 2R0σ−2GP

e

)2

= lim
M→∞

2R0 − 1

σ−2GP

b

= 0. (A28)

The proof of Corollary 12 is completed.
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