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Abstract
Voice anonymisation can be used to help protect speaker

privacy when speech data is shared with untrusted others. In
most practical applications, while the voice identity should be
sanitised, other attributes such as the spoken content should
be preserved. There is always a trade-off; all approaches re-
ported thus far sacrifice spoken content for anonymisation per-
formance. We report what is, to the best of our knowledge,
the first attempt to actively preserve spoken content in voice
anonymisation. We show how the output of an auxiliary auto-
matic speech recognition model can be used to condition the
vocoder module of an anonymisation system using a set of
learnable embedding dictionaries in order to preserve spoken
content. Relative to a baseline approach, and for only a modest
cost in anonymisation performance, the technique is successful
in decreasing the word error rate computed from anonymised
utterances by almost 60%.
Index Terms: voice anonymisation, voice conversion, auto-
matic speech recognition

1. Introduction
Voice anonymisation consists in the processing of a speech ut-
terance in order to conceal the voice identity of the speaker,
while keeping intact the speech content and other paralinguis-
tic attributes. The study of anonymisation is motivated in part
by the need to store, process or share speech data in a man-
ner compliant with privacy regulation such as the GDPR [1, 2].
The VoicePrivacy initiative [3] has proposed datasets, protocols
and metrics to support research in voice anonymisation and the
benchmarking of candidate solutions.

Voice anonymisation is usually performed using voice con-
version to substitute the voice contained within a speech record-
ing with that of a different pseudo-speaker. Anonymisation
performance is assessed using an adversarial automatic speaker
verification (ASV) model. A privacy adversary is assumed to
be semi-informed, i.e. they are aware that the speech data is
anonymised and use the same anonymisation system to produce
data with which to train an adversarial ASV system, denoted as
ASVanon

eval . The adversary attempts to undermine the anonymi-
sation safeguard by using the ASVanon

eval system to reidentify the
original speaker in protected speech data. The speaker verifica-
tion equal error rate (EER) achieved by the attacker is estimated
using an anonymised dataset. The higher the EER, the better the
anonymisation.

Some other content must always be preserved - otherwise,
the replacement of speech with silence offers a perfect anonymi-
sation solution. The 2024 edition of the VoicePrivacy Chal-
lenge [4] considered the preservation of the spoken and emo-
tional content. Preservation of the spoken content is evalu-

ated in terms of the word error rate (WER) [4, 5, 6], derived
from the comparison of ground-truth transcriptions to those
of anonymised utterances obtained using an automatic speech
recognition (ASR) system denoted as ASReval. Preservation of
emotional content is evaluated in terms of the unweighted aver-
age recall (UAR), derived from the comparison of ground-truth
emotion labels to those estimated from anonymised utterances
using a speech emotion recognition (SER) system.

Prior work has focused almost exclusively on techniques to
better sanitise the voice characteristics of the original speaker.
Even if the preservation of other attributes is still measured,
little-to-no work in the literature has focused on the design of
techniques to expressly preserve them. This approach has a fun-
damentally different emphasis, casting the problem of privacy
preservation as that of preserving desired attributes, rather than
or in addition to sanitising the undesired attributes. In this pa-
per, we propose a step in this direction. We report a technique
which still aims to substitute the voice of an original speaker
with that of a pseudo-speaker, but is also designed to preserve
spoken content. We do so by conditioning the vocoder which
is used for waveform synthesis with the transcription of the
original utterance, and training it so that the transcription is un-
changed after anonymisation.

We apply our approach to the 2024 VoicePrivacy Chal-
lenge [4] B4 baseline system, which is derived from our previ-
ous work [7]. While the system delivers strong voice anonymi-
sation, it was found to degrade the spoken content. Results show
that the reported technique is successful in better preserving
spoken content, to the point that it outperforms all other base-
line systems in terms of the WER, albeit with a modest reduc-
tion in voice anonymisation performance. While not a design
goal, results show that emotion cues are also better preserved.
The proposed conditioning technique is sufficiently generic that
it could also be applied to the neural vocoder model of any com-
parable voice anonymisation system.

2. Related work
2.1. Preservation of spoken content

To the best of our knowledge, few modeling approaches for
voice anonymisation were designed to explicitly minimise the
WER metric. The closest work in the literature is [8]. A con-
nectionist temporal classification (CTC) loss [9] is used dur-
ing training to encourage the preservation of spoken content.
However, the evaluation method does not align with that of the
VoicePrivacy Challenge, most notably in terms of the attack
model. The privacy adversary is uninformed and so the ASV
system is not retrained using anonymised data. This approach
is known to result in a substantially weaker attack, and hence
gives a potentially unreliable assessment of anonymisation per-
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Figure 1: Overview of the training and inference procedures. Red dashed lines indicate the gradient flow. At training time, the system
operates in a copy-synthesis fashion, extracting the pseudo-speaker identity from the original input utterance ui. At inference time,
only the green blocks are kept, and the pseudo-speaker is selected at random from the pool of pseudo-speakers as in [7].
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formance. Other key differences relate to the use of an addi-
tional loss term during training, whereas our approach involves
a more explicit inductive bias in the model architecture to better
preserve spoken content.

Other works have explored a different approach whereby
an anonymised speech waveform is synthesised anew from the
transcription of the original utterance, therefore erasing the
original voice characteristics, and by injecting certain desired
attributes into the generated output. The authors of [10] used
an ASR system to transcribe the input utterance, then employed
text-to-speech (TTS) synthesis conditioned on the voice of a
pseudo-speaker. This method achieved both a high EER and a
low WER but erased the prosody of the input utterance. Base-
line B3 of the VoicePrivacy Challenge 2024, proposed by the
same authors in [11], aimed to address this issue by condition-
ing the TTS model also on pitch and energy values estimated
from the input utterance, resulting in a more faithful reproduc-
tion of the prosody at the cost of a lower EER. In this work,
we propose a hybrid approach that still relies on voice conver-
sion applied to the input utterance, therefore preserving prosody
and paralinguistic attributes, while injecting spoken content in-
formation back into the generated output during vocoding. This
encourages the preservation of spoken content with a lower sac-
rifice in the EER.

We note that other work reported in the context of the 2022
VoicePrivacy Challenge, including two baselines [6, 10, 12],
seemingly already shows that spoken content can be preserved
to the point that the WER even improves. Decreases in the WER
might be interpreted to mean that anonymisation enhances in-
telligibility of the spoken content, even without specific opti-
misations to do so. This is not the correct interpretation. De-
creases in the WER are instead attributed to the retraining of
the ASReval model using a set of anonymised data [6, 13], when
the anonymisation system itself is trained using a database far
larger than that used to train the initial ASReval model.1 In any
case, WERs estimated using different ASR systems and differ-
ent evaluation data are not comparable. WER estimates made
using the same ASR model are comparable and reveal increases
in the WER. For the 2024 challenge, the ASR system is trained
only once, and using unprotected data only [4]. Under this sce-
nario, anonymisation always results in a higher WER. We pro-

1Because of the re-training using anonymised data for the 2022
VoicePrivacy Challenge, the ASR system used for evaluation is denoted
as ASRanon

eval [6, 13] in related work.

pose a technique to reduce the gap in the WER estimated from
unprotected and anonymised data and report its application to
one of the 2024 VoicePrivacy Challenge baselines.

2.2. Anonymisation using a neural audio codec

We performed this study using the VoicePrivacy baseline B4, in-
troduced in our previous work [7]. As illustrated in the dashed
block to the centre-left of Figure 1, it combines a neural audio
codec (NAC) [14] with a pair of autoregressive decoder-only
transformers to apply voice conversion to an input utterance u.
At inference time, a set of semantic tokens s are first gener-
ated using a semantic encoder. They encode a variety of at-
tributes including the spoken content and prosody in u. The
encoder of a NAC is used to extract a set of acoustic tokens
ã, not from u, but from a recording containing the voice of a
pseudo-speaker. The acoustic tokens are a compressed repre-
sentation of the waveform containing the pseudo-speaker voice,
and comprise two sets: ‘coarse’ acoustic tokens which encode
longer-term characteristics; ‘fine’ acoustic tokens which encode
more short-term, fine-grained detail.

Semantic tokens s and acoustic tokens ã are concatenated
and fed into the pair of autoregressive transformers, which pro-
cess the coarse and fine acoustic tokens respectively. The trans-
formers extract the vocal timber of the pseudo-speaker from ã
(ignoring other information, e.g. spoken content), and merge
it with the semantic content of s. The result is encoded in a
new set of acoustic tokens a. The NAC decoder then acts as a
vocoder, operating upon a to synthesise a waveform output ũ
which then contains speech in the voice of the pseudo-speaker.

While the NAC anonymisation system is competitive with
the other state-of-the-art methods in terms of anonymisation
performance, it was found to degrade spoken content. As we
show below, the vocoder can be conditioned to preserve spoken
content with only a modest loss in anonymisation performance.

3. Proposed method
The approach is illustrated in Figure 1 and is built around the
NAC-based approach to voice anonymisation described above.

3.1. Character-level conditioning

Informal listening tests reveal that utterances anonymised us-
ing the NAC-based approach to anonymisation contain occa-
sional mispronunciations. For example, we found cases in



which the word ‘snack’ was altered to ‘stack’, or ‘thick’ was
altered to ‘flick’. We assume that mispronunciations are caused
by the vocoder and that they might be tackled by training the
vocoder to use time-aligned, character-level annotations in ad-
dition to acoustic tokens a. To avoid mispronunciation errors,
the vocoder can be conditioned to use learnable time-aligned,
frame-level embeddings which represent the character spoken
in the input utterance. Ideally, embeddings should reflect exclu-
sively spoken content. So as to avoid privacy-leakage, the voice
characteristics should be contained exclusively in the acoustic
tokens a.

The vocoder model is conditioned at every layer with the
output of an auxiliary CTC-based ASR system. We use the Vo-
cos [15] vocoder architecture, which generates a waveform by
processing a set of NAC acoustic tokens with a chain of Con-
vNeXt blocks [16] which keep the shape of the intermediate fea-
tures fixed to D×T for every layer, where D is the channel di-
mension and T is the number of time steps. This property eases
the application of a conditioning mechanism to intermediate
vocoder layers. The last layer of the vocoder produces a set of
frame-level features which are used by a fully-connected layer
to estimate the complex short-term Fourier transform (STFT)
of each frame. A waveform is then synthesised using the in-
verse STFT. We employ the version of Vocos designed to oper-
ate upon acoustic tokens generated using EnCodec [14]. Since
the acoustic tokens ã and hence also a are in the same EnCodec
token format, substitution of the NAC decoder (vocoder) with
Vocos is straightforward.

We adjust the vocoder architecture to facilitate its condi-
tioning on character-level annotations extracted from the in-
put u. Between each Vocos ConvNeXt layer, we introduce a
character conditioning layer which we now describe. As illus-
trated to the lower left of Figure 1, we use a pretrained CTC-
based [9] ASR model denoted ASRctc to extract a character se-
quence c ∈ {0, 1 . . . 30}T from the input u. Each element of c
is an index associated to a set of CTC characters including the
26 letters of the English alphabet, the white space character, the
apostrophe character, the CTC null token, and the beginning-of-
sentence and end-of-sentence tokens.2

As illustrated in Figure 2, the k-th character condition-
ing layer (placed after the k-th ConvNeXt layer) takes c as
input and contains two dictionaries of learnable embeddings
both of dimension D, denoted wk and bk. Each dictionary
has 31 entries, one for each CTC character. We denote by
wk(c) ∈ RD×T the matrix of embeddings constructed by con-
catenating entries from wk according to the indexes in c. Like-
wise, bk(c) ∈ RD×T refers to the same operation applied to
dictionary bk. Inspired by FiLM [17], and given the output of
the k-th ConvNeXt layer xk, we condition xk with the affine
transformation

yk+1 = wk(c)⊙ xk + bk(c) (1)

where ⊙ represents element-wise multiplication. Each inter-
mediate feature matrix in the vocoder is conditioned upon the
time-aligned input character. Output yk+1 is then used as the
input to the following (k + 1)-th ConvNeXt layer. Note that,
while the vocoder is conditioned by c, it is still driven by the
acoustic tokens a, meaning that the approach is still closer to
voice conversion than text-to-speech.

2The length of c could be different to T because of a setting mis-
match between ASRctc and the anonymisation system (e.g. different hop
size). If so, c is resized to have length T using nearest-neighbour inter-
polation.

Figure 2: Character conditioning layer k. Starting from an
array of character indexes c, two matrices wk(c) and bk(c)
are constructed from embedding dictionaries wk and bk. The
intermediate vocoder representation xk is pointwise-multiplied
by wk(c) then summed to bk(c). The result yk+1 is passed to
the next layer.
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3.2. Vocoder training

The character embeddings in wk and bk are optimised jointly
with the vocoder. The goal is to ensure high quality wave-
form synthesis and to preserve the spoken content contained
within the input utterance u. The first goal is addressed us-
ing the training loss for the original Vocos vocoder [15]. It
comprises three components: a mel-spectrogram reconstruction
loss (ℓmel); an adversarial loss against a set of multi-period and
multi-resolution discriminators [18, 19] (ℓgan) in the style of a
generative adversarial network (GAN) [20]; a feature-matching
loss between the discriminators (ℓfm). These are represented by
the two upper-most, red-coloured boxes in Figure 1. To encour-
age the preservation of spoken content, we add a new CTC loss
component ℓctc shown in the lower red box. The training dataset
is composed of triplets (ui, ci, āi), where ui is an unprotected
utterance, ci = ASRctc (ui) is the sequence of CTC symbols
extracted from ui using ASRctc and āi is the set of acoustic to-
kens produced by the pair of transformers in the special case
where the speaker prompt is that of the original speaker (no
anonymisation).

During training, the vocoder receives as input āi (for copy-
synthesis in the usual way) and ci (for character-level condi-
tioning) and generates the waveform ūi. The CTC symbol se-
quence c̄i = ASRctc (ūi) is then inferred. The reconstruction
objectives ℓmel, ℓgan and ℓfm are computed by comparing ui and
ūi, while ℓctc is computed between ci and c̄i. The generator
training loss is then

ℓgen = λmelℓmel + λganℓgan + λfmℓfm + λctcℓctc (2)

where hyperparameters λ are weights assigned to each term.
The discriminator loss is the same as in [15]. The gen-
erator (vocoder) and the discriminators are optimized with
AdamW [21].



Table 1: Results on the evaluation sets of the VoicePrivacy Challenge 2024 of all baselines (B1 to B6) and our proposed system (high-
lighted in gray). The NAC system with character-level conditioning achieves the best results in terms of spoken content preservation
(WER) and second best emotion preservation (UAR) while also maintaining a strong privacy protection level (EER).

Dataset Unprotected B1 B2 B3 B4
(original NAC)

B5 B6 NAC + char.
conditioning

EER Libri-dev (%) 5.72 9.20 7.48 25.24 32.71 34.37 23.05 30.76

EER Libri-test (%) 4,59 6.07 4.52 27.32 30.26 34.34 21.14 28.69

WER Libri-dev (%) 1,80 3.07 10.44 4.29 6.15 4.74 9.69 2.66

WER Libri-test (%) 1,85 2.91 9.95 4.35 5.90 4.37 9.09 2.54

UAR IEMOCAP-dev (%) 69.08 42.71 55.61 38.09 41.97 38.08 36.39 44.91

UAR IEMOCAP-test (%) 71.06 42.78 53.49 37.57 42.78 38.17 36.13 43.59

4. Experimental setup
The vocoder weights are initialised to those of the Vocos check-
point trained using EnCodec 24 kHz tokens.3 Both character
embedding dictionaries wk and bk are initialised to 1 and 0
respectively, so that Eq. (1) is equivalent to an identity opera-
tion. The weights of the generator loss are λmel = λfm = 1,
λgan = 0.5, λctc = 1.5. The full system is trained for 300k
steps with an initial learning rate of 5e-4 and with a single-
cycle cosine annealing decreasing to 0. Since the generator
(the vocoder) weights are initialised to those of a pretrained
checkpoint, we do the same for the discriminator since it was
found to increase adversarial training stability. This is done by
fixing the weights of the pretrained generator while optimising
the discriminators for 6000 steps with an initial learning rate of
1e-3 and cosine annealing. Both the generator and the discrim-
inators are trained using the LibriSpeech-train-clean-100 [22]
database. The ASRctc system is a pretrained SpeechBrain [23]
model4 and is a wav2vec 2.0 backbone with a classification
head, both jointly fine-tuned using the LibriSpeech database.

Evaluation is performed using the 2024 VoicePrivacy Chal-
lenge protocol [4]. Anonymisation is performed at the ut-
terance level using the voice of a pseudo-speaker selected
at random from the speaker prompt pool.5 We use a
semi-informed attacker scenario. ASVanon

eval is an ECAPA-
TDNN model [24] trained using the LibriSpeech-train-clean-
360 database similarly anonymised at the utterance level.
ASReval and SEReval models are pretrained using the origi-
nal (unprotected) LibriSpeech-train-960 and IEMOCAP [25]
databases, respectively (see [4] for further details). EER, WER
and UAR metrics are computed from anonymised data using the
2024 VoicePrivacy Challenge evaluation pipeline.6

5. Results
Results for the evaluation partition of the 2024 VoicePrivacy
Challenge database are reported in Table 1. Also shown are
results for the full set of the six challenge baselines. Among
them are: B1, a simple x-vector–based anonymisation sys-

3https://huggingface.co/charactr/
vocos-encodec-24khz

4https://huggingface.co/speechbrain/
asr-wav2vec2-librispeech

5Our inference code will be made available at https://github.
com/m-pana/spk_anon_nac_lm.

6https://github.com/Voice-Privacy-Challenge/
Voice-Privacy-Challenge-2024

tem for which the WER is the lowest among competing base-
lines [4]; B4, the original NAC-based anonymisation system [7]
for which both the EER and UAR are competitive, but for which
the WER is relatively high; B5, a vector quantisation-based sys-
tem that achieves the highest EER [26].

With a WER of ∼2.5%, our system outperforms all com-
peting baselines in terms of preserving speech content, a relative
improvement of almost 60% over the original B4 system. As
an additional benefit, character-level conditioning also brings
modest improvements to emotion preservation. UARs of 45%
and 44% are also higher than those for all competing baselines.
This improvement might be due to the encoding of some im-
plicit prosody information in c. The information contained in
c is not exclusively ‘textual’. Since c associates a character to
every time step, it can also encode nuances of the speaking rate
which are pertinent to the SER task.

The benefits come at the expense of a modest loss in
anonymisation performance. The EER falls from ∼31% for the
original B4 baseline to ∼29% with character conditioning. The
reason is likely the same as for the improvement in SER: nu-
ances of the speaking rate are also pertinent to the ASV task.
Nonetheless, anonymisation performance is still competitive.
Moreover, the relative decrease in the EER of 6% might be a
small price to pay given the substantially greater relative im-
provement in the WER of 56%.

6. Conclusions
We propose character-level conditioning, a technique designed
to preserve spoken content when a vocoder is employed for
voice anonymisation. An auxiliary connectionist temporal clas-
sification based automatic speech recognition model is used to
extract a symbol sequence from the unprotected utterance. This
is used to condition the vocoder module of the anonymisation
system via a set of learnable embedding dictionaries in order to
encourage the preservation of spoken content. Relative to the
baseline approach, and for only a modest cost in anonymisa-
tion performance, the technique is successful in decreasing the
word error rate computed from anonymised utterances by al-
most 60%. The resulting system outperforms all six of the 2024
VoicePrivacy challenge baselines in terms of preserving spoken
content. So long as gradients can be backpropagated, alternative
approaches to the extraction of symbol sequences with appro-
priate temporal resolution could also be used. The technique
could equally be applied to other approaches to anonymisation
which employ a neural-based vocoder model for waveform syn-
thesis.
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