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ABSTRACT

Out-of-distribution generalization can be categorized into two types: common perturbations arising
from natural variations in the real world and adversarial perturbations that are intentionally crafted
to deceive neural networks. While deep neural networks excel in accuracy under the assumption of
identical distributions between training and test data, they often encounter out-of-distribution sce-
narios resulting in a significant decline in accuracy. Data augmentation methods can effectively
enhance robustness against common corruptions, but they typically fall short in improving robust-
ness against adversarial perturbations. In this study, we develop Label Augmentation (LA), which
enhances robustness against both common and intentional perturbations and improves uncertainty
estimation. Our findings indicate a Clean error rate improvement of up to 23.29% when employing
LA in comparisons to the baseline. Additionally, it enhances robustness under common corruptions
benchmark by up to 24.23%. When tested against FGSM and PGD attacks, improvements in ad-
versarial robustness are noticeable, with enhancements of up to 53.18% for FGSM and 24.46% for
PGD attacks.

1 INTRODUCTION

Real-world objects exhibit a diverse array of intertwined attributes. While certain characteristics, such as the class
identity of the object, are permanent, others, like the lighting conditions or pose of the object, are transient (Gabbay
& Hoshen, 2019). In fact, how would you interpret the images in Fig. 1? If you were to present them to someone and
ask about their interpretation, they would likely identify blurry birds and cars in snow. Despite the variations in the
images, we are capable of effectively distinguishing between the class identity and the transient attributes of an object.

We already assign names and labels for objects around us, but we also have names for concepts like brightness, warmth,
noisiness, and many more. The birds or cars themselves are unchanged, but the sharpness and colors are different.
Essentially, the name/labels remain invariant to us, but we still recognize that there exist some other elements that differ
from each other. The process of training a machine to make similar distinctions among various attributes in observed
data is referred to as disentanglement. It aims to find latent representations that adeptly separate the explanatory factors
contributing to variations in the input data (Bengio et al., 2013).

Disentangled representations have been shown to improve generalization to unseen scenarios in both generative and
discriminative tasks (Gabbay & Hoshen, 2019; Eom & Ham, 2019; Träuble et al., 2021). Deep Neural Networks
(DNNs) generalize well under the assumption of Independent and Identically Distributed (IID) data, where both train-
ing and test datasets come from the same distribution. Yet, high IID accuracy does not guarantee out-of-distribution
(OOD) generalization where train and test distributions mismatch (Liu et al., 2021a).

Figure 1: What do you see when looking at the images?
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Common corruptions (Hendrycks & Dietterich, 2019) and adversarial perturbations (Goodfellow et al., 2014) are two
examples of OOD scenarios leading to performance deterioration. A widely used approach to mitigate performance
drop is to incorporate data augmentation into the training pipeline (Shorten & Khoshgoftaar, 2019). While data
augmentation enhances model robustness, current methods tend to improve either common corruption or adversarial
perturbation individually, rather than concurrently enhancing both.

Beyond vulnerability to distributional shifts, another common issue is miscalibration—the tendency of models to
generate overconfident predictions when the training examples are IID. This overconfidence is further intensified
under OOD scenarios (Ovadia et al., 2019). In this study, for enhanced robustness, we present a simple yet effective
method using Label Augmentation (LA) for disentangling the class of an object from irrelevant noise. The LA proves
effective in enhancing calibration and robustness against both common and intentional perturbations of input data.

2 RELATED WORKS

Focusing on vision models, we review relevant literature on augmentation methods for robustness against distributional
shifts, including adversarial attacks, and common corruptions, alongside calibration.

Augmentation methods for robustness under distribution shift. Vision models often experience a drop in perfor-
mance under common or intentional perturbations of images (Hendrycks & Dietterich, 2019; Szegedy et al., 2013).
For instance, they show vulnerability to blur and Gaussian noise (Vasiljevic et al., 2016; Dodge & Karam, 2016), as
well as factors such as brightness and contrast (Hendrycks & Dietterich, 2019), occlusion (Zhong et al., 2020), and
small translations or rescalings of the input data (Azulay & Weiss, 2018). Additionally, when the model encounters
adversarial perturbations, its performance tends to suffer even more (Goodfellow et al., 2014; Papernot et al., 2016a;
Tramèr et al., 2017b; Athalye et al., 2018).

To mitigate performance degradation caused by common corruptions, a commonly employed strategy is the incor-
poration of label-preserving image augmentation into the training pipeline (Shorten & Khoshgoftaar, 2019). In the
simplest form, data augmentations translate to simple transformations such as horizontal flipping, color shift, and ran-
dom cropping (Krizhevsky et al., 2012; He et al., 2016). A more complex array of augmentations includes techniques
such as random erasing (DeVries & Taylor, 2017; Zhong et al., 2020), neural style transfer (Jackson et al., 2019;
Geirhos et al., 2018), image mixing (Zhang et al., 2017; Inoue, 2018; Summers & Dinneen, 2019; Hong et al., 2021;
Yao et al., 2022), training with noise (Lopes et al., 2019; Rusak et al., 2020), randomized manipulations of images (Xu
et al., 2023), combination and mixing of augmentation chains (Hendrycks et al., 2019; Modas et al., 2022), or search
for an optimal augmentation policy (Cubuk et al., 2019).

Defense mechanisms to tackle adversarial examples—a carefully crafted perturbations to mislead a classifier— in-
clude defensive distillation (Papernot et al., 2016b), feature squeezing (Xu et al., 2017), adversarial detection (Metzen
et al., 2017; Pang et al., 2018; Deng et al., 2021a), gradient regularization (Tramèr et al., 2017a; Wu et al., 2020), and
adversarial training (Goodfellow et al., 2014; Madry et al., 2017). Among these, the most effective strategy is adver-
sarial training, which involves augmenting training data with adversarial examples to enhance its robustness against
attacks or to reduce its test error on clean inputs (Goodfellow et al., 2014; Kurakin et al., 2016; Moosavi-Dezfooli
et al., 2016; Ford et al., 2019; Bai et al., 2021).

Adversarial examples could be augmented in various ways, including incorporating synthetic data (Gowal et al., 2021;
Wang et al., 2023b), unlabeled data (Carmon et al., 2019; Deng et al., 2021b), injecting noise to the hidden layers (Qin
et al., 2022), adversarial mixture of transformations (Wang et al., 2021), or reconfiguration of the low and high-
frequency components of intermediate feature representations (Bu et al., 2023). Other methods introduce weight
perturbation to enhance model robustness (Wu et al., 2020), regulating gradient growth to prevent robust overfitting
during multi-step adversarial training (Li et al., 2022), or ensemble training to mitigate vulnerabilities across sub-
models while preserving comparable accuracy on clean data (Cai et al., 2023).

The effectiveness of adversarial training depends on the choice of adversarial examples. For instance, training exclu-
sively with Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2014) enhances robustness against non-iterative
attacks but lacks robustness against iterative attacks such as Projected Gradient Descent (PGD) attack (Kurakin et al.,
2016; Madry et al., 2017). Whether adversarial training enhances robustness against common corruptions has con-
flicting views in the literature. While some studies suggest a positive correlation (Ford et al., 2019; Kireev et al.,
2022), others argue that adversarial robustness and robustness to common perturbations are independent (Laugros
et al., 2019).

Calibration. Despite performing well in generalization and prediction under the IID setting, DNNs often produce
overconfident results, which worsen even more in OOD settings (Guo et al., 2017; Ovadia et al., 2019; Gawlikowski
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Figure 2: The Cifar10 dataset includes 10 classes representing airplanes, cars, birds, cats, deer, dogs, frogs, horses,
ships, and trucks. The one-hot label for horses is [0 0 0 0 0 0 0 1 0 0]. Considering three distinct augmentation
operation classes like contrast, noise, and blur; the one-hot label for noise is [0 1 0]. In standard augmentation, labels
remain invariant. When applying Label Augmentation with a smoothing factor δ, the resulting label for noisy image
of a horse is [0 0 0 0 0 0 0 1 − δ 0 0 0 δ 0]. This maintains invariance with original categories while distinguishing
between more abstract concepts, such as noisy and noise-free inputs.

et al., 2021). Well-calibrated uncertainty estimates indicate when the output of models is reliable and when it is ques-
tionable. Temperature scaling with a validation set (Guo et al., 2017), or ensembling predictions from independently
trained classifiers on the entire dataset with random initialization (Lakshminarayanan et al., 2017), improves calibra-
tion. Using soft labels (Szegedy et al., 2016)—a weighted average of one-hot training labels and a uniform distribution
over targets—often prevents the network from becoming overly confident in specific labels, thus reducing calibration
errors (Müller et al., 2019; Lukasik et al., 2020).

3 LABEL AUGMENTATION

We now introduce our central idea.

Let O = {oi}Mi=1 represent a set of m label-preserving augmentation operations, each of which, when applied to an
input data, introduces certain effects to it. Let Z = {zi}Mi=1 be the one-hot encoded name for each of the operations.
Given a collection of objects X = {xi}Ni=1 and a set of labels Y = {yi}Ki=1, we humans assign a label yi to each
object xi based on the attributes we observe in them. Further, let O(X ) represent operations within O that are applied
to objects in X .

If we select an operation oj ∈ O and apply it to xi ∈ X as the certain attributes of the xi are affected—despite the
identity of the class object remains the same for each elements in O(X )—we no longer assign the same label yi to the
transformed objects/images (revisit Fig. 1). Instead, we assign a richer name that incorporates both the class identity
and the effect. In essence, we disentangle class identity from transformations/operations.

In a task of K-class classification, the goal is to model the mapping from the input data xi to its corresponding class
label yi through a DNN f : X → Y . Typically, this involves using a softmax output layer and cross-entropy loss to
quantify the dissimilarity between yi, the true class distribution (one-hot encoded), and pi, the softmax of predictions.
The cross-entropy loss, is defined as LCE(yi, pi) = −

∑K
k=1 yik log pik, where yik represents the k-th element of the

true class distribution yi, and pik denotes the k-th element of the predicted class distribution pi.

To extend the model generalization capability to OOD data, existing augmentation methods train with augmented
input O(X ) while assigning the same label to transformed and untransformed input data to help the model learn
representations that remain invariant to a set of data augmentations. Essentially, existing techniques aim to find a
mapping f : X ∪ O(X ) → Y . Given the distinction we make in our naming between X and O(X ), and considering
the use of such augmented inputs in training DNNs, would it not be advantageous to explicitly communicate to the
model that labels differ in additional factors beyond class identity? To enable this, we employ Label Augmentation
(LA).
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In LA, the objective is to maintain invariance to the input class category yi, while simultaneously enabling the distinc-
tions between xi and its various transformed versions. To achieve this, after any transformation oj on input data xi,
we simply concatenate the two one-hot labels yi and zj to each other with a factor of δ. In other words, whenever we
augment the input data, we augment labels as well. Specifically, the labels assigned to x̃i = oj(xi) are defined as in
Eq. 1, which represent a vector of length K +M . The label ỹi has the value of 1 − δ at position i and the value of δ
at position K + j. In other words, LA aims to find a more comprehensive mapping f : X ∪ O(X ) → Concatδ[Y,Z]
that maps augmented collections of input to the augmented labels. This is shown in Fig. 2.

ỹi = Concat[(1− δ)yi, δzj ] (1)

We consider identity transformation with δ = 0 as a specific case that represents untransformed input data. In case
of transformation, we select δ to be a small value in order to prevent excessive deviation of the model towards the
augmented label. The value of δ is drawn from a uniform distribution: δ ∼ U(0.05, 0.1).

To ensure the same dimensionality and maintain the class identity yi for any untransformed input data xi, we simply
expand the one-hot labels yi from K dimensions to K+M . At position i, we assign 1, as before, to represent the class
identity. In LA training, the loss is computed as LLA(ỹi, p̃i) = −

∑K+M
k=1 ỹik log p̃ik, where p̃i denotes the softmax

of predictions for x̃i.

In the following section, we show that the act of assigning names to operations and augmenting labels leads to better
generalization compared to traditional augmentation. Furthermore, as we will demonstrate, this helps achieve better
robustness to both common and intentional perturbations, as well as improved calibration.

Figure 3: Examples of augmentation operations applied in Label Augmentation.

4 EXPERIMENTAL SETUP

In the following, we elaborate on the dataset, training configuration, the networks employed, and the evaluation metrics
for assessing both robustness and calibration. Afterwards, we present the results and analysis.

4.1 CONFIGURATIONS AND METRICS

Datasets. We utilize the CIFAR-10 and CIFAR-100 (Krizhevsky et al., 2009) datasets. Both datasets contain 50,000
training images and 10,000 testing images of size 32 × 32 × 3. To assess the robustness of models against common data
shift, we evaluate on CIFAR-10-C and CIFAR-100-C benchmark (Hendrycks & Dietterich, 2019). These datasets are
created by introducing various distortions to the original CIFAR-10 and CIFAR-100 datasets, and contains a total of
15 corruptions of types such as noise, blur, weather, and digital distortions. Each distortion is incorporated at severity
levels 1 ≤ s ≤ 5. In the following, we refer to these datasets as CIFAR and CIFAR-C, respectively.

Robustness metrics. In Tables 1, 2, and 3, the Clean Error represents the standard classification error on uncorrupted
test data. For a given corruption c, the error rate at corruption severity s is denoted as Ec,s. Taking the average error
across these severities s; the corruption error CEc, is computed as CEc =

1
5

∑5
s=1 Ec,s. Finally, the mean Corruption

Error mCE = 1
15

∑15
c=1 CEc is the average of all 15 corruption errors. This gives one value for robustness comparisons

against common corruptions (Hendrycks & Dietterich, 2019; Hendrycks et al., 2019).

To measure robustness against adversarial perturbations, we employ FGSM (Goodfellow et al., 2014) and 40-step
iterative PGD (Madry et al., 2017) attacks, both with L∞ constraints using two budgets ε = 0.03 and ε = 0.3. We
utilize the implementations provided by the cleverhans 4.0 library (Papernot et al., 2018).
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Calibration metric. A classifier is considered calibrated when it can consistently predict their accuracy (Guo et al.,
2017). For instance, with 100 predictions, each at a confidence level of 0.7, we expect 70 correct classifications. We
evaluate the calibration of the network using the Expected Calibration Error (ECE) (Guo et al., 2017) and Root Mean
Square (RMS) Calibration Error. Given the finite size of the test sets, ECE and RMS Calibration Error are estimated
by grouping all n test examples into M equal size bins, ordered by prediction confidence—the winning softmax score.

Let Bm represent the set of samples whose predictions fall into bin m. The accuracy and confidence of Bm is defined
as acc(Bm) = 1

|Bm|
∑

i∈Bm
1(ŷi = yi) and conf(Bm) = 1

|Bm|
∑

i∈Bm
p̂i, respectively. Here, ŷi and yi represent

the predicted and ground-truth labels for input data xi, and p̂i is the confidence—winning score—of sample i. The
ECE and RMS errors is then defined as in Eq. 2 and Eq. 3, respectively. We use the implementations provided by the
TorchMetric 1.4.0 library (Lightning, 2024).

ECE =

M∑
m=1

|Bm|
n

∣∣∣acc(Bm)− conf(Bm)
∣∣∣ (2)

RMS =

√√√√ M∑
m=1

|Bm|
n

(
acc(Bm)− conf(Bm)

)2

(3)

Training Configuration and hyper-parameter setting. We run all experiments on a GeForce RTX-3080Ti GPU
with CUDA Version 12.0 using the PyTorch version 2.0.1. To assess robustness across different architectures, we use
a standard LeNet (LeCun et al., 1998), a ResNet-50 (He et al., 2016), a 40-2 Wide ResNet (Zagoruyko & Komodakis,
2016), a 32×4d ResNeXt-50 (Xie et al., 2017), and a Swin Transformer (Liu et al., 2021b). All networks start with a
learning rate of 0.1, which decays by a factor of 0.0001 according to a cosine annealing learning rate (Loshchilov &
Hutter, 2016). Before any augmentations, we preprocess input images through random horizontal flip and cropping.
In all experiments, we train for 25 epochs with default weights and optimize with stochastic gradient descent with a
momentum of 0.9. For both training and evaluation, we set the batch size to 1024. Each experiment in Tables 3, 4,
and 5 are conducted three times, and the averages along with their corresponding standard deviations are reported.

Baseline comparisons. We begin by comparing LA with traditional augmentations, selecting a set of label-preserving
augmentations such as Plasma noise (Nicolaou et al., 2022), Planckian Jitter (Zini et al., 2022), and Gamma adjust-
ment, as illustrated in Fig. 3. First, we train the models with these augmentations using LA, and then repeat the training
with normal augmentations, without LA. The results of these experiments are presented in Tables 1 and 2, and we will
analyze them in the next section.

To measure the effectiveness of LA, we make a comparison between various augmentation techniques, including
Mixup (Zhang et al., 2017), Augmix (Hendrycks et al., 2019), and AutoAugment (Cubuk et al., 2019). Additionally,
we include FGSM (Goodfellow et al., 2014) and 10-step iterative PGD (Madry et al., 2017), both with L∞ constraints
and ε = 0.3, for comparisons against adversarial training. Except for LA, in all these experiments, we adjust the last
classification layer of networks to output 10 and 100 class categories corresponding to CIFAR-10, and CIFAR-100
datasets, respectively. For LA, depending on the number of operations used for augmentation, we add additional units
to accommodate the prediction of augmented classes. After training the models with LA, during the testing phase, we
ignore the outputs for augmented labels—prior to the softmax operation—and only consider the class identity labels
as the final output of the models. This is because the class categories in CIFAR and CIFAR-C datsets are not linked to
augmentation operations like Plasma noise, etc. This could be thought of as asking a person to filter out what they see
in a transformed picture and just identify the class without providing extra detail.

Augmentation operations. Corruptions employed in the CIFAR-C benchmark dataset (Hendrycks & Dietterich,
2019) include Gaussian Noise, Shot Noise, Impulse Noise, Defocus Blur, Glass Blur, Motion Blur, Zoom Blur, Snow,
Frost, Fog, Brightness, Contrast, Elastic Transform, Pixelate, and JPEG Compression. According to Hendrycks &
Dietterich (2019), models evaluated on CIFAR-C should avoid using identical augmentations as those represented in
the benchmark.

AutoAugment (Cubuk et al., 2019) searches for various operations for data augmentation, as well as probabilities
and magnitudes at which operations are applied. Through this, it identifies the optimal policy for models to achieve
the highest validation accuracy on a given target dataset. The operations available for selection during the search, in
AutoAugment, includes five geometric transforms (shear x/y, translate x/y, and rotate), two color transforms (color,
invert), six intensity transforms (brightness, sharpness, solarize, equalize, autocontrast, contrast, and posterize), as
well as cutout (DeVries & Taylor, 2017) and sample pairing (Zhang et al., 2017; Inoue, 2018). Some of these trans-
formations may overlap with those in CIFAR-C.
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To avoid this, AugMix (Hendrycks et al., 2019) integrates augmentations from AutoAugment, that do not overlap with
the CIFAR-C benchmark (Hendrycks & Dietterich, 2019). Specifically, AugMix employs five geometric transforms
(shear x/y, translate x/y, and rotate) and four intensity transforms (solarize, equalize, autocontrast, and posterize).
However, ensuring a complete independence between augmentations is challenging. For example, (Rusak et al., 2020)
and (Mintun et al., 2021) highlight the similarity between posterize and JPEG compression, as well as shear and trans-
lation to blur, respectively. Taking this into account, since we evaluate the robustness on CIFAR-C and also want
to compare with AutoAugment and AugMix, we therefore, choose Plasma noise (Nicolaou et al., 2022), Planckian
Jitter (Zini et al., 2022), and Gamma adjustment as augmentations to be disjoint from the three. Noteworthy, for the
sake of complete comparisons between methods, in our implementation of AutoAugment for CIFAR-C evaluation,
unlike AugMix, we do not remove overlapping augmentation like cutout (DeVries & Taylor, 2017), brightness, etc.
Moreover, we conduct additional experiments by incorporating Augmix as the augmentation operation in LA. We de-
note these experiments as AugMix++ in Tables 3 and 4. In case of adversarial training, we employ FGSM (Goodfellow
et al., 2014) and 10-step iterative PGD (Madry et al., 2017) both with L∞ constraints and ε = 0.3.

Label Smoothing and Multi-Task Learning. Label smoothing (LS) is an effective technique for regularizing DNNs.
It achieves this by generating soft labels through a weighted average between a uniform distribution and the origi-
nal hard labels. LS is typically used to address overfitting during training, leading to improved classification accu-
racy (Szegedy et al., 2016; Müller et al., 2019). While LS distributes the probability mass between the correct class
label and all other classes, LA allocates the probability mass only between the identity class label and the augmen-
tation labels. We compare the performance of LA against LS, where both techniques employ the same smoothing
factor, δ. Furthermore, we compare LA with Multi-Task Learning (MTL), which offers an alternative approach to
distinguishing between class identity and an indicator of augmentations. MTL involves optimizing a neural network
across multiple related tasks simultaneously, aiming to enhance their generalization capabilities by leveraging shared
patterns and representations among tasks (Standley et al., 2020; Zhang & Yang, 2021; Xin et al., 2022). We use a 40-2
Wide ResNet architecture as a shared feature extractor, along with two task-specific output heads: one for predicting
class identity and the other for identifying the type of distortions applied to images. We employ δ as the weight for the
task of augmentation predictions and 1 − δ for the task of class identity prediction. The results of these experiments
are presented in Table 5, for both CIFAR datasets.

4.2 RESULTS

Comparisons of regular data augmentation versus LA. Table 1 compares standard training—where the model is
trained on clean data and tested on clean data—with training via LA when using different numbers of operations for
augmentations. The clean error improves when employing a single operation, while using two and three operations
results in greater error reduction, up to 17.51% when employing Plasma and Gamma (i.e. P.G.++, where notation ++

signifies label augmentation with factor δ). Similarly, we observe improvement in mCE when employing three oper-
ations. Specifically, P.G.++ achieves a 22.70% improvement compared to the mCE of standard training. Introducing
one additional operation, Jitter, results in a further improvement of 28.56% compared to the standard. Both calibration
errors, ECE and RMS, show improvement when utilizing LA. However, values demonstrate no correlation between
the number of operations employed and the improvement achieved. Similarly, errors under adversarial attacks FGSM
and PGD improve, yet there is no apparent relationship between the number of operations employed and the observed
enhancements. More details can be found in Fig. 4 A.

The results from repeating the experiment without using LA are shown in Table 2. In every instance, the Clean and
calibration errors deteriorate. The mCE improves in most cases by up to 7.14% when using three operations. The
adversarial error shows both improvements and deteriorations in different cases. Overall, there is no clear pattern
between the number of operations and the fluctuation of errors.

Based on Tables 1 and 2, as well as Fig. 4 A, it is evident that LA outperforms standard augmentation in minimizing
Clean, mCE, calibration, and adversarial errors. As P.G.++ demonstrates the most significant enhancement in clean
and PGD errors on Wide ResNet-50, while P.G.J.++ show better improvements in mCE and calibration, we proceed
with these two operations to compare LA with other augmentation methods across different networks.

Comparisons of other augmentations versus LA. Tables 3 and 4 summarize the results obtained by applying
Mixup (Zhang et al., 2017), AugMix (Hendrycks et al., 2019), AutoAugment (Cubuk et al., 2019), adversarial training
with FGSM (Goodfellow et al., 2014), 10-step iterative PGD (Madry et al., 2017), and LA for various networks, for
CIFAR-10 and CIFAR-100 datasets, respectively.

Robustness enhancement for CIFAR-10. From the data presented in Table 3, clearly LA contributes to an improve-
ment in Clean error across various architectures. When considering the average performance across the five networks,
LA outperforms all other methods,with P.G.J.++ improving the standard training by 23.29%. In terms of enhancing
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robustness against common corruptions, there is a consistent improvement across AugMix, AutoAugment, FGSM
and LA. However, depending on the employed networks, there is a variation in error rates for Mixup training, either
showing a decrease or increase in comparison to the baseline. In all cases, PGD worsens both clean and mCE.

When comparing improvements in calibration errors, similar to the findings of (Wang et al., 2023a), our results show
that mixup training tends to increase calibration errors compared to standard training. Similarly, on average, adver-
sarial training negatively affects ECE error. While RMS improves with FGSM training by 4.95%, PGD diminishes it.
Other methods all improve uncertainty estimates, among which, AutoAugment outperforms others, with reductions
of 44.33% and 37.01% in ECE and RMS, respectively. Among LA training experiments, AugMix++ surpasses other
augmentations with reductions in ECE and RMS by 33.65% and 31.15%, while P.G.J.++ reduces the calibration errors
for both metrics by 2.18% and 7.65%. Under both ε budgets of 0.03 and 0.3, Mixup, FGSM, PGD, and all LA train-
ings show improvements. The enhancement in robustness from training with FGSM (ε=0.3) against FGSM attacks are
16.15% and 47.22%, compared to the standard adversarial error. However, training with FGSM barely improves error
rates on PGD attack with ε = 0.3. In contrast, LA not only generalizes to both attacks but also outperforms adversar-
ial training in both FGSM and PGD when considering P.G.J.++. More specifically, the robustness to FGSM and PGD
improves by 61.24% and 49.54% at budget ε = 0.03 and 53.18% and 24.46% at budget ε = 0.3, respectively. More
details on the percentages of improvement compared to standard training can be found in Table 6.

Robustness enhancement for CIFAR-100. Table 4 presents the performance of the aforementioned methods on the
CIFAR-100 dataset. Except for Mixup and adversarial training methods, the remaining techniques all improve clean
errors, compare to standard training. Specifically, AugMix, AutoAugment, P.G.++, P.G.J.++, and AugMix++ reduce the
error by 1.58%, 4.49%, 3.24%, 4.31%, and 3.53%, respectively. In terms of calibration error, on average, almost all
methods show improvements compared to standard training, except for PGD. For both low and high attack budgets,
all methods improve the baseline except for AutoAugment and AugMix under PGD attacks. With ε = 0.03, the
robustness gain from LA training exceeds that from FGSM and PGD training. Specifically, FGSM and PGD reduce
FGSM error by 9.87% and 8.46%, respectively, whereas P.G.J.++ reduces it by 26.94%. Similarly, with ε = 0.03,
LA outperforms adversarial training. FGSM and PGD reduce PGD error by 7.94% and 13.66%, respectively, whereas
P.G.J.++ reduces it by 18.41%. However, with a higher budget of ε = 0.3, the gains from FGSM and PGD training for
FGSM attacks are 28.29% and 24.40%, while P.G.J.++ achieves a gain of 16.93%. The robustness gains for PGD are
0.62%, 10.03%, and 10.38% for FGSM, PGD, and P.G.J.++, respectively. More details can be found in Table 7.

Operations used

Error Std. P.++ G.++ J.++ P.G.++ P.J.++ G.J.++ P.G.J.++

Clean 9.54 9.80 9.11 9.05 7.87 8.12 8.37 8.18
mCE 22.69 18.90 19.64 20.59 17.54 18.49 18.98 16.21
ECE 6.33 6.22 5.87 5.84 5.31 6.19 5.76 5.23
RMS 10.52 9.78 9.34 9.05 8.66 9.46 9.53 8.72
FGSM 69.13 49.76 49.65 38.73 39.33 32.37 44.39 34.61
PGD40 94.82 82.77 81.18 83.44 69.71 73.65 77.08 67.89

Table 1: Performance comparisons of baseline to Label Augmentation with different operations on CIFAR-10 using
the Wide ResNet-50 architecture. P.++, G.++, and J.++ refer to Plasma noise, Gamma Adjustment, and Planckian Jitter,
respectively. The symbol ++ denotes the concatenation of labels with a factor of δ during these operations. Both
adversarial training, FGSM and PGD use L∞ constraints with ε = 0.3.

Operations used
Error Std. P. G. J. P.G. P.J. G.J. P.G.J.
Clean 9.54 10.36 10.49 10.11 10.75 10.23 9.76 10.17
mCE 22.69 21.66 22.21 22.98 21.25 21.71 23.11 21.07
ECE 6.33 8.12 8.44 8.03 8.22 8.27 8.33 8.61
RMS 10.52 13.10 13.54 12.67 12.55 12.96 12.87 13.74
FGSM 69.13 67.89 71.49 68.88 67.12 69.53 67.99 68.68
PGD40 94.82 93.25 93.73 93.59 93.91 93.88 94.12 93.90

Table 2: The performance comparisons between the baseline and normal augmentation with different operations on
CIFAR-10 using the Wide ResNet-50 architecture. P., G., and J. represent Plasma noise, Gamma Adjustment, and
Planckian Jitter, respectively. Both adversarial training, FGSM and PGD use L∞ constraints with ε = 0.3.
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Train

Std. Mixup AugMix AutoAug. FGSM PGD10 P.G.++ P.G.J.++ AugMix++

Clean

LeNet 14.97±0.53 16.81±0.47 14.82±0.46 14.49±0.29 14.83±0.58 26.57±0.95 14.11±0.65 12.89±0.27 17.65±0.75

ResNet 10.06±0.22 10.43±0.58 9.87±0.11 9.12±0.25 10.59±0.36 21.84±0.73 8.89±0.14 8.46±0.25 9.53±0.25

ResNeXt 11.37±0.25 11.77±0.73 10.97±0.57 9.46±0.22 11.82±0.21 24.54±0.61 9.18±0.19 8.64±0.31 10.74±0.23

WResNet 9.57±0.21 10.40±0.23 9.41±0.25 8.34±0.14 10.27±0.64 25.13±1.77 7.96±0.52 8.08±0.19 9.46±0.31

SwinT 14.24±0.15 12.09±0.18 10.15±0.15 13.43±0.07 10.19±0.26 16.32±2.06 8.31±0.63 8.12±0.05 10.15±0.36

Mean 12.04±0.27 12.30±0.44 11.04±0.31 10.97±0.19 11.54±0.41 22.88±1.22 9.69±0.43 9.24±0.21 11.51±0.38

mCE

LeNet 28.24±0.36 28.21±0.81 23.84±0.64 25.15±0.31 28.03±0.44 40.66±0.42 24.05±0.27 23.71±0.09 30.88±0.45

ResNet 24.71±0.29 22.95±0.57 18.71±0.05 19.47±0.15 22.40±0.71 37.49±0.78 18.56±0.15 18.52±0.22 23.71±0.33

ResNeXt 24.83±0.34 23.86±0.19 18.75±0.22 19.12±0.18 22.28±0.73 40.50±0.39 18.51±0.11 18.10±0.23 26.45±0.71

WResNet 22.73±0.27 21.55±0.27 17.01±0.28 17.89±0.27 20.99±0.32 42.58±2.53 16.64±0.39 16.78±0.71 22.75±0.89

SwinT 23.99±0.14 24.13±0.22 18.61±0.17 23.96±0.10 20.97±0.39 24.27±1.38 17.20±0.38 17.22±0.11 18.61±0.87

Mean 24.90±0.28 24.14±0.41 19.38±0.27 21.12±0.20 22.93±0.52 37.10±1.10 18.99±0.26 18.87±0.27 24.48±0.65

C
al

ib
ra

tio
n

ECE

LeNet 6.79±0.23 15.33±1.52 5.15±0.28 2.92±0.06 6.46±0.91 15.29±0.65 6.18±1.02 7.65±0.54 2.18±0.12

ResNet 6.29±0.05 16.95±2.03 5.38±0.15 3.69±0.19 5.99±1.65 16.32±0.76 5.82±0.38 5.81±0.66 3.04±0.23

ResNeXt 7.68±0.22 19.06±1.27 6.08±0.41 3.96±0.18 7.72±0.92 19.25±0.27 6.18±2.41 5.83±0.31 5.48±0.11

WResNet 6.31±0.21 18.45±0.67 5.55±0.34 4.13±0.31 6.45±0.73 25.16±0.98 5.11±0.84 6.19±0.26 6.17±0.39

SwinT 4.13±0.11 8.73±0.93 3.31±0.12 2.67±0.12 4.91±1.60 3.05±0.25 5.17±1.22 5.04±0.79 3.83±0.75

Mean 6.24±0.16 15.70±1.28 5.09±0.26 3.47±0.17 6.31±1.16 15.81±0.58 5.69±1.17 5.90±0.51 4.14±0.32

RMS

LeNet 9.64±0.97 16.00±1.83 7.61±0.58 4.76±0.32 8.92±1.92 18.09±0.78 9.31±0.71 9.49±0.57 3.67±0.19

ResNet 10.33±0.22 17.49±2.45 8.87±0.25 6.57±0.28 9.56±2.55 19.97±0.35 9.92±0.83 9.18±0.63 5.03±0.28

ResNeXt 12.06±0.31 19.80±1.39 10.21±0.79 7.04±0.42 11.51±1.03 22.71±0.52 10.02±0.35 9.56±0.77 8.35±0.26

WResNet 10.37±0.38 19.21±1.05 9.22±0.71 7.71±0.39 10.23±0.78 28.56±0.82 8.56±0.31 8.96±0.43 9.91±0.23

SwinT 6.48±0.13 9.66±0.89 6.52±0.51 4.71±0.17 6.24±1.33 8.85±0.31 9.01±0.45 7.95±0.55 6.52±0.59

Mean 9.78±0.40 16.43±1.52 8.49±0.57 6.16±0.32 9.69±1.52 18.84±0.56 9.36±0.53 9.03±0.59 6.70±0.31

A
dv

er
sa

ri
al

(ε
=

0
.0
3
) FGSM

LeNet 52.78±0.66 47.97±1.03 51.27±0.72 52.55±0.36 41.96±0.35 38.79±0.62 28.46±0.53 24.31±0.29 46.34±0.31

ResNet 44.64±0.35 34.32±0.35 44.93±0.25 48.36±0.51 37.47±1.66 47.83±0.88 19.87±0.62 18.41±0.58 34.56±0.98

ResNeXt 42.80±0.42 35.49±0.87 42.91±1.44 46.38±0.45 34.04±0.52 47.86±0.92 19.36±0.99 18.00±0.11 33.21±0.83

WResNet 43.14±0.23 32.03±0.26 43.51±0.38 43.86±0.23 34.62±0.38 49.62±0.49 18.35±0.30 14.44±0.70 29.61±0.86

SwinT 60.22±0.75 64.77±0.29 61.12±1.56 67.92±0.30 56.16±0.75 20.92±1.27 20.71±0.23 19.24±1.13 27.33±0.90

Mean 48.72±0.48 42.92±0.56 48.75±0.87 51.81±0.37 40.85±0.73 41.00±0.84 21.35±0.53 18.88±0.56 34.21±0.78

PGD40

LeNet 75.38±0.46 72.20±1.46 73.34±0.85 73.94±0.36 61.55±0.22 53.27±0.18 41.87±0.73 37.84±0.32 59.10±0.99

ResNet 78.05±0.16 63.15±0.49 78.59±0.69 81.43±0.72 70.82±0.25 70.11±1.23 41.84±0.54 37.65±0.69 60.51±0.85

ResNeXt 76.11±0.42 66.02±0.78 75.58±0.77 81.23±0.33 66.11±0.12 68.90±0.96 37.28±0.95 35.31±0.49 53.21±0.73

WResNet 77.08±0.18 62.63±0.31 77.89±0.51 80.49±0.51 68.04±0.37 71.02±0.97 39.78±0.78 37.81±0.37 48.36±0.82

SwinT 72.71±0.57 87.26±0.65 67.60±1.09 83.08±1.05 71.44±1.01 21.66±1.07 49.70±0.93 42.81±0.84 67.60±0.88

Mean 75.87±0.36 70.25±0.74 74.60±0.78 80.03±0.59 67.59±0.39 56.99±0.88 42.09±0.79 38.28±0.54 57.76±0.85

A
dv

er
sa

ri
al

(ε
=

0
.3
)

FGSM

LeNet 86.36±0.41 78.38±1.07 85.92±1.32 89.54±0.90 52.84±0.72 51.27±1.04 50.11±0.75 47.19±0.77 52.56±0.81

ResNet 75.96±1.39 62.41±1.96 75.58±0.95 82.52±0.24 49.82±0.95 32.84±0.63 41.21±1.51 36.55±1.24 52.09±0.84

ResNeXt 75.58±0.59 62.91±1.25 76.46±1.24 81.04±0.82 34.05±0.94 32.68±0.80 38.82±0.63 35.39±0.68 51.29±0.84

WResNet 69.53±0.88 57.65±1.11 73.30±1.06 78.05±0.45 38.73±0.98 27.56±0.73 38.58±0.85 34.56±0.38 45.55±0.95

SwinT 91.05±0.83 87.31±1.51 90.91±1.94 92.47±1.26 14.89±2.59 79.70±1.16 37.51±1.09 32.89±1.15 83.56±0.73

Mean 79.70±0.82 69.73±1.38 80.43±1.30 84.72±0.73 38.07±1.24 44.81±0.87 41.25±0.97 37.32±0.84 57.01±0.83

PGD40

LeNet 92.34±0.76 91.14±2.94 95.58±0.48 93.21±0.32 92.43±0.68 81.01±1.96 68.03±0.33 65.66±0.83 83.76±1.25

ResNet 94.68±0.41 82.66±1.68 94.60±0.35 95.39±0.21 94.37±0.31 81.07±1.72 70.50±0.31 66.05±1.27 76.84±1.20

ResNeXt 94.31±0.44 86.32±1.52 93.94±1.28 95.41±0.12 93.54±0.77 78.74±1.05 65.44±0.82 63.20±0.90 71.84±0.98

WResNet 94.78±0.53 83.34±0.73 94.79±0.32 95.53±0.59 94.04±0.75 77.35±1.32 69.20±0.35 67.99±1.53 71.17±1.53

SwinT 92.71±0.82 94.79±1.21 95.06±1.04 94.71±2.35 94.81±1.83 89.03±2.51 94.41±0.56 91.24±1.81 90.91±1.57

Mean 93.76±0.59 87.65±1.62 94.79±0.69 94.85±0.72 93.84±0.87 81.44±1.71 73.52±0.47 70.83±1.27 78.90±1.31

Table 3: Error rates of various methods across different architectures for CIFAR-10 dataset. LA improves Clean and
mCE compared to standard training, and also exhibits superior robustness to adversarial examples and and generaliza-
tion to attacks, even outperforming adversarial training.
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Train

Std. Mixup AugMix AutoAug. FGSM PGD10 P.G.++ P.G.J.++ AugMix++

Clean

LeNet 39.84±0.31 41.55±0.54 39.41±0.66 38.89±0.34 41.93±0.58 56.99±0.89 38.80±0.68 39.22±0.42 40.07±0.87

ResNet 31.10±0.25 32.24±0.53 30.87±0.52 29.91±0.32 33.97±0.36 47.47±0.63 30.67±0.61 30.15±0.47 29.72±0.62

ResNeXt 32.95±0.27 34.89±0.68 32.03±0.53 29.69±0.32 35.66±0.21 51.02±0.76 30.69±0.72 30.01±0.36 30.92±0.73

WResNet 29.43±0.19 31.38±0.37 28.91±0.72 27.32±0.37 32.26±0.64 42.41±2.01 28.62±0.85 28.59±0.31 27.45±0.58

SwinT 27.92±0.17 29.05±0.29 27.47±0.32 27.47±0.23 30.93±0.26 34.94±1.99 27.23±0.99 26.32±0.25 27.39±0.70

Mean 32.25±0.24 33.82±0.48 31.74±0.55 30.66±0.32 34.95±0.41 46.57±1.26 31.20±0.77 30.86±0.36 31.11±0.70

mCE

LeNet 57.27±0.34 56.45±0.98 51.97±0.76 52.71±0.36 54.18±0.44 66.42±0.55 53.61±0.39 53.41±0.23 54.96±0.46

ResNet 52.81±0.25 50.43±0.95 44.46±0.19 45.88±0.27 48.50±0.71 58.46±0.58 46.58±0.33 46.32±0.25 47.08±0.66

ResNeXt 52.62±0.21 51.38±0.44 45.12±0.25 44.98±0.29 49.41±0.73 64.17±0.63 46.66±0.23 45.90±0.22 46.45±0.61

WResNet 48.33±0.25 48.81±0.57 41.78±0.32 42.78±0.25 46.74±0.32 57.05±1.76 44.48±0.27 44.31±0.39 43.41±0.84

SwinT 45.73±0.15 45.08±0.32 40.87±0.21 42.45±0.22 43.75±0.39 45.16±1.96 44.73±0.84 41.37±0.21 43.25±0.89

Mean 51.35±0.24 50.43±0.65 44.84±0.35 45.76±0.28 48.52±0.52 58.25±1.10 47.21±0.41 46.26±0.26 47.03±0.69

C
al

ib
ra

tio
n

ECE

LeNet 15.79±0.21 10.20±0.98 11.49±0.31 6.37±0.21 15.57±0.91 25.32±1.02 14.08±0.96 13.47±0.54 10.61±0.24

ResNet 18.40±0.23 9.59±1.71 15.76±0.31 12.32±0.23 15.57±1.65 29.32±1.25 15.51±0.42 14.15±0.73 12.73±0.32

ResNeXt 20.83±0.17 11.35±0.85 17.52±0.34 12.81±0.27 21.64±0.92 33.70±1.03 15.49±1.56 14.24±0.65 12.87±0.56

WResNet 18.51±0.33 10.10±0.77 16.54±0.36 13.08±0.25 19.76±0.73 27.52±1.11 16.97±1.01 16.41±0.39 11.88±0.80

SwinT 14.14±0.35 6.36±1.06 11.39±0.32 7.31±0.19 14.64±1.60 19.37±0.72 14.02±0.88 12.12±0.87 11.09±0.72

Mean 17.53±0.26 9.52±1.07 14.54±0.33 10.38±0.23 17.44±1.16 27.05±1.03 15.21±0.97 14.08±0.64 11.84±0.53

RMS

LeNet 18.43±0.23 11.35±1.23 13.59±0.73 28.08±1.81 18.08±1.92 27.59±1.08 16.01±1.23 17.44±0.88 12.81±1.25

ResNet 22.11±0.27 10.89±1.42 19.21±0.32 15.41±0.22 22.16±2.55 32.28±1.23 14.53±1.08 18.04±0.61 15.66±1.02

ResNeXt 24.64±0.33 12.55±1.52 21.15±0.89 15.87±0.34 25.39±1.03 36.39±1.12 15.64±1.15 15.53±0.71 15.71±0.85

WResNet 22.94±0.46 11.21±1.18 20.42±0.77 16.28±0.23 23.91±0.78 30.80±0.95 15.18±0.87 18.15±0.43 15.39±0.83

SwinT 17.58±0.39 7.56±1.22 14.59±0.25 9.39±0.21 17.86±1.33 22.86±0.73 12.52±0.73 14.49±0.47 15.22±0.74

Mean 21.14±0.34 10.71±1.31 17.79±0.59 27.41±0.26 21.48±1.52 29.98±1.02 14.78±1.01 16.53±0.62 14.96±0.94

A
dv

er
sa

ri
al

(ε
=

0
.0
3
) FGSM

LeNet 69.41±0.25 67.51±0.96 68.71±0.87 70.62±0.52 63.28±0.35 64.11±2.03 56.95±0.66 57.16±0.85 64.98±1.12

ResNet 64.16±0.44 58.07±0.94 63.03±0.85 65.54±0.48 57.62±1.66 64.93±1.32 46.78±0.73 46.31±0.39 51.76±1.11

ResNeXt 62.55±0.47 58.67±0.73 63.41±0.99 63.77±0.53 56.74±0.52 64.52±1.16 46.81±0.52 46.04±0.91 50.17±0.84

WResNet 61.97±0.42 55.38±0.82 62.16±1.83 63.52±0.58 55.94±0.38 62.29±1.62 48.01±0.65 43.46±0.62 48.27±1.03

SwinT 75.35±0.32 74.78±0.88 75.23±2.03 78.44±0.89 66.96±0.75 49.39±1.91 47.12±0.49 50.64±0.88 49.19±0.98

Mean 66.69±0.38 62.88±0.87 66.51±1.31 68.38±0.60 60.11±0.73 61.05±1.61 49.13±0.61 48.72±0.73 52.87±1.02

PGD40

LeNet 82.87±0.38 82.41±1.26 82.42±1.05 84.42±0.23 77.31±0.22 73.31±0.29 72.09±0.85 73.07±0.30 79.98±1.09

ResNet 81.78±0.32 78.05±1.18 82.03±0.94 84.45±0.38 75.82±0.25 76.88±0.76 62.99±0.94 62.46±0.68 72.02±0.96

ResNeXt 80.25±0.43 77.18±1.86 81.34±1.12 83.42±0.77 74.66±0.12 76.23±0.85 64.41±1.15 64.74±0.89 69.10±0.85

WResNet 82.01±0.35 76.36±1.07 82.19±1.32 83.87±0.31 76.51±0.37 75.70±1.11 63.10±0.79 61.42±0.77 70.81±0.89

SwinT 84.33±0.65 89.05±0.95 85.34±1.17 88.29±0.96 74.29±1.01 52.94±1.35 63.23±0.25 73.85±0.94 71.06±1.01

Mean 82.25±0.43 80.61±1.26 82.66±1.12 84.89±0.53 75.72±0.39 71.01±0.87 65.16±0.80 67.11±0.72 72.59±0.96

A
dv

er
sa

ri
al

(ε
=

0
.3
)

FGSM

LeNet 91.92±0.57 90.73±1.21 89.97±1.52 92.91±0.87 73.54±0.72 69.49±1.25 81.85±1.14 81.85±0.86 87.48±0.87

ResNet 88.24±0.78 84.96±1.23 85.58±1.23 87.94±0.36 69.55±0.95 63.27±1.06 75.39±1.37 73.61±0.95 76.77±0.91

ResNeXt 87.21±0.79 84.69±1.38 82.93±1.43 85.71±0.39 69.68±0.94 63.29±1.03 74.69±0.98 70.92±0.73 78.05±1.03

WResNet 85.46±0.82 83.94±1.63 82.46±1.47 84.64±0.52 64.95±0.98 60.71±1.23 71.62±1.01 67.86±0.79 74.27±0.95

SwinT 91.38±0.99 89.87±1.65 90.09±1.86 92.53±0.99 40.83±2.59 79.08±1.17 73.91±0.96 74.75±1.06 74.57±0.84

Mean 88.84±0.79 86.84±1.42 86.21±1.50 88.75±0.63 63.71±1.24 67.17±1.15 75.49±1.09 73.80±0.88 78.23±0.92

PGD40

LeNet 92.75±0.45 94.39±1.23 92.66±0.89 94.46±0.22 92.94±0.68 83.50±1.46 86.77±0.76 86.33±0.53 92.21±1.15

ResNet 93.29±0.61 91.69±1.42 92.01±0.88 93.69±0.17 92.76±0.31 81.35±1.95 81.45±0.92 80.79±0.57 89.24±0.55

ResNeXt 92.63±0.72 92.37±1.03 91.62±0.72 93.61±0.33 92.56±0.77 79.65±1.20 83.98±0.84 83.91±0.44 86.21±0.98

WResNet 93.11±0.79 90.55±0.97 92.21±0.74 93.71±0.15 92.33±0.75 82.85±1.65 83.02±0.47 82.00±0.68 87.79±1.23

SwinT 93.92±1.03 95.55±1.76 93.39±1.11 95.63±1.02 92.23±1.83 91.64±1.93 82.15±0.94 92.87±0.85 88.33±1.11

Mean 93.14±0.72 92.91±1.28 92.38±0.87 94.22±0.38 92.56±0.87 83.80±1.64 83.47±0.79 85.18±0.61 88.76±1.00

Table 4: Error rates of various methods across different architectures for the CIFAR-100 dataset. LA improves Clean,
mCE, and adversarial errors compared to standard training. Also, under lower-budget attacks, it consistently outper-
forms adversarial training.
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Comparisons of LS and MTL versus LA. Table 5 presents a summary of the comparison between LS and MTL with
LA. For CIFAR-10, the improvement in clean error is 5.22%, 3.66%, and 15.57% for LS, MTL, and LA, respectively.
The ECE increases by 32.96% and 14.26% for LS and MTL, respectively, whereas LA enhances both ECE and RMS
calibration error by up to 1.90%.

In both low and high ε budget attacks, LA exhibits superior improvement compared to LS and MTL, with enhance-
ments of up to 50.29% and 28.27% for FGSM and PGD with ε = 0.3, respectively. Nevertheless, the effectiveness of
LS in improving adversarial error for CIFAR-10 data is noticeable, and have been highlighted in findings of (Shafahi
et al., 2019; Pang et al., 2020; Ren et al., 2021), as well.

Similarly, in CIFAR-100, LA outperforms in mCE improvement with 8.32% error reduction. In terms of adversarial
errors, it improves the baseline by 29.87% for FGSM and 25.11% for PGD under a low budget ε = 0.03, as well as
by 20.59% and 11.93% with a higher budget of ε = 0.3 under FGSM and PGD attacks, respectively.

Train

Err. Std. LS. MTL. P.G.J.++

Clean 9.57±0.21 9.07±1.25 9.22±0.23 8.08±0.19

mCE 22.73±0.27 21.89±1.79 20.59±0.58 16.78±0.71

ECE 6.31±0.21 8.39±2.03 7.21±0.81 6.19±0.26

RMS 10.37±0.38 10.92±1.88 11.17±0.25 8.96±0.43

ε
=

0
.0
3 FGSM 43.14±0.23 27.01±1.02 41.31±0.19 14.44±0.70

PGD 77.08±0.18 56.6±1.21 66.06±0.62 37.81±0.37

ε
=

0
.3 FGSM 69.53±0.88 52.36±2.66 71.38±0.55 34.56±0.38

PGD 94.78±0.53 82.43±1.54 93.36±0.73 67.99±1.53

CIFAR-10

Train

Err. Std. LS. MTL. P.G.J.++

Clean 29.43±0.19 27.85±1.38 32.23±0.45 28.59±0.31

mCE 48.33±0.25 47.11±1.91 48.32±0.56 44.31±0.39

ECE 18.51±0.33 7.89±1.83 22.26±0.92 16.41±0.39

RMS 22.94±0.46 8.78±1.45 26.79±0.33 18.15±0.43
ε
=

0
.0
3 FGSM 61.97±0.42 53.21±0.98 62.01±0.36 43.46±0.62

PGD 82.01±0.35 76.22±1.10 77.06±0.74 61.42±0.77

ε
=

0
.3 FGSM 85.46±0.82 80.44±1.55 84.04±0.92 67.86±0.79

PGD 93.11±0.79 91.66±2.03 90.16±0.65 82.00±0.68

CIFAR-100

Table 5: Performance comparisons of Label Smoothing and Multi-task Learning to LA (P.G.J.++) using the Wide
ResNet-50 architecture. For both CIFAR-10 and CIFAR-100, LA improves Clean, mCE, Calibration, and adversarial
errors compared to standard training and consistently outperforms LS and MTL in improving adversarial robustness.

5 CONCLUSION

To align our naming convention and label assignment when training the DNNs, we developed Label Augmentation.
Essentially, LA assigns one-hot labels to each of the operations used during augmentations. Then, instead of solely
augmenting transformed data in the training pipeline, LA involves augmenting labels by concatenating input labels
with operation labels, using a factor of δ. This automatically enriches the labels without requiring extra human anno-
tation and has proved to be advantageous in enhancing both robustness against common and adversarial perturbations.
In terms of Clean and mCE error, comparative analysis shows LA performing nearly as well as AugMix and Au-
toAugment. However, in terms of adversarial robustness, LA is significantly better than other augmentation methods
and can even outperform adversarial training. LA is flexible and could be employed in other modalities. For in-
stance, future works can utilize LA in audio inputs while training with noisy audio signals. This study, alongside
much of the existing research on distributional shift, primarily focuses on evaluating model robustness to 2D image
transformations, largely overlooking changes in viewpoint within 3D transformations found in various real-world ap-
plications (e.g., autonomous driving). It has been demonstrated that common image classifiers are highly vulnerable
to adversarial viewpoints (Dong et al., 2022). Future studies could explore whether employing LA—with rotation as
augmentation—can enhance robustness against adversarial viewpoints.
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A APPENDIX

The following includes results for evaluating with AutoAttack, employing a wider range of augmentation operations
when using LA, and percentages of changes for both CIFAR-10 and CIFAR-100 datasets compared to the baseline.

The following Tables 6 and 7 presents the percentage of improvement of methods compared to the standard training, for
CIFAR-10 and CIFAR-100, respectively. Next, table 10 summarizes the impact of incorporating additional operations
and intensity levels.
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Train

Std. Mixup AugMix AutoAug. FGSM PGD10 P.G.++ P.G.J.++ AugMix++

Clean

LeNet 0.00 12.29 -1.00 -3.21 -0.94 77.49 -5.74 -13.89 17.90
ResNet 0.00 3.68 -1.89 -9.34 5.27 117.10 -11.63 -15.90 -5.27
ResNeXt 0.00 3.52 -3.52 -16.80 3.96 115.83 -19.26 -24.01 -5.54
WResNet 0.00 8.67 -1.67 -12.85 7.31 162.59 -16.82 -15.57 -0.94
SwinT 0.00 -15.10 -28.72 -5.69 -28.44 14.61 -41.64 -42.98 -28.72

Mean 0.00 2.14 -8.29 -8.92 -4.17 90.00 -19.53 -23.29 -4.42

mCE

LeNet 0.00 -0.11 -15.58 -10.94 -0.74 43.98 -14.84 -16.04 9.35
ResNet 0.00 -7.12 -24.28 -21.21 -9.35 51.72 -24.89 -25.05 -4.05
ResNeXt 0.00 -3.91 -24.49 -23.00 -10.27 63.11 -25.45 -27.10 6.52
WResNet 0.00 -5.19 -25.16 -21.29 -7.66 87.33 -26.79 -26.18 0.09
SwinT 0.00 0.58 -22.43 -0.13 -12.59 1.17 -28.30 -28.22 -22.43

Mean 0.00 -3.05 -22.15 -15.19 -7.90 49.00 -23.73 -24.23 -1.69

C
al

ib
ra

tio
n

ECE

LeNet 0.00 125.77 -24.15 -57.00 -4.86 125.18 -8.98 12.67 -67.89
ResNet 0.00 169.48 -14.47 -41.34 -4.77 159.46 -7.47 -7.63 -51.67
ResNeXt 0.00 148.18 -20.83 -48.44 0.52 150.65 -19.53 -24.09 -28.65
WResNet 0.00 192.39 -12.04 -34.55 2.22 298.73 -19.02 -1.90 -2.22
SwinT 0.00 111.38 -19.85 -35.35 18.89 -26.15 25.18 22.03 -7.26

Mean 0.00 151.67 -18.37 -44.33 1.06 153.43 -8.78 -2.18 -33.65

RMS

LeNet 0.00 65.98 -21.06 -50.62 -7.47 87.66 -3.42 -1.56 -61.93
ResNet 0.00 69.31 -14.13 -36.40 -7.45 93.32 -3.97 -11.13 -51.31
ResNeXt 0.00 64.18 -15.34 -41.63 -4.56 88.31 -16.92 -20.73 -30.76
WResNet 0.00 85.25 -11.09 -25.65 -1.35 175.41 -17.45 -13.60 -4.44
SwinT 0.00 49.07 0.62 -27.31 -3.70 36.57 39.04 22.69 0.62

Mean 0.00 68.09 -13.20 -37.01 -4.95 100.86 -4.21 -7.65 -31.51

A
dv

er
sa

ri
al

(ε
=

0
.0
3
) FGSM

LeNet 0.00 -9.11 -2.86 -0.44 -20.50 -26.51 -46.08 -53.94 -12.20
ResNet 0.00 -23.12 0.65 8.33 -16.06 7.15 -55.49 -58.76 -22.58
ResNeXt 0.00 -17.08 0.26 8.36 -20.47 11.82 -54.77 -57.94 -22.41
WResNet 0.00 -25.75 0.86 1.67 -19.75 15.02 -57.46 -66.53 -31.36
SwinT 0.00 7.56 1.49 12.79 -6.74 -65.26 -65.61 -68.05 -54.62

Mean 0.00 -11.91 0.07 6.36 -16.15 -15.83 -56.17 -61.24 -29.78

PGD40

LeNet 0.00 -4.22 -2.71 -1.91 -18.35 -29.33 -44.45 -49.80 -21.60
ResNet 0.00 -19.09 0.69 4.33 -9.26 -10.17 -46.39 -51.76 -22.47
ResNeXt 0.00 -13.26 -0.70 6.73 -13.14 -9.47 -51.02 -53.61 -30.09
WResNet 0.00 -18.75 1.05 4.42 -11.73 -7.86 -48.39 -50.95 -37.26
SwinT 0.00 20.01 -7.03 14.26 -1.75 -70.21 -31.65 -41.12 -7.03

Mean 0.00 -7.40 -1.67 5.49 -10.91 -24.88 -44.52 -49.54 -23.87

A
dv

er
sa

ri
al

(ε
=

0
.3
)

FGSM

LeNet 0.00 -9.24 -0.51 3.68 -38.81 -40.63 -41.98 -45.36 -39.14
ResNet 0.00 -17.84 -0.50 8.64 -34.41 -56.77 -45.75 -51.88 -31.42
ResNeXt 0.00 -16.76 1.16 7.22 -54.95 -56.76 -48.64 -53.18 -32.14
WResNet 0.00 -17.09 5.42 12.25 -44.30 -60.36 -44.51 -50.29 -34.49
SwinT 0.00 -4.11 -0.15 1.56 -61.68 -12.47 -58.80 -63.88 -8.23

Mean 0.00 -12.50 0.93 6.31 -47.22 -43.77 -48.25 -53.18 -28.47

PGD40

LeNet 0.00 -1.30 3.51 0.94 0.10 -12.27 -26.33 -28.89 -9.29
ResNet 0.00 -12.70 -0.08 0.75 -0.33 -14.37 -25.54 -30.24 -18.84
ResNeXt 0.00 -8.47 -0.39 1.17 -0.82 -16.51 -30.61 -32.99 -23.83
WResNet 0.00 -12.07 0.01 0.79 -0.78 -18.39 -26.99 -28.27 -24.91
SwinT 0.00 2.24 2.53 2.16 2.27 -3.97 1.83 -1.59 -1.94

Mean 0.00 -6.52 1.10 1.16 0.08 -13.14 -21.59 -24.46 -15.85

Table 6: Percentages of Error rates of various methods across different architectures for CIFAR-10 when compared to
Standard training. Negative values indicate an improvement in error rates when employing augmentation techniques.
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Train

Std. Mixup AugMix AutoAug. FGSM PGD10 P.G.++ P.G.J.++ AugMix++

Clean

LeNet 0.00 4.29 -1.08 -2.38 5.25 43.05 -2.61 -1.56 0.58
ResNet 0.00 3.67 -0.74 -3.83 9.23 52.64 -1.38 -3.05 -4.44
ResNeXt 0.00 5.89 -2.79 -9.89 8.22 54.84 -6.86 -8.92 -6.16
WResNet 0.00 6.63 -1.77 -7.17 9.62 44.10 -2.75 -2.85 -6.73
SwinT 0.00 4.05 -1.61 -1.61 10.78 25.14 -2.47 -5.73 -1.90

Mean 0.00 4.88 -1.58 -4.94 8.38 44.40 -3.24 -4.31 -3.53

mCE

LeNet 0.00 -1.43 -9.25 -7.96 -5.40 15.98 -6.39 -6.74 -4.03
ResNet 0.00 -4.51 -15.81 -13.12 -8.16 10.70 -11.80 -12.29 -10.85
ResNeXt 0.00 -2.36 -14.25 -14.52 -6.10 21.95 -11.33 -12.77 -11.73
WResNet 0.00 0.99 -13.55 -11.48 -3.29 18.04 -7.97 -8.32 -10.18
SwinT 0.00 -1.42 -10.63 -7.17 -4.33 -1.25 -2.19 -9.53 -5.42

Mean 0.00 -1.80 -12.68 -10.89 -5.52 13.44 -8.06 -9.91 -8.42

C
al

ib
ra

tio
n

ECE

LeNet 0.00 -35.40 -27.23 -59.66 -1.39 60.35 -10.83 -14.69 -32.81
ResNet 0.00 -47.88 -14.35 -33.04 -15.38 59.35 -15.71 -23.10 -30.82
ResNeXt 0.00 -45.51 -15.89 -38.50 3.89 61.79 -25.64 -31.64 -38.21
WResNet 0.00 -45.43 -10.64 -29.34 6.75 48.68 -8.32 -11.35 -35.82
SwinT 0.00 -55.02 -19.45 -48.30 3.54 36.99 -0.85 -14.29 -21.57

Mean 0.00 -45.71 -17.08 -40.81 -0.56 54.25 -13.23 -19.71 -32.50

RMS

LeNet 0.00 -38.42 -26.26 52.36 -1.90 49.70 -13.13 -5.37 -30.49
ResNet 0.00 -50.75 -13.12 -30.30 0.23 46.00 -34.28 -18.41 -29.17
ResNeXt 0.00 -49.07 -14.16 -35.59 3.04 47.69 -36.53 -36.97 -36.24
WResNet 0.00 -51.13 -10.99 -29.03 4.23 34.26 -33.83 -20.88 -32.91
SwinT 0.00 -57.00 -17.01 -46.59 1.59 30.03 -28.78 -17.58 -13.42

Mean 0.00 -49.33 -15.84 -19.56 1.61 41.84 -30.10 -20.86 -29.24

A
dv

er
sa

ri
al

(ε
=

0
.0
3
) FGSM

LeNet 0.00 -2.74 -1.01 1.74 -8.83 -7.64 -17.95 -17.65 -6.38
ResNet 0.00 -9.49 -1.76 2.15 -10.19 1.20 -27.09 -27.82 -19.33
ResNeXt 0.00 -6.20 1.37 1.95 -9.29 3.15 -25.16 -26.39 -19.79
WResNet 0.00 -10.63 0.31 2.50 -9.73 0.52 -22.53 -29.87 -22.11
SwinT 0.00 -0.76 -0.16 4.10 -11.13 -34.45 -37.47 -32.79 -34.72

Mean 0.00 -5.71 -0.27 2.53 -9.87 -8.46 -26.32 -26.94 -20.71

PGD40

LeNet 0.00 -0.56 -0.54 1.87 -6.71 -11.54 -13.01 -11.83 -3.49
ResNet 0.00 -4.56 0.31 3.26 -7.29 -5.99 -22.98 -23.62 -11.93
ResNeXt 0.00 -3.83 1.36 3.95 -6.97 -5.01 -19.74 -19.33 -13.89
WResNet 0.00 -6.89 0.22 2.27 -6.71 -7.69 -23.06 -25.11 -13.66
SwinT 0.00 5.60 1.20 4.70 -11.91 -37.22 -25.02 -12.43 -15.74

Mean 0.00 -1.99 0.51 3.21 -7.94 -13.66 -20.77 -18.41 -11.74

A
dv

er
sa

ri
al

(ε
=

0
.3
)

FGSM

LeNet 0.00 -1.29 -2.12 1.08 -20.00 -24.40 -10.96 -10.96 -4.83
ResNet 0.00 -3.72 -3.01 -0.34 -21.18 -28.30 -14.56 -16.58 -13.00
ResNeXt 0.00 -2.89 -4.91 -1.72 -20.10 -27.43 -14.36 -18.68 -10.50
WResNet 0.00 -1.78 -3.51 -0.96 -24.00 -28.96 -16.19 -20.59 -13.09
SwinT 0.00 -1.65 -1.41 1.26 -55.32 -13.46 -19.12 -18.20 -18.40

Mean 0.00 -2.26 -2.97 -0.11 -28.29 -24.40 -15.03 7.00 -11.95

PGD40

LeNet 0.00 1.77 -0.10 1.84 0.20 -9.97 -6.45 -6.92 -0.58
ResNet 0.00 -1.72 -1.37 0.43 -0.57 -12.80 -12.69 -13.40 -4.34
ResNeXt 0.00 -0.28 -1.09 1.06 -0.08 -14.01 -9.34 -9.41 -6.93
WResNet 0.00 -2.75 -0.97 0.64 -0.84 -11.02 -10.84 -4.77 -5.71
SwinT 0.00 1.74 -0.56 1.82 -1.80 -2.43 -12.53 -1.12 -5.95

Mean 0.00 -0.25 -0.82 1.16 -0.62 -10.03 -10.38 -7.11 -4.71

Table 7: Percentages of Error rates of various methods across different architectures for CIFAR-100 when compared to
Standard training. Negative values indicate an improvement in error rates when employing augmentation techniques.
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The impact of incorporating additional operations and intensity levels.

Table 10 presents the results obtained by employing additional augmentation operations and intensity levels while
utilizing LA.

Train

Err. Std. LA.

Clean 9.57±0.21 6.79±1.72

mCE 22.73±0.27 13.72±1.07

ECE 6.31±0.21 5.23±0.66

RMS 10.37±0.38 9.26±0.40

ε
=

0
.0
3 FGSM 43.14±0.23 14.15±4.24

PGD 77.08±0.18 35.04±0.44

ε
=

0
.3 FGSM 69.53±0.88 25.89±5.69

PGD 94.78±0.53 50±3.20

AA 86.05±- 72.07±-

Table 8: CIFAR-10

Train

Err. Std. LA.

Clean 29.43±0.19 27.74±1.26

mCE 48.33±0.25 40.52±1.67

ECE 18.51±0.33 18.13±0.77

RMS 22.94±0.46 22.37±0.59

ε
=

0
.0
3 FGSM 61.97±0.42 39.65±3.25

PGD 82.01±0.35 56.82±1.04

ε
=

0
.3 FGSM 85.46±0.82 56.67±2.88

PGD 93.11±0.79 71.36±2.75

AA 93.97±- 82.22±-

Table 9: CIFAR-100

Table 10: The error rates of Wide ResNet-50 architectures when employing LA with seven augmentation types:
Plasma, Gamma, PlanckianJitter, ColorJiggle, Equalize, Posterize, and Rain across three severity levels. The param-
eter δ corresponds to the intensity of the added noise, setting δ = 0.8, 0.6, 0.2, for high, moderate, and slight noise.
Similar trends in error rate improvements are observed with additional augmentation types. While improving the
baseline error, in some cases, it exhibit a lower degree of improvement compared to employing fewer numbers of
operations.
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The performance under AutoAttack.

AutoAttack (Croce & Hein, 2020b) ensembles two parameter-free versions of the PGD attack, along with the Fast
Adaptive Boundary attack (Croce & Hein, 2020a) and the Square Attack (Andriushchenko et al., 2020), to create a di-
verse testing framework. We evaluate using AutoAttack with L∞ constraints at ε = 0.03. We use the implementations
provided by the TorchAttack 3.5.1 library (HarryKim, 2020).

Tables 11, 12, and 13 present a summary of the performance of various training methods under AutoAttack across
both the CIFAR-10 and CIFAR-100 datasets. While the robustness of the methods falls below their performance under
FGSM or PGD attacks, LA consistently outperforms all other methods. Specifically, in comparison to standard training
error, Mixup and PGD worsen it by 1.02% and 6.29%, respectively, while Augmix, AutoAugment, FGSM, PGD,
P.G.++, P.G.J.++, and AugMix++ improve it by 2.02%, 1.66%, 4.44%, 7.61%, 11.76%, and 13.76%, respectively, for
CIFAR-10. For CIFAR-100, PGD shows a slight increase of 0.19%, whereas all other methods improve it by 0.73%,
1.63%, 1.78%, 1.49%, 6.68%, 5.64%, and 11.93% for Mixup, Augmix, AutoAugment, FGSM, P.G.++, P.G.J.++, and
AugMix++, respectively. In LS and MTL, the improvement under AA are 2.12% and 4.37% for CIFAR-10 and 1.11%
and 1.49% for CIFAR-100, respectively.

Train

Std. Mixup AugMix AutoAug. FGSM PGD10 P.G.++ P.G.J.++ AugMix++

CIFAR-10 86.05 86.93 84.31 84.62 82.23 91.46 79.50 75.93 74.21

CIFAR-100 93.97 93.28 92.44 92.30 92.57 94.15 87.69 88.67 82.76

Table 11: The error rates of different methods using Wide ResNet-50 architectures for the CIFAR-10 dataset under
AutoAttack with L∞ constraints at ε = 0.03.

Train

Err. Std. LS. MTL. P.G.J.++

AA 86.05 84.23 82.29 75.93

Table 12: CIFAR-10 The error rates of MTL, LS,
and LA methods using Wide ResNet-50 architectures
for the CIFAR-10 dataset under AutoAttack with L∞
constraints at ε = 0.03.

Train

Err. Std. LS. MTL. P.G.J.++

AA 93.97 92.93 92.57 88.67

Table 13: CIFAR-100 The error rates of MTL, LS,
and LA methods using Wide ResNet-50 architectures
for the CIFAR-100 dataset under AutoAttack with
L∞ constraints at ε = 0.03.
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Percentages of error rate variations compared to the standard training.

Figure 4: Percentages of error rate variations compared to the standard training on Wide ResNet-50: left side em-
ploying LA, right side with normal augmentations. While normal augmentation can enhance mCE to a considerable
degree, it comes at the expense of Clean and calibration errors. On the other hand, regardless of the type and the num-
ber of operations used in augmenting with LA, we can see improvements in Clean, mCE, calibration, and adversarial
errors. However, using two or three types of operations proves even more effective.
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