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Abstract—While detailed resource usage monitoring is possible
on the low-level using proper tools, associating such usage with
higher-level abstractions in the application layer that actually
cause the resource usage in the first place presents a number of
challenges. Suppose a large-scale scientific data analysis workflow
is run using a distributed execution environment such as a
compute cluster or cloud environment and we want to analyze
the I/0 behaviour of it to find and alleviate potential bottlenecks.
Different tasks of the workflow can be assigned to arbitrary
compute nodes and may even share the same compute nodes.
Thus, locally observed resource usage is not directly associated
with the individual workflow tasks. By acquiring resource usage
profiles of the involved nodes, we seek to correlate the trace data
to the workflow and its individual tasks. To accomplish that, we
select the proper set of metadata associated with low-level traces
that let us associate them with higher-level task information
obtained from log files of the workflow execution as well as the
job management using a task orchestrator such as Kubernetes
with its container management. Ensuring a proper information
chain allows the classification of observed I/O on a logical task
level and may reveal the most costly or inefficient tasks of a
scientific workflow that are most promising for optimization.

Index Terms—scientific workflows, monitoring, eBPF, FUSE,
ptrace, input output, I/O, data access, Docker, Kubernetes,
Nextflow, Airflow

I. INTRODUCTION

Large-scale scientific data analysis is common in different
scientific fields such as particle physics [4], radio astron-
omy [13], earth observation [32] or bioinformatics [36]. Often,
the scientific data analysis and its individual processing steps,
which are executed and coordinated by a scientific workflow
management system (SWMS), perform significant input and
output, so that their overall performance largely depends on
efficient I/O. But, given the ever-growing complexity of mod-
ern scientific applications, we cannot expect a one-size-fits-all
storage tier hierarchy and architecture for all applications [7].
Thus, gaining more insight into the task’s behavior and the
I/O workload it induces can reveal possible optimizations
that not only decrease the overall runtime of a workflow,
but also make better use of shared resources such as storage
media. For example, having knowledge about the I/O patterns
used by a task to read or write files can help in choosing
adequate storage (HDD, SSD, tempfs, NFS / Ceph, etc.) for
these files [15]. Detailed knowledge about a task’s behavior
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over time can also be the foundation for accurate task and
workflow models, which can be leveraged to optimize resource
allocations generally [28], [40].

Although there exist numerous generic tools and frame-
works for single process or system monitoring, they do not
cover more abstract concepts of tasks or workflows running
on the system and are thus not able to associate the low-level
trace data to such upper-level entities, especially in a shared or
even distributed execution environment. These circumstances
make it difficult to track the behavior of a workflow task and
its isolated contribution to the overall system and resource
usage.

After an introductory background section on scientific work-
flows (Sect. II), we make the following contributions:

« provide three approaches for detailed I/O monitoring and
discuss them briefly in Sect. III,

o describe our implementation of low-level I/O monitoring
using eBPF in Sect. IV,

o discuss general approaches to associate the monitoring
data to tasks of scientific workflows (first to physical, then
to logical tasks), highlight the emerging difficulties, and
provide a solution for the Nextflow and Airflow scientific
workflow management system in Sect. V, and

« apply our monitoring solution and the method to associate
the data to tasks in practice to demonstrate observed
I/O behavior in tasks of well-known and widely used
workflows from the nf-core workflows [12] of Nextflow
in Sect. VL

II. BACKGROUND: SCIENTIFIC WORKFLOW EXECUTION

Many scientific fields have the need to process an ever-
increasing amount of data. Those include for example the
Large Hadron Collider (LHC) already retaining data in the
petabyte range [4], radio telescopes generating 160 terabytes
per second [13] or analyzing earth observation data [32].
The need to manage and automate the execution of these
data processing pipelines is often addressed by scientific
workflows, executed through scientific workflow management
systems (SWMS).

A scientific workflow consists of logical tasks, which are
chained together so that each task uses a base input and/or the
results of a preceding task. Therefore, a scientific workflow can
be represented as a directed acyclic graph (DAG). A logical
task usually corresponds to one program that covers one step
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in the workflow, such as (pre-)processing a certain type of
data, performing a specific visualization or representation of
(intermediate) results, etc. Depending on the task, a logical
task may be performed by multiple physical task instances
during a particular execution of the scientific workflow. That
may happen, for example, if a big chunk of data can be
partitioned into smaller chunks, so that the same task can be
executed on each partition independently and simultaneously.

Scientific workflows are typically executed using a scientific
workflow management system (SWMS) such as Nextflow [10],
Apache Airflow [17], Snakemake [22] or Pegasus [9], to name
a few. The SWMS receives the workflow description, initial
input data and configuration for the execution environment.
It then schedules physical tasks when they are ready to run,
meaning all preceding tasks they depend on have finished.
The SWMS usually supports multiple ways to execute tasks
such as simple local execution, containerized execution (using
solutions such as Docker or containerd) or, highly relevant
in practice, distributed executions, e.g., using Kubernetes [6]
or Slurm [42]. Which executor is used usually depends on
the SWMS configuration and the available compute cluster
for workflow execution. To exchange intermediate results in
a distributed setting, a network or distributed filesystem (e.g.,
NFS [33] or Ceph [38]) is often used.

The tasks of a workflow are considered to be black boxes.
The required inputs and the output files they produce are
specified as part of a workflow definition, which is the actual
input for the SWMS to execute a whole workflow. However,
the task’s particular behavior is not specified or documented
in any way. It is neither necessarily known by the user of a
workflow (the scientists using the workflow to process their
data), nor by the administrator of the system the workflow
is executed on, nor even by the workflow designers when
they, for example, include a third-party program as a task
in a workflow. As part of the workflow definition, resource
limitations may be provided per task. Those limitations are
fixed and enforced (e.g., using Linux control groups, short
cgroups [19]) over the whole runtime of the task. Since a
violation of a set resource limit usually leads to the task being
terminated, the limits are often set very generously, so that
the actual resource requirement is regularly overestimated [2],
[31], [39]. In addition, the users often do not see a direct
benefit of good resource estimates, as they are typically only
accounted for the time the job actually ran. So, often the
maximum job time of an execution queue is chosen for job
specifications. This benefits the users because they do not
need to manage estimates for each workflow submission and
execution separately. Also, resource limitations do not provide
detailed insight into a task’s behavior as they, for example,
offer no information about CPU or memory usage over time
or I/O patterns on the input and output files.

Metrics gathered directly by the scientific workflow man-
agement systems are typically coarse-grained on a task level,
if gathered at all. For example, Nextflow provides summary
data for each task’s lifetime in its trace reports [3]. To get
more detailed insights into the particular behavior of the

tasks, additional means become necessary as we will see in
the following. Especially, associating low-level measurements
with the tasks of a workflow can be challenging.

III. DETAILED LOW-LEVEL I/O MONITORING

We present three methods for low-level I/O monitoring that
can build the basis of our approach to associate low-level
monitoring data with upper-level entities. All approaches can
be implemented to produce their low-level monitoring data in
a common format (see Fig. 2a for an example), which makes
them exchangeable depending on the use case.

In order to realize detailed I/O monitoring, we are interested
in the arguments of the individual read and write requests,
together with some metadata. In Linux, this can be done
with several different technologies, each offering different
advantages and drawbacks. Fig. 1 provides an overview of
the data and control flow for the three approaches considered:
Extended Berkeley Packet Filter, a FUSE overlay file system,
and a ptrace-based approach.

A. 1/0O tracing with a FUSE overlay file system

Using the filesystem in user space (FUSE) kernel mod-
ule [23], users can implement filesystems in userspace via
a FUSE client. This enables the integration of various stor-
age systems into the filesystem tree, without modifying
kernel code. Popular examples include NTFS-3G [27] and
SSHFS [24].

With FUSE, all I/O operations are issued as usual and reach
the virtual filesystem (VFS) layer [16]. If a FUSE mount point
is addressed and a change data change or data that is not in the
page cache is requested, the FUSE client process is triggered
via the FUSE protocol, which means communicating with the
client over a special file handle. The client then handles the
request, potentially providing the requested data.

Using this technology, an overlay filesystem can be imple-
mented. It redirects changes to the underlying storage, while
gathering detailed monitoring data akin to iofs [5], which
monitors I/O less detailed. Monitoring with FUSE is blocking,
since every monitored operation needs to pass the FUSE client.
So, this approach does not bear the risk of missing a single
event, but may slow down the application itself. One can
configure to log with or without the influence of the page
cache. Logging with page cache effects resembles monitoring
of the block device while logging without page cache effects
results in monitoring of the exact I/O calls of the monitored
application but may increase the overhead in latency and CPU
time [37]. The latency of an operation depends on the speed
of the underlying storage, the monitoring system, and the
overhead introduced by FUSE. Therefore, it is not an ideal
solution for implementing a passive monitoring system that
tries to minimize runtime overhead and side-channel influence.
With the recent Linux kernel version 6.9 these negative effects
can be mitigated for files that do not need to be monitored
using data passthrough.

On distributed, containerized infrastructures, it is typical to
mount a filesystem from inside the container that performs
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Fig. 1: Components involved in different monitoring approaches.

the task execution. This imposes the challenge that outside
the container, the target filesystem may not be mounted and
monitoring is not possible. Thus, the FUSE client must run
inside the container along the monitored task. Using FUSE
inside containers is generally possible by passing through the
FUSE file descriptor to enable the client to communicate with
the kernel-side. To adhere to the black-box approach and not
change the workflow task or its container, the FUSE client
should not rely on any other files such as shared libraries as
many workflow containers only including the barely needed
packages and files. A statically linked executable, which
resides in a shared filesystem can be used to mount the
overlay filesystem in the containers. Still, this approach needs
adaptation in the executing infrastructure and the workflow
manager of the task.

B. I/O tracing with ptrace

Ptrace is a system to debug processes in POSIX systems
by tracing and potentially manipulating a process [25]. The
managing user-level process is the tracer, inspecting one or
multiple target processes, called tracees. Ptrace works with a
special set of system calls and enables the tracer to set traps
for different types of events, including single-step execution,
entering or leaving a system call and signals arriving at the
tracee. When this happens, the tracee is stopped until the tracer
has received the event and resumed the tracee. The tracer can
also manipulate the tracee, e.g., by changing the contents of
the memory or suppressing or redirecting a signal. Ptrace is
mainly used by debugging tools such as gdb and strace.

In order to implement detailed I/O monitoring, ptrace can
be used to trace the root process of a task and all of its
child processes. Monitoring the children can be automated
by tracing the fork and clone system calls. By setting a
trap for the event of entering a system call, all I/O operations
can be monitored by reading the registers and memory of
the tracee at the moment the system call happens. If the
result of the operation is also needed, the same strategy can

be applied on system call exits. When implementing this
strategy, it is important to watch every relevant system call.
This can be tricky, especially since new relevant system calls
are introduced quite frequently. One example of this is the
new asynchronous io_uring API [11], which is too complex
to parse correctly in this scenario. Instead, the allowed subset
of system calls on the system can be restricted using the
seccomp module [26], which was designed to encapsulate
the process in a secure computing environment. This might
alter the behavior of the system under observation making
the monitoring layer not transparent anymore and may change
the result of the application. Advantageous, the ptrace method
can deliver the most detailed application monitoring including
direct I/O operations with the state of the complete memory
of the tracee if needed.

Similar to FUSE, monitoring with ptrace is blocking, result-
ing in the same properties discussed above. Synchronously
redirecting every single system call and every signal to the
tracer can cause a high overhead. The parameters and results
of system calls have to be read by the tracer by reading
registers and memory in a different userspace. This increases
the memory management and communication overhead addi-
tionally. Filtering the actually monitored system calls to the
relevant ones with the Linux seccomp module (see above) can
substantially reduce the overhead. By using an eBPF filter (as
shown in Fig. 1), the decision to pass the execution to the
tracer can be based on the issued system call and some of its
arguments. All other system calls can be directly handled by
the kernel with neither pausing the thread nor informing the
tracer, resulting in near native performance.

Running the tracer inside a container of a task imposes
similar challenges as running the FUSE client inside a con-
tainer. In this case, redirecting file handles is not needed and
the required capabilities (CAP_SYS_PTRACE) are often set by
default. The optimization using seccomp and an eBPF filter
needs CAP_SYS_ADMIN, which can be problematic but circum-
vented by setting the PR_SET_NO_NEW_PRIVS bit preventing



privilege escalation of child processes.

C. I/0 tracing with extended Berkeley Packet Filter (¢eBPF)

The Berkeley Packet Filter (BPF) was introduced about
30 years ago to dynamically handle network packets directly
inside the Linux kernel [29]. A function, written for a special
BPF architecture, provided by an application was attached
along the fixed packet handling pipeline of the kernel and
was interpreted and executed in the kernel context. With
the extended Berkeley Packet Filter, eBPF the concept was
generalized and so-called eBPF functions could be attached
to arbitrary functions inside the kernel [8], which caused
additional popularity of the approach. A just-in-time compiler
and virtual machine are used in the Linux kernel to accomplish
this functionality, which can be used for detailed low-level
monitoring of any kernel function. Restricting oneself to eBPF
functions on system calls (short syscalls) or tracepoints only,
reduces the risk of misinterpretation of function arguments
in eBPF code as such interfaces remain more stable across
different kernel versions.

Attached eBPF code can access arbitrary memory, which
allows traversal and inspection of data structures such as file
handles and filesystem structures within the kernel’s address
space. The eBPF code itself can use its own global variables
and data structures such as arrays and hashmaps, allowing state
awareness of eBPF functions. Ringbuffers on shared memory
are used for communication with the usermode process that
attached the eBPF functions in the first place. The usermode
process can transmit information by directly manipulating the
eBPF code’s global variables, arrays, and hashmaps.

As eBPF code is executed within the kernel, there are
several restrictions to protect system stability. These restric-
tions are checked by a verifier embedded in the kernel before
attaching the eBPF code. For implementing an I[/O monitoring
solution, the following restrictions are most relevant:

a) Termination Guarantee: eBPF code is executed just-
in-time right before or after the kernel function it is attached
to. As it should have access to the environment memory
at that time, the thread’s execution is halted for the eBPF
code execution. For system stability, the eBPF code is proven
to terminate and cannot hang in infinite loops or wait for
resources or communication. Therefore, eBPF code and its
controlling usermode process communicate asynchronously
over shared memory. Additionally, loops in eBPF code need
to be restricted: Linux kernels before version 5.3 did not allow
loops at all. A restriction circumventable by using fixed-length
loops unrolled using a preprocessor directive in the C code
compiled to eBPF code. Kernel version 5.3 supports loops if
the eBPF verifier inside the kernel can statically determine the
loop to terminate under all circumstances.

b) Restricted Code Execution: Only eBPF virtual ma-
chine code can be executed. Calling other kernel functions or
performing 1/O is prohibited. To save logs or act based on the
observed calls, data has to be transmitted to the controlling
usermode process, which then can perform the action.

c) Privilege Requirement: As eBPF code can read ar-
bitrary kernel memory, including sensitive information, root
privileges or the CAP_BPF capability are required.

Despite the restrictions, eBPF enables powerful debug-
ging [1], security tools [14], and monitoring of application
or system metrics, e.g., with the tools provided by BCC [20].

For I/O monitoring, eBPF allows monitoring on the same
level as the ptrace solution by tracing the I/O relevant system
calls. For our implementation, we chose to attach to relevant
functions of the virtual file system (VES) layer.

The most notable difference to the FUSE and ptrace ap-
proaches presented above is the lack of context switches using
a pure eBPF solution. The execution flow of the application(s)
under monitoring is only slightly detoured by the eBPF com-
ponent inside the kernel and does not synchronously enter a
different user-mode process again (see Fig. 1). This makes the
eBPF approach the most lightweight option for the monitored
application(s). Since the approach works asynchronously and
does not switch contexts, timestamps at the data taking are
most accurate, meaning as close as possible to the actual time
the task requested the I/O operation.

With this approach, the data taking happens inside the
kernel. It is compatible with container-based execution of
workflows, as containers do not virtualize their own kernel
and there is just one kernel per physical node. Thus, every I/O
request passes through the same kernel that has the monitoring
eBPF code attached. The usermode process that takes the data
from the ringbuffers and writes it to a file can be executed
anywhere: inside the task’s container, in its own container or
directly on the host. Of the presented approaches, eBPF most
seamlessly lets inject the monitoring into the workflow and
tasks while treating them as black boxes.

IV. I/0 MONITORING USING EBPF IN DETAIL

The previous section discussed three different I/O monitor-
ing approaches in general. Now, we discuss the I/O monitoring
of processes with eBPF and our implementation in detail.

A. The eBPF usermode process and eBPF function

We use Python with the BPF Compiler Collection
(BCC) [20] for the usermode monitoring process. With BCC,
the eBPF code can be written in C and is then just-in-
time compiled to eBPF to be passed to and attached to the
kernel. The Python code handles parsing and processing of the
commandline arguments, prepares the eBPF code accordingly,
loads it and then retrieves and prints event messages, i.e.,
monitoring data, transmitted from the eBPF code. We log
every read or write as well as file open, close and deletion.
Filtering these logs (an example is given in Fig. 2a) is possible
by event type, process id, user or group of the process that does
the action, and the directory of the accessed file.

The eBPF code is attached to functions of the virtual file
system (VES) layer inside the kernel such as vfs_open,
vfs_read, vis_write and vEfs_close. Code is executed on
both entry and exit of the function to allow capturing of a call’s
arguments as well as its return value. The VFS layer resides



between the functions handling system calls and the actual
filesystems. It is the deepest generic (filesystem-agnostic)
layer in the Linux kernel processing I/O and well suited
for monitoring, as all I/O calls pass through it. Additionally,
interesting logic like resolving relative paths and symbolic
links are done at that point, making monitoring and tracing
less tedious. The VFS functions are usually invoked on all
I/O calls. An exception on file open and create operations is
vEs_open. In specific cases and depending on the filesystem,
atomic_open is tried before. On success, the file is opened
and vfs_open is skipped. An easy to miss fact.

Opened files are represented in the VES layer by a pointer
to a file structure—a file handle. After a file is closed
the memory of its file structure will be reused for another
newly opened file. Although completely idenpendent, two file
handles use the same memory for their file structure (not
at the same time). To simplify the analysis of the monitoring
data, our eBPF code creates a unique handle id for each opened
file handle using a global counter. This is done by creating an
entry in a map structure inside the eBPF code that maps from
the £ile pointer to the unique handle id on open and deleting
it on close. The unique handle id is then used in the logs to
represent file handles.

An inode identifies a file in a filesystem and carries meta
data about it. Each inode is identified by an inode id, uniquely
identifying the file. Knowing the inode is important to identify
hard links, meaning a file that has more than one location in
the filesystem’s directory hierarchy. It also aids comfortably
identifying files that were moved between two open calls. An
inode is removed if there is no path left in the filesystem
referencing it and no handles to the file are open anymore.
However, inodes are reused akin to file structures and we apply
similar means to avoid any confusion due to such an inode
reuse, by assigning unique inode ids, which are then used for
logging purposes instead of the ‘raw’ filesystem inode ids.

Read, write and close operations are only processed by the
eBPF component, and then subsequently logged if the open
(or atomic_open) call corresponding to the file handle was
also processed. Accesses to files opened before the monitoring
was started are therefore discarded. This is implemented by
checking the file pointer is member in our unique handle id
map when the code for an action such as a file read is executed.
If that is not the case, the code will just return without taking
any actions or gathering data. This logic allows to restrict the
monitoring on open to files we are interested in, keeping the
impact on not-monitored files and the communication to the
usermode process small.

The log data is written by the usermode process to a file
in csv format. The same columns are used for all log entry
types. Unused columns are set to O or empty, e.g., the path is
only used for the entry types of open and delete. Reads and
writes refer to an already opened file and do not include its
path again. Fig. 2a shows the structure of the csv file and two
exemplary entries.

B. Observed Limitations and Challenges

We found several limitations and challenges for the eBPF
monitoring to be aware of.

Unstable Signatures: The eBPF code is attached directly to
kernel functions rather than tracepoints as there are no suitable
tracepoints in the VFES layer to achieve the same functionality.
When signatures of functions we attach to change between
kernel versions, this may break the monitoring. For example,
the signature of vfs_unlink changed in kernel version 5.12.
To support both kernel versions below and above that version,
the correct signature can be chosen using a preprocessor
directive. The more functions we attach to, the more likely a
breaking change becomes. A solution using eBPF, which relies
on internal kernel functions, cannot be expected to survive over
many kernel versions without any maintenance.

Filter by Directory: Another challenge is filtering by di-
rectory. The VFS layer does not receive the path of the
affected file as a single string, but instead as a linked list of
dentry structs, each containing a path segment starting with
the filename, followed by the folder it resides in, the parent
directory of that, and so forth. This makes filtering by directory
names challenging in eBPF as iterating through the linked
list is tricky with the restrictions the verifier puts in place
for loops to hold the termination guarantee. Therefore, we
currently filter by directory in the usermode process, simply
omitting logs not belonging to files in directories of interest.

Amount of Data / Loss of Data: As every single I/O access
is logged, depending on the application and its I/O intensity,
the log data itself can get quite large, which is an issue for
detailed supercomputing monitoring solutions as well [41].
This can cause an I/O bottleneck being created or increased
by the usermode process writing the logs to storage.

Such an I/O bottleneck can degrade the performance of
the application being monitored if it uses the same storage
as the logs are written to. Additionally, it can have severe
consequences for the monitoring itself. The system may slow
down the usermode part of the monitoring process. The
eBPF kernel component, however, will not slow down due
to its non-blocking behavior, causing the ring buffers used for
communication with the usermode part to fill up. Once full,
monitoring data will get lost as the ring buffer is overwritten
before it was cleared by the usermode process. Such a scenario
can also occur even if the monitoring data is not written to
a file by the usermode part but just discarded (i.e., no I/O
load is caused by the monitoring). If the system is under
heavy CPU load, the monitoring application may not get
enough CPU time if it is not prioritized. The eBPF component,
running in the respective kernel context of the applications
doing the monitored I/O calls, may produce data faster than
the usermode part is able to consume it. The ring buffers fill
up and eventually monitoring data will be overwritten and lost.

The risk of overflowing ring buffers can be alleviated by
reducing the number of events to be logged in the first
place for the use case. We provide several filters implemented
in the eBPF part directly so that they not only reduce the
amount of data written to the log file, but also the number



# eBPF and FUSE-Overlay-FS IO tracing log with: time_start,
L inode, type, result, handle, offset, size, flags, path

# example open log entry:

1714067937.744, 1714067937.744,
1, 0x00008000,

# example read log entry:

1714067937.745, 1714067937.745,
L 0x00008000,

1169224, 27151.124,

1169224, 27151.124,

time_end, pid,

27151.124,
/home/witzke/nf-rnaseq/outdir/work/52/£11191010952840e07774a95bcd36e/WT_REP2_1_val_1l.fq.gz

27151.124,

utime_start,utime _end, stime_start, stime_end, d

27151.124, 27151.124, 5277, O, 0, 35625, 0, 0, 4

27151.124, 27151.124, 5277, R, 512, 35625, 1034, 512, d

(a) eBPF and FUSE-Overlay-FS I/O trace example.

# eBPF PID tracing log with:
# time, parent pid, pid,
1714067937.409, 1168419, 1169224,

(b) eBPF PID and cgroupid trace example.

# subscribed Kubernetes event: kubectl get events —--watch
LAST SEEN TYPE REASON OBJECT
27m Normal

Apr-25 19:59:04.446
L Task completed > TaskHandler[id:
l, FASTQ_FASTQC UMITOOLS TRIMGALORE:TRIMGALORE
L COMPLETED; exit:
L, outdir/work/52/£11191010952840e07774a95bcd36e]

[Task monitor] DEBUG n.processor.TaskPollingMonitor -4
6; name: NFCORE_ RNASEQ:RNASEQ: d
(WT_REP2); status: d
/home/witzke/nf-rnaseq/ d

0; error: —; workDir:

(c) Example Nextflow log file entry.

Started pod /nf -002fdc87df 831ed4f74f 0£2a66482475

# query tags: kubectl get pod nf-002fdc87df 831ed4f74f 0f2a66482475 —o=jsonpath="'{.metadata.labels}"'

(loool

taskName": "NFCORE_RNASEQ RNASEQ FASTQ FASTQC UMITOOLS TRIMGALORE TRIMGALORE WT REP2"}

(d) Example Kubernetes pod start event, API call and result (relevant fields only).

[2023-12-12T16:18:11.810+0000]

Lpriority 3116 and queue default

[2023-12-12T16:18:11.810+0000] {base_executor.py:95}
L prepare level2',
L workflow.py"']

INFO - Adding to queue:
'manual__2023-12-12T16:15:47.103493+00:00",

{scheduler_job.py:550} INFO - Sending TaskInstanceKey (dag_id='force', task_id="'4d
L prepare level2', run_id='manual_2023-12-12T16:15:47.103493+00:00', try_number=1, map_index=-1)

to executor with J

'tasks', 'run', 'force', 'd
'DAGS_FOLDER/sl/force/ d

['airflow',

'-—local', '—-subdir',

(e) Example Airflow log file entry.

Fig. 2: Exemplary excerpts from different logs and traces (colorized to show links).

of entries to be transmitted through the ringbuffers. It is, for
example, possible to filter by pid, user and group of the process
that does the I/O call. The pid filter also supports filtering
any child processes recursively. This is done by additionally
attaching eBPF functions to the fork and exit tracepoints
and respectively adding or removing pids accordingly in a set,
which is checked by calling pid in the I/O calls.

Another approach is to filter by the filesystem the I/O
access happens to. By attaching to a filesystem specific open
function (such as ceph_open)—instead of the more general
and higher-level vfs_open—only open calls in directories of
that filesystem will be processed and communicated to the
usermode application. Furthermore, as only actions concerning
a file handle are processed, if the handle is known from a
previous open call, only actions on the specified filesystems
will be processed. As the general VES functions call these
filesystem specific functions through a function pointer, they
all adhere to a fixed signature, making it easy to implement
the filter and use it for different filesystems. With distributed
executions of scientific workflows, the actual input and output
data of the tasks is often placed in a distributed filesystem
(e.g., Ceph). On many systems, the filesystem is then solely
used by the scientific workflow, which makes it easy to filter
them and leave out all local filesystem accesses.

BCC will issue warnings on stderr on a ring buffer
overflow, which makes detecting loss of monitoring data easy.

V. ASSOCIATING TRACES WITH WORKFLOW TASKS

For associating low-level traces, as collected by the eBPF-
based monitoring described in Sect. IV, for example, with
upper-level entities such as physical and logical tasks of an
SWMS, we have to bridge an information gap and find links
between these levels as the entities are identified in different
ways by the software components involved.

A. Information Gap

Depending on the particular infrastructure for workflow
execution, we have two to three levels of abstraction. On the
lowest-level (leftmost in Fig. 3), we have one or more instances
of a Linux system where tasks can either be executed directly
or inside a container such as Docker, Podman, or containerd.
In the middle, we optionally have a resource management
system, also known as an orchestrator or batch system, such as
Kubernetes or Slurm. At the highest-level (rightmost in Fig. 3),
we have a SWMS such as Nextflow or Airflow.

While the lowest level identifies processes using system-
local process ids (short pid), the middle and upper level need
and use more general concepts and identifiers such as container
instances, physical tasks, logical tasks that the lowest level
knows nothing about. When we bridge the information gap
from pids to physical tasks, the step to logical tasks and
workflows can be made with means of the particular SWMS.

A task can have many processes: To associate pid-based
monitoring data with tasks, we have to know which pids
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Fig. 3: Architecture of mapping low-level monitoring data to
upper-level identities such as tasks using information such
as a task’s individual working directory wd (blue), taskid
given in tags (red), the cgroupid of processes (green), its
pid (violet) and Kubernetes pod (teal) and annotations Kub
annotations (orange). Following chains of this information
from component to component, the low-level trace data can
be associated to the upper-level tasks of the workflow engine,
also across machine boundaries.

belong to a task. A task can be a single process, a script,
or a container instance and may spawn new child processes
in the operating system by itself. Therefore, we keep track
of the pids over time by an additional eBPF script attaching
to the sched_process_fork tracepoint. It uses BCC to
monitor process creations and log the parent and child pid
as well as the cgroupid in simple csv format (see Fig. 2b).
Many resource management systems and containers use Linux
control groups (cgroups) [19] to enforce resource restrictions
on processes or containers. To identify all processes that share
a certain resource budget, a so called cgroupid is assigned and
associated with each process belonging to it.

Tasks are not directly spawned by the SWMS: Although
the workflow management system is ultimately responsible for
triggering task executions, the respective processes are often
not created directly by it and are not simply child processes
of the SWMS. With a container solution such as Docker, for
example, the workflow management system sends a request to
the Docker daemon, which spawns a new container process for
the task. That way, the task process is a child of the Docker
daemon and not from the SWMS process in the process tree.

Even if the task processes are spawned directly by the
workflow management process, i.e., the process tree would be
‘conventionally intact’, it would not convey enough informa-
tion. While deducting that a process belongs to a task might be
simple, there would still be no information available regarding
to which task exactly it belongs to. Since one program can be

used in multiple tasks or one task can be used in multiple
instances in the same workflow, even knowing the executed
program would not suffice to make the connection.

Tasks are distributed across several machines: In a
distributed setting, the workflow management process usually
only runs on one node. Task processes are spawned using, e.g.,
Kubernetes, on other nodes and thus are naturally detached
from the process tree of the management process. Thus, the
workflow management system has no direct knowledge of the
pid of the corresponding process. Depending on the resource
management component, the workflow management system
could acquire the low level information about the started task.
But for Kubernetes, for example, it is not directly possible
to query the pid or cgroupid of a task and the investigated
SWMSs do not provide such information.

On the other side, logical and physical tasks are only known
by the workflow management system itself. It starts or queues
the tasks and possesses the information of how they fit in the
workflow. The corresponding information may be passed on
to the resource management that schedules the execution. That
happens, for example, when Nextflow or Airflow queue tasks
with Kubernetes. They annotate pods that execute workflow
tasks with specific tags (see Fig. 3) that make them identifiable.
The tags also state which concrete task the pod executes and to
which workflow it belongs—both provided by the workflow
management system as unique ids (see name in Fig. 2c¢ for
Nextflow and dag_id and task_id in Fig. 2e for Airflow).

Pids seen inside tasks may be misleading: When a task is
executed, in a Kubernetes pod, locally or through other means
of execution, it may be wrapped by a bash or job script of the
workflow management system to gather summarized execution
statistics of the task. While it would be trivial to expand such
a wrapper script to also gather the pid, that information will
often be useless. If the execution happens in a containerized
environment, the gathered pid often is local to the container
the task runs in. It cannot be easily matched to the actual pid
that monitoring tools outside of the task’s container perceive.

B. Bridging the Gap Using Special Nextflow Behavior

In Nextflow, every task gets its own working sub-directory
within the workflow’s folder. That working directory is logged
with its task to the workflow’s execution log when the task
finishes (see Fig. 2c). Although having separate directories,
tasks may access files in directories of other tasks when they
read the output of a preceding task. Actually, tasks could
even write to files in other task’s folders—Nextflow does
not prevent that. Apart from task-specific files, Nextflow puts
additional files into the task’s directory such as a wrapping
bash script to run the task or a file with the return code of
the task when it finishes. These files are not accessed by
other tasks. When Nextflow runs tasks in Docker containers,
either directly (for single node executions) or via Kubernetes
(for distributed executions), all processes that execute within a
container—and therefore belong to one task of the workflow—
share the same cgroupid. When a process accesses one of the
Nextflow-specific files in a task-specific directory, it can then



be concluded that the corresponding cgroupid belongs to that
task. All file accesses of all processes that share this cgroupid
are then categorized to belong to that task.

Without containers, the association can be made by inspect-
ing the process tree after the process accessing the unique job
script file has been found. Either a shared unique cgroupid can
be found, or the all pids that belong to that task can be derived
to associate the corresponding monitoring data with the task.

C. Bridging the Gap Using Docker and Kubernetes

In case of Kubernetes, a script can subscribe to events to
get notified whenever a new pod is started (see Fig. 2d). The
entry does neither include the main pid of the pod, its cgroupid
nor workflow tag information. To make this association, newly
spawned pods can then be checked on their workflow system’s
tag through the Kubernetes API (see Fig. 2d) and/or their tags
and cgroupid can be queried on the executing node by a self-
written script using the API of Docker, Podman or containerd.
As outline in the previous section, knowing the cgroupid leads
to all pids related to a task and the file accesses can be
associated to this task. Instead of watching the Kubernetes
logs, all pods can be queried—regularly or triggered by spawns
reported by our eBPF pid tracer (see Sect. V-A)—on their
nodes to check for workflow tags and cgroupids. All these
approaches bear the risk of ‘missing’ short-lived tasks that are
already finished before the corresponding query happens.

D. Bringing Distributed Log Data Together

For analysis, all traces and logs have to be brought together.
We foresee a directory per involved host, one for the SWMS’
log, and one for the resource management logs. Either the
traces and logs are written to these locations on a shared file
system or they are copied together after the workflow run.

VI. DEMONSTRATION

To demonstrate the practical applicability of our approach,
we implemented the described eBPF approach for monitoring,
the Nextflow specific association technique and used work-
flows from the nf-core repository [12] for the analysis. We
executed them with their test profile in which they provide
their own data. That proved sufficient to demonstrate the
ability of our monitoring approaches to obtained detailed I/O
monitoring data over time per workflow task.

A. Setup

Two setups were used for the evaluation. Nextflow was used
as workflow management system if not stated otherwise.

(1) Local setup: Workflow execution with Nextflow
23.10.1 was done locally inside a VMware virtual machine
(VM) using Docker without a separate resource manager such
as Kubernetes or Slurm. While the host ran Windows 10, the
VM used Debian 11 as operating system, Linux kernel 5.10.0.
The local disk, which was used for the workflow’s working
directory, used an ext4 filesystem. It was a vidisk image that
was saved on an SSD using NTFS mounted to the host system.
Most workflow executions were done on this system.

Processes and tasks were associated via the tasks’ unique
working directories as described in Sect. V-B (see also Fig. 3).
(2) Cluster setup: A Kubernetes cluster of four nodes,
each running Ubuntu 20.04 LTS with Docker as container
solution was used as an alternative. Here, the workflows,
running through Nextflow 23.04.2, used a Ceph filesystem
(based on the corresponding kernel module, not the FUSE-
based client) to exchange data. The monitoring process as well
as the pid and cgroupid tracer were deployed on every node
using a Kubernetes daemonset with their data being written
to a node-local storage. As the nodes were shared and other
applications were running on them too, the local storage was
initially overloaded by the amount of monitoring data, causing
log entry loss as described in Sect. IV-B. By limiting the I/O
monitoring explicitly to the Ceph filesystem (as described in
Sect. IV-B) this bottleneck was avoided.

Data analysis: A script analyzes the monitoring data
and associates them with the Nextflow tasks. It receives the
.nextflow.log file of a workflow execution and a list
of directories containing the I/O monitoring data and process
creation CSV files. Each directory contains the logs from one
node, so that pids and cgroupids, which are not unique across
multiple nodes, can each be handled separately per node. The
script can therefore handle the execution traces of any number
of nodes including single-node local executions.

B. Results

The monitoring data obtained with our approach enables
more detailed and elaborate analysis than the summary data
that Nextflow provides in its trace reports. Besides all files,
file sizes, and which task accessed them, the concrete access
patterns and their distribution over the task’s runtime can be
investigated, for example. Fig. 4 shows how much time passes
between the first and last access of a file that is read or written
by a task relative to this task’s total runtime for all tasks of
the rnaseq workflow. A value close to 100 % indicates that
the file is read or written over the whole runtime while a low
value shows a more ‘bulky’ access that happens in a relatively
short time. Overall, most accesses are finished fast here due
to many small configuration and log files and the relatively
small data set contained in the corresponding test profile.

Fig. 5 shows the accesses, both reads and writes, to a
specific file in more detail. The plot consists of vertical bars,
one per read or write. The lower end of each bar starts at the
operation’s file offset and its height represents the number of
bytes accessed in the request.

The runtime overhead of our eBPF-based monitoring is neg-
ligible and below the normal variance of the overall workflow
and task execution times.

VII. RELATED WORK

In general, the topic of data provenance and the discovery of
access patterns of scientific workflows, or systems that do end-
to-end monitoring of low-level information in the context of
scientific applications resemble this work or have similarities.
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Fig. 4: Duration between first and last access of a file from a
task relative to the task’s runtime. Analyzed from a execution
of the rnaseq workflow of nf-core in the test profile. A larger
fraction for a file likely indicates a streaming-like access while
a small fraction represents more bulky file access of a task.
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Fig. 5: File WwT_REP1_2_val_2.fqg.gz is accesses by two
tasks. TRIMGALORE creates and writes it between 32 and
42% of its runtime of 9.91s in total. The same task also reads
the file back once later. A succeeding task, BBMAP_BBSPLIT
reads it over almost its whole lifespan of 24.16s.

To correlate, store and make fine-grained provenance in-

formation available, particularly for the Pegasus SWMS, per-
formance data can be gathered using specialized tools that
are well-established in the HPC community [30]. Similarly,
with an adapter-based framework that processes and integrates
events from various systems, these can be made available in a
DBMS [35] while processing multiple workflows in parallel.
Both systems contain a clear system structure that integrates
the information and stores it in dedicated storage, however,
both works focus on systematic correlation of the data to
scientific workflows, while the low-level information is left
to be handled by external tools.

The importance and difficulty of integration of monitoring
data is highlighted also in [18] with a focus on HPC. By
working closely with domain scientists, they identify their
needs and implement a framework that can track either data
lineage using an explicit linking of data objects by mirroring
the API of the underlying HDFS storage layer, or ad-hoc
performance metrics by implementing dedicated system calls.
The framework and the model presented are versatile but still
require manual work for a particular use-case, and while cross-
platform they focus on requirements in the context of HPC.

Monitoring of scientific workflows needs similar efforts in
a cloud environment [21]. Here, kernel-space logging allows
automatic linking of data accesses to processes. However,
the focus is more on the security aspect and not on the
requirements of scientific workflow development and usage.

To address the need for low-level information retrieval and
enabling the discovery of inefficient resource usage of JVM
based applications, a filesystem framework tracing detailed
I/O usage and attribution in big data software stack scenarios
was developed [34] resembling the monitoring approach of
a FUSE overlay filesytem. The association to the JVM-based
applications is done by wrapping relevant I/O methods of core
Java classes and adding logging on that layer as well.

In all works, the desire for automated coupling of monitor-
ing information with higher-level abstractions of each software
and infrastructure stack is an important challenge. Addition-
ally, most works aim to particularly track I/O monitoring data,
indicating its importance, regardless of the application.

VIII. CONCLUSION

Low-level monitoring solutions for scientific workflows face
the lack of a unified method to link low-level monitoring
data with abstract workflow tasks. Instead, we rely on either
‘intermediate’ components between the workflow management
system and the actual execution (such as Kubernetes and
Docker) or on specifics of the SWMS such as unique working
directories per task and specific files as described for Nextflow.

We established links between different information sources
to associate the low-level monitoring data with upper-level
entities. That it was possible at all in our scenarios, was
probably more luck than intended by the design of the used
software systems. For example, in the case of Airflow, we do
not see a mean to perform this association when the tasks
are not executed via an orchestrator such as Kubernetes but
container instances would be issued directly. Logs of different



system components can play a vital role for unforeseen use
cases and application analysis. In the best case, they contain
both upper-level and low-level identifiers in their entries that
allow to bridge the information gap.

The code of our monitoring tool, a Python script realizing
the association and the task-based analysis of monitoring data
are at https://github.com/CRC-FONDA/workflow-monitoring.
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