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Abstract—AI-based systems leverage recent advances in the
field of AI/ML by combining traditional software systems with
AI components. Applications are increasingly being developed in
this way. Software engineers can usually rely on a plethora of
supporting information on how to use and implement any given
technology. For AI-based systems, however, such information
is scarce. Specifically, guidance on how to securely design the
architecture is not available to the extent as for other systems.

We present 16 architectural security guidelines for the design
of AI-based systems that were curated via a multi-vocal literature
review. The guidelines could support practitioners with actionable
advice on the secure development of AI-based systems. Further,
we mapped the guidelines to typical components of AI-based
systems and observed a high coverage where 6 out of 8 generic
components have at least one guideline associated to them.

Index Terms—AI, software architecture, security, guidelines

I. INTRODUCTION

With impactful progress in the field of AI/ML, software
systems increasingly incorporate these emerging technologies
for a wide variety of use-cases [1], [2]. AI-based systems, i.e.,
software systems containing AI components [3], [4], face addi-
tional security challenges [5] compared to traditional systems.
The architecture of AI-based systems is one dimension of
security that needs to be considered during their development.

Typically, software engineers can rely on an abundance
of free and readily available information on how to use
specific security technology solutions [6]. For AI-based sys-
tems, however, such guidance is limited when it comes to
the architectural design, meaning, how AI components can
be integrated into a software system’s architecture securely.
Resources such as best-practice recommendations, architec-
tural design patterns, or similar could support practitioners in
creating more secure systems but are not yet available to the
same extent as for other types of systems.

Others identified the lack of such guidance. Mucchini and
Vaidhyanathan [7] have discussed open challenges related to
the architecture design process of AI-based systems. Lewis
et al. [8] mention the creation of software architecture prac-
tices and architecture patterns as open challenges that would
increase the security and adoption of AI-based systems.

In this paper, we present architectural security guidelines
for AI-based systems. We conducted a multi-vocal literature
review (MLR) of the relevant academic and gray literature, re-
sulting in the curation of 16 guidelines. For the gray literature
study, we looked for relevant resources (i.e., best-practices,
design guidelines, implementation guidance, etc.) published by
organizations that are typically consulted by practitioners. For
the systematic literature review (SLR) we identified relevant
academic publications.

We address the following research questions (RQs):

® RQ 1: What is the actionable guidance in the literature
with regards to designing secure AI-based systems?

We aimed to collect support provided for practitioners when
designing the architecture of AI-based systems, focusing on
security. To this end, we conducted a gray literature study and
an SLR to identify existing work on the topic.

® RQ 1.1: What guidelines are suggested and from which
sources?

Actionable, technical guidelines for software development ac-
tivities are a valuable asset to enhance the security of software
systems. We analyzed the results from the MLR and distilled
guidelines for the architectural design of AI-based systems.

® RQ 1.2: What rationales are given as justification for
introducing each guideline?

The reasons for introducing recommendations can be diverse.
To identify what drives the formulation of such recommen-
dations, we examined the rationales provided for each found
guideline. Such results could offer a basis to ensure that no
important requirements or stakeholders are neglected.

® RQ2: What is the coverage of the guidelines with regards
to the typical components of AI-based software systems?

We mapped the presented guidelines to the important com-
ponents of AI-based systems adapted from Kästner [9]. We
identified those components that are already addressed by the
current research and those that are neglected so far.
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Fig. 1. Methodology of the conducted SLR and extraction of guidelines.

II. SYSTEMATIC REVIEW OF ACADEMIC LITERATURE

Figure 1 shows the methodology we applied for the SLR.
We followed established recommendations for conducting sys-
tematic reviews [10], [11], [12] to design the methodology. A
replication package with artifacts for all steps is available [13].

A. Selection of Papers

Scientific Databases: We considered four formal scientific
databases as sources for the collection of papers, Scopus, 1 Web
of Science, 2 ACM Digital Library, 3 and IEEExplore. 4 They
form a comprehensive set covering the majority of relevant
research papers in the domain of computer science. We had
initially also examined results on Google Scholar 5, but found
no additional relevant ones compared to the formal databases.

Search String: To construct an appropriate search string, the
two first authors independently performed explorative searches
in the databases (following the “extraordinary attributes” sug-
gestion for systematic reviews presented by Ralph et al. [12]).
They used search terms related to the topic and iteratively
created a list of relevant keywords, synonyms, alternative
spellings, etc. based on the findings [11]. Both authors adapted
their search strings in approximately 10 iterations and by
looking at roughly 100 different papers. Afterwards, they
created the final search string together, combining their results
from the explorative searches. The final search string combines

1https://www.scopus.com
2https://www.webofscience.com/wos/
3https://dl.acm.org/
4https://ieeexplore.ieee.org/Xplore
5https://scholar.google.de/

different keywords for the scope (AI-based systems) and
different keywords for the topic (guidelines):

("ai system" OR "ai component" OR "ai enabled"
OR "ai based" OR "ai empowered" OR "ai
augmented") AND (guideline* OR "best

practices" OR "best-practices" OR smell* OR
rule* OR antipattern* OR "design principles")

It was adapted for the searches to fit the databases’ formatting
requirements where necessary. Figure 1 shows the number of
search results for each of the four databases.

In- / Exclusion Criteria: The inclusion and exclusion cri-
teria (IC and EC) were constructed based on the formulated
research questions. During the explorative searches preceding
the creation of the search string, we noticed that the search
results would inevitably contain many entries not relevant for
our study. This is mainly due to two reasons: (1) the domain
(computer science) could not be reliably enforced with the
search parameters and because of the use of AI technologies
in diverse fields many results from other research areas come
up; and (2) the scope (AI-based systems) is hard to enforce
with the search string and many results come up that concern
the AI models and algorithms themselves instead of systems
that use them. The in- and exclusion criteria address this.
Inclusion criteria:
IC1: The paper presents guidelines for AI-based systems.
IC2: The guidelines concern the systems’ architecture.
Exclusion criteria:
EC1: The paper is not in the subject area of computer science.
EC2: The paper was not published in the last ten years.
EC3: The paper was not published in a conference, journal,

or book.
EC4: The paper reports on a specific use-case of AI models.
EC5: The paper considers only specific industries without

generalization, e.g., the automotive or aviation industry.
EC6: The paper is not related to AI-based systems but, e.g.,

the AI models themselves or non-AI topics.
EC1 – EC3 were realized with the databases’ search filters
where possible and subsequently checked for in the manual
selection as well. The search queries per database that include
these filters can be found in the replication package [13].

Selection Process: The results of the searches in the four
databases were merged by removing duplicates based on the
articles’ titles. This resulted in a total of 1161 articles. The
selection was conducted in three phases: based on (1) title
and abstract; (2) introduction and conclusion section; (3) the
complete content. This is an established process and reduces
the required effort. We aimed to ensure that no relevant articles
were excluded by applying a liberal inclusion tendency and
only excluding articles that are clearly not relevant to the study.

For each phase, two authors independently applied the
criteria to each article. We excluded articles that meet any
EC in phases 1 and 2 and articles that do not meet both IC
in phase 3. A third author checked conflicts between the first
two decisions and made a final decision. Note, that we only
assigned a single EC even though multiple could apply to a



TABLE I
FILTERING CRITERIA FOR STATEMENTS IN THE ANALYSED ARTICLES.

Concrete The statement clearly describes a (non-) desired system
property or pattern.

In Scope The statement refers to the architectural design or archi-
tectural components of AI-based systems.

17 organizations

20 organizations

42 resources

0 resources

Expert knowledge

Snowballing via Google

1. Select via title and description

2. Select via full content

Fig. 2. Methodology of gray literature study with negative results.

paper. For each paper, we went through the list of ECs in
order and assigned it to the first one that applied to the paper,
if any. Although EC3 was meant to be enforced with search
parameters of the databases, a total of 120 results were still
returned by the searches and subsequently excluded manually.

For each phase of the SLR, we calculated the Cohen’s
Kappa [14] to measure the agreement between the two authors.
We observed a substantial agreement in phase 1 (Cohen’s
Kappa of 0.70), almost perfect agreement in phase 2 (0.81),
and perfect agreement in phase 3 (1.0) (classification according
to Landis and Koch [15]). The extraction of statements showed
a 76% agreement. The observed agreement is a positive
indicator for the validity of the selection process. A third
author as mediator to solve conflicts further strengthens this.

B. Curation of Architectural Security Guidelines

We analyzed the selected articles and extracted statements
that are relevant for answering our formulated research ques-
tions. Specifically, we looked for concrete descriptions of a de-
sired or non-desired property of AI-based systems that refers to
their architectural components. Table I presents these filtering
criteria we applied to identify relevant statements. They were
adopted from a comparable study about architectural security
rules for microservice applications [16].

As for the selection of articles, two authors independently
performed this extraction of statements and a third author
helped solve conflicts in a discussion. The retained statements
were then discussed with all authors to create a comprehensive
list of guidelines that represent all statements found in the
analyzed articles. In this discussion, we constructed guidelines
out of the found statements by merging similar ones and
formulating them in a similar style. As a final check, all three
authors validated that the final list of guidelines represents all
statements extracted from the selected articles.

III. GRAY LITERATURE STUDY WITH NEGATIVE RESULTS

We had initially planned to curate architectural security
guidelines via an MLR [17]. However, when we conducted the

TABLE II
ORGANIZATIONS CONSIDERED IN THE GRAY LITERATURE STUDY.

Organization Resources Organization Resources
after phase 1 after phase 1

BSA 11 MITRE 10
BSI 7 MITRE ATLAS
CERT-EU NCSC 2
CIS NIST 2
CISA NSA
CSA 1 OECD 2
ENISA 7 OpenSSF
ESI OWASP
ESCO SANS Institute
FIRST SAFECode

Total: 42

gray literature study, it did not yield any relevant resources.
Figure 2 shows the methodology we followed for the gray

literature study. It is adapted from the one used by Tukaram
et al. [16]. We looked for resources published by large orga-
nizations that offer best-practice guides and other resources
for developers. We created a list of 17 such organizations
via the expert knowledge of six security researchers, three of
which are authors and the rest are colleagues of them. The list
was extended by forward snowballing via the Google Search
engine. Table II shows the resulting list of 20 organizations.
Two authors went through all resources published by each
of the organizations to select all those that are related to AI
and of which the title and description indicated that they could
contain information about the architectural design of AI-based
systems. This resulted in the selection of 42 resources.

They then independently checked those resources in detail
for adherence to the formulated in- / exclusion criteria (as
presented above in Section II). Upon further inspection, both
authors decided that no resource fit the inclusion criteria.
None of the found resources presents guidelines or any other
architectural information for AI-based systems.

The examined organizations are highly regarded by practi-
tioners and often serve as a source of the latest, high-quality
information on how to implement and use specific technolog-
ical solutions. Considering this, the negative outcome of this
study is worrying, as it indicates a lack of available guidance
for developers working on AI-based systems. This can in turn
lead to architectural security issues of those systems.

IV. GUIDELINES CURATED FROM LITERATURE (RQ1)

The conducted SLR resulted in the selection of three articles
that present architectural guidelines for designing AI-based
systems. They are presented as studies S1 – S3 in Table III.

Study S1 [18] presents the findings of a multi-vocal lit-
erature review on design patterns for AI-based systems that
foster responsible AI. Many of the presented patterns are
implementation-oriented, but procedural and other recommen-
dations not relevant for us are also contained. Study S2 [19]
lists types of technical debt and antipatterns that apply to AI-
based systems and were identified via a systematic mapping
study. Specific instances of the proposed catalog of technical
debt and antipatterns are only occasionally presented, and



TABLE III
PRIMARY STUDIES.

ID Title Authors Year

S1 Responsible AI Pattern Catalogue: A Collection of Best Practices for AI Governance and Engineering [18] Lu et al. 2023
S2 Characterizing Technical Debt and Antipatterns in AI-Based Systems: A Systematic Mapping Study [19] Bogner et al. 2021
S3 A Survey of Privacy Risks and Mitigation Strategies in the Artificial Intelligence Life Cycle [20] Shahriar et al. 2023

the accompanying replication package also lacks details in
some cases. We thus also investigated the mentioned primary
studies of S2 for more details where needed. Study S3 [20]
presents a survey on privacy risks of AI-based systems along
with possible mitigations. Due to its focus on privacy, most
presented risks are related to the collection and use of data.

Although we had not set out to conduct a tertiary study,
the selection process produced only secondary studies. We
hypothesize that this happened because we looked for papers
presenting generalized results instead of findings of specific
case-studies. We deduce, that the literature on the matter seems
to be still in its infancy. A look at the primary studies used
in S1 – S3 confirms this observation. The majority of them
describe observations of specific cases.

The analysis of the identified articles resulted in the for-
mulation of 16 architectural security guidelines for AI-based
systems. Table IV presents them as G1 – G16. They are
described briefly in the following. G1 suggests adding an
AI-mode switcher to the architecture that acts “like a kill
switch” [18] for the AI component(s). The switch changes the
mode of the system from automatically acting on outcomes of
the AI component(s) to treating them as suggestions that have
to be reviewed by the user first. Deploying multiple different
(G2) or identical (G3) AI components in parallel can be
advantageous for the case that one of them acts maliciously or
otherwise dysfunctional and can increase the system’s reliabil-
ity by employing a consensus mechanism between them [21].
The outcomes of the AI component(s) and incentives given for
them should be recorded in a “black box” [22] as known from
airplanes to enable an analysis of what caused an undesired
system behavior in the case that this happens (G4). The
outcomes should also be continuously checked against ethical
requirements to ensure they are still met even after re-training
the models (G5) [23], and they should be compared against
each other to identify discrepancies between the models’
outcomes (G6) [24]. G7 suggest adapting existing tools and
techniques for designing the architecture of software systems
to AI-based systems as well. Further, opening the access to AI-
based systems to users can be done via APIs instead of letting
users deploy them on their own machines (G8). This keeps
the developers in control over the system and its acceptable
use. G9 suggests keeping a bill of materials registry that
records relevant information about all components that are
part of the AI-based system and the data used for training the
AI component(s). This allows traceability and transparency,
especially when issues in the systems’ behavior occur. G10
addresses the observation that the code of AI-based systems
tends to be poorly structured and not follow established coding
practices such as well-defined interfaces of components [25],

[26]. G11 also concerns the connection between AI compo-
nent(s) and others, noting that incompatible data types can
often be an issue leading to a large amount of glue code and
should therefore be avoided [27]. According to G12, the use
of multiple programming languages in the development of an
AI-based system should be avoided where possible, because
it makes testing, automated refactoring, and deployment more
difficult [28]. G13 states that access to the outcomes of the AI
component(s) should be secured by enforcing access control
and identifying all consumers [25]. Otherwise, control over
potential misuses of the outcomes can not reliably be kept.
G14 states that a monitoring component should be deployed
to identify performance degradation in the prediction accuracy
of the AI component(s) [29]. G15 addresses the issue that AI-
based systems are often deployed with insufficient resources
for the AI component to run properly when moving from
development to production [27]. When data is collected by
the deployed AI-based system for re-training purposes, it has
to be protected in accordance to applicable regulations and
using traditional security mechanisms (G16) [30], [31].

As visible in the column “prevalence” in Table IV, G15 is
the only guideline that was mentioned in more than one of the
sources S1 – S3. A bigger overlap between the sources would
be desirable, as it would indicate their validity. Most likely,
this is due to us only identifying three sources for architectural
guidelines, which additionally approach the issue from differ-
ent motivations and are secondary studies. Therefore, we hope
for more related work in the future that would allow assessing
overlaps between sources.

We summarize that, overall, research on actionable support
for practitioners working on the architecture of AI-based
systems is ongoing and that various guidelines can be found.
On the other hand, the small number of identified articles and
rather small number of resulting guidelines shows the limited
extent of tangible guidance.

- RQ 1.1: We identified 16 architectural security guide-
lines in the academic literature, presented in Table IV. As
described in Section III, no guidelines were found in the
gray literature we examined.

Table IV presents in the right-most column the rationales
given as justification for introducing each guideline. For most
guidelines, it reflects the general motivation of the correspond-
ing source. For example, seven out of nine guidelines found in
S1 have “ethics” or “responsible AI” as one of the rationales,
i.e., the requirement that the AI-based systems behave in an
ethical and responsible way, as is expected by the paper’s title
and goal. Nevertheless, the rationales are diverse across all



TABLE IV
ARCHITECTURAL SECURITY GUIDELINES FOR AI-BASED SYSTEMS (RQ1.1) AND THE RATIONALE GIVEN FOR THEIR INTRODUCTION (RQ1.2).

A FILLED BOX (∎) UNDER “S1 S2 S3” INDICATES, THAT THE GUIDELINE IS MENTIONED IN THE CORRESPONDING SOURCE S1 – S3.

ID Guideline S1 S2 S3 Rationale

G1 AI-mode switcher: An AI mode switcher can be used to let the human user control whether AI
components’ outcomes are followed automatically or taken as suggestions and reviewed by the user.

∎ ◻ ◻ Safety, security

G2 Multi-model decision maker: Employing a multi-model decision maker consisting of more than one
different AI components can increase the system’s reliability and fault-tolerance.

∎ ◻ ◻ Ethics, performance,
reliability

G3 Redundant AI components: Deploying multiple identical AI components in parallel can ensure tolerance
towards a malicious or otherwise disfunctioning AI component.

∎ ◻ ◻ Ethics, reliability,
security

G4 Ethical black box: AI components’ outcomes and related system information should be recorded in a
black box. If rewards are used as incentive for ethical behaviour, they should be recorded as well.

∎ ◻ ◻ Ethics, explainability,
responsible AI

G5 Continuous monitoring: AI components’ outcomes should continuously be checked for their adherence
to ethical requirements.

∎ ◻ ◻ Ethics

G6 Monitoring AI components’ discrepancies: If multiple redundant AI components are deployed, their
outcomes should be monitored to identify discrepancies.

∎ ◻ ◻ Accountability, safety,
security

G7 Adapting traditional design methods: Architectural design methods used for traditional systems (e.g.,
UML diagrams) can be adapted and used for AI-based systems as well and can model ethical requirements.

∎ ◻ ◻ Ethics, Responsible AI

G8 Access via APIs: AI-based systems can be made available via APIs instead of allowing users to run
them locally to keep control over their use.

∎ ◻ ◻ Responsible AI,
Security

G9 Bill of materials registry: A bill of materials registry should be integrated that keeps a machine-readable
record of all used components and their properties.

∎ ◻ ◻ Ethics, Responsible AI,
Security

G10 Reusable components: Components should be implemented as reusable units with clearly defined
boundaries and explicit interfaces. Complex dependencies and entanglement should be avoided.

◻ ∎ ◻ Maintainability

G11 Compatible data types: Incompatible data types between AI and other components should be avoided. ◻ ∎ ◻ N/A
G12 Single programming language: The use of multiple programming languages in the same system should

be avoided where possible.
◻ ∎ ◻ Maintainability, security

G13 No undeclared consumers: Undeclared consumers of AI components should be avoided and access
control for the outcomes of the AI components should be enforced.

◻ ∎ ◻ Security

G14 Performance monitoring: There should be a component that monitors the performance of the AI
components concerning their prediction accuracy.

◻ ∎ ◻ Maintainability

G15 Sufficient resources: Sufficient computing and memory resources have to be available for the AI
components.

◻ ∎ ∎ Performance

G16 Secure data storage: When data is collected for re-training, it has to be stored securely and according
to applicable regulations such as the GDPR. This includes the use of encryption techniques, a firewall
between data storage and network, and enforcement of access control.

◻ ◻ ∎ Compliance, privacy,
security

guidelines, with 11 distinct ones mentioned, covering different
aspects of security, ethics, and general system qualities.

Interestingly, just over half of the guidelines (7) mention
more than one individual rationales as justification for their
introduction. This speaks for the importance of the guide-
lines, as they seem to support cross-cutting improvement of
different quality aspects of the systems. For some of those
guidelines only mentioning one rationale, they are likely to
also contribute to further qualities of the AI-based systems. For
example, the paper proposing G10 mentions maintainability
as rationale, however, the systems’ security would likely
also benefit from clearly defined components as this helps
developers gain and maintain an overview of the architecture
and prevent security issues.

- RQ 1.2: Table IV presents the rationales given for in-
troducing each of the curated guidelines. A total of 11
individual rationales are mentioned. They show various
aspects of security, ethics, and general system qualities, with
“ethics” and “security” being the most prevalent ones.

V. MAPPING TO TYPICAL COMPONENTS OF AI-BASED
SYSTEMS (RQ2)

We mapped the guidelines identified via our SLR to typical
components of AI-based systems to examine the coverage of
the architecture, i.e., those parts for which guidelines could
be found in the literature. As the basis for the mapping, we

took an example architecture proposed by Kästner [9] and
generalized those components that were use-case specific. It is
taken from a popular course on developing AI-based systems
and the author is a known expert in the field. We are aware
that other representations of AI-based systems exist and could
be used as the basis for the mapping. For example, Sculley et
al. [25] presented a generic architecture of AI-based systems
that includes the production pipeline and detailed data science
pipeline used to create the AI components. In this work,
however, we focus on the architecture of the final product and
hence selected the architecture by Kästner [9] as the basis for
our mapping. Specifically, G7 is the only identified guideline
that is clearly and only related to the development process.

We mapped the guidelines in Table IV to the resulting
generic architecture by identifying which component of the
architecture each guideline applies to. The mapping was
performed in a discussion with two authors. No ambiguities
occurred, and the connections between guidelines and compo-
nents are rather straightforward.

Figure 3 shows the generic architecture and the mapping
of the guidelines. The guidelines are distributed well across
the components, and we see a high coverage of the typical
components of AI-based systems. The “User Interface” and
“Business Logic” are the only two that do not have any guide-
lines directly associated to them, but both have a guideline
concerning their interaction with the AI component(s). Most
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Fig. 3. Mapping of architectural security guidelines to typical components
of AI-based systems, adapted from Kästner [9].

components only have a single guideline associated to them.
The lack of guidelines for the “Business Logic” is sur-

prising. We would have expected to find recommendations
about how to securely handle AI components’ outcomes and
how the systems’ core functionality should address the non-
determinism introduced by it. The comparatively large number
of guidelines related to monitoring and logging is based on
the prevalence of ethical considerations as rationale for the
guidelines. It also shows a tendency to supervise AI compo-
nents well to address possibly malicious ones and changing
behavior based on re-training.

The high coverage of the typical components of AI-based
systems is generally seen as a positive sign for the state of
the art in research on the topic. Most components contained
in AI-based systems are considered by at least one guideline.
We note that different components for the generic architectures
could be proposed by others. We do not claim completeness
or generality for either the used architecture by Kästner [9] or
our derived one. However, we believe it to be generic enough
to allow the presented general observations and discussion.

- RQ 2: Mapping the guidelines to the typical components
of AI-based systems showed a high coverage of the compo-
nents. “User Interface” and “Business Logic” are the only
two components without a guideline directly associated to
them. Figure 3 shows the complete mapping.

VI. THREATS TO VALIDITY

All manual steps of the SLR and the gray literature review,
the curation of the guidelines, and their mapping to the
typical components of AI-based systems could have been
subject to selection bias, search bias, extraction errors, and
synthesis bias. This can affect the reliability and generaliz-
ability of the presented results. We addressed this with robust
and established methods by performing all steps with two
authors independently, solving conflicts with a third author,
formulating reproducible in- / exclusion and filtering criteria,
measuring agreement with Cohen’s Kappa, and publishing a
replication package [13].

The small number of found articles, which in addition are
all secondary studies, suggests that the exclusion criteria might
have been too restrictive. However, all criteria were necessary
to exclude a large amount of irrelevant articles and all are
well motivated and cater to the research questions. We believe
a lack of research on the topic to be the reason for the small
number of selected articles.

The architecture used for the mapping is not based on a
sound study but on experience of the author of the initial
architecture. No other architecture was found in the related
literature that would lend itself to such a mapping, and we do
not claim generality.

VII. RELATED WORK

Many experience reports and case-studies have been pub-
lished in the related literature that present specific challenges
and possible solutions for the architectural design of AI-based
systems. They are covered by the articles that we identified
with our SLR and are thus not presented additionally here.

Some authors also presented studies that summarize such
specific work into more general sets of recommendations and
guidelines, focusing on different aspects of the development
of AI-based systems, such as collaboration challenges between
practitioners [32], architectural patterns for federated learning
systems [33], specific technical debt [25], or general chal-
lenges of engineering such systems [34]. The studies identified
with our SLR also fit into this category (presented below).

Tukaram et al. [16] curated architectural security rules for
microservice applications. They analyzed resources published
by organizations as we aimed to do with our gray literature
study that yielded no results (presented below in Section III).
Except for the different domain, their paper and results are
similar to ours, and we adapted parts of their methodology.

To the best of our knowledge, no work has been presented
in the academic literature that aimed to curate architectural
security guidelines for AI-based systems.

VIII. RESEARCH OUTLOOK

1) More research efforts should be applied to the architectural
security of AI-based systems, as it seems to trail behind
the work on other security aspects. In particular, we are
astonished that the large, emerging literature on attacks to
AI/ML has not translated yet to advice related to possible
countermeasures.

2) Architectural security guidelines for AI-based systems
would greatly benefit from the expertise of the practitioners
at the forefront of their development. In this respect, a
large-scale survey could be a useful instrument.

3) Attention should be given to the problem of compliance
and certification with respect to these (and future) design
guidelines. Methodologies and tools should be created that
allow analyses of these aspects.
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