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THE REVISED BOOMERANG CONNECTIVITY TABLES AND THEIR

CONNECTION TO THE DIFFERENCE DISTRIBUTION TABLE

KIRPA GARG, SARTAJ UL HASAN, CONSTANZA RIERA, AND PANTELIMON STĂNICĂ∗

Abstract. It is well-known that functions over finite fields play a crucial role in designing
substitution boxes (S-boxes) in modern block ciphers. In order to analyze the security of
an S-box, recently, three new tables have been introduced: the Extended Boomerang Con-
nectivity Table (EBCT), the Lower Boomerang Connectivity Table (LBCT), and the Upper
Boomerang Connectivity Table (UBCT). In fact, these tables offer improved methods over
the usual Boomerang Connectivity Table (BCT) for analyzing the security of S-boxes against
boomerang-style attacks. Here, we put in context these new EBCT, LBCT, and UBCT
concepts by connecting them to the DDT for a differentially δ-uniform function and also
determine the EBCT, LBCT, and UBCT entries of three classes of differentially 4-uniform
power permutations, namely, Gold, Kasami and Bracken-Leander. We also determine the
Double Boomerang Connectivity Table (DBCT) entries of the Gold function. As byproducts
of our approach, we obtain some previously published results quite easily.

1. Introduction

In symmetric cryptography, vectorial Boolean functions over a finite field play a significant
role, particularly in designing block ciphers’ S-boxes. There are various kinds of cryptanalytic
attacks possible on these S-boxes. One well-known attack on S-boxes is the differential
attack, introduced by Biham and Shamir [1]. This attack exploits the non-uniformity in the
distribution of output differences corresponding to a given input difference. To quantify the
degree of resistance of S-Boxes against differential attacks, Nyberg [15] introduced the notion
of Difference Distribution Table (DDT) and differential uniformity.

Let p be a prime number and n be a positive integer. We denote by Fq the finite field
with q = pn elements, by F∗

q the multiplicative cyclic group of non-zero elements of Fq and
by Fq[X] the ring of polynomials in one variable X with coefficients in Fq. For a function
F : Fq → Fq, and for any a ∈ Fq, the derivative of F in the direction a is defined as
DF (X, a) := F (X + a)− F (X) for all X ∈ Fq. For any a, b ∈ Fq, the Difference Distribution
Table (DDT) entry DDTF (a, b) at point (a, b) is the number of solutions X ∈ Fq of the
equation DF (X, a) = b. Further, the differential uniformity of F , denoted by ∆F , is given
by ∆F := max

{

DDTF (a, b)
∣

∣ a ∈ F∗
q, b ∈ Fq

}

. We call a function F a perfect nonlinear (PN)
function and an almost perfect nonlinear (APN) function if ∆F = 1 and ∆F = 2, respectively.
Functions with low differential uniformity are more resistant to differential attacks, making
them desirable for cryptographic applications.
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In 1999, Wagner [16] introduced a new attack on block ciphers, called the boomerang at-
tack, which can be seen as an extension of the differential attack. It allows the cryptanalyst to
use two unrelated differential characteristics to attack the same cipher by using one differen-
tial to defeat the first half and another to defeat the second half of the cipher. Further, Cid et
al. [7] introduced the notion of the Boomerang Connectivity Table (BCT), which can be used
to more accurately evaluate the probability of generating a right quartet in boomerang-style
attacks such that the boomerang incompatibility, ladder switch and S-box switch can easily
be detected. For effectively computing the entries in the BCT, Li et al. [13] proposed an
equivalent formulation as described below, which avoids computing the inverse of the S-box,
and consequently, it can be defined even for non-permutation. For any a, b ∈ F2n , the BCT
entry at (a, b) ∈ F2n × F2n , denoted as BF (a, b), is the number of solutions in F2n × F2n of
the following system

{

F (X) + F (Y ) = b

F (X + a) + F (Y + a) = b.

The boomerang uniformity of F is defined as BF := max
{

BF (a, b)
∣

∣ a, b ∈ F∗
2n
}

. However,
it turns out that the BCT has limitations when evaluating boomerang switches in multiple
rounds. This was observed by Wang and Peyrin [17], who showed that the BCT is not
applicable effectively in some cases involving multiple rounds by giving an incompatibility
example on two rounds of AES. To address this challenge, they introduced a new tool known
as the Boomerang Difference Table (BDT) along with its variant BDT′. Later, in 2020,
Delaune et al. [8] renamed these tables as the Upper Boomerang Connectivity Table (UBCT)
and the Lower Boomerang Connectivity Table (LBCT), respectively, to highlight the fact that
UBCT and LBCT emphasize the upper and lower characteristic, respectively. The Feistel
Boomerang Extended Table (FBET), or Boomerang Extended Table (BET) for SPN ciphers,
proposed by Boukerrou et al. [3], has been renamed as the Extended Boomerang Connectivity
Table (EBCT) by the authors in [8]. The entries in this table count the number of values
such that the boomerang will return on a single S-box, with all the differences fixed.

Further, to study the behavior of two consecutive S-boxes in the boomerang attack,
Hadipour et al. [11] introduced the notion of Double Boomerang Connectivity Table (DBCT).
It may be noted that Yang et al. [19] illustrated the effect of an S-box on the probability
of the 7-round boomerang distinguisher by comparing the DDT, BCT and DBCT entries
of different S-boxes. Their findings highlight the importance of investigating the DBCT, in
addition to the DDT and BCT, for evaluating an S-box’s resistance to a boomerang attack.
However, determining the DBCT entries for an S-box (or equivalently, for a vectorial Boolean
function) is quite challenging, and rather limited research has been done in this direction.

Recently, Eddahmani and Mesnager [10] studied various properties of EBCT, LBCT and
UBCT. They also determined these entries for the inverse function. In a separate work, Man
et al. [14] also gave the DBCT, LBCT and UBCT entries for the inverse function. In this work,
we discuss the DBCT entries of the Gold function, and we provide a connection between these
new EBCT, LBCT and UBCT concepts and the DDT entries for a differentially δ-uniform
function. As a consequence, it turns out that our result covers a particular case of a result
of Eddahmani et al. [10] and Man et al. [14] for the inverse function over F2n . Moreover,
we explicitly compute EBCT, LBCT and UBCT entries of three classes of differentially-4
uniform power permutations. We shall now give the structure of the paper. We first recall
some definitions and results in Section 2. In Section 3, we provide some general results on
EBCT. We also give a generalization for the definitions of EBCT, LBCT and UBCT for any
function over F2n . In Section 4, we find a connection between the EBCT, LBCT and UBCT
entries of a differentially δ−uniform function and also express them in terms of the DDT
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entries. Section 5 and Section 6 deal with the EBCT, LBCT and UBCT entries of APN
functions, as well as some other well-known functions. We also computed the DBCT entries
for the Gold function in Section 7. In Section 8, we discuss the invariance of EBCT, LBCT
and UBCT under extended affine equivalence. Finally, we conclude the paper in Section 9.

2. Preliminaries

We will first recall several definitions and lemmas used in the subsequent sections.

Definition 2.1. [8] Let F be a permutation of F2n . The Extended Boomerang Connectivity
Table (EBCT) of F is a 2n × 2n × 2n × 2n table where the entry at a, b, c, d ∈ F2n is

EBCTF (a, b, c, d) =

∣

∣

∣

∣

∣

∣

∣











X ∈ F2n

∣

∣

∣

∣











F (X) + F (X + a) = b

F (X) + F (X + c) = d

F−1(F (X) + d) + F−1(F (X + a) + d) = a











∣

∣

∣

∣

∣

∣

∣

.

Definition 2.2. [17] Let F be a permutation of F2n . The Lower Boomerang Connectivity
Table (LBCT) of F is defined as a 2n × 2n × 2n table where the entry at a, b, c ∈ F2n is

LBCTF (a, b, c) =

∣

∣

∣

∣

∣

{

X ∈ F2n

∣

∣

∣

∣

{

F (X) + F (X + b) = c

F−1(F (X) + c) + F−1(F (X + a) + c) = a

}∣

∣

∣

∣

∣

.

Definition 2.3. [17] Let F be a permutation of F2n . The Upper Boomerang Connectivity
Table (UBCT) of F is defined as a 2n × 2n × 2n table where the entry at a, b, c ∈ F2n is

UBCTF (a, b, c) =

∣

∣

∣

∣

∣

{

X ∈ F2n

∣

∣

∣

∣

{

F (X) + F (X + a) = b

F−1(F (X) + c) + F−1(F (X + a) + c) = a

}
∣

∣

∣

∣

∣

.

Recently, Eddahmani and Mesnager [10] and, Man et al. [14] redefined the notions of LBCT
and UBCT for a permutation F without involving its compositional inverse, as stated in the
following lemmas.

Lemma 2.4. [10] Let F be a permutation of F2n. Then for a, b, c ∈ F2n , we have

LBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣











(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣











X + Y = b

F (X + a) + F (Y + a) = c

F (X) + F (Y ) = c











∣

∣

∣

∣

∣

∣

∣

.

Lemma 2.5. [10] Let F be a permutation of F2n. Then for a, b, c ∈ F2n , we have

UBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣











(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣











F (X + a) + F (Y + a) = c

F (X) + F (Y ) = c

F (X) + F (X + a) = b











∣

∣

∣

∣

∣

∣

∣

.

Definition 2.6. (Feistel Boomerang Connectivity Table) [3] Let F : F2n → F2n and a, b ∈
F2n . The Feistel Boomerang Connectivity Table (FBCT) of F is given by a 2n × 2n table, of
entry at (a, b) ∈ F2n × F2n defined by

FBCTF (a, b) =
∣

∣

{

X ∈ F2n
∣

∣ F (X + a+ b) + F (X + b) + F (X + a) + F (X) = 0
}
∣

∣ .

This is also denoted as ∇F (a, b). The maximum of the entries of the FBCT of F , for a 6=
b, ab 6= 0, is also known as the second-order zero differential uniformity of F , denoted as ∇F ,
which is defined over any finite field characteristic.



4 K. GARG, S. U. HASAN, C. RIERA, AND P. STĂNICĂ

Remark 2.7. If F is a permutation of F2n , then it is immediate that

FBCTF (a, b) =
∑

c∈F2n

LBCTF (a, b, c).

Note that this implies that LBCTF (a, b, c) ≤ FBCTF (a, b), ∀a, b, c ∈ F2n.

Definition 2.8. (Double Difference Distribution Table) [10] Let F be a permutation of F2n .
The double difference distribution table (DDDT) of F is a 2n × 2n × 2n table where the entry
at (a, b, c) ∈ F2n × F2n × F2n is given by

DDDTF (a, b, c) =
∣

∣

{

X ∈ F2n
∣

∣ F (X + a+ b) + F (X + b) + F (X + a) + F (X) = c
}
∣

∣ .

Note that FBCTF (a, b) = DDDTF (a, b, 0).

Moreover, in [10] it was shown that for a, b, c, d ∈ F2n with abcd = 0, the values of
EBCT(a, b, c, d) are trivial to compute as are the values of LBCTF (a, b, c) and UBCTF (a, b, c),
for abc = 0. We recall these results in the following three lemmas.
Lemma 2.9. [10] Let F be a permutation of F2n . Then for a, b, c, d ∈ F2n with abcd = 0,
we have

EBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣

∣

∣



















(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣



















2n if a = b = c = d = 0

DDTF (c, d) if a = b = 0, c 6= 0, d 6= 0

DDTF (a, b) if a 6= 0, b 6= 0, c = d = 0

0 otherwise



















∣

∣

∣

∣

∣

∣

∣

∣

∣

.

Lemma 2.10. [10] Let F be a permutation of F2n. Then for a, b, c ∈ F2n with abc = 0, we
have

LBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣

∣

∣



















(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣



















2n if b = c = 0

0 if b 6= 0, c = 0

DDTF (b, c) if a = 0

0 if b = 0, c 6= 0



















∣

∣

∣

∣

∣

∣

∣

∣

∣

.

Lemma 2.11. [10] Let F be a permutation of F2n . Then, for a, b, c ∈ F2n with abc = 0, we
have

UBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣

∣

∣



















(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣



















2n if a = b = 0

0 if a = 0, b 6= 0, c 6= 0

DDTF (a, b) if c = 0

0 if a 6= 0, b = 0, c 6= 0



















∣

∣

∣

∣

∣

∣

∣

∣

∣

.

Also, [16] UBCTF (a, b, b) = DDTF (a, b) and BCTF (a, c) =
∑

b∈F2n

UBCTF (a, b, c). Addi-

tionally, it is easy to see that DDTF (a, c) = LBCTF (a, a, c). Next, we recall the notion of
DBCT as follows.

Definition 2.12. [19] Let F (X) be a mapping from F2n to itself. The Double Boomerang
Connectivity Table (DBCT) is a 2n × 2n table defined for (a, d) ∈ F 2

2n by

DBCTF (a, d) =
∑

b,c

dbct(a, b, c, d),

where dbct(a, b, c, d) = UBCTF (a, b, c) LBCTF (b, c, d). For a = 0 or d = 0, it can be easily
obtained that

DBCTF (0, d) =
∑

c

UBCTF (0, 0, c) LBCTF (0, c, d) = 22n, and
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DBCTF (a, 0) =
∑

b

UBCTF (a, b, 0) LBCTF (b, 0, 0) = 22n.

3. General results on the EBCT

In a similar way as the results in [10] and [14], we can redefine the EBCT for a permutation
F without involving its compositional inverse, as stated in the following lemma.

Lemma 3.1. Let F be a permutation of F2n. Then for a, b, c, d ∈ F2n , we have

EBCTF (a, b, c, d) =

∣

∣

∣

∣

∣

∣

∣











X ∈ F2n

∣

∣

∣

∣











F (X) + F (X + a) = b

F (X) + F (X + c) = d

F (X + a+ c) + F (X + a) = d











∣

∣

∣

∣

∣

∣

∣

.

Proof.

EBCTF (a, b, c, d) =

∣

∣

∣

∣

∣

∣

∣











X ∈ F2n

∣

∣

∣

∣











1) F (X) + F (X + a) = b

2) F (X) + F (X + c) = d

3) F−1(F (X) + d) + F−1(F (X + a) + d) = a











∣

∣

∣

∣

∣

∣

∣

.

Equation 2) implies that F (X) + d = F (X + c). Equation 3) is then equivalent to

F−1(F (X + c)) + F−1(F (X + a) + d) = a

F−1(F (X + a) + d) = X + a+ c

F (X + a) + d = F (X + a+ c),

completing the proof of the lemma. �

As a consequence, we can derive the connection between the EBCT of a function and the
EBCT of its compositional inverse.

Corollary 3.2. Let F be a permutation of F2n. Then for a, b, c, d ∈ F2n , we have
EBCTF (a, b, c, d) = EBCTF−1(b, a, d, c).

Proof. We have by Lemma 3.1 that EBCTF (a, b, c, d) is given by the following equations:

EBCTF (a, b, c, d) =

∣

∣

∣

∣

∣

∣

∣











X ∈ F2n

∣

∣

∣

∣











1) F (X) + F (X + a) = b

2) F (X) + F (X + c) = d

3) F (X + a+ c) + F (X + a) = d











∣

∣

∣

∣

∣

∣

∣

.

Let Y = F (X). Then, equation 1) gives Y +F (X+a) = b, which is equivalent to F (X+a) =
Y + b, and then to X + a = F−1(Y + b), rendering the equation F−1(Y + b) + F−1(Y ) = a.

Similarly, Equation 2) is equivalent to F−1(Y + d) + F−1(Y ) = c.
Lastly, inserting Equation 1) in Equation 3), we obtain F (X +a+ c) = Y + d+ b, which is

equivalent to F−1(Y +b+d) = X+a+c. Since F−1(Y +b)+F−1(Y ) = F−1(Y +b)+X = a, this
gives in turn F−1(Y +b+d) = F−1(Y +b)+c, equivalent to F−1(Y +b+d)+F−1(Y +b) = c.

From these three equations, the result follows. �

Lemmas 2.5, 2.4 and 3.1 also suggest a generalization of these concepts for the set of all
functions over F2n (not necessarily permutations).

Definition 3.3. Let F be a function over F2n . Then, for a, b, c, d ∈ F2n , we can define the
EBCT, LBCT and UBCT as, respectively:

EBCTF (a, b, c, d) =

∣

∣

∣

∣

∣

∣

∣











X ∈ F2n

∣

∣

∣

∣











F (X) + F (X + a) = b

F (X) + F (X + c) = d

F (X + a+ c) + F (X + a) = d











∣

∣

∣

∣

∣

∣

∣

.
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LBCTF (a, b, c) =

∣

∣

∣

∣

∣

{

X ∈ F2n × F2n

∣

∣

∣

∣

{

F (X + a) + F (X + a+ b) = c

F (X) + F (X + b) = c

}
∣

∣

∣

∣

∣

.

UBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣











(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣











F (X + a) + F (Y + a) = c

F (X) + F (Y ) = c

F (X) + F (X + a) = b











∣

∣

∣

∣

∣

∣

∣

.

Remark 3.4. Note that if F is a permutation, these definitions are equivalent to the original
definitions of these concepts. Therefore, we will refer to this definition for all functions.

4. EBCT, LBCT and UBCT of a function in terms of its DDT

In this section, we present a general result that gives an intriguing connection between
the EBCT, LBCT and UBCT entries of a differentially δ-uniform function F with its DDT
entries.

Theorem 4.1. Let F be a differentially δ-uniform function on F2n. Let k ∈
{

1, 2, . . . , δ2
}

. If
DDTF (b, c) = 2k, we let {x0, x0 + b, x1, x1 + b, . . . , xk−1, xk−1+ b} denote the solutions of the
equation F (X+b)+F (X) = c; if DDTF (a, b) = 2k, we let {y0, y0+a, y1, y1+a, . . . , yk−1, yk−1+
a} denote the solutions of the equation F (X + a) + F (X) = b; if DDTF (c, d) = 2k, let
{z0, z0+c, z1, z1+c, · · · , zk−1, zk−1+c} be the solutions of the equation F (X+c)+F (X) = d.
Then, for a, b, c, d ∈ F∗

2n , we have

EBCTF (a, b, c, d) =







































DDTF (c, d) if a = c, b = d, or

DDTF (c, d) = 2k, a = zi + zj , i 6= j, b = F (zi) + F (zj),

k ∈
{

2, . . . , δ2
}

, and i, j ∈ {0, 1, . . . , k − 1}, i 6= j, or

DDTF (c, d) = 2k, a = zi + zj + c, b = F (zi) + F (zj) + d

k ∈
{

2, . . . , δ2
}

, and i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise.

Moreover for a, b, c ∈ F∗
2n , we have

LBCTF (a, b, c) =



















DDTF (b, c) if DDTF (b, c) = 2, a = b, or

DDTF (b, c) = 2k, a ∈ {b, xi + xj, xi + xj + b},

k ∈
{

2, . . . , δ2
}

, and i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise,

and,

UBCTF (a, b, c) =































DDTF (a, b) if DDTF (a, b) = 2 and c = b, or

DDTF (a, b) = 2k, k ∈
{

2, . . . , δ2
}

and

c ∈ {b, F (yi) + F (yj), F (yi) + F (yj) + b} for

i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise.

Proof. By Lemma 3.1 (or Definition 3.3, in general),

EBCTF (a, b, c, d) =

∣

∣

∣

∣

∣

∣

∣











X ∈ F2n

∣

∣

∣

∣











F (X) + F (X + a) = b

F (X) + F (X + c) = d

F (X + a+ c) + F (X + a) = d











∣

∣

∣

∣

∣

∣

∣

.
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Also, by Lemma 2.4 (or Definition 3.3, in general),

LBCTF (a, c, d) =

∣

∣

∣

∣

∣

∣

∣











(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣











X + Y = c

F (X + a) + F (Y + a) = d

F (X) + F (Y ) = d











∣

∣

∣

∣

∣

∣

∣

.

For both EBCT and LBCT, the equations above imply that F (X + a + c) + F (X + a) =
F (X)+F (X+ c) = d. Since F is differentially δ-uniform, the equation F (X)+F (X+ c) = d

can have zero, two or 2k solutions, for k ∈
{

2, . . . , δ2
}

. We can then divide the proof into
three cases:

• If DDTF (c, d) = 0, then the equation has no solutions, and therefore LBCTF (a, c, d) =
EBCTF (a, b, c, d) = 0.

• If DDTF (c, d) = 2, then the solutions are of the form z0, z0 + c. This implies that
a = c, and then, in that case, LBCTF (a, c, d) = DDTF (c, d). For EBCT, from the
condition F (X) + F (X + a) = b, we obtain that b = d.

• If DDTF (c, d) = 2k, then the solutions are of the form z0, z0 + c, z1, z1 + c, . . . , zk−1,
zk−1 + c, where k ∈

{

2, . . . , δ2
}

. Then, in order for the above equation to have
a solution, a ∈ {0, c, zi + zj , zi + zj + c, i 6= j}. Since a 6= 0, then, when a =
c, zi + zj, zi + zj + c, LBCTF (a, c, d) = DDTF (c, d). If a 6∈ {c, zi + zj , zi + zj + c},
LBCTF (a, c, d) = EBCTF (a, b, c, d) = 0. A change of indices for LBCT gives the
stated result. Now, we give EBCTF (a, b, c, d) when a ∈ {c, zi + zj , zi + zj + c}.

– If a = c, then as before, b = d, in which case EBCTF (a, b, c, d) = DDTF (c, d). If
b 6= d, there are no solutions.

– If a = zi + zj, i 6= j, then inserting the solution zi in the equation F (X + a) +
F (X) = b gives F (zi+a)+F (zj) = F (zj)+F (zi) = b, while the other equations
are satisfied. If b = F (zj) + F (zi), then, EBCTF (a, b, c, d) = DDTF (c, d). If
b 6= F (zj) + F (zi), then there are no solutions.

– If a = zi+zj+c, then inserting the solution zi in the equation F (X+a)+F (X) = b

gives F (zi + a) + F (zj) = F (zj + c) + F (zi) = b, while the other equations are
satisfied. If b = F (zi)+F (zj + c) = F (zi)+F (zj)+ d, then, EBCTF (a, b, c, d) =
DDTF (c, d). If b 6= F (zi) + F (zj) + d, then there are no solutions.

This proves the result for EBCT and LBCT.

Lastly, we have by Lemma 2.11, or by definition 3.3 in general, that:

UBCTF (a, b, c) =

∣

∣

∣

∣

∣

∣

∣











(X,Y ) ∈ F2n × F2n

∣

∣

∣

∣











F (X + a) + F (Y + a) = c

F (X) + F (Y ) = c

F (X) + F (X + a) = b











∣

∣

∣

∣

∣

∣

∣

.

From the first two equations, we obtain F (X)+F (X+a) = F (Y )+F (Y +a) = b. Since F is
differentially δ-uniform, both this equation and the equation F (X) +F (X + a) = b can have
zero, two or 2k solutions, for k ∈

{

2, . . . , δ2
}

. We can then divide the proof in three cases:

• If DDTF (a, b) = 0, then the equation F (X) + F (X + a) = b has no solutions, and
therefore UBCTF (a, b, c) = 0.

• If DDTF (a, b) = 2, then the solutions of F (X) + F (X + a) = F (Y ) + F (Y + a) = b

will imply that either Y = X or Y = X + a. Clearly Y 6= X as c 6= 0. Thus,
we have Y = X + a and in that case UBCTF (a, b, c) 6= 0 only if c = b. Therefore,
UBCTF (a, b, c) = DDTF (a, b) if c = b.

• If DDTF (a, b) = 2k, then the solutions of F (X) + F (X + a) = b are of the form
y0, y0 + a, y1, y1 + a, . . . , yk−1, yk−1 + a, where k ∈

{

2, . . . , δ2
}

. Then, setting X = yi
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and Y = yj in the first two equations, where i, j ∈ {0, 1, . . . , k − 1}. We obtain
that F (yi) + F (yi + a) = F (yj) + F (yj + a), so yi ∈ {yj, yj + a, yl, yl + a} where
l(6= i, j) ∈ {0, 1, . . . , k − 1}. If yi 6= yj we get c = 0, a contradiction; if yi = yj + a,
we obtain that b = c. If yi = yl, then c = F (yi) + F (yl); if yi = yl + a, we obtain
c = F (yi) + F (yl + a) = F (yi) + F (yl) + b.

This proves the result for UBCT. �

Next, we provide a characterisation of EBCT entries of a differentially δ-uniform function
F in terms of UBCT and LBCT entries of F , and vice versa.

Theorem 4.2. Let F be a differentially δ-uniform function. Then for a, b, c, d ∈ F∗
2n ,

EBCTF (a, b, c, d) = 2 if and only if LBCTF (a, c, d) = UBCTF (c, d, b) = 2. Furthermore,
if δ ≥ 4, for k ∈

{

2, . . . , δ2
}

, let Ak =
{

(a, c, d)
∣

∣ ∃ b, with EBCTF (a, b, c, d) = 2k
}

and

Bk = {(c, d, b)
∣

∣ EBCTF (a, b, c, d) = 2k, for some a}. Then, (a, c, d) ∈ Ak if and only if
LBCTF (a, c, d) = 2k, and (c, d, b) ∈ Bk if and only if UBCTF (c, d, b) = 2k.

Proof. Let F be a differentially δ-uniform function. Then from the Theorem 4.1, for a, b, c, d ∈
F∗
2n ,

EBCTF (a, b, c, d) =































DDTF (c, d) if a = c, b = d, or

DDTF (c, d) = 2k, a = zi + zj , i 6= j, b = F (zi) + F (zj), or

DDTF (c, d) = 2k, a = zi + zj + c, b = F (zi) + F (zj) + d

k ∈
{

2, . . . , δ2
}

and i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise,

where {z0, z0 + c, z1, z1 + c, · · · , zk−1, zk−1 + c} are the 2k solutions of the equation F (X +
c) + F (X) = d for k =

{

1, 2, . . . , δ2
}

if DDTF (c, d) = 2k.
On the other hand, we have

LBCTF (a, c, d) =



















DDTF (c, d) DDTF (c, d) = 2, a = c, or

a ∈ {c, zi + zj , zi + zj + c}, k ∈
{

2, . . . , δ2
}

,

and i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise,

UBCTF (c, d, b) =



















DDTF (c, d) DDTF (c, d) = 2, b = d, or

b ∈ {d, F (zi) + F (zj), F (zi) + F (zj) + d}, k ∈
{

2, . . . , δ2
}

,

and i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise.

If EBCTF (a, b, c, d) = 2, then a = c, b = d and DDTF (c, d) = 2. Then from Theorem 4.1,
LBCTF (a, c, d) = UBCTF (c, d, b) = DDTF (c, d) = 2. On the other hand, if LBCTF (a, c, d) =
UBCTF (c, d, b) = 2, then again using Theorem 4.1, we have a = c, b = d and DDTF (c, d) = 2,
so EBCTF (a, b, c, d) = 2.

If (a, c, d) ∈ Ak, where k =
{

2, . . . , δ2
}

then DDTF (c, d) = 2k and a ∈ {c, zi+zj , zi+zj+c},
i, j ∈ {0, 1, . . . , k − 1}, i 6= j, which implies that LBCTF (a, c, d) = 2k. On the other hand,
if LBCTF (a, c, d) = 2k, then DDTF (c, d) = 2k and a ∈ {c, zi + zj , zi + zj + c}, i, j ∈
{0, 1, . . . , k − 1}, i 6= j. We consider the cases:

• If a = c, then EBCTF (a, b, c, d) = DDTF (c, d) = 2k if b = d, so (a, c, d) ∈ Ak for
b = d.

• If a = zi + zj , then EBCTF (a, b, c, d) = DDTF (c, d) = 2k if b = F (zi) + F (zj), so we
get (a, c, d) ∈ Ak.
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• If a = zi+zj+c, then EBCTF (a, b, c, d) = DDTF (c, d) = 2k if b = F (zi)+F (zj+c) =
F (zi) + F (zj) + d, so (a, c, d) ∈ Ak.

Similarly, we can prove the result for the connection between the EBCT and the UBCT. �

Remark 4.3. Note that there can be a, c, d values such that EBCTF (a, b, c, d) = 0, but
LBCTF (a, c, d) 6= 0, and b, c, d values with EBCTF (a, b, c, d) = 0, and UBCTF (c, d, b) 6= 0.

Remark 4.4. Note that, if F is a permutation, the result for the connection between the
EBCT and the LBCT can be easily deduced from Definitions 2.1 and 2.2.

Remark 4.5. Note that the theorem implies that (EBCTF (a, b, c, d))
2 ≤ LBCTF (a, c, d) ·

UBCTF (c, d, b). Furthermore, the equality is met for every a, b, c, d ∈ F2n if and only if F is
APN.

5. Consequences of our results for APN functions

We first state the EBCT, LBCT and UBCT entries of an APN function F and give these
entries in terms of the DDT entries of F . It is known that H(X) = X−1 over F2n , where n

is odd, is an APN function and the authors in [10, 14] have computed its EBCT, LBCT and
UBCT entries, which turns out to be a special case of the following result.

Corollary 5.1. If F is an APN function over F2n, then for a, b, c, d ∈ F∗
2n, we have

EBCTF (a, b, c, d) =

{

DDTF (a, b) if a = c and b = d

0 otherwise.

LBCTF (a, b, c) =

{

DDTF (a, c) if a = b

0 otherwise,

and,

UBCTF (a, b, c) =

{

DDTF (a, b) if c = b

0 otherwise,

Proof. The proof of this corollary is straightforward from Theorem 4.1, by setting δ = 2. �

Remark 5.2. For an APN function F , one can compute the explicit entries of all the three
tables, EBCTF (a, b, c, d), LBCTF (a, b, c) and UBCTF (a, b, c), for all a, b, c, d ∈ F2n using
Lemmas 2.11– 2.9 and our aforementioned corollary.

Remark 5.3. For an APN function F , Corollary 5.1, Lemma 2.10 and Remark 2.7 imply
the result from [3][Theorem 1]:

FBCTF (a, b) =

{

0 if ab 6= 0, a 6= b,

2n otherwise.

where a, b ∈ F2n .

6. Consequences of our results for some well-known functions

In this section, we will give the EBCT, LBCT and UBCT entries of the Gold, Kasami
and Bracken-Leander functions for those parameters such that the functions are differentially
4-uniform permutations; in the case of the Gold function, we also state and prove the EBCT,
LBCT and UBCT entries for any parameters. We can also give a very short proof for the
EBCT, LBCT and UBCT entries of the inverse function for n even, which is the main result
in [10, 14] (for n odd, see the previous section). It may be noted that for those a, b, c ∈ F2n , for



10 K. GARG, S. U. HASAN, C. RIERA, AND P. STĂNICĂ

which abc = 0, the explicit values of LBCT and UBCT can be obtained by using Lemma 2.4
and Lemma 2.10, and, for those a, b, c, d ∈ F2n , for which abcd = 0, the explicit values
of EBCT can be obtained by using Lemma 2.9. Thus, throughout this section, we shall
determine the LBCT and UBCT entries for all those a, b, c ∈ F2n , for which abc 6= 0 and
EBCT entries for all those a, b, c, d ∈ F2n , for which abcd 6= 0.

For clarity, we first state the results we will use to compute EBCT, LBCT and UBCT
entries of differentially 4-uniform functions using Theorem 4.1 and Theorem 4.2, which we
will need for the functions in this section.

Corollary 6.1. Let F be a differentially 4-uniform function over F2n . Then, for a, b, c, d ∈
F∗
2n , we have

EBCTF (a, b, c, d) =



















DDTF (c, d) if a = c, b = d, or

DDTF (c, d) = 4, a = z0 + z1, b = F (z0) + F (z1), or

DDTF (c, d) = 4, a = z0 + z1 + c, b = F (z0) + F (z1 + c)

0 otherwise,

where z0, z0 + c, z1, z1 + c are the four solutions of the equation F (X + c) + F (X) = d if
DDTF (c, d) = 4. Next,

LBCTF (a, b, c) =











DDTF (b, c) if DDTF (b, c) = 2 and a = b, or

DDTF (b, c) = 4 and a ∈ {b, x0 + x1, x0 + x1 + b},

0 otherwise,

where x0, x0 + b, x1, x1 + b are the four solutions of the equation F (X + b) + F (X) = c if
DDTF (b, c) = 4. Further,

UBCTF (a, b, c) =











DDTF (a, b) if DDTF (a, b) = 2 and c = b, or

DDTF (a, b) = 4 and c ∈ {b, F (y0) + F (y1), F (y0) + F (y1) + b},

0 otherwise,

where y0, y0 + a, y1, y1 + a are the four solutions of the equation F (X + a) + F (X) = b if
DDTF (a, b) = 4.

Proof. The proof directly follows from Theorem 4.1 by taking δ = 4. �

Corollary 6.2. Let F be a differentially 4-uniform function over F2n . Let A =
{

(a, c, d)
∣

∣ ∃ b,

with EBCTF (a, b, c, d) = 4} and B = {(c, d, b)
∣

∣ EBCTF (a, b, c, d) = 4, for some a}. Then
for a, b, c ∈ F∗

2n , EBCTF (a, b, c, d) = 2 if and only if LBCTF (a, c, d) = UBCTF (c, d, b) = 2.
Furthermore, (a, c, d) ∈ A if and only if LBCTF (a, c, d) = 4, and (c, d, b) ∈ B if and only if
UBCTF (c, d, b) = 4.

Proof. By setting δ = 4, one can see that the proof directly follows from Theorem 4.2. �

We will here use Corollary 6.1– 6.2 to compute the concrete values for three infinite classes
of differentially 4-uniform power permutations over F2n (Table 1) having the best known
nonlinearity.

We first consider the Gold function F1(X) = X2k+1, a differentially 2ℓ-uniform function
over F2n , where ℓ = gcd(k, n) and compute its EBCT, LBCT and UBCT entries. We will
use the relative trace in the following way. For a general k, we do not have in general that
F2k ⊆ F2n . However, we can naturally embed the elements of F2n in F2km , since m = n

gcd(k,n) .

Then,
∑m−1

i=0 α2ki = Trkmk (α).
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Family d condition LBCT/UBCT
Inverse 2n − 2 n = 2k, k > 1 [10, 14]

Gold 2k + 1 n = 2k, k odd, gcd(i, n) = 2 This paper
Kasami 22i − 2i + 1 n = 2k, k odd, gcd(i, n) = 2 This paper

Bracken-Leander 22k + 2k + 1 n = 4k, k odd This paper

Table 1. Differentially 4-uniform permutations Xd over F2n .

Corollary 6.3. Let F1(X) = X2k+1, the general Gold function. Let ℓ = gcd(k, n), and
m = n

ℓ
. Then,

EBCTF1(a, b, c, d) =























2ℓ if Trkmk

(

d

c2
k+1

)

= Trm1 (1) and a = c, b = d, or

Trkmk

(

d

c2
k+1

)

= Trm1 (1) and a = uc, and b = (u+ u2)c2
k+1 + ud,

where u ∈ F∗
2ℓ
\ {1},

0 otherwise,

LBCTF1(a, b, c) =

{

2ℓ if Trkmk

(

c

b2
k+1

)

= Trm1 (1) and a ∈ bF∗
2ℓ
,

0 otherwise,

UBCTF1(a, b, c) =

{

2ℓ if Trkmk

(

b

a2
k+1

)

= Trm1 (1), c ∈ {b, (u+ u2)a2
k+1 + ub, u ∈ F∗

2ℓ
\ {1}},

0 otherwise.

Proof. By Theorem 4.1, EBCTF1(a, b, c, d) equals






























DDTF1(c, d) if a = c, b = d, or

DDTF1(c, d) = 2k, a = zi + zj , i 6= j, b = F1(zi) + F1(zj), or

DDTF1(c, d) = 2k, a = zi + zj + c, b = F1(zi) + F1(zj) + d

k ∈
{

2, . . . , δ2
}

, and i, j ∈ {0, 1, . . . , k − 1}, i 6= j,

0 otherwise,

where {z0, z0 + c, z1, z1 + c, · · · , zk−1, zk−1 + c} are the 2k solutions of the equation F (X +
c) + F (X) = d for DDTF (c, d) = 2k, where k ∈

{

1, 2, . . . , δ2
}

.

It is known from [2, Lemma 4] that X2k+1 + (X + c)2
k+1 = d has either zero or 2ℓ distinct

solutions if and only if
∑m−1

i=0 D2ki = m ≡ Trm1 (1) (mod 2), where D = d

c2
k+1

(zero solutions

otherwise), ℓ = gcd(k, n) and m = n
ℓ
. The solutions are of the form X + cu, where u ∈ F2ℓ .

Then, the set of the sum of two different solutions zi, zj , i 6= j, zj 6= zi + c, of the equation

(X + c)2
k+1 + X2k+1 = d is cu where u ∈ F∗

2ℓ
\ {1}. For given any zi + zj = cu, where

u ∈ F∗
2ℓ
\ {1}, we need to compute the value of F (zi) + F (zj). We have

(uc)2
k+1 = (z0 + z1)

2k+1 = z2
k+1

0 + z2
k

1 z0 + z1z
2k
0 + z2

k+1
1

= F1(z0) + F1(z1) + (z0 + uc)2
k

z0 + (z0 + uc)z2
k

0

= F1(z0) + F1(z1) + z0(uc)
2k + ucz2

k

0 .

On the other hand, since (z0 + c)2
k+1 + z2

k+1
0 = d, we get that c2

k

z0 + cz2
k

0 + c2
k+1 = d.

Given that ℓ|k, then u2
k

= u, and therefore z0(uc)
2k +ucz2

k

0 = u(c2
k

z0+cz2
k

0 ) = u(d+c2
k+1).

Substituting above, it gives that F1(z0)+F1(z1) = (uc)2
k+1+u(d+c2

k+1) = (u+u2)c2
k+1+ud.
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If ℓ = 1, we get that F1 is APN, and using Corollary 5.1, we are done. Next, let us suppose
that ℓ > 1 or equivalently, DDTF1(c, d) 6= 2, then we will compute the LBCT and UBCT
entries via (and using the notations of) Theorem 4.2. Obviously, LBCTF1(a, c, d) 6= 2, for
any (a, c, d) ∈ F∗

2n × F∗
2n × F∗

2n and, UBCTF1(c, d, b) 6= 2, for any (c, d, b) ∈ F∗
2n × F∗

2n × F∗
2n .

Notice that

A =
{

(c, c, d), (uc, c, d)
∣

∣ DDTF1(c, d) = 2ℓ and u ∈ F∗
2ℓ \ {1}

}

,

as, in the case DDTF1(c, d) = 2ℓ, (c, c, d) ∈ A, for b = d and (uc, c, d) ∈ A, for b = (u +

u2)c2
k+1+ud. Thus, from Corollary 6.2, we have LBCTF1(a, c, d) = 2ℓ, for a ∈ {c, uc}, where

u ∈ F∗
2ℓ
\ {1}. This completes the LBCT case.

Similarly, one can write

B =
{

(c, d, d), (c, d, (u + u2)c2
k+1 + ud) |DDTF1(c, d) = 2ℓ and u ∈ F∗

2ℓ \ {1}
}

,

as, in the case DDTF1(c, d) = 4, (c, d, d) ∈ B, for a = c and (c, d, (u + u2)c2
k+1 + ud) ∈ B,

for a = uc. This gives us the UBCT of the Gold function. �

It is known that the Gold function is a differentially 4-uniform permutation over F2n , when
gcd(k, n) = 2, n = 2t and t is odd. By using the above Corollary 6.3, one can see that either
u = ω or u = ω2, thus giving the EBCT, LBCT and UBCT entries of differentially 4-uniform
Gold permutation.

We will derive here the FBCT for the Gold function for any parameters (found also in [9],
but our proof is significantly shorter).

Corollary 6.4. Let F1(X) = X2k+1, with gcd(k, n) = ℓ and m = n
ℓ
, where ab 6= 0. Without

loss of generality, we take b = 1. Then:

FBCTF1(a, 1) =

{

2n if a ∈ F∗
2ℓ
,

0 otherwise.

Proof. Observe that

LBCTF1(a, 1, c) =

{

2ℓ if
∑m−1

i=0 c2
ki

= 1 and a ∈ F∗
2ℓ
,

0 otherwise.

This implies that, if a 6∈ F∗
2ℓ
, then FBCTF1(a, 1) = 0. Let us now assume that a ∈ F∗

2ℓ
.

Note that the condition
∑m−1

i=0 c2
ki

= 1 is equivalent to DDT(1, c) = 2ℓ. Denoting as is usual

ωi =
∣

∣{c
∣

∣ DDT(1, c) = i}
∣

∣, FBCTF1(a, 1) =
∑

c∈F2n

LBCTF1(a, 1, c) = 2ℓω2ℓ =

2ℓ
∑

i=0

iωi = 2n.

This proves our claim. �

Remark 6.5. This prior result can be generalized. For any function F , FBCTF (1, 1) = 2n.
If xi+xj, i 6= j, is independent of c, then, by a similar argument, for a ∈ {xi+xj, xi+xj+1}
we have FBCTF (a, 1) = 2n. If, for every i 6= j we have that xi+xj is independent of c, then,
for any a 6= 0:

FBCTF1(a, 1) =

{

2n if a ∈ {1, xi + xj , xi + xj + 1}

0 otherwise.

Example 6.6. In Table 2, Corollary 6.3 is illustrated by giving explicit values of the EBCT,
LBCT and UBCT entries of the Gold function over F∗

22t = 〈g〉, where g is a primitive element
of F22t.
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t k a b c d ω EBCTF1(a, b, c, d) LBCTF1(a, b, c) UBCTF1(a, b, c)
3 2 g44 g23 g16 for any d g21 0 4 0
3 2 g2 g26 g53 for any d g21 0 0 4
5 6 g351 g692 g2 for any d g341 0 0 0
5 4 g2 g359 g11 for any d g682 0 0 4
3 2 g44 g8 g23 g16 g21 4 0 0
5 4 g684 g11 g2 g359 g682 4 0 0

Table 2. EBCT, LBCT and UBCT entries for the Gold function over F22t

The Kasami function is a well-known nonlinear function over F2n , given by F2(X) =

X22k−2k+1. Hertel and Pott [12] showed that for gcd(k, n) = 2, where n = 2t, t is odd and
3 ∤ t, it is a differentially 4-uniform permutation. We next investigate the EBCT, LBCT and
UBCT entries of F2 over F2n .

Corollary 6.7. Let F2(X) = X22k−2k+1, where gcd(k, n) = 2, n = 2t and t is odd and 3 ∤ t.
Then for a, b, c, d ∈ F∗

2n , we have

EBCTF2(a, b, c, d) =



















4 if DDTF2(c, d) = 4 and a = c, b = d, or

DDTF2(c, d) = 4, a = ωc+ α2k+1, and b = ωd+ α23k+1, or

DDTF2(c, d) = 4, a = ω2c+ α2k+1, and b = ω2d+ α23k+1

0 otherwise,

for α ∈ F∗
2n with c2

2k
+c2

k

α23k−2k +cα23k+22k−2k−1+dα22k−1 = 0 and Trktk

(

1 +
c

α2k+1

)

= 0.

LBCTF2(a, b, c) =

{

4 if DDTF2(b, c) = 4 and a ∈
{

b, bω + α2k+1, bω2 + α2k+1
}

,

0 otherwise,

for α ∈ F∗
2n with b2

2k
+b2

k

α23k−2k +bα23k+22k−2k−1+cα22k−1 = 0 and Trktk

(

1 +
b

α2k+1

)

= 0.

UBCTF2(a, b, c) =

{

4 if DDTF2(a, b) = 4 and c ∈
{

b, bω + α23k+1, bω2 + α23k+1
}

,

0 otherwise,

for α ∈ F∗
2n satisfying a2

2k
+a2

k

α23k−2k+aα23k+22k−2k−1+bα22k−1 = 0, Trktk

(

1 +
a

α2k+1

)

= 0

and ω is the cube root of unity.

Proof. By Corollary 6.1, EBCTF2(a, b, c, d) equals


















DDTF2(c, d) if a = c, b = d, or

DDTF2(c, d) = 4, a = z0 + z1, b = F2(z0) + F2(z1), or

DDTF2(c, d) = 4, a = z0 + z1 + c, b = F2(z0) + F2(z1 + c)

0 otherwise,

where z0, z0 + c, z1, z1 + c are the four solutions of the equation F2(X + c) + F2(X) = d if
DDTF2(c, d) = 4. We write F2(X + c) + F2(X) = d as the system

(6.1)

{

Y +X = c,

F2(Y ) + F2(X) = d.
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Now by using the argument given in [6], and the fact that gcd(2k +1, 2n− 1) = 1, we assume

that X = u2
k+1, Y = v2

k+1 = (u+α)2
k+1, for some α ∈ F∗

2n such that v = u+α. Then, after
simplifying System (6.1), we have







(

u
α

)2k
+ u

α
+ 1 + c

α2k+1
= 0,

(

u
α

)23k
+ u

α
+ 1 + d

α23k+1
= 0,

or equivalently,
{

(

u
α

)2k
+ u

α
+ 1 + c

α2k+1
= 0,

c2
2k

+ c2
k

α23k−2k + cα23k+22k−2k−1 + dα22k−1 = 0.

Notice that the first equation of the above system has either 0 or 4 solutions in F2n , depending

on whether
∑t−1

i=0

(

1 +
c

α2k+1

)2ki

is zero or not, respectively. This first equation is simply

the equation for the DDT entry of X2k+1 at (α, c), and if DDT
X2k+1(α, c) = 4, then the four

solutions of
(

u
α

)2k
+ u

α
+ 1 + c

α2k+1
= 0 are in {u, u + α, u + αω, u + αω2}. This will give us

X ∈
{

u2
k+1, (u+ α)2

k+1, (u+ αω)2
k+1, (u+ αω2)2

k+1
}

as solutions of F (X)+F (X+c) = d,

or equivalently {z0, z0 + b, z1, z1 + b} ⊆
{

u2
k+1, (u+ α)2

k+1, (u+ αω)2
k+1, (u+ αω2)2

k+1
}

.

Then for z0 = u2
k+1, we have the following two cases:

Case 1. Let z1 = (u+αω)2
k+1 and z2 = (u+αω2)2

k+1. Then z0+z1 = a and F2(z0)+F2(z1) =
b can be written as

{

u2
k+1 + (u+ αω)2

k+1 = a

u2
3k+1 + (u+ αω)2

3k+1 = b.

Also, by using u2
3k+1 + (u + α)2

3k+1 = d, and the second equation of above system will

give us b = dω+α23k+1. To compute a, we use u2
k+1+(u+α)2

k+1 = c and the first equation

of the above system and simplify them to get a = cω + α2k+1.

Case 2. Let z1 = (u+ αω2)2
k+1 and z2 = (u+ αω)2

k+1. By using the same argument as in

the above case, we get a = cω2 + α2k+1 and b = dω2 + α23k+1.
Summarizing both cases, we get the EBCT of the Kasami function.
We next compute the LBCT and UBCT entries via (and using the notations of) Corol-

lary 6.2. As DDTF2(c, d) is either 0 or 4, then, LBCTF2(a, c, d) 6= 2, for any (a, c, d) ∈
F∗
2n × F∗

2n × F∗
2n and, UBCTF2(c, d, b) 6= 2, for any (c, d, b) ∈ F∗

2n × F∗
2n × F∗

2n .

Now, one can write set

A =
{

(c, c, d), (ωc + α2k+1, c, d), (ω2c+ α2k+1, c, d)
∣

∣ DDTF2(c, d) = 4
}

,

for c, d ∈ F∗
2n . This is because, when DDTF2(c, d) = 4, (c, c, d) ∈ A, for b = d, (ωc +

α2k+1, c, d) ∈ A, for b = dω+α23k+1 and (ω2c+α2k+1, c, d) ∈ A, for b = dω2+α23k+1. Finally,

from Corollary 6.2, we have LBCTF2(a, c, d) = 4, for a ∈
{

c, ωc+ α2k+1, ω2c+ α2k+1
}

. Thus,

by reordering the indexes, we complete the LBCT case.
Similarly, one can write the set

B =
{

(c, d, d), (c, d, dω + α23k+1), (c, d, dω2 + α23k+1)
∣

∣ DDTF2(c, d) = 4
}

,
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as, in the case DDTF2(c, d) = 4, (c, d, d) ∈ B, for a = c, (c, d, dω + α23k+1) ∈ B, for

a = ωc + α2k+1 and (c, d, dω2 + α23k+1) ∈ B, for a = ω2c + α2k+1. Hence, one can get the
UBCT of the Kasami function by reordering the indexes. �

Example 6.8. The examples given in Table 3 (g denotes a primitive element of F22t) illus-
trate Corollary 6.7.

t k a b c d α ω EBCTF2(a, b, c, d) LBCTF2(a, b, c) UBCTF2(a, b, c)
5 2 g6 g g605 for any d g50 g341 0 0 4
5 6 g5 g g774 for any d g994 g682 0 0 0
5 2 g401 g605 g6 g g50 g341 4 0 0
5 6 g84 g24 g2 for any d g681 g682 0 4 0

Table 3. EBCT, LBCT and UBCT entries for Kasami function over F22t

Bracken and Leander [4] studied the differential uniformity of F3(X) = X22k+2k+1 over F2n

where n = 4k, which is often known as the Bracken-Leander function. They showed that F3

is differentially 4-uniform, and its nonlinearity is 2n−1 − 2
n

2 . Further, Calderini and Villa [5]
investigated the BCT entries and showed that the boomerang uniformity of the Bracken-
Leander function is upper bounded by 24. Here, we first recall some results from [18] that
will be used to compute EBCT, LBCT and UBCT entries for the Bracken-Leander function.

Lemma 6.9. [18, Lemma 1] For any X ∈ F2n and c ∈ F2n , let t = Trnk(c + 1) ∈ F2k , where
n = 4k,

(1) If F3(X) + F3(X + 1) = c, then Trnk(x) = t.

(2) Let Z = X+X2k . Then F3(x)+F3(X+1) = c holds if and only if (X,Z) ∈ F2n ×F2n

satisfies the below equations:

(6.2) Z2 + (t+ 1)Z + c2
k

+ c2
2k

= 0

(6.3) X2 +X + Z2k+1 + Z2k + z2 + c+ 1 = 0.

Next, we define W to be the set of all X ∈ F2n such that there exists X ′ ∈ F2n \{X,X+1}

with X22k+2k+1 + (X + 1)2
2k+2k+1 = X ′22k+2k+1 + (X ′ + 1)2

2k+2k+1. We now recall a result
describing W explicitly.

Lemma 6.10. [18, Theorem 2] Given elements u ∈ F22k \ {F2k} and v ∈ F2n \ {F22k} such
that

u+ u2
k

= 1, v + v2
2k

= 1,

which always exist, then X ∈ W if and only if

X = (tu+ β)v + τ,

where t ∈ F2k \ {1}, τ ∈ F22k , and β ∈ F2k satisfies

β = (t+ 1)−1(α2 + α) + (t+ 1)(u2 + u) + 1,

for some α ∈ F2k .

Remark 6.11. The proof of the above lemma also shows that X ′ = X + (t+ 1)u+ α.

Next, we determine the EBCT, LBCT and UBCT entries for the Bracken-Leander function.
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Corollary 6.12. Let F3(X) = X22k+2k+1, where n = 4k. Then for a, b, c, d ∈ F∗
2n, we have

EBCTF3(a, b, c, d) =







































DDTF3(c, d) if a = c, b = d,

or DDTF3(c, d) = 4, a = c((t+ 1)u+ α), and

b = d(α + (t+ 1)u2
k

) + F3(c)γ,

or DDTF3(c, d) = 4, a = c((t+ 1)u+ α+ 1), and

b = d(α + (t+ 1)u2
k

+ 1) + F3(c)γ,

0 otherwise,

where t = Trnk

(

d
F3(c)

)

, and F3(tu+ β)v + τ) + F3(tu+ β)v + τ + 1) = d
F3(c)

,

LBCTF3(a, b, c) =



















DDTF3(b, c) if DDTF3(b, c) = 2 and a = b,

or DDTF3(b, c) = 4, and

a ∈ {b, b((t+ 1)u+ α), b((t + 1)u+ α+ 1)},

0 otherwise,

where t = Trnk

(

c
F3(b)

)

, and F3(tu+ β)v + τ) + F3(tu+ β)v + τ + 1) = c
F3(b)

, and,

UBCTF3(a, b, c) =































DDTF3(a, b) if DDTF3(a, b) = 2 and c = b,

or DDTF3(a, b) = 4 and

c ∈ {b, b(α + (t+ 1)u2
k

) + F3(a)γ, and

b(α+ (t+ 1)(1 + u) + 1) + F3(a)γ},

0 otherwise,

where t = Trnk

(

b
F3(a)

)

, and F3(tu+ β)v + τ) + F3(tu+ β)v + τ + 1) = b
F3(a)

.

In all the tables computed, γ = ((t+ 1)−1(α4 + α2) + (t+ 1)3(u4 + u2) + α2t+ αt + t(t+

1)(u + u2)), τ ∈ F22k , u ∈ F22k \ {F2k}, v ∈ F2n \ {F22k} satisfying u+ u2
k

= 1, v + v2
2k

= 1
and β ∈ F2k satisfying β = (t+ 1)−1(α2 + α) + (t+ 1)(u2 + u) + 1, for some α ∈ F2k .

Proof. By Corollary 6.1, EBCTF3(a, b, c, d) is equal to


















DDTF3(c, d) if a = c, b = d, or

DDTF3(c, d) = 4, a = z0 + z1, b = F3(z0) + F3(z1), or

DDTF3(c, d) = 4, a = z0 + z1 + c, b = F3(z0) + F3(z1 + c)

0 otherwise,

where z0, z0 + c, z1, z1 + c are the four solutions of the equation F3(X + c) + F3(X) = d if
DDTF3(c, d) = 4. This is equivalent to F3

(

X
c
+ 1

)

+ F3

(

X
c

)

= d

c2
2k+2k+1

having solutions
{

z0
c
, z0

c
+ 1, z1

c
, z1

c
+ 1

}

. We can simplify F3

(

X
c
+ 1) + F3(

X
c

)

= d
F3(c)

as

(

X

c

)22k+2k

+

(

X

c

)22k+1

+

(

X

c

)2k+1

+

(

X

c

)22k

+

(

X

c

)2k

+
X

c
+ 1 =

d

F3(c)
.

Let Trnk

(

d
F3(c)

+ 1
)

= Trnk

(

d
F3(c)

)

= t, where Trnk denotes the relative trace map from F2n

to F2k .
First assume that t = 1, then from the proof of [4, Theorem 1], we know that

F3(
X
c

+ 1) + F3(
X
c
) = d

F3(c)
can have at most two solutions, a contradiction. Next,

for t 6= 1, from Lemma 6.10, for u ∈ F22k \ {F2k} and v ∈ F2n \ {F22k} such that
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u + u2
k

= 1, v + v2
2k

= 1, we know that z0
c

∈ W if and only if z0
c

= (tu + β)v + τ

and z1
c

∈
{

z0
c
+ (t+ 1)u+ α, z0

c
+ (t+ 1)u + α+ 1

}

, where τ ∈ F22k , and β ∈ F2k satis-

fies the relation β = (t + 1)−1(α2 + α) + (t + 1)(u2 + u) + 1, for some α ∈ F2k . Thus,
F3(

X
c
+1)+F3(

X
c
) = d

F3(c)
can be written as F3((tu+β)v+τ)+F3((tu+β)v+τ +1) = d

F3(c)
.

Again, we divide our analysis into the following two cases:
Case 1. Let z1

c
= z0

c
+(t+1)u+α, then we have a = c((t+1)u+α). Now, b = F3(z0)+F3(z1) =

z2
2k+2k+1

0 +z2
2k+2k+1

1 = c2
2k+2k+1(F3(

z0
c
)+F3(

z0
c
+(t+1)u+α)). For y0 =

z0
c
and D = d

F3(c)
,

we have

b

F3(c)
= F3 (y0) + F3 (y0 + (t+ 1)u+ α)

= (α+ (t+ 1)u)(y2
2k+2k

0 + y2
2k+1

0 + y2
k+1

0 ) + (α+ (t+ 1)u)2(y2
2k

0 + y2
k

0 + y0)

+ (t+ 1)(y2
2k+1

0 + (α+ (t+ 1)u)(y0 + y2
k

0 )) + (α+ (t+ 1)u)d

= ((α+ (t+ 1)u) + (α+ (t+ 1)u)2)(y2
2k

0 + y2
k

0 + y0) + (α+ (t+ 1)u)(1 +D)

+ (t+ 1)(y2
2k+1

0 + (α+ (t+ 1)u)(y0 + y2
k

0 )) + (α+ (t+ 1)u)d

= (t+ 1)(tu + β + 1)(y2
2k

0 + y2
k

0 + y0) + (α+ (t+ 1)u)(1 +D)

+ (t+ 1)(y2
2k+1

0 + (α+ (t+ 1)u)(y0 + y2
k

0 )) + (α+ (t+ 1)u)d

= (t+ 1)(tu + β + 1)(tu+ β + (tu2
k

+ β)v2k + τ2
k

) + (α+ (t+ 1)u)(1 +D)

+ (t+ 1)((tu + β)2v2
2k+1 + τ(tu+ β) + τ2

+ (α+ (t+ 1)u)(tu + β)) + (α+ (t+ 1)u)d

= (t+ 1)(D + tu+ β + 1) + (t+ 1)(tu+ β + 1)(tu + β) + (α+ (t+ 1)u)(1 +D)

+ (t+ 1)(α + (t+ 1)u)(tu + β) + (α+ (t+ 1)u)d

= (α+ (t+ 1)u2
k

)D + (t+ 1)−1(α4 + α2) + (t+ 1)3(u4 + u2)

+ α2t+ αt+ t(t+ 1)(u + u2).

The above expression will give us b = d(α + (t + 1)u2
k

) + F3(c)((t + 1)−1(α4 + α2) +

(t + 1)3(u4 + u2) + α2t + αt + t(t + 1)(u + u2)) = d(α + (t + 1)u2
k

) + F3(c)γ (say), where
γ = ((t+ 1)−1(α4 + α2) + (t+ 1)3(u4 + u2) + α2t+ αt+ t(t+ 1)(u+ u2)).
Case 2. Let z1

c
= z0

c
+ (t + 1)u + α + 1, then by same argument as in Case 1, we have

a = c((t+1)u+α+1) and b = d(α+(t+1)u2
k

+1)+F3(c)((t+1)−1(α4+α2)+ (t+1)3(u4+
u2) + α2t+ αt+ t(t+ 1)(u + u2)).

Combining both of these cases, we get the EBCT entries for the Bracken-Leander function.
We again use (also its notations) Corollary 6.2 to compute the LBCT and UBCT entries

for the Bracken-Leander function. As we have computed EBCTF3(a, b, c, d) = 2, when a =
c, b = d and DDTF3(c, d) = 2, then LBCTF3(a, c, d) = 2, for a = c when DDTF3(c, d) = 2
and, UBCTF3(c, d, b) = 2, for b = d when DDTF3(c, d) = 2.

Also, A = {(c, c, d), (c((t + 1)u + α), c, d), (c((t + 1)u + α + 1), c, d)
∣

∣ DDTF3(c, d) = 4},
as, in the case DDTF4(c, d) = 4, (c, c, d) ∈ A, for b = d, (c((t + 1)u + α), c, d) ∈ A,

for b = d(α + (t + 1)u2
k

) + F3(c)γ and (c((t + 1)u + α + 1), c, d) ∈ A, for b = d(α +

(t + 1)u2
k

+ 1) + F3(c)γ. Thus, from Corollary 6.2, we have LBCTF3(a, c, d) = 4, for
a ∈ {c, c((t + 1)u + α), c((t + 1)u+ α+ 1)}. This completes the LBCT case.
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Similarly, one can write B = {(c, d, d), (c, d, d(α + (t + 1)u2
k

) + F3(c)γ), (c, d, d(α + (t +

1)u2
k

+ 1) + F3(c)γ
∣

∣ DDTF3(c, d) = 4}, as, in the case of DDTF3(c, d) = 4, (c, d, d) ∈ B, for

a = c, (c, d, d(α + (t + 1)u2
k

) + F3(c)γ) ∈ B, for a = c((t + 1)u + α) and (c, d, d(α + (t +

1)u2
k

+ 1) + F3(c)γ) ∈ B, for a = c((t+ 1)u+ α+ 1).
Hence, we get the LBCT and UBCT of the Bracken-Leander function by just reordering

the indexes. �

Example 6.13. To illustrate Corollary 6.12, Table 4 gives explicit values of the LBCT and
UBCT entries of Bracken-Leander function over F∗

24k
= 〈g〉 (g is a primitive element of F24k).

k a b c d α u v τ EBCTF3(a, b, c, d) LBCTF3(a, b, c) UBCTF3(a, b, c)
2 g g g d − − − − 2 2 2
2 g71 g3 g32 d g255 g17 g123 g17 0 4 0
2 g54 g37 g26 d g85 g34 g224 g17 0 4 0
2 g70 g3 g103 d g85 g34 g224 g17 0 0 4
2 g36 g103 g70 g3 g85 g34 g224 g17 4 0 0

Table 4. EBCT, LBCT and UBCT entries for Bracken-Leander function over
F∗
24k

= 〈g〉

Via our Corollary 6.1, we can also give a very short proof for the EBCT, LBCT and UBCT
entries of the inverse function for n even, which is the main result in [10, 14] (for n odd, see
the previous section).

Corollary 6.14. Let F4(X) = X2n−2 where n is even. Then for a, b, c, d ∈ F∗
2n , we have

EBCTF4(a, b, c, d) =



















4 if a = c = 1
b
= 1

d
,

or b = 1
a
, d = 1

c
, and (ad)2 + ad+ 1 = 0,

2 if a = c, b = d, d 6= 1
c
and Tr

(

1
cd

)

= 0,

0 otherwise,

LBCTF4(a, b, c) =



















4 if a = b = 1
c
,

or b = 1
c
, (ac)2 + ac+ 1 = 0,

2 if a = b 6= 1
c
,Tr

(

1
bc

)

= 0,

0 otherwise,

UBCTF4(a, b, c) =



















4 if b = c = 1
a
,

or b = 1
a
, (ac)2 + ac+ 1 = 0,

2 if c = b 6= 1
a
,Tr

(

1
ab

)

= 0,

0 otherwise.

Proof. For all three results, we have to study the spectrum of the inverse function, which
can be found, for instance, implied in the proofs in [10, 14], but we recall it below for easy
reference.

The equation (X +A)
2n−2

+X2n−2 = B, for A,B 6= 0, and n even, gives:

• If X = 0 or X = A, then B = 1
A
, otherwise there are no solutions.

• If X 6= 0, A, then the equation is equivalent to X2 + AX + A
B

= 0, which has two

solutions if and only if Tr
(

1
AB

)

= 0, and zero solutions, otherwise.
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By Corollary 6.1, EBCTF4(a, b, c, d) is equal to


















DDTF4(c, d) if a = c, b = d, or

DDTF4(c, d) = 4, a = z0 + z1, b = F4(z0) + F4(z1), or

DDTF4(c, d) = 4, a = z0 + z1 + c, b = F4(z0) + F4(z1 + c)

0 otherwise,

where z0, z0 + c, z1, z1 + c are the four solutions of the equation F (X + c) + F (X) = d, if
DDTF (c, d) = 4.

If a = c, b = d, d 6= 1
c
and Tr

(

1
cd

)

= 0, then EBCTF4(a, b, c, d) = DDTF4(c, d) = 2.

If d = 1
c
, and without loss of generality, we let z0 = 0, z1 = ωc. If a = c, b = d, then

EBCTF4(a, b, c, d) = DDTF4(c, d) = 4. If a = z0+z1 = ωc and b = F4(z0)+F4(z1) =
1
ωc
, then

EBCTF4(a, b, c, d) = DDTF4(c, d) = 4. If a = z0 + z1+ c = ω2c and b = F4(z0)+F4(z1 + c) =
1

ω2c
, then EBCTF4(a, b, c, d) = DDTF4(c, d) = 4. Note that these last two cases can be

summarized as b = 1
a
, d = 1

c
and (ad)2+ad+1 = 0. In all other cases, EBCTF4(a, b, c, d) = 0.

We now compute the LBCT and UBCT of the inverse function using Corollary 6.2. As
we have seen EBCTF4(a, b, c, d) = 2, when a = c, b = d, d 6= 1

c
and Tr

(

1
cd

)

= 0, we infer

that LBCTF4(a, c, d) = 2 if a = c 6= 1
d
and Tr

(

1
cd

)

= 0. Similarly, UBCTF4(c, d, b) = 2 if

b = d 6= 1
d
and Tr

(

1
cd

)

= 0.

Clearly, when d = 1
c
, we can write A = {(c, c, d), (ωc, c, d), (ω2c, c, d)

∣

∣ DDTF4(c, d) = 4},

as, in the case DDTF4(c, d) = 4, (c, c, d) ∈ A, for b = d, (ωc, c, d) ∈ A, for b = 1
ωc

and

(ω2c, c, d) ∈ A, for b = 1
ω2c

. Thus, from Corollary 6.2, we have LBCTF4(a, c, d) = 4, for

a ∈ {c, ωc, ω2c} and d = 1
c
. This is equivalent to saying LBCTF4(a, c, d) = 4 when d = 1

c
and

(ad)2 + ad = 1 = 0.
In a similar way, one can write B = {(c, d, d), (c, d, 1

ωc
), (c, d, b = 1

ωc
)
∣

∣ DDTF4(c, d) = 4},

as, in the case DDTF4(c, d) = 4, (c, d, d) ∈ B, for a = c, (c, d, 1
ωc
) ∈ B, for a = ωc and

(c, d, 1
ωc
) ∈ B, for a = ω2c.

This completes the proof. �

Using 2.7 and our results for the inverse function, we can easily compute its FBCT (also
found in [9]).

Corollary 6.15. Let F4(X) = X2n−2 over F2n , with n even. Then, for a, b ∈ F∗
2n,

FBCTF4(a, b) =











2n, if a = b,

4, if
(

a
b

)2
+ a

b
+ 1 = 0,

0 otherwise.

Proof. If a = b, then trivially FBCTF (a, b) = 2n for any function F . If a 6= b, by Corollary
6.14, LBCT(a, b, c) is nonzero if and only if b = 1

c
, (ac)2 + ac+ 1 = 0, which is equivalent to

b = 1
c
,
(

a
b

)2
+ a

b
+ a = 0. In that case, LBCT(a, b, c) = 4. The result follows. �

7. DBCT of Gold function

In this section, we study the DBCT entries of the Gold function. To this end, we need
the LBCT and UBCT entries of the Gold function, which we have already computed in

Corollary 6.3. Also, if k|n, then for any α ∈ F2n , we have
∑t−1

i=0 α
2ki = Trnk(α), the relative

trace of F2n over F2k . If k ∤ n, then the elements of F2n can be embedded in F2km , since
m = n

gcd(k,n) .
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Theorem 7.1. Let F1(X) = X2k+1, over F2n where gcd(k, n) = ℓ and m = n
ℓ
is odd. Then,

DBCTF1(a, d) =

{

22ℓ
(

(2l − 2) + |N(a, d)|
)

if Trkmk

(

d

(a2k+1)2k+1

)

= u4, u ∈ F∗
2ℓ
\ {1}

22ℓ · |N(a, d)| otherwise,

where |N(a, d)| denotes the cardinality of
{

b ∈ F∗
2n

∣

∣ Trkmk

(

b

a2
k+1

)

= Trkmk

(

d

b2
k+1

)

= m
}

.

Proof. First, assume that a = 0 or d = 0, then using definition of DBCT, we can write
DBCTF1(a, d) = 22n. For a, d ∈ F∗

2n , we can write

DBCTF (a, d) =
∑

b=c

UBCTF (a, b, c) LBCTF (b, c, d) +
∑

b6=c

UBCTF (a, b, c) LBCTF (b, c, d).

Recall, for a, d ∈ F∗
2n , ℓ = gcd(k, n) and m = n

ℓ
,

LBCTF1(b, c, d) =











2ℓ if Trkmk

(

d

c2
k+1

)

= Trm1 (1) and b ∈ cF∗
2ℓ

for b, c, d ∈ F∗
2n

DDTF1(c, d) if b = 0

0 otherwise,

UBCTF1(a, b, c) =























2ℓ if Trkmk

(

b

a2
k+1

)

= Trm1 (1) and for a, b, c ∈ F∗
2n ,

c ∈
{

b, (u+ u2)a2
k+1 + ub, u ∈ F∗

2ℓ
\ {1}

}

DDTF1(a, b) if c = 0

0 otherwise.

Clearly for b = 0, we have DDTF (a, b) = DDTF1(a, 0) = 0 as a 6= 0, thus, giving us
UBCTF1(a, b, c) = 0 and similarly for c = 0, we get DDTF1(c, d) = DDTF1(0, d) = 0 as
d 6= 0 giving us LBCTF1(a, b, c) = 0.

When b 6= c, then UBCTF1(a, b, c) = 2ℓ only if c = (u+u2)a2
k+1+ub and DDTF1(a, b) = 2ℓ,

where u ∈ F∗
2ℓ

\ {1}. Also, LBCTF1(b, c, d) = 2ℓ only if b = vc for some v ∈ F∗
2d

and

DDTF1(c, d) = 2ℓ. After combining them, we have c = (u+u2)a2
k+1+uvc, and DDTF1(a, b) =

DDTF1(c, d) = 2ℓ. Notice that v 6= u−1, because otherwise a = 0. Thus, we have c =
(u+u2)
1+uv

a2
k+1 and therefore, b = v(u+u2)

1+uv
a2

k+1. Then UBCTF1(a, b, c) = LBCTF1(b, c, d) = 2ℓ if

DDTF1(a, b) = DDTF1(c, d) = 2ℓ which is the same as
∑m−1

i=0
b2

ki

a2
ki(2k+1)

=
∑m−1

i=0
d2

ki

c2
ki(2k+1)

=

m, wherem = n
ℓ
. This is equivalent to

∑m−1
i=0

(

v(u+u2)
1+uv

)2ki

=
∑m−1

i=0
d2

ki

( (u+u2)
1+uv

a2
k+1)2

ki(2k+1)
= m.

One can see that the first equality
∑m−1

i=0

(

v(u+u2)
1+uv

)2ki

= m, is nothing but m
(

v(u+u2)
1+uv

)

= m,

as u, v ∈ F2ℓ ⊆ F2k . This is the same as saying m
u2v + 1

uv + 1
= 0, or equivalently we have

u2v+1
uv+1 = 0 or equivalently, v = 1

u2 , as m is odd. Then we have u2v+1
uv+1 = 0 or equiva-

lently, v = 1
u2 . This will give us c = u2(a2

k+1) and b = a2
k+1. Thus, for b = a2

k+1 and

c = u2(a2
k+1), we have

∑m−1
i=0

b2
ki

a2
ki(2k+1)

= 1(≡ m (mod 2)). Also,
∑m−1

i=0
d2

ki

(u2a2
k+1)2ki(2k+1)

= m

for some a, d ∈ F2ℓ . Obviously, such a and d always exist because
∑m−1

i=0
d2

ki

(u2a2
k+1)2ki(2k+1)

= 1

if and only if there exists an A ∈ Fkm such that d2
ki

(u2a2
k+1)2ki(2k+1)

= 1 + A + A2k . Fi-

nally, we can conclude that for all u ∈ F2ℓ , choosing c = u2(a2
k+1) and b = a2

k+1, for
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UBCTF1(a, b, c) = LBCTF1(b, c, d) = 2ℓ, we should have
∑m−1

i=0
d2

ki

u4(a2k+1)2
ki(2k+1)

= m. There-

fore, DBCTF1(a, d) = 22ℓ(2l − 2) if Trkmk

(

d

(a2k+1)2k+1

)

= u4, for some u ∈ F∗
2ℓ
\ {1}.

Let us now have b = c, then
∑

b=c

UBCTF (a, b, c) LBCTF (b, c, d) =
∑

b

DDTF1(a, b)DDTF1(b, d),

when
∑m−1

i=0
b2

ki

a2
ki(2k+1)

=
∑m−1

i=0
d2

ki

b2
ki(2k+1)

= m. If any of these sums is different from m, then

the product of the DDT’s is 0. Hence, we need to compute |N(a, d)|, where

N(a, d) =

{

b ∈ F∗
2n

∣

∣

∣

∣

m−1
∑

i=0

b2
ki

a2
ki(2k+1)

=

m−1
∑

i=0

d2
ki

b2
ki(2k+1)

= m

}

=

{

b ∈ F∗
2n

∣

∣ Trkmk

(

b

a2
k+1

)

= Trkmk

(

d

b2
k+1

)

= m

}

,

which completes the proof. �

Example 7.2. To illustrate Theorem 7.1, Table 5 gives explicit values of the DBCT entries
of Gold function over F∗

2n = 〈g〉 (g is a primitive element of F2n).

m k a d u DBCTF1(a, d)
3 2 g25 g22 g3 + g2 + g + 1 160
3 2 g63 g56 – 64
5 2 g4 g186 – 1024
5 4 g2 g868 g5 + g3 + g + 1 1024

Table 5. DBCT entries for the Gold function over F2n

It would be interesting to investigate the DBCT entries of other functions, such as Kasami
and Bracken-Leander functions.

8. Invariance under Extended Affine Equivalence

It is easy to check that, for any function F , and a function G = F2 ◦F ◦F1, where Fi(X) =
AiX+Bi are affine functions (we say that F is Extended Affine Equivalent (EA) to G), then

DDTG(α, β) = DDTF

(

α, β
A2

)

. Therefore, EBCT, LBCT and UBCT are not preserved under

EA. However, from Theorem 4.1, we can see that
∑

a,c LBCTF (a, b, c),
∑

b,c LBCTF (a, b, c)

and
∑

a,b,c EBCTF (a, b, c) are equivalent under EA.

Also, if xi + xj is independent of c for every i 6= j, then
∑

c LBCTF (a, b, c) is preserved
under EA.

9. Conclusion

We have determined the entries of the newly proposed Extended Boomerang Connectiv-
ity Table (EBCT), Lower Boomerang Connectivity Table (LBCT) and Upper Boomerang
Connectivity Table (UBCT) of a δ-uniform function by establishing connections with the
entries of the well-known Difference Distribution Table (DDT), which we consider to be a
significant observation. We also give the EBCT, LBCT and UBCT entries of three classes
of differentially 4-uniform power permutations, namely, Gold, Kasami and Bracken-Leander.
Moreover, it turns out that one of our results covers the result of Eddahmani et al. [10] and
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Man et al. [14] for the inverse function over F2n . We also compute the DBCT entries for the
Gold function. We further challenge the community to determine the DBCT entries of other
classes of interesting functions, such as Kasami and Bracken-Leander functions over F2n .

References

[1] E. Biham, A. Shamir, Differential cryptanalysis of DES-like cryptosystems, J. Cryptol. 4(1) (1991), 3–72.
[2] C. Blondeau, A. Canteaut, P. Charpin, Differential properties of power functions, Int. J. Inf. Coding

Theory 1(2) (2010), 149–170.
[3] H. Boukerrou, P. Huynh, V. Lallemand, B. Mandal, M. Minier, On the Feistel counterpart of the

boomerang connectivity table, IACR Trans. Symmetric Cryptol. 1 (2020), 331–362.
[4] C. Bracken, G. Leander, A highly nonlinear differentially 4 uniform power mapping that permutes fields

of even degree, Finite Fields Their Appl. 16(4) (2010), 231–242.
[5] M. Calderini, I. Villa On the boomerang uniformity of some permutation polynomials Cryptogr. Commun.

12 (2020), 1161–1178.
[6] C. Carlet, K. H. Kim, S. Mesnager, A direct proof of APN-ness of the Kasami functions, Des. Codes

Cryptogr. 89 (2021), 441–446.
[7] C. Cid, T. Huang, T. Peyrin, Y. Sasaki, and L. Song, Boomerang connectivity table: a new cryptanal-

ysis tool. In: Nielsen J., Rijmen V. (eds.), Advances in Cryptology, EUROCRYPT 2018, LNCS 10821,
Springer, Cham, pp. 683–714, 2018.

[8] S. Delaune, P. Derbez, M. Vavrille, Catching the Fastest Boomerangs: Application to SKINNY, IACR
Trans. Symmetric Cryptol. 4 (2020), 104–129.

[9] S. Eddahmani, S. Mesnager, Explicit values of the DDT, the BCT, the FBCT, and the FBDT of the

inverse, the gold, and the Bracken-Leander S-boxes, Cryptogr. Commun. 14 (2022), 1301–1344.
[10] S. Eddahmani, S. Mesnager, Determination of cryptographic tables and properties related to the

revised boomerang and its application to a fundamental S-box, Cryptology ePrint Archive (2024),
https://eprint.iacr.org/2024/577.

[11] H. Hadipour, N. Bagheri, L. Song, Improved rectangle attacks on SKINNY and CRAFT, IACR Trans.
Symmetric Cryptol. 2 (2021), 140–198.

[12] D. Hertel, A. Pott Two results on maximum nonlinear functions, Des. Codes Cryptogr., 47 (2008), 225–
235.

[13] K. Li, L. Qu, B. Sun, C. Li, New results about the boomerang uniformity of permutation polynomials,

IEEE Trans. Inf. Theory 65(11) (2019), 7542–7553.
[14] Y. Man, N. Li, Z. Liu, X. Zeng, The Explicit values of the UBCT, the LBCT and the DBCT of the inverse

function, (2024), arXiv:2404.12208.
[15] K. Nyberg, Differentially uniform mappings for cryptography. In: Helleseth T. (eds.), Advances in

Cryptology–EUROCRYPT 1993, LNCS 765, Springer, Berlin, Heidelberg, pp. 55–64, 1994.
[16] D. Wagner, The boomerang attack, In: L. R. Knudsen (ed.) Fast Software Encryption-FSE 1999. LNCS

1636, Springer, Berlin, Heidelberg, pp. 156–170, 1999.
[17] H. Wang, T. Peyrin, Boomerang Switch in Multiple Rounds. Application to AES Variants and Deoxys,

IACR Trans. Symmetric Cryptol. 1 (2019), 142–169.
[18] M. Xiong, H. Yan, A note on the differential spectrum of a differentially 4-uniform power function, Finite

Fields Their Appl. 48 (2017), 117–125.
[19] Q. Yang, L. Song, S. Sun, D. Shi, L. Hu, New properties of the double boomerang connectivity table, IACR

Trans. Symmetric Cryptol. 4 (2022), 208–242.

Department of Mathematics, Indian Institute of Technology Jammu, Jammu 181221, India

Email address: kirpa.garg@gmail.com

Department of Mathematics, Indian Institute of Technology Jammu, Jammu 181221, India

Email address: sartaj.hasan@iitjammu.ac.in

Department of Computer Science, Electrical Engineering and Mathematical Sciences, West-

ern Norway University of Applied Sciences, 5020 Bergen, Norway

Email address: csr@hvl.no

Applied Mathematics Department, Naval Postgraduate School, Monterey, CA 93943, USA

Email address: pstanica@nps.edu

https://eprint.iacr.org/2024/577
arXiv:2404.12208

	1. Introduction
	2. Preliminaries
	3. General results on the EBCT
	4. EBCT, LBCT and UBCT of a function in terms of its DDT
	5. Consequences of our results for APN functions
	6. Consequences of our results for some well-known functions
	7. DBCT of Gold function
	8. Invariance under Extended Affine Equivalence
	9. Conclusion
	References

