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ABSTRACT

As a solution concept in cooperative game theory, Shapley value
is highly recognized in model interpretability studies and widely
adopted by the leading Machine Learning as a Service (MLaaS)
providers, such as Google, Microsoft, and IBM. However, as the
Shapley value-based model interpretability methods have been thor-
oughly studied, few researchers consider the privacy risks incurred
by Shapley values, despite that interpretability and privacy are two
foundations of machine learning (ML) models.

In this paper, we investigate the privacy risks of Shapley value-
based model interpretability methods using feature inference at-
tacks: reconstructing the private model inputs based on their Shapley
value explanations. Specifically, we present two adversaries. The
first adversary can reconstruct the private inputs by training an
attack model based on an auxiliary dataset and black-box access
to the model interpretability services. The second adversary, even
without any background knowledge, can successfully reconstruct
most of the private features by exploiting the local linear correla-
tions between the model inputs and outputs. We perform the pro-
posed attacks on the leading MLaaS platforms, i.e., Google Cloud,
Microsoft Azure, and IBM aix360. The experimental results demon-
strate the vulnerability of the state-of-the-art Shapley value-based
model interpretability methods used in the leading MLaa$ platforms
and highlight the significance and necessity of designing privacy-
preserving model interpretability methods in future studies. To
our best knowledge, this is also the first work that investigates the
privacy risks of Shapley values.
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1 INTRODUCTION

Nowadays, machine learning (ML) models are being increasingly
deployed into high-stakes domains for decision making, such as
finance, criminal justice and employment [6, 13, 18, 45]. Although
demonstrating impressive prediction performances, most deployed
ML models behave like black boxes to the developers and practition-
ers because of their complicated structures, e.g., neural networks,
ensemble models and kernel methods [13, 31]. To foster trust in
ML models, researchers design numerous “explainable” or “inter-
pretable” methods to help humans understand the predictions of
ML systems. In this paper, we focus on Shapley value-based local
interpretability methods, i.e., the class of methods that use Shapley
value to explain individual model predictions.

Shapley value [50] is first proposed to distribute the surplus
among a coalition of players in cooperative game theory. Since
it theoretically satisfies a collection of desirable properties, i.e.,
symmetry, linearity, efficiency and null player [50], Shapley value is
widely recognized and adopted as the model interpretability method
in both academia [13, 14, 17, 18, 31, 34, 56] and the leading MLaa$
platforms, such as Google Cloud, Microsoft Azure and IBM aix360 [2,
8, 15]. But with the increasing deployment of ML models in the
high-stakes domains, few studies related to model interpretability
consider the privacy issues, despite that privacy and interpretability
are two fundamental properties demanded by regulations [26, 48].
Motivation. Interpretability is a significant aspect of ML models.
Specifically, “the right to explanation” has been included in the Euro-
pean Union General Data Protection Regulation (GDPR) [26, 30, 48].
Model interpretability is especially critical in the high-stakes do-
mains. For example, in a data-driven loan platform supported by
a financial institution, a customer who submits a loan applica-
tion will receive an approval decision recommended by an ML
model [6, 44]. If the loan application is denied, the customer has
the right to demand an explanation report behind the denial from
the ML platform, as shown in Fig. 1. It is worth noting that unlike
the private model inputs which are classified into highly sensitive
information in real-world applications, the explanation reports!
can be available to other personas except the customers and loan
officers. We give some examples of explanation releases as follows.
For companies, the explanations can help evaluate model bias and
correctness, e.g., identifying dataset shift where training data is
different from test data [44], and understanding where the model
is more or less confident for further improving its performance [6].
In these cases, the company needs to transmit model explanations

! Note that whether or not to include the private features in the explanation reports
depends on the practitioners and target users. For example, QII [18] and the demo
on Google Al Platform [15] only illustrate Shapley values in explanation reports.
Meanwhile, the demos on IBM x360 [2] and SHAP library [31] include both the
explanations and private features. In this paper, we focus on the first case.
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Figure 1: Attack framework based on explanation reports: (1) the attacker sends fake queries to ML platforms and receives
decisions with explanations; (2) based on the model inputs and explanations, the attacker designs a feature inference algorithm;
(3) the explanation reports from the target customers may be obtained by the attacker; (4) from these explanations, the attacker
can reconstruct the corresponding private features via the attack algorithm.

to ML service providers (which could be the third party) for analy-
sis [6]. For customers, the explanations could be shared on social
media and obtained by the adversary [69]. Because the privacy risks
in Shapley values are not well studied, both the companies and cus-
tomers may underestimate the sensitivity of model explanations
and transmit them in plaintext. Therefore, we are inspired to ask:
are there any privacy risks in the model explanations generated via
Shapley value? Although some studies exploit membership infer-
ence [51] and model extraction [3, 37] on model explanations, all
of them focus on the gradient-based heuristic methods instead of
Shapley values, and the information inferred by these attacks has
little relation to the ground-truth model inputs. In this paper, we
demonstrate the vulnerability of Shapley values by feature infer-
ence attack, i.e., reconstructing the private features of model inputs
based on their Shapley value explanations.

Challenges. There are three main challenges when performing fea-
ture inference on Shapley values. First is how to develop an in-depth
analysis on exactly how much privacy could be leaked by Shapley
values. Since the privacy analyses in previous works [3, 37, 51]
mainly target on the gradient-based explanations which are totally
different from Shapley values, we have to analyze the informa-
tion flow from private inputs to their Shapley values from scratch.
Second is how to design generalized attacks applicable to both
the original Shapley values and its variants [31, 34]. For compu-
tational efficiency, the sampling methods, e.g., Shapley sampling
values [34] and SHAP [31], are preferred in real-world applications.
Considering that the explanations produced by sampling methods
could randomly and greatly deviate from the ground-truth Shapley
values [31], the accuracies of feature inference attacks could be
significantly impacted by these unstable explanations, because fea-
ture inference focuses on recovering private information with the
finest granularity, i.e., the feature values of the model inputs. Third
is how to accurately infer private features via a limited number
of queries to the MLaaS platforms. Because different from previ-
ous adversaries [36, 51] who have unlimited access to the target
models, the adversary in the real-world setting needs to access the
ML service in a pay-per-query pattern [64]. A brute force method
that sends unlimited queries to the explanation platform may help
accurately estimate the private features, but can be easily detected

by the service provider and bring prohibitive financial and time
costs to the adversaries. An attack algorithm that accurately recon-
structs private features with a bounded error from a small number
of queries is necessary in real-world applications.

Contributions. In this paper, to design attacks that can be used on
Shapley sampling values with unknown sampling errors, we first
analyze the connections between model inputs and the associated
explanations in an information-theoretical perspective, and show
that the information of private features is contained in its Shapley
values as long as the variance of sampling errors is smaller than
that of the Shapley values. Then, we reveal the vulnerability of
Shapley value-based model interpretability methods by two feature
inference attacks. These attacks can be applied to both the original
Shapley values and Shapley sampling values, and a limited number
of queries (e.g., 100) to the ML services can enable the adversary to
accurately reconstruct the important private features correspond-
ing to the target explanation reports. Specifically, we present two
adversaries. The first adversary follows a similar setting to current
studies [24, 36, 47, 51] in which the adversary owns an auxiliary
dataset of model inputs. Based on the auxiliary dataset and black-
box access to the explanation service, the adversary can train an
attack model by empirically minimizing the sampling errors. The
second adversary is presented with a relaxed assumption of the first
one, who has only black-box access to the ML platform and no back-
ground knowledge about the private features. Feature inference is
harder to achieve for this adversary because the search space of pri-
vate features is infinite and the errors of the reconstructed features,
if any, are hard to be estimated without any auxiliary knowledge.
Nevertheless, we analyze the correlations between model inputs
and outputs as well as the Shapley values, and find that the local
linearity of model decision boundaries for some important features
can be passed to Shapley values. Accordingly, we propose an at-
tack algorithm by first approximating the black-box model with
a generalized additive model and then estimating the private fea-
tures via linear interpolations based on a set of randomly generated
model inputs. The estimation error of the second adversary can
be further bounded by Chebyshev’s inequality and Hoeffding’s
inequality. In the experiments performed on three leading model
interpretability platforms (Google Cloud [15], Microsoft Azure [38]
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and IBM aix360 [2]) with six real-world datasets and four black-box
models, we show that with only 100 queries, the first adversary can
reconstruct the private features with an averaging 10% deviation
from the ground truth features, and the second adversary can re-
construct at least 30% features with an averaging 14% deviation.
Our contributions are summarized as follows:

o We formally investigate the feasibility of feature inference
attacks on Shapley value-based model interpretability meth-
ods. We show that except “the right to explanation”, “the
right to be forgotten of explanations” should also be seri-
ously considered and regulated. To our best knowledge, this
is also the first study that focuses on the privacy risks of
Shapley values.

e We propose two adversaries with different assumptions. The
first adversary can reconstruct the private features via an
attack model trained on an auxiliary dataset, while the sec-
ond adversary can infer the important features by analyzing
the local linearity of model decision boundaries, without the
assistance of any background knowledge.

e We perform the proposed attacks on three leading model
interpretability platforms with six real-world datasets, three
synthesis datasets and four black-box models. The exper-
iments demonstrate the effectiveness of our attacks. We
analyze several defense mechanisms against the proposed
attacks and highlight the necessity for developing privacy-
preserving model interpretability methods.

2 PRELIMINARY
2.1 Machine Learning

We focus on the supervised machine learning tasks. Let D =
{(xf,y") € X x Y}L, denote a training dataset with m samples,
where X C R” denotes the input space with n features, and Y C R¢
denotes the output space with ¢ classes. Machine learning aims to
train a model f with parameters 8 such that the following loss
function is minimized:

min = 3" (((x'50).y') + (), )
t=1

where Q(0) denotes the regularization term for preventing the
model from overfitting.

Neural Networks. Neural network (NN) models consist of one
input layer, one output layer and multiple hidden layers, where
non-linear transformations, such as ReLU and Sigmoid, are used as
the activation functions after the hidden layers. Although demon-
strating impressive performance over the last few years, NN is less
trustable compared to the traditional linear models because the
information flow in NN is hard to be inspected [4].

Ensemble Models. Ensemble methods can improve the prediction
performance by first training multiple models and then combining
their outputs as the final prediction [46]. Two of the most popular
ensemble models are Random Forest (RF) [11] and Gradient Boosted
Decision Trees (GBDT) [22]. Although both of them are composed
of multiple decision trees, the training phases of these two models
are mostly different. Each tree in RF is independently trained based
on a subset of randomly selected samples and features, whereas
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the trees in GBDT are connected and one successive tree needs to
predict the residuals of the preceding trees. Because the predictions
of the ensemble models are aggregated from the outputs of multiple
trees (e.g., voting in RF and addition in GBDT), it is still a difficult
task to interpret these ensemble ouputs [46].

Kernel Methods. Kernel methods are mainly used to recognize
the nonlinear patterns in the training datasets [41]. The main idea
is to first project the input features into a high-dimensional space
via non-linear transformations and then train linear models in that
space. One of the most famous kernel models is the support-vector
machine (SVM) with kernel trick [10]. Note that kernel SVMs learn
data patterns of the transformed features in the high-dimensional
space instead of the original features, which makes its predictions
hard to be interpreted [42].

2.2 Shapley Value

Shapley value [50] is a widely recognized method for interpreting
model outputs in machine learning [17, 18, 31]. In this paper, we
focus on local interpretability: for an input sample x = {x;}]_; with
n features and a specific class in the model outputs, Shapley value
computes a vector s = {s;}!_, in which each element s; denotes
the influence of the corresponding feature x; on the target class of
model outputs. Now we introduce how to compute the importance
value s; for feature x;.

Let N = {1,---,n} be the index set of all features, S C N be a
collection of features, and x° = {x? | be a reference sample. A
sample x| ] is composed as follows: ¥j € N, (x[g1)j = x;if j €S
and (x[s])j = x? if j € N\S. Now given the feature indexes N and
a trained model f, the Shapley value of feature i is defined by:

1 fCesugiy)) — flxs))

i = ; (n—l)
SCN\{i} S|

@)

Note that m; (S, x) = f(x[su{i}]) —f (*[s]) represents the marginal
contribution of feature i to the feature set S. For example, suppose
X=[3 9 2 8],x=[6 0 3 4]andN ={1,2,3,4}, we
compute the marginal contribution of feature i = 1 to the feature
set S = {2,3} by f(x(123)]) — f(xp233) =F([6 0 3 8])-
f ([3 0 3 8]) Mathematically, we can interpret s; as the ex-
pectation of marginal contributions of feature i to all possible sets
composed by the other features S € N\{i} [14, 23].

Shapley sampling value. The O(2") complexity of Eq. 2 is com-
putationally prohibitive for most ML applications, thus most stud-
ies [18, 31] and MLaasS platforms [15] use a sampling method [34]
to compute the approximate Shapley values: let rp;; be the range
of the marginal contributions of feature i, and {P;CV }Zzl be v per-

mutations of N. For each permutation PIJCV , S denotes the set of

. In(£)r2,
features that precede i. By setting v > % , We can compute

the approximate Shapley values $; by Eq. 2 such that
Pr(|$;i —si| =€) < 6. (3)

Here € > 0 denotes the estimation error.
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Table 1: Summary of notations

Notation Description

f the black-box model deployed on an MLaaS platform
x the target sample to be reconstructed

n the number of features in x

] the output of the black-box model, i.e., f(x)

c the number of classes in g

s the Shapley values of x

x0 the reference sample for computing s

xf the i-th feature of the j-th sample x/

3 PROBLEM STATEMENT

System Model. In this paper, we consider a system model in which
a commercial institution trains a black-box model f based on a sensi-
tive dataset X;rqin and deploy it on an ML-as-a-service (MLaaS) [57]
platform, such as Google Cloud [15] and Microsoft Azure [8]. Users
can access the model based on a pay-per-query pattern [64]. Specif-
ically, a user can send a private sample x = {x;}}, to the service
provider and obtain a pred1ct10n vector § = {g;};_, with an expla-
nation vector s = {s;}]_, wr.t. a specific class, as shown in Fig. 1.
Note that the service provider can also return ¢ explanation vectors,
each of which corresponds to a class, but returning one vector s w.n.t.
a predefined class is the default setting in related studies [51] and
MLaaS platforms, e.g., Google Cloud [15]. Thus, for practicability
and without loss of generality, we consider one explanation vector
w.r.t. a specific class in this paper. We summarize the frequently
used notations in Tab. 1 for reference.

Attack Model. The previous studies in ML privacy [36, 40, 47, 51]
assume that the adversary can collect an auxiliary dataset Xgyx
which follows the same underlying distribution of the target sample
x. For example, a bank can synthesize a real-world dataset after
obtaining the feature names on the explanation report from its
competitors. In this paper, we study two adversaries by relaxing
the assumptions of previous studies. The first adversary follows the
setting in [36, 40, 47, 51], i.e., the attacker aims to infer the private
sample x based on the associated explanation vector s, an auxiliary
dataset X4y and black-box access to the prediction model f on
the MLaaS platforms: ¥ = Aj(s, Xaux, f), where X denotes the
reconstructed values of x. For the second adversary, we use a more
restricted but practical setting that the attacker has only black-box
access to the ML services, and no background knowledge about the
target sample x is available: X = A (s, f).

4 FEATURE INFERENCE ATTACKS BASED ON
SHAPLEY VALUES

In this section, we present the proposed feature inference attacks
under different settings. Based on an auxiliary dataset, the first
adversary can first learn a regression model with empirical risk
minimization, then map the explanation vector s into the private
feature space and accordingly obtain the estimation % of x. With
only black-box access to the MLaa$S platform, the second adversary
can accurately reconstruct the important features of x by exploiting
the linearity of local model decision boundaries.

Xinjian Luo, Yangfan Jiang, and Xiaokui Xiao

4.1 Adversary 1: Feature Inference Attack with
an Auxiliary Dataset

4.1.1 Motlvatlon Given an input sample x = {x;}’ ., a reference

=1’
sample x° and the access to a black-box model f, we can simplify

the computation of Shapley value in Eq. 2 as follows:

si = h(Xi; X1, Xim 1, Xix1, - 5 X, X°) + 6, (4)

where h = g o f is the composition of the black-box model f and a
linear transformation (i.e., the mathematical expectation) g on f. €
denotes the random noise caused by the sampling phase (Eq. 3).
Now we characterize the dependence between s; and x; via a
popular information metric called Mutual Information [13, 14]:

P(xi,s;)
I(xl,Sl)—/dsl/dxlp(x”sl) [log P( l)P(sl)] (5)

To reach a perfect security level of Eq. 4, we need to make I(x;;s;) =
0 such that the adversary can not obtain any useful information of
x; by observing s; [68].

For simplicity, we denote the variance and mean of a variable
x by o2 and py, respectively. We assume the noise € caused by
random sampling and the Shapley value s; computed by Eq. 4 follow
Gaussian distributions with mean 0 and some variances? because
of the central limit theorem [5, 16, 34], thus

52
! exp [— - (6)
A [27wszi

203,
Note that because € is Gaussian noise and € = s; — h(x;), then
given x;, s; also follows a Gaussian distribution si|x; ~ N (g, |x;» 0‘3 |x_),
1 12

P(si) =

where pig, |y, = h(x;) and o, |, = 0e. Specifically,

Plsibo) = p| - )
27[0'2 266
Then we can rewrite Eq. 5 as follows:
P(silxi)
Iss) = [ ds / PG frog 0| ®
,/2 5 L )2
=LE In 7o} _ (si — h(xi)) " )

2
Si
In2 [2”0_3 202 202,
[ 2
1 Og.; 1 1
=—FE|In B A + - (10)
In2 2 22

, (11)

1
=-E
2

where Eq. 10 follows because for the second term of Eq. 9, € =
si — h(x;) and E(€?) = o2 + pte = o2, making the numerator cancel
with the denominator, and so does for the third term.

2 We have conducted a y? goodness-of-fit test on the Shapley values generated on
the Google platform from two datasets: Bank [39] and Diabetes [55], where Hj is
“Gaussian density (theoretical) distribution can well fit the density distribution of the
observed Shapley values”. Test results show that for Shapley values generated from
Bank and Diabetes, the divergence statistics are 3.84 and 2.48, and p values are 0.998
and 0.999. Therefore, under p > 0.05, we can not reject Hy.



Feature Inference Attack on Shapley Values

¢ v |

~

<3
B B xe

Figure 2: Overview of the attack with an auxiliary dataset. |
is the attack model.

Now to achieve a perfect level of security, we need to make
I(x;85) =0, ie., crszl_ = ag in Eq. 11. But to obtain a reasonable inter-
pretability s; of x;, we need to minimize the noise component [13],
which means that O'Szi > 07 is necessary from the perspective of
practicability. In summary, an adversary can always infer useful
information of x; from the explanation report as long as the Shapley

values are meaningful.

4.1.2  The Attack with Auxiliary Datasets. Previous studies, such as
membership inference [47, 51] and property inference [24, 36], as-
sume that the adversary owns an auxiliary dataset Xy« following
the same underlying distribution of the target samples. This assump-
tion is reasonable because the competing companies own datasets
that have the same features but different customer bases [29]. The
users of the MLaaS platforms can also collect a dataset Xgux by
collusion [38]. In this section, we follow this assumption and show
that the adversary can reconstruct the target samples by training a
regression model on Xgyx-

Based on the analysis in Section 4.1.1, we know that the expla-
nation vector s is related to the private sample x. Although the
intensity of the noise € is unknown, the adversary can still learn a
model to reconstruct x by minimizing the noise component. Specifi-
cally, the adversary can send prediction queries for all x4,x € Xaqux
to the MLaaS platform and obtain the corresponding explanation
set Squx. Now we rewrite Eq. 4 as

s = ¢(x;x0). (12)

The task becomes learning a hypothesis ¢ : Squx — Xaux that
serves as the attack model. Here, X;;,x C R” represents a real-
world dataset with finite cardinality. Additionally, both x and s are
real-valued vectors, and we have |X;yux| = |Saux|- The key obser-
vation is that our experiments exhibit a one-to-one correspondence
between Xgyx and Sgyx. This correspondence enables us to learn a
hypothesis ¢ : Squx — Xaux to model the relations between input
samples and Shapley values. We can then use ¢ to produce the
target x from an unknown s. Note that collisions may occur during
the generation of Sgyx from Xjy,x; that is, multiple input samples
might result in the same Shapley vector. However, such collisions
are infrequent and have not been observed in our experiments to
date. When collisions do occur, we can address them by removing
the affected (x, s) pairs before learning the hypothesis .

It is also important to note that learning a hypothesis ¢ : Squx —
Xaux does not imply that the function ¢ : Xgux — Saux is in-
vertible. The invertibility of ¢ depends on the properties of the
underlying models, which is not guaranteed for most model types.
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Figure 3: The Pearson correlation coefficient p between the
first seven features of the Diabetes dataset [55] and the model
output j as well as the corresponding explanations s. NN and
Google Cloud [15] are used as the testing model and platform.

Nevertheless, the size of the auxiliary dataset |Xgyx| is always finite
in real-world applications, and the adversary can typically learn a
hypothesis ¥ : Sgux — Xaux by minimizing the empirical risk as
shown in Fig. 2:

1

min
yeH |Xaux|

D L (Saux), Xaux) + W), (13)

where L denotes the loss function, H denotes a set of hypotheses
and Q is the regularization term. After learning a model ¢, the
adversary can use it to reconstruct a private sample x based on its
Shapley values s: x = /(s). Note that the regularization term in
Eq. 13 is significant to help the model focus on the information of
x instead of the noise € in s. The attack with an auxiliary dataset is
summarized in Algorithm 1.

4.2 Adversary 2: Feature Inference Attack with
Data Independence

4.2.1 Motivation. Suppose the adversary has no auxiliary datasets
Xgux, it will be impossible for the adversary to learn an attack
model as discussed in Section 4.1 because the distributions of the
target private features are unknown. A naive way to restore x from
s is that the adversary generates a random dataset X 4,4, sends the
samples in this dataset to the MLaa$ platform separately and obtains
the corresponding explanations S, ;4. Provided that the size of the
random dataset is large enough, there will be some s,4,4 € S;and
such that ||s,qnq — sll2 < & where £ is a small threshold. The
adversary can use the x,,,4 associated with s, 4,4 as the estimation
of x. But there are two problems in this method. First is that to
improve the estimating accuracy, the adversary needs to randomly
draw a large number of samples, e.g., |X,4nq| > 10000, from the
possible feature space and send them to the MLaaS platform, which
can be costly on the pay-per-query service and increase the risk of
being detected and blocked by the service provider. Second is that
although ||s,4nqd — sll2 < & holds, the corresponding x,.4,4 can be
a false positive case in which ||x,4,q — x||2 is large.

In the experiments, we observe that the level of correlations be-
tween a feature x; and the model output 7 is closely consistent with
the correlations between x; and its explanation s;. Fig. 3 shows an
example. First, we train a neural network on a real-world Diabetes
dataset [55] and deploy it to Google Cloud [15]. Then, we send
queries of x = {x;}}; to the deployed model and obtain the model
outputs § and explanations s = {s;}!_,. We compute the Pearson
correlation coefficients® between the first seven features and 7 as

3 p(x,y) = % where cov(x, y) denotes the covariance between x and y [62].
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Algorithm 1: The Attack with an Auxiliary Dataset

Input: the black-box model f, an auxiliary dataset Xqyux, a
learning rate ¢, the target Shapley values s

Output: The reconstructed private input x
1 Saux — ¢(Xaux;f); // Send queries to the ML platform
2 0y «— N(0,1); // Initialize the attack model
3 for each epoch do

4 for each batch do

5 loss «— 0 ;

6 B « randomly select a batch of samples ;

7 for j € {1,---,|B|} do

8 L (kaux)j — ¢((saux)j§9¢) 5

9 loss += L((kaux)j, (xaux)j) N

10 0y —0y-a- VH./,IOSS ;// Update the attack model

1 k< y(s;0y);

12 return X;

well as s and show them in Fig. 3, from which we observe that the
values of py, ; and px, s; are similar for all x;. Note that the Pear-
son correlation coefficient measures the linear correlation between
variables [62], which inspires that to reduce the number of random
queries and improve the estimation accuracies, we can exploit the
local linearity of the decision boundaries of the black-box model f
w.r.t. some important features x;. Then by interpolation based on
a small random dataset X, ,,,4, we can accurately reconstruct the
values of these features from the corresponding Shapley values s.

4.2.2 The Attack with A Random Dataset. In this attack, because the
adversary has no information on the data distribution and feature
interactions, different features in the random dataset X, ,,4 have
to be drawn independently, i.e., the features are independent of
each other in X, 4,4, which means that the features of x need to
be restored separately from s. To achieve this task, we introduce a
generalized additive model (GAM) [35] to approximate the black-
box model f:

f(x) = fixr) + fa(x2) +- - + fa(xn) + €, (14)

where €y denotes the error caused by GAM approximation, and f;
denotes an unknown smooth univariate function. Note that GAM
can theoretically minimize the Kullback-Leibler distance to the
original function [35] and has been used for analyzing the data flow
in neural networks [1, 66] and random forests [27]. Replace Eq. 14
into Eq. 2, we have

si = filxi) = fi(x]) +es, (15)

where f; (x?) is a constant, and €5 denotes the sampling error. If s;
is linearly correlated with x; (i.e., f; is monotonic around x;), we

can first find a set of { (xmnd){ }5?:1 from the random dataset X, ;4
with |(smnd){ —si| < & then estimate x; by %; = % Z?ﬂ(xrand)l!-

Bounding the estimation error. Now we theoretically analyze
the estimation error of the interpolation-based attack method. Since
the features are reconstructed independently, it suffices to focus on
only one feature in the target Shapley values s, say s;. Let x; be the
private feature associated with s;, X be a random variable whose
Shapley value sx is close enough to s;, i.e., |sx — s;| < & where £ is
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Figure 4: Examples of correlations between private features
and the corresponding Shapley values.

a small threshold. Let {/ }§=1 be k independent sampling points of

X, and x; = % 2 %/ be the empirical mean of these k points. Now
by Chebyshev’s inequality [60], we have

1
Pr(lxi —pl Suo) 21— —, (16)
u

where u denotes any real number with u > 1, y and o denotes
the expectation and standard deviation of X, respectively. Because
we use an empirical mean x; of X instead of its expectation y to
estimate x;, we need to further bound the deviation between %; and
p via Hoeffding’s inequality [61]:
2wk
Pr(|xi —p|l <w)>1-2exp|-————, 17
(i = pl < w) S D
where w denotes any real number with w > 0, [a, b] denotes the
range of the k random points, i.e.,a < ¥/ < bforall j. By combining
Eq. 17 with Eq. 16, we have

1 2wk
Pr(|x; —Xi| < uc+w) > I—F—Zexp(ln(uz_l)——(bv_va)z)/uz.

Note that 0 < %. The result of Eq. 18 shows that when the

range [a, b] of the sampling points {%/ }’;:1 becomes smaller, the
estimation x; becomes more accurate with a larger probability. For
example, let u = 2, w = 0.1 and k = 30. If b — a = 0.1, we can
reconstruct x; with an error less than 0.2 in a probability of larger
than 75%. And if b — a = 0.5, the estimation error becomes 0.6 in a
probability of 61%.

We explain the intuition behind the error bound via Fig. 4, which
depicts the possible correlations between x; and s;. The observation
is that for important features, a slight change in their values will lead
to a great difference in the model predictions and explanations (see
the example in Fig. 3), which means that in general, these features
are linearly correlated with their Shapley values, e.g., the left figure
of Fig. 4. In this case, the range of estimations [a, b] tends to be
small, leading to an accurate reconstruction of these features. On
the other hand, the less important features have little impact on the
model predictions and explanations. This case corresponds to the
right figure of Fig. 4, i.e., the feature values scattered in a large range
can produce a similar Shapley value s;. And accordingly, os; < o
(Eq. 11) holds, making the estimation x; far from the ground truth
x; as the information of x; contained in s; is overridden by the
approximation noise.

Algorithm 2 shows the attack details of adversary 2 without any
background knowledge. First, we generate a random dataset X, 4,4
(line 2) and send it to the MLaaS platform to obtain an explanation
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Algorithm 2: The Attack with Data Independence

Input: the black-box model f, the threshold for sampling error &,
the minimum number of interpolation samples mc, the
threshold for the range of estimation values z, the target
Shapley values s

Output: The reconstructed private input x

1 X< 0;

2 Xrana < Random Samples ;
3 Srand — ¢(Xrand§f) 5

4 me— [Xrqnal ;

// Send queries to ML platform

5 ne|s|;

6 fori=1,2,...,ndo // For each feature
7 St — Si;

8 De0; // The distance set from s;
9 for j=1,2,...,mdo

10 dist « ||s¢ _A(Srand)l!HZ;

11 X — (xrand){;

12 D «— DU (dist, x);

13 Sort D on dist in an ascending order;

14 C—0; // The candidate set of x;
15 for j=1,2,...,mdo

16 (dist,x) < Dj;

17 if |C| < mc ordist < £then // The Shapley error
18 L C«— CUx;

19 if max C — minC > 7 then // The estimation error
20 L X — L

21 else

22 L Xi — Ilﬁ > G

23 X — xUX;;

24 return Xx;

set Syqna (line 3). Then, we try to reconstruct the private features
x associated with the target Shapley values s one by one (line 6-23).
For a target feature x;, first, we compute the distances between
its s; and the Shapley values of the i-th features in the random
samples (line 9-12). After that, we sort the random features based
on the Shapley value distances (line 13) and accordingly choose the
candidate estimations of x; whose Shapley value distances are less
than a threshold &. Note that & (> €;) indicates the approximation
error of Shapley sampling values (see Eq. 3 and 15) and is used
to impose the estimation error bound in Eq. 18 on the real value
of x;. We use an empirical threshold m¢ as the minimum size of
the candidate set to reduce possible estimation bias. In the end,
we only reconstruct those private features with value ranges of
the candidate estimations less than a threshold 7 (line 19). The
complexity of Algorithm 2 is O(nmlog m), where n denotes the
number of target features and m denotes the size of the random
dataset, i.e., | X, 4nq|. It is worth noting that although the accuracy of
estimation is limited by the sampling size m, in the experiments, we
show that m = 100 suffices to reconstruct more than 30% features
with high accuracies from the complicated models (e.g., NN).
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4.3 Attack Generalization

It is worth noting that our attacks are designed based on the inher-
ent limitations of Shapley values. Specifically, we can simplify the
computation of Shapley values into three steps: first use an affine
transformation to generate a feature replacement dataset from x
and x°, then feed the dataset into the target model, and finally use
another affine transformation on the model outputs to obtain Shap-
ley values. Because the mapping from private features to Shapley
values is fixed, we can then propose the inverse mapping attack
(attack 1) and the GAM transformation-based attack (attack 2) to
reconstruct the inputs from their explanations.

On the contrary, other popular explanation methods, e.g., LIME [44]
and DeepLIFT [53], focus on approximating the linear decision
boundary around the target features via a set of heuristic rules,
where the mappings between features and explanations among
different samples are unstable and various [4], leading to little con-
vergence of attack 1 and invalidating the GAM transformation and
error bounds of attack 2. For justification, we compared the perfor-
mance of attack 1 on Shapley values, LIME, and DeepLIFT tested
on the Google Cloud platform [15], where the testing model and
dataset are NN and Adult [19]. Note that attack 2 is not applicable
to other explanation methods because the GAM transformation is
based on the computational formula of Shapley values. For attack 1,
the averaging ¢ error of feature reconstruction tested on Shapley
values is 0.0768, which is far better than 0.1878 on LIME, 0.1527
on DeepLIFT, and 0.1933 on the empirical random guess baseline
(see Section 5.1). The conclusion is that the proposed attacks are
targeted on Shapley values, and specific optimizations are needed
to apply them to other heuristic explanation methods. We leave it
as our feature work.

5 EXPERIMENTS

5.1 Experimental Setting

The proposed algorithms are implemented in Python with PyTorch %,
and all attack experiments are performed on a server equipped with
Intel (R) Xeon (R) Gold 6240 CPU @ 2.60GHzx72 and 376GB RAM,
running Ubuntu 18.04 LTS.

Explanation Platforms. To validate the effectiveness of the pro-
posed attacks on real-world applications, we conduct experiments
on three leading ML platforms: Google Cloud Al platform [15],
Microsoft Azure Machine Learning [8] and IBM Research Trusted
Al [2]. For the experiments on Google and Microsoft platforms, we
first train models and deploy them in the cloud, then send predic-
tion and explanation queries to the deployed models to obtain the
corresponding explanation vectors. The experiments on the IBM
platform are performed locally because a python package called
AT Explainability 360 [2] is available. In addition, to test the at-
tack performance w.r.t. different sampling errors, we implement
a Vanilla Shapley sampling method [56], because the explanatory
API provided by Google only supports up to 50 permutations for
sampling computation (e.g., v < 50 in Section 2.2) while the APIs
provided by Microsoft and IBM are based on SHAP [31] which fails
to provide a theoretical error bound for Shapley approximation.

“https://pytorch.org/
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Table 2: The Experimental Datasets.

Dataset Instances Classes Features
Adult 48842 2 14
Bank marketing 45211 2 20
Credit card 30000 2 23
Diabetes 130-US hospitals 68509 3 24
IDA 2016 Challenge 76000 2 170
Insurance Company Benchmark 90000 2 85
Synthetic datasetx3 100000 5 12

The experiments are performed on the Google platform by default
unless otherwise specified.

Datasets. Six real-world datasets are used in the experiments:
Adult [19] for predicting whether one’s income will exceed 50000
per year, Bank Marketing [39] for predicting whether a client will
subscribe a deposit, Credit Card Clients [67] for predicting whether
a client is credible based on payment recordings, Diabetes 130-US
Hospitals [55] for predicting whether a patient will be readmitted,
IDA 2016 Challenge [19] for predicting whether a component fail-
ure in a truck is related to the air pressure system, and Insurance
Company Benchmark [58] for predicting whether a customer has
a caravan insurance policy. In addition, we use three synthetic
datasets generated via the sklearn > library to evaluate the impact
of correlations between input features and model outputs on the
attack performance. The feature values in all datasets are normal-
ized into [0, 1] for ease of comparison [32, 33]. The details of these
datasets are summarized in Tab. 2. For each dataset X, we randomly
split it into three portions: a dataset X;r4in With 60% samples for
model training, a dataset X;es; with 20% samples for model test-
ing and acting as the auxiliary dataset collected by the attacker, a
dataset X,,; with the rest samples for attack validation.
Black-Box Models. Four types of models are used in the experi-
ments: Neural Network (NN), Random Forest (RF), Gradient Boosted
Decision Trees (GBDT) and Support-Vector machine (SVM) with
the Radial Basis Function (RBF) kernel. The NN model consists of an
input layer with n dimensions, an output layer with ¢ dimensions,
and two hidden layers with 2n neurons per layer. The number of
trees and maximum depth for each tree are set to {100, 5} for RF
and {100, 3} for GBDT. The models deployed on Google Cloud are
trained with TensorFlow ¢, while the models on other platforms are
trained with Pytorch (NN) and sklearn (RF, GBDT, SVM). The initial
states of models and training hyper-parameters among different
platforms are set to be the same for consistency.

Attack Algorithms. For adversary 1, we train a multi-layer per-
ceptron as the attack model ¢, which consists of one input layer
with n dimensions, one output layer with n dimensions, and one
hidden layer with 4n dimensions. Sigmoid is used as the activation
function of both the hidden and output layers. The reason is that
MLPs with Sigmoid activation can approximate any models with a
desired accuracy [28] and are suitable for learning a pseudo inverse
mapping of the black-box models with unknown structures. For
adversary 2, we set the minimum number of the interpolation sam-
ples m¢ in Algorithm 2 to be 30, and the threshold 7 for the range

Shttps://scikit-learn.org/stable/
Shttps://www.tensorflow.org/
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of estimation values to be 0.4. For the threshold of sampling error
&, considering that the intensities of Shapley values in different
datasets are also different, we determine & based on the tight range
r = maxS — min S of the available Shapley values S for different
datasets and set it to be £ by default. Note that S can be generated
from Xgyx or Xygng-

Metrics. We use the Mean Absolute Error (MAE, i.e., £; loss) to
measure the distances between the reconstructed private inputs x
and the ground truth inputs x:

. 1 m.n N .
a(x)=—3 > 1% -l (19)

j=1i=1
where m is the number of samples in the validation dataset X,
and n is the number of features. Besides, we use the success rate

(SR) to evaluate the percentage of features that can be successfully
reconstructed by attack 2:

- |Xz)al b J—|
mn

SR (20)
where |X,, # L| represents the total number of features that
are successfully restored in X,4;. For each experiment setting, we
first randomly select 10 independent samples from X}, 4ip as the
reference samples x° (see Section 2.2), then accordingly conduct 10
independent experiments and report the averaging results.
Baselines. For adversary 1, since the attacker owns an auxiliary
dataset that shares the same underlying distribution Px of the
private inputs x, we use a random guess baseline based on the
empirical distribution (called RG-E) that estimates the values of x
by randomly sampling a vector x ~ Px. For adversary 2, since the
attacker does not know the distribution of the private inputs, we
use two random guess baselines to estimate the values of x: a Uni-
form distribution U(0, 1) (called RG-U) and a Gaussian distribution
N(0.5,0.25%) (called RG-N). Note that RG-N can generate random
values falling in [0, 1] with a probability of at least 95% [32].

5.2 Attack Performance w.r.t. Different
Numbers of Queries

In both attacks, the adversary sends queries to the MLaa$ platforms
in a pay-per-query pattern. If the number of queries needed is large,
the cost for the adversary could be unacceptable. In this section, we
evaluate the performance of attack 1 and 2 under different number
of queries. The number of permutations used to compute Shapley
sampling values is set to 50. We first vary the number of queries,
i.e., the size of the auxiliary dataset |Xgyx| or the random dataset
|Xrandl, in {100, 200, 400, 800, 1600}, then test the performance of
attack 1 and 2, respectively. Fig. 5(a)-5(d) show the #; losses of attack
1. Fig. 5(e)-5(h) and Tab. 3 show the #; losses and success rates of
attack 2. We have two observations from the results.

First, with the increase of queries, the estimation errors of adver-
sary 1 and 2 slightly decrease (Fig. 5(a)-5(h)), and the success rates
of adversary 2 generally increase (Tab. 3). The reason is straight-
forward: in adversary 1, the attack model ¢ can obtain a better
generalization performance when the training dataset Xg,x be-
comes larger; for adversary 2, a finer sampling of random points
can help produce smaller value ranges of the candidate estimations
on the private features, thus reducing the estimation error bound
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Figure 5: (a)-(d): the performance of attack 1 w.r.t. different sizes of auxiliary datasets; (e)-(h): the performance of attack 2 w.r.t.
different sizes of random datasets.
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Figure 6: The performance of the proposed attacks tested on different platforms: (a)-(d) attack 1, (d)-(e) attack 2.

(see Eq. 18) and leading to better attack accuracies. Meanwhile, the For adversary 2, the decision boundaries of RF and GBDT are more
improvements in the attack accuracies are limited. For example, complicated than that of NN and SVM, leading to fewer local lineari-
when varying the number of queries from 100 to 1600, the losses ties between features and Shapley values, and thus larger estimation
only decrease by 0.03 in adversary 1 and 0.05 in adversary 2 on the errors. As discussed in Section 2.1, each tree in the ensemble mod-
NN model of the Credit dataset. This means that a small number of els is typically trained on a set of randomly selected samples [46].
queries (typically 100) suffice to initialize successful attacks. This method can prevent overfitting meanwhile introducing more

Second, the proposed attacks perform worse on the ensemble randomness to the decision boundaries. The decision boundaries of
models (RF and GBDT) than on NN and kernel SVM, e.g., Fig. 5(d), NN models, on the other hand, are relatively smoother. In addition,
5(f) and 5(h). For adversary 1, the key idea is to learn the inverse the linearities between the important features and model outputs
mapping of the black-box models with a three-layer MLP. Each can be effectively preserved in NN, because the activation functions
of the ensemble models used in our experiments consists of 100 intercept little information of these features.

decision trees. Compared to NN and kernel SVM, the decision
boundaries of the ensemble models are more complicated and diffi-
cult to be accurately imitated by a simple neural network [9, 43].
Therefore, the generalization performances of the attack models
trained on ensemble models become worse than on other models.
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Table 3: The success rates of attack 2 w.r.t. different |X, ;4]

Different | X, gnal

Dataset | Model 50— 00—60— 800 1600
NN | 05871 07220 07520 0.7928 0.7961

Credit RF | 04515 04976 0.5307 05833 0.5858
SVM | 05575 07607 0.9404 0.9549  0.9552

GBDT | 0.4680 0.6721 0.6833 0.6984 0.7486

NN | 03911 06663 07509 0.7947 0.8262

Disbetes | RE | 02798 03368 03830 04113 04469
SVM | 03763 05420 0.6826 07241 0.6975

GBDT | 03151 04176 04389 05043  0.5361

NN | 07835 09896 09972 0.9972 0.9973

DA RF | 03114 03464 03763 04306 0.4857

SVM | 0.8965 09614 09671 09581 0.9638

GBDT | 0.2854 03171 03463 03515 0.3849

NN | 09523 09684 09708 0.9688 09696

Ineurance | RE | 03194 03339 03833 04399 04518
SVM | 0.6054 0.6764 0.7335 0.7529 0.7539

GBDT | 03043 03072 03176 03268 0.3446

5.3 Attack Performance w.r.t. Different MLaaS
Platforms

In this section, we evaluate the proposed attacks on different MLaaS
explanation platforms. Because the methods for computing Shap-
ley sampling values among different platforms are different, we
implement a Vanilla Shapley sampling method based on [56] for
comparison. The number of permutations sampled for computing
Shapley values is set to 50 in both the Vanilla method and Google
Cloud platform. Note that this parameter is not supported in the Mi-
crosoft Azure and IBM aix360 platforms because their explanation
methods are based on SHAP [31], which computes Shapley values
via a heuristic regression method instead of sampling permutations.
The numbers of queries in both of the adversaries are set to 1000.
The Shapley sampling error ¢ in adversary 2 (Algorithm 2) is empir-
ically set to £ among all platforms for comparison. Fig. 6(a)-6(d) and
6(e)-6(h) show the performance of adversary 1 and 2, respectively.
Tab. 4 shows the success rates of adversary 2 corresponding to
Fig. 6(e)-6(h).

From Fig. 6(a)-6(d) we observe that the attacks performed on
Microsoft and IBM platforms achieve similar performance, which
is expectable because these two platforms compute Shapley values
via the same regression method. We also observe slight differences
between the attacks performed on Vanilla and Google platforms
although both of their implementations are based on the same Shap-
ley sampling method [56]. Note that for efficiency, the maximum
number of sampling permutations in Google Cloud is fixed to 50,
which greatly reduces the computation costs from O(2") to O(50),
meanwhile producing relatively large sampling error. As discussed
in Section 4.1, a large error can override the information of private
features in the Shapley values, leading to unstable reconstructions
(see Eq. 11). Nevertheless, the proposed attacks can still reconstruct
the private features with high accuracy.

From Tab. 4, we observe that the success rates of adversary 2
performed on IBM and Microsoft platforms are lower than the
success rates on the Vanilla method and Google Cloud. Considering
that SHAP [31] computes Shapley values heuristically without
providing a theoretical approximation bound, the real sampling
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Table 4: The success rates of attack 2 w.r.t. different platforms.

Dataset | Model Different Platforms
IBM  Microsoft Google Vanilla
NN 0.9119 0.9066 0.9229 0.9788
Adult RF 0.5207 0.5221 0.5764  0.6181
SVM 0.5209 0.5192 0.6964 0.6460
GBDT | 0.4086 0.4054 0.4337  0.6426
NN 0.8808 0.9301 0.9803  0.9807
Bank RF 0.4133 0.4241 0.4857 0.4954
SVM | 0.4699 0.4561 0.6467  0.6396
GBDT | 0.3404 0.3384 0.5993 0.4774
NN 0.6405 0.6913 0.7961 0.8784
. RF 0.3913 0.4018 0.5858 0.4858
Credit
SVM | 0.4642 0.4759 0.6552  0.6295
GBDT | 0.3787 0.3389 0.4486 0.4595
NN 0.8863 0.9999 0.8262 1.0000
Diabetes RF 0.4733 0.4843 0.5469  0.5598
SVM 0.5079 0.5349 0.6975 0.6027
GBDT | 0.4111 0.4011 0.5361 0.5058

errors computed by IBM and Microsoft could be large. Although
the parameter £ in Algorithm 2 can guarantee that the real features
fall into the estimation range |[a, b], the reconstructions on IBM and
Microsoft could still fall in cases where the real Shapley sampling
error is far larger than £. But in Tab. 4, we observe that the success
rates of adversary 2 performed on IBM and Microsoft are at least
30%, which demonstrates the effectiveness of the proposed attacks.

5.4 Attack Performance w.r.t. Different Feature
Importance

As discussed in Section 4.2, the important features can be more
accurately reconstructed than the less important features. In this
section, instead of averaging the reconstruction loss over all fea-
tures, we give the attack loss per feature and dissect the connections
between attack accuracies and feature importance.

Three synthesis datasets with 12 features are used for the experi-
ments (see Tab. 2 for the details). To generate the features of different
importance, we first randomly draw five point clusters around five
vertices of a three-dimension cube and label each cluster with a
unique class. The three features of these random three-dimensional
points are called the key features. After that, we generate n, redun-
dant features by randomly and linearly combining the key features.
The rest 12 — 3 — n, features are generated from random noises. The
key features and redundant features are called important features.
We vary the percentages of important features in {25%, 50%, 75%}
and accordingly generate three synthesis datasets. In addition, two
real-world datasets, Credit and Diabetes, are also used for justifica-
tion. The importance of feature x; is defined as the Mean Absolute
Correlation Coefficients (MACC) between x; and model outputs 3:

9

MACC(x1,) = - 3 abs(p(xi, ), (21)
=

where § = {7; };:1 denotes the model outputs and p is the Pearson
correlation coefficient [27, 62]. Note that MACC measures the
averaging linear correlation between x; and ¢. A larger MACC
indicates that the change of x; can produce larger variations in .
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We use the absolute values of correlation coefficients because we
focus on the intensities instead of the directions of the correlations.

We first train an NN model on Google Cloud, then compute the
MACC:s of different features in X,,,; and show them in Fig. 7(a). We
then accordingly perform the proposed attacks on these models and
show the #; loss per feature of adversary 1 in Fig. 7(b). The losses and
success rates per feature of adversary 2 follow a similar pattern and
thus are omitted in this paper. From Fig. 7, we can see that the more
important features (deeper colors in Fig. 7(a)) will be reconstructed
with lower errors (lighter colors in Fig. 7(b)). This observation is
consistent with the motivations of model interpretability methods:
if a feature is more important, the variations of its value can cause
a greater impact on the model outputs, thus producing a greater
value on the model explanations. But accordingly, its Shapley value
will contain more information of this feature and can be accurately
reconstructed in a larger probability.

5.5 Attack Performance wr.t. Different Shapley
Sampling Errors

As discussed in Section 4.1 and 4.2, the proposed attacks can be
applied to the explanation methods with unknown sampling errors.
To evaluate the robustness of the proposed algorithms, we first vary
the Shapley sampling errors € in {r/5,r/10,r/20,0} and accord-
ingly generate Shapley values with different errors via the Vanilla
method, then test the attack performance on these explanations.
The 6 in Eq. 3 is set to 0.1. The test model is GBDT. We empirically
set £ in Algorithm 2 to £ in all experiments, which corresponds to
the real-world scenario that the adversary has no information about
the sampling error. The numbers of queries in both attacks are set
to 1000. The attack losses of adversary 1 and 2 on Credit are shown
in Fig. 8(a), with the success rates {0.4685, 0.4689, 0.4758,0.4824}
of adversary 2. The losses on Diabetes are shown in Fig. 8(b), with
the success rates {0.4730, 0.4921, 0.4955, 0.5057} of adversary 2.

We make two observations from the results. First, the recon-
struction accuracies of the proposed attacks slightly improve as
the sampling errors decrease. This is reasonable because with the
decrease of random noises, the information of the private features
contained in Shapley values will increase, which is beneficial to the
reconstruction algorithms. But the improvement is slight, demon-
strating the robustness and efficiency of the proposed attacks even
under large sampling errors. For justification, only 37 random per-
mutations of features are needed to achieve the sampling error of
r/5, whereas 2" permutations are needed to achieve zero sampling
errors. Second, the losses of adversary 1 are slightly larger than
the losses of adversary 2. The reason is that adversary 2 can only
reconstruct roughly 50% important features, while adversary 1 can
reconstruct all features, among which the less important features
contain more noise and thus reduce the overall attack accuracies
of adversary 1. Nevertheless, both attacks can achieve far better
accuracies than the random guess baselines.

6 COUNTERMEASURES

Reduce the Mutual Information between Inputs and Shap-
ley Values. As discussed in Section 4.1, minimizing the mutual
information I(x;;s;) can help protect the privacy of x, which has
been used as a defense mechanism in previous works [59]. Now we
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revisit the mutual information between x; and s; :

I i) = Hsp) - Hsilxr) ' H(si), (22)

where H(s;) denotes the entropy of s;, and (a) follows because s;
is a function of x; (see Eq. 2). A way to reduce I(x;;s;), i.e, H(s;),
is quantizing the Shapley values. Specifically, we can first force
the Shapley values of each feature to be one of 5/10/20 different
values, respectively, then evaluate the impact of this quantization
strategy on the accuracies of the proposed attacks. The results are
shown in Fig. 9(a)-9(d). We observe that the quantization strategy
has little impact on the performance of attack 1. Let k denote the
number of values defined in quantization, the space size of the
target Shapley vector s is k", which could be far larger than |Squx/,
indicating that the one-to-one correspondence between Xgyx and
Saux still holds in a great probability. Meanwhile, the quantization
strategy can reduce the accuracies and success rates of attack 2,
which is expected because the range of the candidate estimations
for a feature is enlarged and thus leading to larger estimation errors
(Eq. 18). Note that quantization can harm the utility of Shapley
values, because two different input samples may produce the same
explanation. Developing the privacy-preserving interpretability
methods that achieve a good utility-privacy trade-off could be a
promising direction in future studies.

Regularization. Previous studies [12, 32, 36, 47, 47, 57] demon-
strate that regularization techniques, including dropout and en-
semble learning, can prevent the models from memorizing private
inputs and thus mitigate the risks of information leakage. In Sec-
tion 5.2, we discuss the attack performance on different models and
conclude that ensemble models can reduce the attack accuracies to a
limited degree. In this section, we discuss the impact of the dropout
strategy [54] in neural networks on the accuracies of the proposed
attacks. In the experiments, we first add a dropout layer after each
hidden layer and vary the dropout rate in {0.2, 0.5, 0.8}, then evalu-
ate the corresponding attack performance. From Fig. 9(e)-9(h), we
make an interesting observation that instead of harming the attack
accuracies, the Dropout strategy improves the attack accuracies,
which is entirely different from previous studies [12, 32, 36, 47].
The reason is that Dropout prevents NN models from overfitting by
smoothing the decision boundaries during training, which provides
more advantages to the proposed attacks. Note that from Fig. 9(g)
and 9(h), we see the success rates of attack 2 drop when the dropout
rate is 0.8. The reason is that under this dropout rate, the NN models
are underfitting with decision boundaries containing randomness
produced in the parameter initialization, thus reducing the linearity
between inputs and outputs. However, this randomness causes little
impact on attack 1, because the MLP attack model used in attack 1
can learn different decision boundaries with a desired accuracy [28].
Reduce the Dimension of Shapley Values. Because the num-
ber of Shapley values w.r.t. a class is equal to the number of input
features (see Fig. 1), one intuitive defense is to reduce the num-
ber of Shapley values released. Note that the variance of Shapley
values, instead of the value intensity, indicates the importance of
features (see Eq. 11), thus simply releasing the largest k Shapley
values may harm the utility of explanations because the important
features in some samples may have small Shapley values. Instead,
we can empirically choose the top k important features based on
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Figure 7: The (a) MACCs and (b) #; losses of attack 1 w.r.t. different features in different datasets. The horizontal axes denote all
features in the synthesis datasets and the first 12 features in Credit and Diabetes.
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Figure 8: The performance of attack 1 & 2 w.r.t. different
sampling errors.

their Shapley variances and only release the Shapley values of these
k features as a defense. It is worth noting that this defense method
causes little impact on the accuracy of Attack 2 because different
features are reconstructed independently based on the correspond-
ing Shapley values (Algorithm 2). Therefore, we mainly test the
performance of Attack 1 under this defense. In the experiment,
we only release k Shapley values and recover the k corresponding
features. The experimental setting is the same as in Fig. 9. When
the numbers of released Shapley values vary in {20%n, 50%n, n}, the
averaging ¢ losses of Adult and Bank are {0.0824, 0.0909, 0.0905}
and {0.0546,0.0619, 0.0643}, respectively. The results are consistent
with our analysis: the Shapley values of more important features
leak more private information (Section 4.1.1) since the models tend
to build linear connections between these features and their predic-
tions (Section 4.2.2). In summary, releasing only k Shapley values
can reduce the success rates of the proposed attacks to at most k/n
but impact little on the accuracy of the recovered features.

Differential Privacy (DP). DP [65] is a state-of-the-art privacy-
preserving mechanism that can protect the private inputs via a
rigorous theoretical guarantee. By requiring that the change of
an arbitrary sample in the input dataset should not be reflected
in the outputs, DP can prevent the adversaries from inferring the
information of private inputs via observing the outputs. However,
DP does not apply to local interpretability methods and thus can not
be employed as a defense against the proposed attacks. Specifically,
for two arbitrary private samples x’ and x/ with x! # xJ, local
interpretability methods compute two explanations s’ and s/. To

satisfy the requirements of DP, s and s/ should be randomized
to be indistinguishable, which harms the utility of Shapley values
since different samples will produce nearly the same explanations.
Therefore, DP is inapplicable to the current problem.

7 RELATED WORK

Model Interpretability. The lack of theoretical techniques for
tracking data flows in complicated black-box models fosters plenty
of studies on model interpretability, which aims to explain how
these models produce their predictions [45]. The model interpretabil-
ity methods can be classified into two categories: global inter-
pretability for computing the global importance of different fea-
tures [17, 18, 20], and local interpretability for estimating the im-
portance of features in a target sample [31, 44, 53]. In this paper,
we focus on the local methods, which can be further classified into
Shapley value-based methods and heuristic methods. The heuristic
methods aim to linearize the model decision boundaries near the
target samples and use the linear weights of different features as
their importance values, e.g., LIME [44] and gradient-based meth-
ods [4, 49, 53]. Although the heuristic methods are computationally
efficient, few theoretical analyses are provided to justify their ro-
bustness and error bounds. On the other hand, Shapley value-based
methods [13, 14, 17, 18, 31, 34, 56] can theoretically provide the
desirable properties for ML explanations and are thus adopted by
the leading MLaaS$ platforms for explaining tabular data [2, 8, 15].
Attack Algorithms on Machine Learning. Many studies have re-
vealed the privacy risks suffered by machine learning models, such
as membership inference [40, 47, 51, 52], property inference [7, 24,
36], model extraction [3, 37, 57] and feature inference [21, 32, 63, 70].
Membership inference aims to determine whether a specific sample is
in the training dataset or not, and property inference aims to restore
the statistics of training datasets. Because these two types of attacks
are supervised tasks, an auxiliary dataset is necessary for fulfilling
the training of attack models. Model extraction aims to reconstruct
the parameters of black-box models from their predictions. Nev-
ertheless, few studies have considered the privacy risks of model
interpretability methods. Although some newest studies focus on
membership inference [51] or neural network extraction [3, 37]
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Figure 9: The performance of attack 1 & 2 tested on (a)-(d) different quantization levels and (e)-(h) different dropout rates.

Different Dropout Rates
(g) Attack 2 on Adult

Different Dropout Rates
(h) Attack 2 on Bank

The

test model and platform are NN and Google Cloud. The number of queries is set to 1600.

based on the local explanations produced by heuristic interpretabil-
ity methods, their settings and tasks are entirely different from
ours. In this paper, we focus on feature inference attacks on Shapley
values, which are more practical and impactive to the real-world
applications. To our best knowledge, this is also the first paper that
considers the privacy risks in Shapley values.

Defense Mechanisms against Current Attacks. Since the ef-
ficiency of current attacks relies on the memorization nature of
ML models [12, 32], most defense mechanisms focus on preventing
models from memorizing sensitive data via noise injections. For
example, using a lower granularity of model outputs can reduce the
information of private features contained in them and accordingly
decrease the accuracies of membership inference [52] and model
extraction [57]. The regularization methods, such as dropout in
NN [12, 32, 36, 47] and ensemble learning [47, 57], can reduce the
information of training datasets memorized by the model. Differ-
ential privacy [65] is one of the most popular defense mechanisms
because it provides a rigorous theoretical guarantee of protecting
the private model inputs [12, 32, 36, 57]. However, these defenses
can not apply to the proposed attacks, because we focus on recon-
structing the private inputs in the prediction phase which have
never been seen and thus memorized by the model. [59] proposes
a defense mechanism by reducing the mutual information between
the plaintext outputs and private data, which is similar in spirit to
our analysis. However, the method in [59] can not be directly used
in our setting. First, [59] aims to change the learning objectives via
mutual information during model training, whereas the model is
trained and fixed in the computation of Shapley values. Second, the
mutual information for privacy preserving in [59] is loosely related
to the primary task and thus can be minimized, whereas in our case,
minimizing the mutual information between Shapley values and
features can harm the utility of explanations. Nevertheless, [59]
still provides some insights on mitigating the proposed attacks.

8 DISCUSSION

The Choice of Datasets. As shown in Fig. 5 and Tab. 3, different
choices of experimental datasets impact little on the attack perfor-
mance. First, the number of samples in the training datasets has no
relation to the proposed attacks since we focus on reconstructing
private features in the prediction phase. Then, the number of classes
also has limited impact on the proposed attacks because we use
only one explanation vector w.r.t. the class with the highest con-
fidence score (see Section 3). In addition, using larger feature sets
may reduce the success rates of Attack 2, which, however, should
be attributed to the model behaviors, because Attack 2 can only
reconstruct those features that have relatively large influence on
the model outputs (see Section 4.2.2).

The Influencing Factors of the Attacks. Our experiments reveal
two main factors that impact the attack performance. First, from the
results of Section 5.2, we conclude that in general, NN > SVM > RF
> GBDT w.r.t. the vulnerability to attacks. NN is most vulnerable
because the non-linear activations, e.g., ReLU and Sigmoid, can
behave in very linear ways for the important features [25], leading
to a linear correlation between features and their Shapley values.
Second, the results in Section 5.4 show that the important features,
which have close relations with model outputs, are more vulnerable
to the proposed attacks. Eq. 11 also shows that the variances of
Shapley values corresponding to important features are larger than
that of less important features. These results provide some insights
that can be utilized by future studies to design defenses against
privacy attacks on Shapley values.

9 CONCLUSION

In this paper, we focus on the privacy risks suffered in the Shapley
value-based model explanation methods. We first analyze the con-
nections between private model inputs and their Shapley values in
an information-theoretical perspective, then accordingly propose
two feature inference attacks under different settings. Extensive
experiments performed on three leading MLaa$ platforms demon-
strate the effectiveness and robustness of the proposed attacks,
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highlighting the necessity of developing privacy-preserving model
interpretability methods in future studies.
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