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Abstract

Differential Privacy (DP) is the current gold-standard for measuring privacy. Es-
timation problems under DP constraints appearing in the literature have largely
focused on providing equal privacy to all users. We consider the problems of em-
pirical mean estimation for univariate data and frequency estimation for categorical
data, two pillars of data analysis in the industry, subject to heterogeneous privacy
constraints. Each user, contributing a sample to the dataset, is allowed to have
a different privacy demand. The dataset itself is assumed to be worst-case and
we study both the problems in two different formulations – the correlated and
the uncorrelated setting. In the former setting, the privacy demand and the user
data can be arbitrarily correlated while in the latter setting, there is no correlation
between the dataset and the privacy demand. We prove some optimality results,
under both PAC error and mean-squared error, for our proposed algorithms and
demonstrate superior performance over other baseline techniques experimentally.

1 Introduction

Mean and frequency estimation are pillars of data analysis. Empirical mean estimation plays a crucial
role in fields like Modern Portfolio Theory [1], Machine Learning [2], and Healthcare [3] to name
a few. For service providers, relative frequencies of categorical data is an import statistic such as
distribution of traffic across websites [4], age and geographical distribution of social media users [5],
and so on. Thus, it is crucial to study the estimation of these statistics under the lens of privacy due to
the increased demand for privacy, as reflected in recent laws such as GDPR and CCPA. We adopt the
popular framework of Differential Privacy [6, 7], which has found real-world applications [8–10].

The trade-off between estimation accuracy and afforded privacy is one of the most fundamental
questions in this field. An aspect of estimation subject to privacy constraints that has not been
studied well in literature is the case when different users demand different levels of privacy for their
data. Existing literature mostly focus on a common privacy level for the users (see Wang et al. [11]
for references), but this does not reflect the real-world where different users have different privacy
requirements [12]. These heterogeneous privacy demands naturally arise in social media platforms,
where users can get more features by opting-in to share more data. For example, in a discontinued
feature, users on Facebook could share their location with Facebook in order to get notified if a friend
is nearby [13]. Thus, heterogeneity in privacy requirements is an important consideration and there
needs to be a greater understanding of the accuracy-privacy trade-off. The presented work focuses on
understanding this trade-off for mean and frequency estimation.

1.1 Our Contribution and Problem Description

We consider the problem of mean estimation of univariate data and frequency estimation of categorical
data under heterogeneous privacy demands in the Central-DP model. In Central-DP, the users trust
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the server and send their true data to the server [7]. The users provide the server with their datapoint
(such as their salary in mean estimation or salary bracket in frequency estimation) and a privacy
level. The server is then tasked with publishing an estimate of the mean or relative frequencies of
the categories in the dataset, while respecting the individual privacy constraints. We consider the
adversarial minimax setting where the dataset is the worst-case for the algorithm. This is in contrast
to the statistical minimax setting where the dataset is sampled from the worst-case distribution. Under
the adversarial regime, we formulate two distinct settings: the so-called correlated and uncorrelated
settings. These are explained below, and formally defined in Section 2. Each problem is studied in
each setting under both PAC error and mean-squared error.

Since we assume that we are given the heterogeneous privacy demands, simply considering the
worst-case dataset might lead to arbitrary correlations between user data values and their individual
privacy requirements. Correlations may be reasonable for certain cases. For example, users sharing
their salary may demand higher privacy if they are have an extremely high or low salary. Such
correlations make it harder to estimate frequencies of categories in which users demand a lot more
privacy; this is a problem for mean estimation as well. We emphasize that such correlations, although
often accepted to be present in real-world, have never been modeled in the literature prior to this
work that the authors are aware of.

It is equally well-motivated to consider the uncorrelated setting where users do not have a correlation
between their data and privacy demand. For example, for frequency estimation of users’ geographical-
region, there may be no meaningful correlation between a user’s location and their privacy demand.
We formulate this “uncorrelated" setting by modeling the realization of the dataset as a uniformly
random permutation of a worst-case dataset.

We propose algorithms for both PAC error and mean-squared error, for both correlated and uncor-
related settings, for both mean and frequency estimation. Thus, in this work, we consider eight
different minimax rates. To obtain tight upper bounds on the minimax rates, we consider slightly
different algorithms tailored to each combination of problem, setting, and error metric. However, we
also present a fast heuristic algorithm that is agnostic to the underlying modeling assumptions and
performs well in practice for all the eight problems. We compare our algorithms to natural baseline
algorithms and show superior performance of our algorithms. We also prove the minimax optimality
of our algorithms in some problems and error metrics.

Organization: We define the problem in Section 2 and describe our algorithm in Section 3. Experi-
ments are presented in Section 4, followed by theoretical analysis of the minimax rate in Section 5.
Extended discussion can be found in Section 6, followed by some concluding remarks.

1.2 Related Work

The two most common models for DP are the Central-DP model and the Local-DP model. In
Local-DP, users do not trust the server and send noisy data to the server, ensuring their privacy (see
Kasiviswanathan et al. [14] for more details). In this work, we focus on the Central-DP model.

The problem of frequency estimation under privacy constraints is well-studied under homogeneous
DP [7, 8, 15, 16]. In terms of heterogeneity in privacy demands, a special case considered in the
literature is the existence of a dataset requiring homogeneous privacy in conjunction with a public
dataset [15, 17–24]. Mean estimation under privacy is well-studied as well (see Biswas et al. [25] for
references). Although most work on mean estimation focuses on the statistical setting, one can use
the ideas from empirical frequency estimation of Dwork et al. [7] and corresponding lower bounds
from Vadhan [26] to come up with good error bounds for empirical mean estimation.

Alaggan et al. [27] and Jorgensen et al. [28] have proposed task-agnostic methods to deal with
Heterogeneous DP (HDP). While their methods are versatile since they are task agnostic, one can
not expect competitive performance from their methods for specific tasks like mean or frequency
estimation. Further, neither of the methods can handle the case if there is a single user having no
privacy demand (public data).

Mean estimation under Heterogeneous DP (HDP) is considered by Ferrando et al. [29] in the Local-
DP model, assuming the variance of the distribution is known. HDP mean estimation under the
Central-DP model has been studied in Fallah et al. [30], Chaudhuri and Courtade [31], Chaudhuri
et al. [32], Cummings et al. [33]; these works have focused on the statistical setting where the
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data is sampled i.i.d. from some distribution. The problem of creating confidence intervals for
the mean under sequential observations in Local-DP was studied by Waudby-Smith et al. [34] for
univariate random variables with heterogeneity in privacy demand. Canonne and Sun [35] present the
problem of testing whether two datasets are from the same multinomial distribution under a different
privacy constraint for each dataset. HDP has also been considered in the context of mechanism
design, auctions, and data valuation [30, 36, 37]. Acharya et al. [38] study the problem of ridge
regression under HDP and provide an algorithm similar to one of our baseline techniques we use in
the experiments. 1

In the context of modeling correlations between privacy demand and data, the authors are only aware
of the work by Ghosh and Roth [39] - a negative result in the context of auction design. The question
of how to deal with correlations between data and privacy is a crucial one in HDP. However, the
literature lacks any proper formulation of the problem itself.

2 Problem Definition

2.1 Notation

We denote positive real numbers by R>0. The notation [n] refers to the set {1, 2, . . . , n}. The
probability simplex in n-dimensions is represented by ∆n. Throughout this work the ℓ1 norm, ∥·∥1,
is interchangeably used for sum of elements of vectors with positive components. The notation
a ∧ b is used to denote min{a, b}. We shall use ⌈·⌉ to refer to the modified ceiling function ⌈x⌉ =
min{m ∈ Z : m > x}. The notation c1 shall denote the vector, of appropriate length, with all entries
being equal to c. In this work, the notation M(·), for a randomized algorithm M mapping Xn to a
probability distribution on Y , will interchangeably be used to refer to the output distribution or a
sample from it. For vectors x and y, x/y shall represent element-wise division. The notations ≲ and
≃ denote inequality and equality that hold up to a universal multiplicative constant.

2.2 Problem Definition

Heterogeneous Differential Privacy (HDP) permits users to have different privacy requirements. The
standard definition for HDP is presented in Definition 2.1 [27, 30].
Definition 2.1 (Heterogeneous Differential Privacy). A randomized algorithm M : Xn → Y is said
to be ϵ-DP for ϵ ∈ Rn

>0 if

P{M(X) ∈ S} ≤ eϵiP{M(X ′i) ∈ S} ∀i ∈ [n], (1)

for all measurable sets S ⊆ Y , where X,X ′i ∈ Xn are any two ‘neighboring’ datasets that differ
arbitrarily in only the i-th component.

The probability in Definition 2.1 is taken over the randomized algorithm conditioned on the given
datasets X,X ′i, i.e., it is a conditional probability. In the DP framework, smaller ϵ means higher
privacy. The privacy levels ϵ can range from zero to infinity.

Let n be the number of users and let the heterogeneous privacy demand of the users be the vector ϵ.
Without loss of generality, we assume it is arranged in a non-decreasing order, i.e., user i has privacy
requirement ϵi, and ϵi ≤ ϵj for i ≤ j. We operate in the Central-DP regime and assume that the
privacy demand is public as stated in Assumption 2.2; we justify it in Section 2.3.
Assumption 2.2. The privacy demand ϵ is public.

For normalized frequency estimation with k categories (or bins), we have X = [k] and Y = [0, 1]k;
the parameter k is assumed to be known. For mean estimation, without loss of generality, we consider
X = [0, 1] and Y = [0, 1]; one can consider arbitrary length intervals as long as the length of the
interval is known, the position of the interval does not need to be known.

We study the problem in the adversarial minimax regime – for an algorithm, the worst case perfor-
mance over all datasets is analyzed. We formulate two settings to capture possible correlations.

In order to define the two settings, let the underlying dataset be denoted by D ∈ Xn.
1Their method can perform arbitrarily worse than the minimax optimal ridge regression algorithm (see Prop

algorithm in Section 4 to understand why).
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• Correlated setting: In this setting, the dataset is simply D. In other words, user i has
privacy demand ϵi and datapoint Di for i ∈ [n].

• Uncorrelated setting: In this setting, to break correlations between the dataset and the
privacy demand, we assume that the actual realization of the dataset is a random uniform
permutation of D. Let σ : [n]→ [n] denote a random permutation over [n] then we shall
denote the realization of the dataset as Dσ, i.e., user i has the datapoint Dσ(i) and privacy
demand ϵi. The notation σ(i) indicates which element of D gets mapped to the i-th user.

Let µ(D) refer to the true empirical statistic of the dataset. In other words,

• for mean estimation, µ(D) ∈ [0, 1] and it is defined as µ(D) = 1
n

∑n
i=1 Di.

• for frequency estimation, µ(D) ∈ ∆k and the j-th component of µ(D) is defined as
µ(D)j =

1
n

∑n
i=1 I{Di = j}, j ∈ [k].

Note that this function is permutation-invariant µ(D) = µ(Dσ). LetMϵ refer to the set of all ϵ-DP
mechanisms from Xn to Y . We define the minimax rates of frequency estimation in Definition 2.3.
Definition 2.3 (Minimax Rates of Frequnecy Estimation). The PAC-minimax rate for k bins, privacy
demand ϵ, and error probability β is the minimum value of the (1− β)-th quantile of the ℓ∞ error
under the worst-case dataset for any ϵ-DP algorithm. The MSE-minimax rate is similarly defined.
(A) Correlated Setting: The PAC-minimax rate is given by

Rf
c (k, β, ϵ) = min

M∈Mϵ

max
D∈[k]n

min
P{∥M(D)−µ(D)∥∞>α}≤β

α , (2)

where the probability is taken over the randomness in the map M . The MSE-minimax rate is given by

Efc (k, ϵ) = min
M∈Mϵ

max
D∈[k]n

E[∥M(D)− µ(D)∥2∞] , (3)

where the expectation is taken over the randomness in the map M .
(B) Uncorrelated Setting: The PAC-minimax rate is given by

Rf
u(k, β, ϵ) = min

M∈Mϵ

max
D∈[k]n

min
P{∥M(Dσ)−µ(D)∥∞>α}≤β

α , (4)

where the probability is taken over the randomness in the map M and the uniform permutation σ of
the dataset D. The MSE-minimax rate is given by

Efu (k, ϵ) = min
M∈Mϵ

max
D∈[k]n

E[∥M(Dσ)− µ(D)∥2∞] , (5)

where the expectation is taken over the randomness in the map M and the uniform permutation σ of
the dataset D.

Similarly, we define the minimax rates for mean estimation in Definition A.1, deferred to Appendix A.

2.3 Modeling Choice

On Assumption 2.2: In the worst-case, where arbitrary correlation between the data and the privacy
demands are allowed, knowing the privacy demand can leak all information about the data. Indeed,
one example would be the case where the privacy demand is equal to the data! Protecting the privacy
demand in addition to the data is a more complex problem that is not yet studied in literature and
hence, we simplify the problem by assuming the privacy demand itself is public and does not need to
be protected. With this assumption, our algorithm does not leak any extra information than claimed.
This assumption is indeed encountered in certain practical scenarios like social media where anyone
can see if some user has decided to keep their profile and data private. Since no prior work has ever
tried to model these correlations, we view our work as a first step in this crucial direction. There do
exist cases where privacy demands should also be protected but that is beyond the scope of this work.
One possible way to decrease such privacy risks is if the service provider allows the users to choose
their privacy from a set of pre-determined privacy levels, as is typical in many practical systems.t

On the minimax rates and correlations: Since we consider the error bounds for a given privacy
demand and an adversarial dataset, there could be an arbitrary correlation between the dataset and the
privacy demand in the correlated setting. Considering arbitrary worst-case correlations avoids the
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Algorithm 1 Heterogeneously Private Frequency
(HPF)

Input: weights w ∈ ∆n, X ∈ [k]n

Sample i.i.d. N1, . . . , Nk ∼ Laplace(2∥wϵ ∥∞)

Calculate y ∈ Rk:

yj = Nj +

n∑
i=1

wiI{Xi = j}, ∀j ∈ [k].

Set yj ← max{min{yj , 1}, 0} ∀j ∈ [k].
return y

Table 1: Weights for Algorithm 1 for
different settings.

ALGORITHM WEIGHTS w

HPF-CP arg minw∈∆n
rC(w, k, β, ϵ)

HPF-CE arg minw∈∆n
rC(w, k, 1, ϵ)

HPF-UP arg minw∈∆n
rU (w, k, β, ϵ)

HPF-UE arg minw∈∆n
rU (w, k, 1, ϵ)

HPF-A 1−e−ϵ

∥1−e−ϵ∥1

need for obscure assumptions on joint distribution between privacy and data. This may or may not be
desired, depending on the application. For example, if the categorical data consists of salary range of
users, then the users in the highest and lowest salary range might demand a higher privacy leading to
correlations between data and privacy demands. A counterexample is if the categorical data consists
of different types of cancers in patients; in this case such correlations need not exist in a meaningful
way. Thus, to model such setting without meaningful correlations, we formulate the uncorrelated
setting. Another possible way to break the correlation is to go to the statistical minimax setting where
the samples are generated i.i.d. from some distribution, independent of the privacy demands, and the
goal is to estimate the underlying multinomial distribution.

The above described statistical minimax rate is not related to the correlated adversarial minimax rate.
To see this, consider the case where all the users have no privacy constraint; the correlated adversarial
minimax error is zero but the statistical minimax error is of the order 1√

n
(PAC or square-root of

MSE). Conversely, consider the case where n/2 users demand no privacy and rest of the users demand
ϵ → 0 – the statistical rate is of the order 1√

n
but the correlated adversarial minimax rate is of the

order 1. However, the uncorrelated adversarial minimax rates and the statistical minimax rates are
closely related (see Theorem 5.3).

We do not consider the worst case of ϵ since the worst-case is trivial when every user demands full
privacy (ϵ→ 0) and no meaningful estimation can be done. Other possible modeling choices, not
presented in this work, include a different norm for errors, the statistical setting where the underlying
dataset and privacy demand is jointly generated according to some distribution, and so on.

3 Algorithm Description

Let

rC(w, k, β, ϵ)2 =

∥∥∥∥w − 1

n

∥∥∥∥2
1

+ log

(
k

β

)2 ∥∥∥w
ϵ

∥∥∥2
∞

, (6)

rU (w, k, β, ϵ)2 =

(∥∥∥∥w − 1

n

∥∥∥∥2
1

∧ log

(
k

β

)
∥w∥22

)
+ log

(
k

β

)2 ∥∥∥w
ϵ

∥∥∥2
∞

. (7)

These functions help us track the errors for problems. For frequency estimation, we propose a family
of algorithms HPF with the skeleton code presented in Algorithm 1. Table 1 outlines our suggested
weights to be used in HPF for the relevant setting. Note that these different weight suggestions are
mainly to obtain theoretically good performance in the respective setting. For example, to get good
theoretical performance under PAC metric for error level β in the correlated setting, one would use
the weights given by HPF-CP from the table. The second-last letter of the algorithm names specify if
the algorithm is for correlated setting (C) or uncorrelated setting (U). The last letter specifies if the
algorithm is geared for optimizing the PAC error (P) error or the MSE error (E).

While these methods are intended to facilitate characterization of fundamental limits, an alternate
fast, heuristic-based algorithm HPF-A is also described which can be used in either setting and error
metric, i.e., it is agnostic to the modeling assumptions and error metric. We stress that while we
propose a different algorithm based on the setting and error metric for proving theoretical guarantees,
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HPF-A can be used agnostic to the setting since it enjoys good performance (see Section 4) across
the settings and metric, and can be employed in practice.

Similarly, for mean estimation, we propose the family of algorithms HPM presented in Algorithm 2
and the corresponding weights are presented in Table 3, both deferred to Appendix A.

The performance guarantees for the algorithms and lower bounds on the minimax rate can be found
in Section 5. Lemma 3.1 guarantees that the algorithms described in Algorithm 1 satisfy the privacy
constraint; the proof can be found in Appendix D.

Lemma 3.1. The proposed family of algorithms HPF and HPM satisfy the ϵ-DP constraint defined
in Definition 2.1.

Broadly, our proposed algorithms assign different weights to different users instead of equally
weighing the users for the estimation task. For example, in frequency estimation, for weights
w ∈ ∆n, if user i has a datapoint in bin j, then HPF adds wi to bin j instead of 1

n . In particular, if
the users with more stringent privacy are weighed less, then the magnitude of noise that is required
to be added to the frequency estimate for ensuring ϵ-DP can be significantly less. On the flip side,
this reweighing introduces bias in the output as the data from less privacy stringent users dominates.
Thus, the weights need to be carefully chosen to optimize this trade-off.

The minimization in the algorithm minimizes an upper bound for error metric in the relevant setting.
For example, HPF-CP minimizes an upper bound for the (1− β)-th quantile of the ℓ∞-error over the
set of weights w ∈ ∆n. All the optimization problems are quadratic programs with linear constraints
and can be solved using a numerical optimizer like cvxpy [40]. Faster variants of the algorithms
which can be computed in O(n log n) time are discussed in Section 6.

4 Representative Experiments

UC Dataset n = 104, k = 5 n = 104, k = 20
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Figure 1: (A): The negative log MSE for six algorithms for three experiments (higher is better) in the
correlated regime is plotted. (B): The negative log of the 95-th empirical error quantile for the six
algorithms for three experiments (higher is better) in the uncorrelated regime is plotted.

We only present some representative experiments for frequency estimation in this section in Figure 1.
More extensive experiments and exact implementation details can be found in Appendix B. In
Figure 1(A), we consider three different datasets and construct a privacy demand that is correlated
with the categorical data. We aim to optimize the MSE (l∞ error) so the variant of HPF that we
employ is HPF-CE. The negative of the log MSE is plotted for the different algorithms. Similarly, in
Figure 1(B), we consider three different datasets and construct a privacy demand that is uncorrelated
with the categorical data. We aim to optimize the PAC error with β = 0.05, i.e., the 95-th quantile of
the error so the variant of HPF that we employ is HPF-UP with β = 0.05. The negative of the log of
the 95-th empirical error quantile is plotted for the different algorithms.

Overall, in both correlated and uncorrelated settings, under both PAC and MSE, HPF-A is a superior
algorithm due to it good performance and being agnostic to the modeling choices and the error metric.
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5 Performance Analysis

Recall the functions rC and rU from (6) and (7) respectively. We denote their corresponding minimum
values by

RC(k, β, ϵ) =

(
min

w∈∆n

rC(w, k, β, ϵ)

)
∧ 1, (8)

and

RU (k, β, ϵ) =

(
min

w∈∆n

rU (w, k, β, ϵ)

)
∧ 1. (9)

These functions are relevant in tracking the upper bound values in the various settings.

We summarize our theoretical results in this section. Table 2 summarizes the results presented in this
work. The theorems can be found in Appendix C. For the rest of the section, we focus on the question
of minimax optimality - are our upper and lower bounds of the same order?

Table 2: A summary of the theoretical results presented in this paper. The setting column specifies the
problem – (F)requency estimation or (M)ean estimation, the setting – (C)orrelated or (U)ncorrelated,
and the error metric – (P)AC or MS(E). The algorithm column specifies the algorithm used to obtain
the upper bound in the next column, the functions RC and RU are defined in (8) and (9) respectively.
The Lower Bound column references the location where the lower bounds can be found and the last
column is on whether our upper and lower bounds are of the same order.

Setting Algorithm Upper Bound (UB) Lower Bound (LB) UB ≃ LB?

F, C, P HPF-CP RC(k, β, ϵ) Theorem C.3 Yes
F, C, E HPF-CE RC(k, 1, ϵ)

2 ✗ N/A
F, U, P HPF-UP RU (k, β, ϵ) Theorem C.3 Under certain assumptions
F, U, E HPF-UE RU (k, 1, ϵ)

2 Theorem C.4 Near-optimal
M, C, P HPM-CP RC(1, β, ϵ) Theorem C.3 Yes
M, C, E HPM-CE RC(1, e, ϵ)

2 ✗ N/A
M, U, P HPM-UP RU (1, β, ϵ) Theorem C.3 Under certain assumptions
M, C, E HPM-UE RU (1, e, ϵ)

2 Theorem C.4 Yes

5.1 Minimax Optimality in Correlated Regime

In the correlated regime, we present Theorem 5.1 on the minimax optimality of HPF-CP and HPM-CP
in a certain regime of interest of the PAC minimax rate. The proof is presented in Appendix I.

Theorem 5.1 (PAC Minimax Optimality: Correlated Setting).
(A) For 1

2n ≤ R
f
c (k, β, ϵ) ≤ 1

4 , the lower bound in Theorem C.3 implies that error incurred by
HPF-CP is of the same order as the minimax rate, i.e.,

Rf
c (k, β, ϵ) ≃ RC(k, β, ϵ).

(B) For 1
2n ≤ R

m
c (β, ϵ) ≤ 1

4 , the lower bound in Theorem C.3 implies that error incurred by
HPM-CP is of the same order as the minimax rate, i.e.,

Rm
c (β, ϵ) ≃ RC(1, β, ϵ).

In particular, when the PAC minimax rate is at least 1
2n and at most 1

4 , then our upper bound is of
the same order as the minimax rate, for both mean and frequency estimation. We emphasize that
this really is the regime of interest for the problem being considered; without any privacy constraint,
normalized mean and frequency count is naturally of the precision 1

n . Theorem C.3 also assumes that
the PAC minimax rate is bounded away from the trivial upper bound of 1

2 . Thus, for the practically
important regime of values of the PAC minimax rate, our proposed algorithms are order optimal.
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5.2 Minimax Optimality in Uncorrelated Regime

In the uncorrelated regime, to compare the PAC upper and lower bounds, we consider two regimes.
This is primarily because of the lower bounds presented in Theorem C.3 are difficult to analyze without
further simplifications. Let Var(e−ϵ) denote the empirical variance of the vector e−ϵ. Theorem 5.2
shows how the upper and lower bounds behave in the high privacy regime; the proof can be found in
Appendix I.
Theorem 5.2 (PAC Minimax Optimality: Uncorrelated Setting).
Assume high privacy demand where ∥ϵ∥∞ ≤ 1, for the two problems.
(A) Frequency Estimation: In the regime 1

2n ≤ R
f
u(k, β, ϵ), we have the following upper and lower

bound onRf
u,

log(k/β)

∥ϵ∥1
≲ Rf

u(k, β, ϵ) ≲
log(k/β)

∥ϵ∥1
+

√
n2Var(e−ϵ) ∧ n log(k/β)

∥ϵ∥1
. (10)

The upper bound is achieved by HPF-UP and HPF-A. Further, if Var(e−ϵ) ≲ log2(k/β)
n2 , then we

have

Rf
u(k, β, ϵ) ≃

log(k/β)

∥ϵ∥1
. (11)

(B) Mean Estimation: In the regime 1
2n ≤ R

m
u (β, ϵ), we have the following upper and lower bound

onRm
u ,

log(1/β)

∥ϵ∥1
≲ Rm

u (β, ϵ) ≲
log(1/β)

∥ϵ∥1
+

√
n2Var(e−ϵ) ∧ n log(1/β)

∥ϵ∥1
. (12)

The upper bound is achieved by HPM-UP and HPM-A. Further, if Var(e−ϵ) ≲ log2(1/β)
n2 , then we

have

Rm
u (β, ϵ) ≃ log(k/β)

∥ϵ∥1
. (13)

The high privacy assumption, i.e., ∥ϵ∥∞ ≤ 1, is helpful for dealing with the implicit lower bounds
presented in terms of expectation in Theorem C.3. Such assumptions on the privacy level are frequent
in the literature, even for homogeneous privacy [30, 41]. The downside to this regime is that it does
not explain what occurs if there are some users desiring no privacy (ϵ → ∞), i.e., there is some
public data. While HPF-UP and HPM-UP can handle such ϵ, the theorem can not. We remark that
the assumptions made in Theorem 5.2 might be a shortcoming of the analysis and not the algorithm.

For the homogeneous privacy demand ϵ, one can recover the minimax rate 1/nϵ for homogeneous
DP2 from the theorem since the variance term is zero.

Before presenting Theorem 5.3, we define another minimax rate closely related to the problem. For
some set S, let P(S) denote the set of probability distributions on S. Similar to the MSE-minimax
rates, we define the minimax rate for mean estimation under ϵ-DP from i.i.d. data as

Estat(ϵ) = min
M∈Mϵ

max
P∈P({0,1})

EX1,...,Xn∼P [|M(Xn)− µ(P )|2]. (14)

We take a moment to comment on Estat(ϵ). For n-users with no privacy demand, let ∞ =
(∞, . . . ,∞), then note that Estat(∞) ≃ 1

n as this is the standard minimax rate for mean esti-
mation without privacy constraints (see Wainwright [42] for reference). If there is no privacy demand,
then we also have Efu (k,∞), Emu (∞) = 0. In Theorem 5.3, we show MSE-minimax optimality
of the proposed algorithms for the uncorrelated setting in the regime of privacy demands where ϵ
causes a non-trivial increase in the statistical rate Estat to be greater than 1

2n . In fact, in this regime,
the MSE-minimax rates for empirical mean and frequency estimation are nearly the same as the
MSE-minimax rate for statistical mean estimation.
Theorem 5.3 (MSE Bounds for Uncorrelated Setting).
For values of ϵ satisfying Estat(ϵ) ≥ 1

2n , HPF-UE and HPM-UE are minimax optimal. Further,

Estat(ϵ) ≲ Efu (k, ϵ) ≲ log(k)2Estat(ϵ) (15)

2See Dwork et al. [7] and Vadhan [26] for upper and lower bounds respectively in homogeneous DP for
frequency estimation.
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for frequency estimation and
Emu (ϵ) ≃ Estat(ϵ) (16)

for mean estimation.

The proof can be found in Appendix J.

6 Extended Discussion

Efficient and approximate versions of HPF and HPM algorithms: The minimizations in the HPF
and HPM algorithms (except HPF-A and HPM-A) can be the bottleneck in terms of computation
and numerical stability. In order to address these two concerns, one can consider making the upper
bound loose by replacing the ℓ1-norm with nℓ2-norm (the latter upper bounds the former). These
variants of the algorithm can be efficiently implemented in O(n log n) time using the algorithm
presented by Chaudhuri et al. [32]. Some experiments with this variant of the algorithm are presented
in Appendix M.

Free Privacy: An interesting phenomenon in the context of estimation under heterogeneous privacy
constraints is the emergence of extra privacy given by the algorithm to some of the users than what is
required, contrary to the intuition that invading more privacy should lead to improved performance3.
When an HPF or HPM algorithm uses weights w (in either setting), the privacy guarantee for user i is
wi/∥w/ϵ∥∞ ≤ ϵi. The equality only holds for every user when the weights are chosen proportional
to the privacy parameter, i.e., w ∝ ϵ. In the context of minimax optimality, we know that this
proportional weighing can be strictly sub-optimal. Thus, there is a phenomenon of free and extra
privacy afforded to the users by the algorithm.

7 Conclusion

The problem of mean estimation of univariate data and frequency estimation of categorical data under
heterogeneous differential privacy is considered for an adversarial data setting. We formulate two
distinct problem settings, one for scenarios where a correlation exists between the dataset and users’
privacy demands, and another for scenarios where no such correlation exists. For each problem, in
each setting, we consider the minimax rate under mean squared error and PAC error. For each of the
eight combinations of problem, setting, and error metric, we demonstrate good upper bounds on the
corresponding minimax rates by analysis of an algorithm tailor-made for this purpose. For practical
use, we also suggest a heuristic algorithm which experimentally demonstrate superior performance
relative to baseline.

A possible line of future work can be on making the upper and lower bounds tighter for some of
the minimax rates. Other directions include proving lower bounds for frequency estimation under
Heterogeneous Local-DP. Another exciting line of work is to possibly provide privacy to the privacy
demand of the users, i.e., solving the problem without Assumption 2.2.

Broader Impacts

This work considers an important problem in the field of Machine Learning and Statistics regarding
privacy. Understanding heterogeneous privacy demand can lead to more tailored privacy offerings by
services, leading to better user satisfaction. No negative consequences of this work are apparent to
the authors.

3This is true in homogeneous privacy in general.
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A Mean Estimation

Definition A.1 (Minimax Rates of Mean Estimation). (A) Correlated Setting: The PAC-minimax
rate is given by

Rm
c (β, ϵ) = min

M∈Mϵ

max
D∈[0,1]n

min
P{|M(D)−µ(D)|>α}≤β

α , (17)

where the probability is taken over the randomness in the map M . The MSE-minimax rate is given by

Emc (ϵ) = min
M∈Mϵ

max
D∈[0,1]n

E[|M(D)− µ(D)|2] , (18)

where the expectation is taken over the randomness in the map M .
(B) Uncorrelated Setting: The PAC-minimax rate is given by

Rm
u (β, ϵ) = min

M∈Mϵ

max
D∈[0,1]n

min
P{|M(Dσ)−µ(D)|>α}≤β

α , (19)

where the probability is taken over the randomness in the map M and the uniform permutation σ of
the dataset D. The MSE-minimax rate is given by

Emu (ϵ) = min
M∈Mϵ

max
D∈[0,1]n

E[|M(Dσ)− µ(D)|2] , (20)

where the expectation is taken over the randomness in the map M and the uniform permutation σ of
the dataset D.

The family of algorithms HPM is presented in Algorithm 2, along with the choices of weights in
Table 3.

Algorithm 2 Heterogeneously Private Mean
(HPM)

Input: weights w ∈ ∆n, X ∈ [0, 1]n

Sample N ∼ Laplace(∥wϵ ∥∞)
return max{min{N +

∑n
i=1 wiXi, 1}, 0}

Table 3: Weights for Algorithm 2 for
different settings.

ALGORITHM WEIGHTS w

HPM-CP arg minw∈∆n
rC(w, 1, β, ϵ)

HPM-CE arg minw∈∆n
rC(w, e, 1, ϵ)

HPM-UP arg minw∈∆n
rU (w, 1, β, ϵ)

HPM-UE arg minw∈∆n
rU (w, e, 1, ϵ)

HPM-A 1−e−ϵ

∥1−e−ϵ∥1

B Experiment Details

Uniformly enforce ϵ1-DP (UNI): This approach offers the highest privacy level ϵ1 to all the datapoints
and uses the known minimax estimator for homogeneous ϵ1-DP mean and frequency estimation,
depending on the problem. UNI can be arbitrarily worse than the optimal algorithm – consider a
dataset with a single high and several low privacy datapoints4.

Proportional Weighing (Prop): This approach uses the weights w ∝ ϵ. This weighing minimizes
the amount of Laplace noise required over all possible weights, but it comes at the cost of a higher
bias. In the case that ϵ have a high variance, this weighing strategy can perform rather poorly. For
example, in the case that there is just one user requiring no privacy (ϵ → ∞), this strategy would
disregard the data of all other users.

Sampling Mechanism (SM): This mechanism was proposed by Jorgensen et al. [28]. Let t = ∥ϵ∥∞.
Then sample i-th datapoint independently with probability (eϵi − 1)/(et − 1). On the sub-sampled
dataset, we can use any homogeneous t-DP algorithm and this will be ϵ-DP. A shortcoming of this
mechanism is of just one user requires no privacy, the SM algorithm disregards the rest of the dataset.

Local Differential Private Frequency (LDP): A simple Local-DP approach to heterogeneous DP is
to send the user i’s data to the server via an ϵi-DP channel.

4High privacy corresponds to a low value of ϵ.
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• Mean estimation: the LDP channels adds Laplace( 1
ϵi
) noise to the user i’s data.

• Frequency estimation: we use k-RAPPOR [8, 43] to send the datapoints to the central server,
which essentially does randomized response on one-got encoding of user data.

The exact scheme used by us for combining these estimates from different users at the server in
outlined in Appendix L. While this is not a completely fair comparison with other algorithms
since Local-DP is typically more noisy than Central-DP, it is still insightful to see the performance
difference. In fact, our implementation of this Local-DP mechanism under heterogeneous privacy is
on par with some of the baseline Central-DP techniques for frequency estimation.

For PAC error evaluation, we set β = 0.05 for all experiments for obtaining the weights for the PAC
variants of HPF and HPM algorithms. We run the experiments on both synthetic and real datasets.
Keeping the dataset and privacy demand fixed, several trials of the algorithms are performed for each
experiment. For the uncorrelated setting, in each trial, the dataset is randomly permuted.

For each experiment on the PAC variants, we record the empirical ℓ∞ error of the algorithms for each
trial and report the 95-th quantile error. For each experiment on the MSE variant, we report the mean
squared l∞-error.

B.1 Frequency Estimation under Correlated Setting

For the correlated setting, we sub-sample the University of California (UC) salary data for 2022
[44] consisting of the salaries of 50K employees in the UC system. We partition the salaries into 12
bins and assign less privacy demand to the people in the more central bins. In particular, a user that
belongs to bin i has a privacy demand randomly sampled as log ϵ ∼ −|i − 6.5|+ Uniform[−3, 3].
We sample the privacy demands once and keep it fixed, while running several trials. Results of the
experiments are outlined in Table 4. Our proposed algorithms HPF-CP and HPF-CE outperforms
the other algorithms, while HPF-A also performs competitively. The empirical error distributions
are plotted in Figure 1(a) to illustrate the performance of different algorithms. The Prop algorithm
exhibits a steep curve since this method adds the minimum amount of Laplace noise, at the cost of
higher bias.

We also consider two synthetic datasets with n = 10000; the number of bins k is set as 5 and 20. The
privacy demand is randomly sampled, with different distributions for users in different bins. UNI
performs poorly since it adds significantly more noise, but LDP’s performance is impressive since
Local-DP typically performs significantly worse than Central-DP. In Table 4, in the synthetic datasets,
HPF-A outperforms HPF-CP and HPF-CE.

B.2 Frequency Estimation under Uncorrelated Setting

For uncorrelated setting, we consider the number of new cancers in the state of Colorado in
2020 [45] containing data of about 17K surgeries with ten different types of cancers. We sam-
ple log ϵ ∼Uniform[−5, 5] and keep ϵ fixed. For each trial, the dataset, mapping each user to a type
of cancer surgery, is randomly permuted. We perform O(n log n) trials to get meaningful results
due to the random permutations. The plot for empirical cdf of the errors is shown in Figure 1(b).
Our proposed algorithms HPF-A, HPF-UE, and HPF-UE perform better than the other baseline
algorithms.

In a similar manner as the correlated setting, we also test the algorithms under synthetic datasets.
From Table 4, it can be seen that while HPF-A performs superior to the other algorithms, HPF-UP
and HPF-UE also enjoy good performance.

B.3 Mean Estimation under Correlated Setting:

For the correlated setting, we consider the UC Dataset and use the the method described in frequency
estimation to get a correlated data and privacy demand. Results of the experiments are outlined in
Table 5. We also consider a synthetic datasets with n = 10000 and use a method similar to the
frequency estimation experiments to obtain correlated data and privacy demand.

B.4 Mean Estimation under Uncorrelated Setting:

For uncorrelated setting, we test the algorithms under a synthetic dataset. Overall, HPM-A performs
superior as comapred to the other algorithms.
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Table 4: We present the performance of various algorithms under different datasets and settings. The
first column specifies the dataset, whether it is the correlated or the uncorrelated setting, and whether
the reported numbers are empirical 95-th quantile error (P) or mean squared error (E) under ℓ∞
norm. Datasets of form (n, k) are synthetic datasets with n users and k bins. The variant of the HPF
algorithm used is given by the regime and error metric for the dataset listed in the first column.

DATASET, REGIME, ERROR METRIC HPF HPF-A PROP UNI SM LDP

UC SALARY, C, P 0.118 0.174 0.273 1.000 0.459 0.420

UC SALARY, C, E 0.011 0.030 0.074 0.396 0.180 0.087

(10000, 5), C, P 0.105 0.083 0.202 1.000 0.924 0.253

(10000, 5), C, E 0.012 0.007 0.041 0.834 0.779 0.027

(10000, 20), C, P 0.020 0.003 0.090 0.233 1.000 0.125

(10000, 20), C, E 3×10−4 7×10−6 0.008 0.022 0.779 0.008

CANCER TYPES, U, P 0.009 0.005 0.014 0.091 0.382 0.012

CANCER TYPES, U, E 5×10−5 1×10−5 8×10−5 0.003 0.036 7×10−5

(10000, 5), U, P 0.012 0.008 0.023 0.370 0.798 0.0152

(10000, 5), U, E 1×10−4 3×10−5 2×10−4 0.043 0.198 1×10−4

(10000, 20), U, P 0.013 0.007 0.020 0.482 0.348 0.015

(10000, 20), U, E 1×10−4 2×10−5 2×10−4 0.095 0.028 1×10−4

Table 5: We present the performance of various algorithms under different datasets and settings. The
first column specifies the dataset, whether it is the correlated or the uncorrelated setting, and whether
the reported numbers are empirical 95-th quantile error (P) or mean squared error (E) under ℓ∞ norm.
The variant of the HPM algorithm used is given by the regime and error metric for the dataset listed
in the first column.

DATASET, REGIME, ERROR METRIC HPM HPM-A PROP UNI SM LDP

UC SALARY, C, P 0.064 0.005 0.005 0.066 0.005 1.000

UC SALARY, C, E 2×10−5 2×10−5 2×10−5 0.001 2×10−5 0.832

10000, C, P 0.008 0.009 0.009 0.027 0.052 0.085

10000, C, E 4×10−5 7×10−5 8×10−4 2×10−4 2×10−5 0.002

10000, U, P 0.008 0.001 0.004 0.027 0.110 0.086

10000, U, E 4×10−5 3×10−7 5×10−6 1×10−4 0.003 0.002

C Upper and Lower Bounds

C.1 Upper Bounds

Recall the functions rC and rU from (6) and (7) respectively. We denote their corresponding minimum
values by

RC(k, β, ϵ) =

(
min

w∈∆n

rC(w, k, β, ϵ)

)
∧ 1, (21)
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and

RU (k, β, ϵ) =

(
min

w∈∆n

rU (w, k, β, ϵ)

)
∧ 1. (22)

These functions are relevant for expressing the PAC and MSE errors for either problems in either
settings.

For a choice of weights w ∈ ∆n in Algorithm 1 or Algorithm 2, the term ∥w − 1/n∥1 in rC and rU
are errors due to having weights different from 1/n. The ∥wϵ ∥∞ term accounts for noise needed to
satisfy the privacy demand. The algorithms minimizing their respective errors over the choices of
weights w.

Theorem C.1 provides upper bounds for the PAC-minimax rates in the two settings and the two
problems; its proof can be found in Appendix E.
Theorem C.1 (PAC Upper Bounds).
(A) Correlated Setting: For frequency estimation

Rf
c (k, β, ϵ) ≲ RC(k, β, ϵ), (23)

and for mean estimation
Rm

c (β, ϵ) ≲ RC(1, β, ϵ). (24)
(B) Uncorrelated Setting: For frequency estimation

Rf
u(k, β, ϵ) ≲ RU (k, β, ϵ), (25)

and for mean estimation
Rm

u (β, ϵ) ≲ RU (1, β, ϵ). (26)

Since we are considering PAC error under ℓ∞-norm for frequency estimation, the log(k/β) captures
the effect of union bound. Simply substituting k = 1 recovers the guarantee for mean estimation.

Theorem C.2 provides an upper bound on the MSE-minimax rates for the two settings for both
frequency and mean estimation, its proof can be found in Appendix F.
Theorem C.2 (MSE Upper Bounds).
(A) Correlated Setting: For frequency estimation

Efc (k, β, ϵ) ≲ RC(k, 1, ϵ)
2, (27)

and for mean estimation
Emc (β, ϵ) ≲ RC(e, 1, ϵ)

2. (28)
(B) Uncorrelated Setting: For frequency estimation

Efu (k, ϵ) ≲ RU (k, 1, ϵ)
2, (29)

and for mean estimation
Emu (ϵ) ≲ RU (e, 1, ϵ)

2. (30)

We mention that for frequency estimation in Theorem C.2, the MSE upper bound has log(k) term
instead of log(k/β) so we just set β = 1 in RC and RU for brevity. Similarly, for mean estimation,
there is no log(k/β) term in our upper bounds; hence, we substitute the constant β ← 1, k ← e
in the RC and RU functions for brevity. We also assume k ≥ 2 for frequency estimation to make
simplifications like log(2k) ≲ log(k) in the proof. Theorem C.2 is obtained by some concentration
inequalities and the tail-sum identity for expectation, using the PAC bounds in Theorem C.1.

As one would expect, the upper bounds in the correlated setting is always greater than the correspond-
ing one in uncorrelated setting – in both mean and frequency estimation under both PAC and MSE
bounds.

For comparison, in frequency estimation, consider the straw-man approach of assigning every user
equal weight5 and adding i.i.d. Laplace( 2

nϵ1
) noise to each bin., leading to the PAC-error of the order

log(k/β)
nϵ1

and MSE-error of the order log(k)2

n2ϵ21
(in both settings). This method has a clear drawback in

case there is one user demanding an extremely high privacy (ϵ1 → 0) and the rest of the users requiring
no privacy. It is simply better to ignore the first user and do non-private frequency calculation for
the rest of the users; in correlated setting, this leads to a PAC-error of at most 1

n from Theorem C.1,
and MSE-error of 1

n2 from Theorem C.2. In the uncorrelated setting, it leads to PAC-error of at most√
log(k/β)

n ∧ 1
n and MSE-error of 1

n . A similar case can be made for mean estimation.

5This is the UNI algorithm defined in Section 4.
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C.2 Lower Bounds

For frequency estimation, the trivial output of 1/2 achieves an ℓ∞ error of 1
2 . Therefore, we have

Rf
c (k, β, ϵ),Rf

u(k, β, ϵ) ≤ 1
2 . Similarly, for mean estimation we haveRm

c (β, ϵ),Rm
u (β, ϵ) ≤ 1

2 .

Our lower bounds for PAC rates follow from a packing argument and are presented in Theorem C.3.
We remind the readers that ϵ is assumed to be in non-decreasing order.

When the minimax rates are strictly less than half, we show that the minimax rate must satisfy the
conditions in Theorem C.3. The proof can be found in Appendix G.
Theorem C.3 (Implicit PAC Lower Bounds).
We haveRf

c (k, β, ϵ),Rf
u(k, β, ϵ),Rm

c (β, ϵ),Rm
u (β, ϵ) ≤ 1

2 .
(A) Correlated Setting: ifRf

c (k, β, ϵ) <
1
2 , then it also satisfies

⌈2nRf
c (k,β,ϵ)⌉∑
i=1

ϵi ≳ log

(
k(1− β)

β

)
. (31)

Similarly, ifRm
c (β, ϵ) < 1

2 , then it also satisfies
⌈2nRm

c (β,ϵ)⌉∑
i=1

ϵi ≳ log

(
(1− β)

β

)
. (32)

(B) Uncorrelated Setting:
Let {Zi}ni=1 be sampled without replacement from the entries of ϵ. IfRf

u(k, β, ϵ) <
1
2 , then it also

satisfies

E

exp
−

⌈2nRf
u(k,β,ϵ)⌉∑
i=1

Zi


 ≤ kβ

k − 1
, (33)

E

exp


⌈2nRf
u(k,β,ϵ)⌉∑
i=1

Zi


 ≥ k(1− β). (34)

Similarly, ifRm
u (β, ϵ) < 1

2 , then it also satisfies

E

exp
−

⌈2nRm
u (β,ϵ)⌉∑
i=1

Zi


 ≤ β, (35)

E

exp


⌈2nRm
u (β,ϵ)⌉∑
i=1

Zi


 ≥ (1− β). (36)

While the conditions presented in Theorem C.3 are implicit, it should be noted that the conditions
imply a lower limit to the minimax rates.

We also present MSE lower bounds in the uncorrelated setting in Theorem C.4. In order to present
the lower bound, we define another minimax rate closely related to the problem. For some set S, let
P(S) denote the set of probability distributions on S. Similar to the MSE-minimax rates, we define
the minimax rate for mean estimation under ϵ-DP from i.i.d. data as

Estat(ϵ) = min
M∈Mϵ

max
P∈P({0,1})

EX1,...,Xn∼P [|M(Xn)− µ(P )|2]. (37)

Theorem C.4 (MSE Lower Bounds).
We have Efu (k, ϵ), Emu (ϵ) ≤ 1

4 . Both Efu (k, ϵ), Emu (ϵ) satisfy

Efu (k, ϵ), Emu (ϵ) ≥

(√
Estat(ϵ)−

√
1

4n

)2

+

. (38)

In Theorem C.4, we use the notation (x)+ to refer to the function max{x, 0}. We interpret this lower
bound in Section 5.2 and compare it with the upper bound. We mention that we do not present any
lower bounds for the MSE-minimax rates Efc and Emc .
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D Proof of Lemma 3.1

Lemma (3.1). The proposed family of algorithms HPF and HPM satisfy the ϵ-DP constraint defined
in Definition 2.1.

Proof. We present the proof for frequency estimation (HPF); similar steps can be used to show
ϵ-DP property for HPM. In this proof, we use the notation θw(X) ∈ ∆k to denote the vector
where θw(X)i =

∑
j wjI{Xj = i}. Note that the algorithms compute θw(X) and adds i.i.d.

Laplace(2∥w/ϵ∥∞) noise in each component. We have

p{M(X) = a}
p{M(X ′i) = a}

=

k∏
j=1

exp

(
|θw(X)j − aj | − |θw(X ′i)j − aj |

2∥w/ϵ∥∞

)
(39)

≤ exp

 k∑
j=1

|θw(X)j − θw(X ′i)j |
2∥w/ϵ∥∞

 (40)

≤ exp
wi

∥w/ϵ∥∞
≤ exp ϵi, (41)

where we used
∑

j |θw(X)j−θw(X ′i)j | ≤ 2wi since X ′i differs from X only in the i-th coordinate.

E Proof of Theorem C.1

Theorem (C.1).
(A) Correlated Setting: For frequency estimation

Rf
c (k, β, ϵ) ≲ RC(k, β, ϵ), (42)

and for mean estimation
Rm

c (β, ϵ) ≲ RC(1, β, ϵ). (43)
(B) Uncorrelated Setting: For frequency estimation

Rf
u(k, β, ϵ) ≲ RU (k, β, ϵ), (44)

and for mean estimation
Rm

u (β, ϵ) ≲ RU (1, β, ϵ). (45)

Proof. (A) We consider frequency estimation. Substituting k = 1 recovers the guarantees for mean
estimation.

Suppose that with probability greater than 1 − β, the algorithm is within α of the true frequency.
Let Q ∈ {0, 1}k×n such that Q(i, j) = I{Dj = i}. Further, let N = (N1, . . . , Nk) where the
components are i.i.d. Laplace(2∥w

∗

ϵ ∥∞). Then we have,

P{∥Qw +N − µ(D)∥∞ > α} = P{∥Q(w − 1/n) +N∥∞ > α} (46)
≤ P{∥Q(w − 1/n)∥∞ > α/2}+ P{∥N∥∞ > α/2} (47)

≤ I{α/2 ≤ ∥w − 1/n∥TV}+ k exp(− α

4∥w/ϵ∥∞
), (48)

where we used the fact that ∥Q(w − 1/n)∥∞ ≤ ∥w − 1/n∥TV. To see this, note that the a-th
component of Q(w−1/n) is given by

∑
i Q(a, i)(wi− 1

n ), which is less than ∥w−1/n∥TV almost
surely by straightforward definition of TV-distance. The second term is obtained by union bound on
laplace tail probabilities.

To get a condition on α, it is sufficient to upper bound the first term by 0 and second term by β in (48).
Thus, since α satisfies both conditions, we have α2 ≳ max{∥w − 1/n∥21, log

2(k/β)∥w/ϵ∥2∞} ≃
∥w−1/n∥21+log2(k/β)∥w/ϵ∥2∞. Taking minimum over α satisfying the (1−β) quantile condition
in the definition of PAC minimax rate implies α2 ≃ ∥w − 1/n∥21 + log2(k/β)∥w/ϵ∥2∞.
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Optimizing over the weights w and due to the projection to [0, 1] in the algorithm, we have Rf
c ≲

RC(k, β, ϵ).

(B) We consider frequency estimation. Substituting k = 1 recovers the guarantees for mean estimation.
Let Qσ ∈ {0, 1}k×n such that Qσ(i, j) = I{Dσ(j) = i}. Thus, we have

P{∥Qσw +N − µ(D)∥∞ > α} = P{∥Qσ(w − 1/n) +N∥∞ > α} (49)
≤ P{∥Qσ(w − 1/n)∥∞ > α/2}+ P{∥N∥∞ > α/2} (50)

We focus on the P{∥Qσ(w−1/n)∥∞ > α/2} term. By previous part, it can be at most ∥w−1/n∥TV
(almost surely). However, we also have another bound using the fact that the data is uniformly
permuted. We shall now prove

P{|
∑
i

Qσ(a, i)(wi −
1

n
)| > α/2} ≤ 2 exp

(
− α2

2∥w∥22

)
. (51)

Since we restrict our attention to the a-th component in (51), we shall denote the vector Qσ(a, ·) by
zσ ∈ {0, 1}n. We start by noting∑

i

(wi −
1

n
)zσ(i) =

∑
i

(wi −
1

n
)(zσ(i) − c) for any constant c (52)

=
∑
i

(wi −
1

n
)(zσ(i) − µ) by setting c = µ =

∑
i

zi/n (53)

=
∑
i

wi(zσ(i) − µ). (54)

Define the random variables Y1, . . . , Yn sampled without replacement from z−µ1. Note that the Y (s)
are ‘permutation’ random variables and they are zero-mean. Thus, they satisfy Negative Association
and we have,

P{
∑
i

wiYi > t} = P{exp(λ
∑
i

wiYi) > exp(λt)} (55)

≤
E[
∏

i exp(λwiYi)]

eλt
(56)

≤
∏

i E[exp(λwiYi)]

eλt
(57)

≤ exp(λ2∥w∥22/8)
eλt

(58)

≤ exp(−2t2/∥w∥22). (59)
In (57) we used Negative association and the fact that each function is increasing in Y since wi ≥ 0
(see Corollary 4 and Lemma 8 from Wajc [46]). Thus, we proved (51). Overall, we have

P{∥Qσw +N − µ(D)∥∞ > α} ≤ 2kI{α ≤ ∥w − 1/n∥1} exp
(
− α2

2∥w∥22

)
+ k exp

(
− α

4∥w/ϵ∥∞

)
,

(60)

where (60) results from the fact that maximum error is the TV-distance established in (48). We can
upper bound each term by β/2 to get the condition that

α2 ≳ max{min{∥w − 1/n∥21, log(k/β)∥w∥22}, log
2(k/β)∥w/ϵ∥2∞} (61)

≃ min{∥w − 1/n∥21, log(k/β)∥w∥22}+ log2(k/β)∥w/ϵ∥2∞. (62)
Taking minimum over such α, optimizing over the weights w, and due to the projection to [0, 1] in
the algorithm, we haveRf

u ≲ RU (k, β, ϵ).

Interesting Note: In (60), we used union bound and (51), which finally results in (62). In particular,
there is a log(k/β) coefficient to the ∥w∥22 term. This is might be intuitive as the log(k) term results
from union bound over the k coordinates. However, this method completely disregards that the matrix
Q has only one-hot vectors and one can leverage this structure to get tighter inequalities. In particular,
using the Kearns-Saul inequality, one can get a coefficient of the order 1 + log(1/β)

log k . Thus, the effect
of k is now opposite – a higher k results in a smaller coefficient!
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F Proof of Theorem C.2

Theorem (C.2).
(A) Correlated Setting: For frequency estimation

Efc (k, β, ϵ) ≲ RC(k, 1, ϵ)
2, (63)

and for mean estimation
Emc (β, ϵ) ≲ RC(e, 1, ϵ)

2. (64)

(B) Uncorrelated Setting: For frequency estimation

Efu (k, ϵ) ≲ RU (k, 1, ϵ)
2, (65)

and for mean estimation
Emu (ϵ) ≲ RU (e, 1, ϵ)

2. (66)

Proof. We shall reuse parts of the proof of Theorem C.1 in Appendix E. We present the proof for
frequency estimation, similar steps can be used for mean estimation.

(A) Begin by noting that

E[∥Qw +N − µ(D)∥2∞] = E[∥Q(w − 1/n) +N∥2∞] (67)

≤ E[∥Q(w − 1/n)∥2∞] + E[∥N∥2∞]. (68)

From (48), recall

P{∥Q(w − 1/n)∥∞ > α/2} ≤ I{α/2 ≤ ∥w − 1/n∥TV}. (69)

Therefore, using the above and tail-sum form of expectation, we get

E[∥Q(w − 1/n)∥2∞] ≲ ∥w − 1/n∥21. (70)

Using Lemma F.1 (it can be applied since squared magnitudes of Laplace distribution is equivalent to
squared of exponential distribution), we get

E[∥N∥2∞] ≲ log2(k)∥w/ϵ∥2∞. (71)

Combining (70) and (71), we get the result. Note that for mean estimation, k = 1, one needs to use
(76) instead of the result in Lemma F.1 which assumes k ≥ 2.

(B) In the uncorrelated setting, we shall use the results of part (a) along with another inequality that
we shall prove. Begin by noting that

E[∥Qσw +N − µ(D)∥2∞] = E[∥Qσ(w − 1/n) +N∥2∞] (72)

≤ E[∥Qσ(w − 1/n)∥2∞] + E[∥N∥2∞]. (73)

(70) already gives us a bound on E[∥Qσ(w − 1/n)∥2∞] but we shall also derive an alternate bound.
From (51), we know that each element of the vector ∥Qσ(w−1/n)∥2∞ behaves like a sub-exponential
random variable. In particular, let Yi = |

∑
j Qσ(i, j)(wj − 1/n)|2 ≥ 0. Then, from (51), we have

P{Yi ≥ t} ≤ 2 exp

(
− 2t

∥w∥22

)
.

Using Lemma F.2, we have
E[max

i
Yi] ≲ log(k)∥w∥22,

completing the proof. Note that for mean estimation, k = 1, one can not use the fact log(2k) ≲ log(k)
used above.

Lemma F.1. Let k ≥ 2 and N1, . . . , Nk be i.i.d. Exp(λ) random variables. Then E[maxki=1 N
2
i ] ≃

log2(k)
λ2 .
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Proof. Note that maxki=1 Ni can be written as
∑k

i=1 Yi where Yi is Exp((k−i+1)λ) and independent
of other Y s. Thus,

E[
k

max
i=1

N2
i ] = Var(

∑
i

Yi) + E[
∑
i

Yi]
2 (74)

=
1

λ2

(∑
i

1/i2 + (
∑
i

1/i)2

)
(75)

≃ 1

λ2

(
1 + log2(k)

)
(76)

≃ log2 k

λ2
. (77)

Lemma F.2. Let Y1, . . . , Yk non-negative be sub-exponential random variables satisfying P{Yi ≥
t} ≤ c1 exp(−c2t) ∀t > 0, not necessarily independent. Then, E[maxki=1 Yi] ≤ (c1+1) log(2k)

c2
.

Proof. Similar to the standard technqiue for proving upper bound on maximum of sub-gaussians, for
λ > 0, we have

eλE[maxk
i=1 Yi] ≤ E[eλmaxk

i=1 Yi ] (78)

≤ E[
∑
i

eλYi ] (79)

= k

∫ ∞

0

P{eλY > t}dt (80)

≤ k

(
1 +

∫ ∞

1

P{Y > log(t)/λ}dt
)

(81)

≤ k

(
1 + c1

∫ ∞

0

exp(−c2 log(t)/λ)dt
)

(82)

= k +
kc1

c2/λ− 1
for λ < c2 (83)

Plugging in λ = c2/(c1 + 1) gives the desired result.

G Proof of Theorem C.3

Theorem (C.3). We haveRf
c (k, β, ϵ),Rf

u(k, β, ϵ),Rm
c (β, ϵ),Rm

u (β, ϵ) ≤ 1
2 .

(A) Correlated Setting: ifRf
c (k, β, ϵ) <

1
2 , then it also satisfies

⌈2nRf
c (k,β,ϵ)⌉∑
i=1

ϵi ≳ log

(
k(1− β)

β

)
. (84)

Similarly, ifRm
c (β, ϵ) < 1

2 , then it also satisfies
⌈2nRm

c (β,ϵ)⌉∑
i=1

ϵi ≳ log

(
(1− β)

β

)
. (85)

(B) Uncorrelated Setting:
Let {Zi}ni=1 be sampled without replacement from the entries of ϵ. IfRf

u(k, β, ϵ) <
1
2 , then it also

satisfies

E

exp
−

⌈2nRf
u(k,β,ϵ)⌉∑
i=1

Zi


 ≤ kβ

k − 1
, (86)

E

exp


⌈2nRf
u(k,β,ϵ)⌉∑
i=1

Zi


 ≥ k(1− β). (87)
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Similarly, ifRm
u (β, ϵ) < 1

2 , then it also satisfies

E

exp
−

⌈2nRm
u (β,ϵ)⌉∑
i=1

Zi


 ≤ β, (88)

E

exp


⌈2nRm
u (β,ϵ)⌉∑
i=1

Zi


 ≥ (1− β). (89)

Proof. Rf
c ,Rm

c ,Rf
u and Rm

u are less than equal to half is trivial since the estimate of 1/2 or 1/2
achieves error at most half. We only illustrate the proof technique for frequency estimation. Similar
steps can be used for mean estimation.

The proof technique adapts the homogeneous DP packing lower bounds (for example, see Vadhan
[26]) to our setting. Let M(·) be an ϵ-DP randomized algorithm that is within α < 1

2 of µ(D), in l∞
norm, with probability greater than 1− β for any dataset D.
Define k different datasets Di for i ∈ [k] in the following way: µ(Di) = (1− t)e1+ tei, where ej is
the j-th standard basis vector in Rk. Without loss of generality, we assume the first nt indexes in Di

are the ones with value in bin i. Let Bα(D
i) be the l∞-ball of radius α centered at µ(Di). Setting

t = ⌈2αn⌉
n , observe that Bα(D

i) are disjoint6.

(A) In the correlated setting, we have
1− β ≤ E[I{M(Di) ∈ Bα(D

i)}] ∀i, (90)
where the expectation is over the randomness in the algorithmM. By DP constraint, we also have,

E[I{M(Di) ∈Bα(D
i)}] ≤ e

∑nt
i=1 ϵiE[I{M(D1) ∈ Bα(D

i)}]. (91)

By (90) and (91), summing i ∈ [k], and noting that Bα(D
i) are disjoint, we get

k(1− β) ≤ e
∑nt

i=1 ϵi . (92)

Thus,
∑nt

i=1 ϵi ≥ log k(1− β). In (91), if we instead use

P{M(Di) ∈ Bα(D
i)} ≤ 1− e−

∑nt
i=1 ϵi + e−

∑nt
i=1 ϵiP{M(D1) ∈ Bα(D

i)},
which is also a consequence of the DP definition (see Lemma 13 in Chaudhuri et al. [32]), then we
obtain

∑nt
i=1 ϵi ≥ log(k−1

kβ ). Thus, we can get
nt∑
i=1

ϵi ≳ log
(k − 1)(1− β)

β
.

(B) In the uncorrelated setting we have:
1− β ≤ E[I{M(Di

σ) ∈ Bα(D
i)}] ∀i, (93)

where the expectation is over the randomness in the algorithm M and the permutation σ. Let
γ : [n]→ [n] be such that γ(i) = σ−1(i). By DP constraint, we also have,

E[I{M(Di
σ) ∈Bα(D

i)}|σ] ≤ e
∑nt

i=1 ϵγ(i)E[I{M(D1
σ) ∈ Bα(D

i)}|σ]. (94)

By taking expectation over σ (94) and (93), summing i ∈ [k], noting that Bα(D
i) are disjoint, we get

k(1− β) ≤ E[e
∑nt

i=1 ϵγ(i) ]. (95)

Using the same argument as part (A), using the alternate expression implied by DP, the following is
obtained

E[e−
∑nt

i=1 ϵγ(i) ] ≤ kβ

k − 1
. (96)

It should be noted that the above steps are only valid if α < 1
2 . α = 1

2 is not admissible in the above
due to our modified definition of the ceiling function rendering t to be greater than one.

6Note the slightly modified definition of ceiling function that we use which ensures the sets are disjoint.
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H Proof of Theorem C.4

Our proof is based on the idea of [47], augmented by a more methodical step-by-step analysis.
Theorem (C.4).
We have Efu (k, ϵ), Emu (ϵ) ≤ 1

4 . Both Efu (k, ϵ), Emu (ϵ) satisfy

Efu (k, ϵ), Emu (ϵ) ≥

(√
Estat(ϵ)−

√
1

4n

)2

+

. (97)

Proof. We start with mean estimation.

Emu (ϵ) = min
M∈Mϵ

max
D∈[0,1]n

E
[
|µ(D)−M(Dσ)|2

]
(98)

≥ min
M∈Mϵ

max
D∈{0,1}n

E
[
|µ(D)−M(Dσ)|2

]
(99)

≥ min
M∈Mϵ

max
P∈P({0,1})

EZ1,...,Zn∼P

[
(µ(Z)−M(Z))

2
]
, (100)

= min
M∈Mϵ

max
P∈P({0,1})

EZ1,...,Zn∼P

[
(µ(Z)− µ(P ))

2
+ (µ(P )−M(Z))

2 − 2 (µ(Z)− µ(P )) (µ(P )−M(Z))
]
,

(101)

= min
M∈Mϵ

max
P∈P({0,1})

{
E
[
(µ(P )−M(Z))

2
]
+

Var(P )

n
− 2E [(µ(Z)− µ(P )) (µ(P )−M(Z))]

}
,

(102)

≥ min
M∈Mϵ

max
P∈P({0,1})

{
E
[
(µ(P )−M(Z))

2
]
+

Var(P )

n
− 2

√
E
[
(µ(Z)− µ(P ))

2
]
E
[
(µ(P )−M(Z))

2
]}

,

(103)

= min
M∈Mϵ

max
P∈P({0,1})

{
E
[
(µ(P )−M(Z))

2
]
+

Var(P )

n
− 2

√
Var(P )

n
E
[
(µ(P )−M(Z))

2
]}

,

(104)

= min
M∈Mϵ

max
P∈P({0,1})

f(M,P ) +
Var(P )

n
− 2

√
Var(P )

n
f(M,P )︸ ︷︷ ︸

Quadratic in
√

Var(P )
n

 . (105)

(100) follows by relaxing worst-case dataset to worst-case distribution where the data is sampled
i.i.d. – this also helpds get rid of the permutation. (103) follows by Cauchy-Schwarz and we use the
notation f(M,P ) = E

[
(µ(P )−M(Z))

2
]

in (105). Now, we minimize the quadratic in (105) wrt√
Var(P )

n , which has a domain of
[
0,
√

1
4n

]
for P ∈ P({0, 1}).

≥ min
M∈Mϵ

max
P∈P({0,1})

{
f(M,P ) + (f(M,P ) ∧ 1

4n
)− 2

√
(f(M,P ) ∧ 1

4n
)f(M,P )

}
, (106)

= min
M∈Mϵ

max
P∈P({0,1})

(√
f(M,P )−

√
1

4n

)2

+

(107)

Now let P ∗(M) = arg maxP∈P({0,1}) f(M,P ).

For a given M , (107) is maximized wrt P if f(M,P ) is maximized. Thus,

min
M∈Mϵ

max
P∈P({0,1})

(√
f(M,P )−

√
1

4n

)2

+

= min
M∈Mϵ

(√
f(M,P ∗(M))−

√
1

4n

)2

+

. (108)
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The minimum over M is achieved when f(M,P ∗(M)) is minimized. Noting that
minM∈Mϵ maxP∈P({0,1}) f(M,P ) = minM∈Mϵ f(M,P ∗(M)) = Estat(ϵ), we have the desired
result.

For frequency estimation,

Efu (k, ϵ) = min
M∈Mϵ

max
D∈[k]n

E
[
∥µ(D)−M(Dσ)∥2∞

]
(109)

≥ min
M∈Mϵ

max
D∈[k]n

E
[
|µ(D)1 −M(Dσ)1|2

]
(110)

(110) follows since the error in the first coordinate will be lower than the infinity norm. Next, we
describe how we can now reduce this problem and follow the same steps as that of mean estimation.

Let Q(p) = (p, 1− p, 0, 0, . . . , 0) be a multinomial distribution over k values. Then, we have

min
M∈Mϵ

max
D∈[k]n

E
[
|µ(D)1 −M(Dσ)1|2

]
≥ min

M∈Mϵ

max
p∈[0,1]

EZ1,...,Zn∼Q(p)

[
|µ(Zn

1 )1 −M(Zn
1 )1|2

]
,

(111)

= min
M̃∈Mϵ

max
P∈P({0,1})

EW1,...,Wn∼P

[
|µ(W )− M̃(W )|2

]
.

(112)

The first inequality follows by replacing worst-case dataset by expectation over the dataset generated
by the multinomial distribution. Since a sample from the multinomial distribution is fully determined
by the first-coordinate, we can restrict to algorithms M̃ which only depend on the first-coordinate;
thus, we have a change of variables and represent the problem as a scalar and now the same steps as
that of mean estimation can be applied. We believe our bounds for frequency estimation can be made
tighter with a more delicate analysis.

I Proof of Theorem 5.1 and Theorem 5.2

Theorem (5.1). (A) For 1
2n ≤ R

f
c (k, β, ϵ) ≤ 1

4 , the lower bound (31) implies that error incurred by
HPF-CP is of the same order as the minimax rate, i.e.,

Rf
c (k, β, ϵ) ≃ RC(k, β, ϵ).

(B) For 1
2n ≤ R

m
c (β, ϵ) ≤ 1

4 , the lower bound (32) implies that error incurred by HPM-CP is of the
same order as the minimax rate, i.e.,

Rm
c (β, ϵ) ≃ RC(1, β, ϵ).

Proof. We present the proof for frequency estimation. Similar steps can be used for mean estimation.

Let t = ⌈2nRC⌉. Since 1
2n ≤ Rc ≤ 1

4 , we have t
n ≃ Rc and n − t ≃ n. The lower bound in

Theorem C.3(A) implies that t satisfies
∑t

i=1 ϵi ≳ log(k/β) (we assume 1−β ≥ 1/2 for meaningful
regimes where we want low probability of error). Thus, we have

ϵt+1 ≥ log(k/β)/t ,

since ϵ is non-decreasing. Consider the weights w such that the first t entries are zero and the rest
n− t entries are 1/(n− t). Using these weights, we get

RC(k, β, ϵ)
2 ≲

t2

n2
≃ Rc(k, β, ϵ)

2,

where we used 1
(n−t)ϵt+1

≲ t
n log(k/β) .

Theorem (5.2). Assume high privacy demand where ∥ϵ∥∞ ≤ 1, for the two problems.
(A) Frequency Estimation: In the regime 1

2n ≤ R
f
u(k, β, ϵ), we have the following upper and lower

bound onRf
u,

log(k/β)

∥ϵ∥1
≲Rf

u(k, β, ϵ) ≲
log(k/β)

∥ϵ∥1
+√

n2Var(e−ϵ) ∧ n log(k/β)

∥ϵ∥1
.

(113)
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The upper bound is achieved by HPF-UP and HPF-A. Further, if Var(e−ϵ) ≲ log2(k/β)
n2 , then we

have

Rf
u(k, β, ϵ) ≃

log(k/β)

∥ϵ∥1
. (114)

(B) Mean Estimation: In the regime 1
2n ≤ R

m
u (β, ϵ), we have the following upper and lower bound

onRm
u ,

log(1/β)

∥ϵ∥1
≲Rm

u (β, ϵ) ≲
log(1/β)

∥ϵ∥1
+√

n2Var(e−ϵ) ∧ n log(1/β)

∥ϵ∥1
.

(115)

The upper bound is achieved by HPM-UP and HPM-A. Further, if Var(e−ϵ) ≲ log2(1/β)
n2 , then we

have

Rm
u (β, ϵ) ≃ log(k/β)

∥ϵ∥1
. (116)

Proof. We present the proof for frequency estimation. Similar steps can be used for mean estimation.

In the upper bound, use the HPF-A weights w = 1−exp(−ϵ)
∥1−exp(−ϵ)∥1

. Using ∥w−1/n∥21 ≤ n∥w−1/n∥22,
we have

RC(k, β, ϵ)
2 ≤

min{n∥1− e−ϵ − ∥1−e−ϵ∥1

n ∥22, log(k/β)∥1− e−ϵ∥22}+ log2(k/β)
(

1−e−ϵ1

ϵ1

)2
∥1− e−ϵ∥21

(117)

≤ min{n2Var(e−ϵ), log(k/β)∥1− e−ϵ∥22}+ log2(k/β)

∥1− e−ϵ∥21
(118)

Using 1− e−ϵ ≳ϵ for ϵ ≤ 1, (119)

≤ min{n2Var(e−ϵ), log(k/β)∥1− e−ϵ∥22}+ log2(k/β)

∥ϵ∥21
(120)

Using ∥1− e−ϵ∥22 = nVar(e−ϵ) +
∥1− e−ϵ∥21

n
≤ nVar(e−ϵ) +

∥ϵ∥21
n

, (121)

≤
min{n2Var(e−ϵ), log(k/β)nVar(e−ϵ) + log(k/β)

∥ϵ∥2
1

n }+ log2(k/β)

∥ϵ∥21
(122)

=
log2(k/β)

∥ϵ∥21
+min

{
n2Var(e−ϵ)

∥ϵ∥21
, log(k/β)

(
1

n
+

nVar(e−ϵ)

∥ϵ∥21

)}
(123)

If in (120), we use ∥1− e−ϵ∥22 ≤ n, then we would get

R2
C ≲

log2(k/β)

∥ϵ∥21
+min

{
n2Var(e−ϵ)

∥ϵ∥21
,
n log(k/β)

∥ϵ∥21

}
.

Coming to the lower bound, use Jensen’s inequality in (33) to obtain

log
k − 1

kβ
≤ ⌈2nRu⌉

n
∥ϵ∥1 ≃ Ru∥ϵ∥1. (124)
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Let Z be a sample from the vector ∼ ϵ. Using Negative Association in (34), we get

k(1− β) ≤ E[eZ ]⌈2nRu⌉ (125)

=

(
1

n

∑
i

eϵi

)⌈2nRu⌉

(126)

≤

(
1

n

∑
i

(1 + (e− 1)ϵi)

)⌈2nRu⌉

(127)

=

(
1 +

(e− 1)

n
∥ϵ∥1

)⌈2nRu⌉
. (128)

In the above, (127) follows from ∥ϵ∥∞ ≤ 1. Taking logarithm and using log(1 + x) ≤ x, we get

log k(1− β) ≲ Ru∥ϵ∥1. (129)

By adding (124) and (129), we get

log
k

β
≲ Ru∥ϵ∥1. (130)

J Proof for Theorem 5.3

Theorem (5.3). For values of ϵ satisfying Estat(ϵ) ≥ 1
2n , we have

Estat(ϵ) ≲ Efu (k, ϵ) ≲ log(k)2Estat(ϵ) (131)

for frequency estimation and
Emu (ϵ) ≃ Estat(ϵ) (132)

for mean estimation.

Proof. From Theorem C.4, we directly have Estat(ϵ) ≲ Efu (k, ϵ), Emu (k, ϵ) in the regime of interest.

Now, observe that

Efu (k, ϵ) ≲ min
w∈∆n

(∥∥∥∥w − 1

n

∥∥∥∥2
1

∧ log(k)∥w∥22

)
+ log(k)2

∥∥∥w
ϵ

∥∥∥2
∞

, (133)

≲ log(k)2 min
w∈∆n

∥w∥22 +
∥∥∥w
ϵ

∥∥∥2
∞

. (134)

Similarly,

Emu (ϵ) ≲ min
w∈∆n

∥w∥22 +
∥∥∥w
ϵ

∥∥∥2
∞

. (135)

Using the result of Chaudhuri et al. [32] that Estat(ϵ) ≃ minw∈∆n
∥w∥22 +

∥∥w
ϵ

∥∥2
∞, we get the

desired.

It may be noted that the statistical minimax rate considered in Chaudhuri et al. [32] is over all
distributions on [0, 1] instead of our definition of all distributions on {0, 1}. However, bound their
upper and lower bound work for this case as well and leads to identical result.

K A Special Case for Efc
We consider a special case in this Section and prove a tight lower bound using a different technique.
This Section is added purely for fun.

Consider the scenario where there are only two bins and out of n users, n/2 of them have privacy
demand ϵ → 0 and the rest have a privacy demand of ϵ → ∞. Let the dataset be presented as
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Z = (Z1, . . . , Zn) ∈ {0, 1}. The frequency is given by µ(Z) = (1−
∑

i Zi

n ,
∑

i Zi

n ). For this section,
we use slightly different notations, that we described below.

For this special setting, we denote the minimax rate by R̂u(n). Let the set of all algorithms that are
0-DP in the first n/2 entries and∞-DP in the next n/2 entries of the input be represented as M̂(n).
In particular, we have the definition for minimax expected squared ℓ∞ error as

R̂u(n) = min
M∈M(n)

max
Z∈{0,1}n

E
[
∥µ(Z)−M(Zσ)∥2∞

]
. (136)

The above expectation is over the permutations and randomness in M . By the result in the following
two subsections (see (145) and (137)), we have R̂u(n) ≃ 1

n . This implies that our upper bound,
given by HPF-U, is tight in this regime.

K.1 Upper Bound

HPF-U, for this setting, just uses the empirical frequency from public data as the estimator. HPF-U
will have a squared ℓ∞ error greater than log(2/β)

n with probability less than β. In terms of expected
squared ℓ∞ error, one can integrate the tail bound in (60) to get the upper bound

R̂u(n) ≲
1

n
. (137)

K.2 Lower Bound

Let the data of the n/2 users with public data be X = (X1, . . . , Xn/2) which are samples without
replacement from Z and let the rest of the private data be Y = (Y1, . . . , Yn/2). Based on X , the
algorithm would need to estimate µ(Z).

Out of the two bins (0, 1), we can just focus on bin 1. Thus we denote M(Zσ)1 by f(X). We have,

R̂u(n) = min
M∈M(n)

max
Z∈{0,1}n

E
[
∥µ(Z)−M(Zσ)∥2∞

]
(138)

≥ min
M∈M(n)

max
Z∈{0,1}n

E
[
|µ(Z)1 − f(X)|2

]
(139)

= min
M∈M(n)

max
Z∈{0,1}n

E

∣∣∣∣∣
∑n/2

i=1 Xi + Yi

n
− f(X)

∣∣∣∣∣
2
 (140)

≥ min
M∈M(n)

EZ1,...,Zn∼Bern(1/2)

∣∣∣∣∣
∑n/2

i=1 Xi + Yi

n
− f(X)

∣∣∣∣∣
2
 , (141)

where the last inequality follows by replacing the worst-case dataset Z by taking expectation over
i.i.d. samples Z1, . . . , Zn ∼ Bern(1/2). Now, since Z1, . . . , Zn are i.i.d. Bern(1/2) and X,Y
are samples without replacement from Z, we have the fact that X1, . . . , Xn/2, Y1, . . . , Yn/2 are
i.i.d. Bern(1/2). Since X and Y are now independent, and by the MMSE property of conditional
expectation, we have

E

∣∣∣∣∣
∑n/2

i=1 Xi + Yi

n
− f(X)

∣∣∣∣∣
2
 ≥ E

∣∣∣∣∣
∑n/2

i=1 Xi + Yi

n
− E

[∑n/2
i=1 Xi + Yi

n
|X

]∣∣∣∣∣
2
 (142)

= E

∣∣∣∣∣
∑n/2

i=1 Yi

n
− 1

4

∣∣∣∣∣
2
 (143)

=
1

8n
. (144)

Thus, we have

R̂u(n) ≳
1

n
. (145)
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L Weights in Local DP

L.1 Frequency Estimation

Suppose user i has a datapoint in bin j, then present user i’s datapoint Di as ej ∈ Rk. In the
following, we shall represent user i’s true data as Di ∈ {0, 1}k.

In the k-RAPPOR scheme, user i flips each bit of the vector independently with probability
1

1+exp (ϵi/2)
and sends the new vector xi to the server. After receiving the vector xi ∈ {0, 1}k

from user i, the server can compute coth ( ϵi4 )(xi − 1/(1 + exp (ϵi/2))) which is an unbi-
ased estimator of the user’s data. For weights w ∈ ∆n, let the overall estimate for µ(D) be∑n

i=1 wi coth (
ϵi
4 )(xi − 1/(1 + exp (ϵi/2))).

Now, representing this mechanism as M(D), we have

P{∥M(D)−µ(D)∥∞ > α} ≤ P{∥M(D)−
∑
i

wiDi∥∞ > α/2}+P{∥
∑
i

wiDi−µ(D)∥∞ > α/2}.

(146)

Now note that E[coth ( ϵi4 )(xi−1/(1+exp (ϵi/2)))] = Di. For j ∈ [k], let Y j
i be the j-th component

of coth ( ϵi4 )(xi− 1/(1+ exp (ϵi/2)))−Di. Then Y j
i is either a coth ( ϵi4 )Bern(

eϵi/2

1+eϵi/2
)− eϵi/2

eϵi/2−1

RV (if Di = ej) or a coth ( ϵi4 )Bern(
1

1+eϵi/2
) − 1

eϵi/2−1
RV (otherwise). For a given j, Y j

i are
independent as well.

Therefore, using Kearns-Saul concentration inequality [48, 49], we get

P{∥M(D)−
∑
i

wiDi∥∞ > α/2} ≤ 2k exp

[
− α2

8
∑

i w
2
i coth (

ϵi
4 )/ϵi

]
(147)

For the P{∥
∑

i wiDi − µ(D)∥∞ > α/2} term, exact same analysis as that of Theorem C.1 works.
Thus,

• In the correlated setting, we have

α2 ≲

(
min

w∈∆n

∥w − 1/n∥21 + log(k/β)
∑
i

w2
i coth (

ϵi
4
)/ϵi

)
∧ 1. (148)

• In the uncorrelated setting, we have

α2 ≲

(
min

w∈∆n

[
∥w − 1/n∥21 ∧ log(k/β)∥w∥22

]
+ log(k/β)

∑
i

w2
i coth (

ϵi
4
)/ϵi

)
∧ 1.

(149)

For the purpose of implementation, we upper bound the ℓ1 norm in the above by nℓ2 norm.

L.2 Mean Estimation

Let user i’s data be Xi ∈ [0, 1] then it sends to the server Yi = Xi +Ni where Ni ∼Laplace( 1
ϵi
).

The server’s estimate is
∑

i wiYi for w ∈ ∆n.

Now, representing this mechanism as M(Y ), we have

P{|M(Y )− µ(X)| > α} ≤ P{|
∑
i

wiNi| > α/2}+ P{|
∑
i

wiXi − µ(X)| > α/2}. (150)

For the second term, exact same analysis as that of Theorem C.1 works so we focus on bounding the
first term. Using the tail bound of Chan et al. [50] (Lemma 2.8), we have

P{|
∑
i

wiNi| > α/2} ≤

{
exp{−c α2

∥w/ϵ∥2
∞
} if α/2 ≤ 2

√
2∥w/ϵ∥2

2

∥w/ϵ∥∞

exp{−c′ α
∥w/ϵ∥∞

} else.
(151)

To simplify the problem, we just consider the sub-exponential tail bound as a heuristic for the
optimization. Thus,
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• In the correlated setting, we have

wLDP = arg min
w∈∆n

∥w − 1/n∥21 + log(1/β)2∥w/ϵ∥2∞. (152)

• In the uncorrelated setting, we have

wLDP = arg min
w∈∆n

[
∥w − 1/n∥21 ∧ log(k/β)∥w∥22

]
+ log(1/β)2∥w/ϵ∥2∞. (153)

Recall that these are exact same weights obtained in HPM-CP and HPM-UP!

M Faster Variants of HPF-CP and HPF-UP

Algorithm 3 Heterogeneously Private Frequency Turbo for different cases. HPF-CT and HPF-UT
are for the correlated and the uncorrelated setting respectively.

Input: ϵ ∈ Rn
>0, X ∈ [k]n, β > 0

HPF-CP-T: Set
w∗ = argmin

w∈∆n

n

∥∥∥∥w − 1

n

∥∥∥∥2
2

+ log2(k/β)
∥∥∥w
ϵ

∥∥∥2
∞

.

HPF-UP-T: Set

w∗ = argmin
w∈∆n

(
n

∥∥∥∥w − 1

n

∥∥∥∥2
2

∧ log

(
k

β

)
∥w∥22

)
+

log2
(
k

β

)∥∥∥w
ϵ

∥∥∥2
∞

Sample i.i.d. N1, . . . , Nk ∼ Laplace(2∥w
∗

ϵ ∥∞)

Calculate y ∈ Rk:
yj = Nj +

n∑
i=1

w∗
i I{Xi = j}, ∀j ∈ [k].

Set yj ← max{min{yj , 1}, 0} ∀j ∈ [k].
return y

In the algorithms HPF-CP and HPF-UP, the minimization, although convex, can be a bottleneck
and we attempt to consider more efficient variants. If we upper bound the ℓ1-norm by nℓ2-norm,
then the optimization problem has a closed form solution which we can implement efficiently in
O(n log n) time. Further, the arithmetic operations involved in finding the solution do not suffer from
the numerical instability issues that cvxpy runs into in HPF-CP and HPF-UP when the entries of the
privacy demand vector can range vary between several orders of magnitude. Increasing the number
of users n also brings numerical instability for solving the weights using cvxpy.

These variants of the algorithm can be efficiently implemented since minimizations of form
minw∈∆n∥w∥22 + c∥w/ϵ∥2∞ can be solved in O(n log n) time using the algorithm presented by
Chaudhuri et al. [32]. In brief, for non-decreasing ϵ, construct the sequence

r1 = ϵ1, (154)

rk+1 =

∑k
i=1 r

2
i + c∑k

i=1 ri
∧ ϵk+1 ∀k ∈ [n− 1]. (155)

The solution can be obtained as w∗ = r/∥r∥1. We refer to these two faster variantspresented in
Algorithm 3 as HPF-CT and HPF-UT respectively. For HPF-UT, one can solve two minimization
problems – one using the term n∥w − 1/n∥22 and one using the term log(k/β)∥w∥22 – and finally
choose the weights corresponding to the one minimizing the two objective values.

We perform experiments with synthetic dataset in a similar manner as our earlier experiments
to compare HPF-CP with HPF-CT in the correlated setting, and HPF-UP with HPF-UT in the
uncorrelated setting. The graphs showing the empricial 95-th quantile of the l∞ error is presented in
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Figure 2. Our proposed heuristic algorithm HPF-A performs the best and is the most efficient. In the
correlated regime, HPF-CP performs better than HPF-CT at the cost of being more computationally
difficult. In the uncorrelated regime, HPF-UP and HPF-UT perform exactly the same in Figure 2,
indicating that the optimal weights must have been identical, which is possible if log(k/β)∥w∥22
term is smaller among the two terms in the minimization in both HPF-UP and HPF-UT.

Similar steps can be performed to speed up HPF-CE and HPF-UE.
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Figure 2: Comparison of performance of the HPF algorithms in Algorithm 1 and 3.
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