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Abstract

Context: To effectively defend against ever-evolving cybersecu-
rity threats, software systems should be made as secure as possible.
To achieve this, software developers should understand potential vul-
nerabilities and apply secure coding practices. To prepare these skilled
professionals, it is important that cybersecurity concepts are included
in programming courses taught at universities.

Objective: To present a comprehensive and unbiased literature review
on teaching of cybersecurity concepts in programming courses taught
at universities.

Method: We perform a Systematic Mapping Study. We present six
research questions, define our selection criteria, and develop a classifi-
cation scheme.

Results and Conclusions: We select 24 publications. Our results
show a wide range of research contributions. We also outline guide-
lines and identify opportunities for future studies. The guidelines
include coverage of security knowledge categories and evaluation of
contributions. We suggest that future studies should cover security
issues, negative impacts, and countermeasures, as well as apply evalu-
ation techniques that examine students’ knowledge. The opportunities
for future studies are related to advanced courses, security knowledge
frameworks, and programming environments. Furthermore, there is a
need of a holistic security framework that covers the security concepts
identified in this study and is suitable for education.

Keywords—systematic mapping study; cybersecurity; secure pro-
gramming; teaching; university

1 Introduction

Along with progress in technology, there is a wide variety of cyberattacks
which have become more powerful over time. According to the latest ENISA



Threat Landscape report [19], the number and diversity of attacks increased
compared to previous years. To reduce security issues in software systems
and thus defend them from possible threats, software should be designed with
security in mind from the ground up [47] and, in addition, security should
be considered in each phase of the software development life cycle [17].

Developers should create secure software that is resistant to possible at-
tacks |4]. Thus, security awareness is an important skill for any developer |4].
In particular, developers should have knowledge of common vulnerabilities
and be able to apply secure coding practices to avoid these |14,[37]. To teach
these skills to future professionals, security should be integrated into the
higher education curriculum [35,37,|45].

For researchers, it is important to study the current state of the art to
identify areas where further investigation is needed. There is some existing
research work on publications related to cybersecurity education [42]. How-
ever, to the best of our knowledge, there are no existing systematic studies on
teaching of cybersecurity concepts in programming courses. Therefore, the
goal of this Systematic Mapping Study (SMS) is to review research publica-
tions that cover teaching of cybersecurity concepts in programming courses
in higher education. We answer the following research questions:

RQ1: Which security concepts are covered?

RQ2: At which study program and course is the research conducted?ﬂ
RQ3: What are the contributions of the studies?

RQ4: Which theoretical frameworks are used?

RQ5: Which programming environments are used?

RQ6: How are the contributions evaluated?

This article is structured as follows. In Section [2| we describe how the
study was designed and scheduled. We present the results in Section [3]
Then, we provide an evaluation of the validity of this study in Section
Finally, we present and discuss our conclusions in Section

2 Study design

To design our SMS, we used the systematic literature reviews and systematic
mapping studies guidelines presented in [24] and [32].

2.1 Search strategy

In this section, we present chosen search terms, databases, and search strings.

!By study program we mean the level of an academic degree and the study field.
Similarly, by course we mean one specific subject in a curriculum.



2.1.1 Search Terms

We applied the Population Intervention Comparison Outcome Context (PICOC)
criteria [33| to identify keywords and create search strings. In terms of
PICOC, we defined teaching of programming in higher education as Popu-
lation, cybersecurity concepts as Intervention, classification to provide an
overview of existing approaches for teaching of cybersecurity concepts at
programming courses in higher education as Outcome, and academic peer-
reviewed publication in the relevant field as Context. Comparison is not
applicable to our study. The final search string is presented in Subsection
2. 1.5l

2.1.2 Databases

We performed the search in the following Digital Libraries (DLs): Institute
of Electrical and Electronics Engineers (IEEE) Xplore, Association for Com-
puting Machinery (ACM) DL, ScienceDirect, Scopus, Wiley Online Library,
and Web of Science. SpringerLink was excluded since it was impossible to
search only in the selected metadata fields, and the number of returned re-
sults was too high.

2.1.3 Search Strings

Table [I] shows the general structure of the search string. We included in
the search the publication title, abstract, and indexing terms or keywords.
The structure of the search string was adjusted for each digital library. For
ScienceDirect and Wiley DIEL this led to three separate queries. Based
on the filters offered by DLs, we immediately limited the returned search
results. The applied filters included source or document type, subject area,
and language (these are also presented in Subsection .

Table 1: Search string
(teach OR teaching OR education) AND ("programming" OR "coding")
AND (secure OR security OR "cyber security" OR "cybersecurity")
AND (university OR "higher education")

2.2 Inclusion and exclusion criteria

The inclusion criteria is as follows. 1) The study belongs to higher education
AND 2) The study reports on an approach that aims to apply and improve
the teaching of cybersecurity concepts in the scope of programming OR
evaluates current state and defines knowledge gaps AND 3) The study is

2For Wiley DL, only the search in abstract was considered, since neither the title nor
keywords provided meaningful results.



written in English AND 4) The study is published in a peer-reviewed journal,
conference, or workshop.

Additionally, if several papers present the same approach, we included
only the most recent one (applied during full-text screening). The exclusion
criteria is opposite to the inclusion criteria. During the title and abstract
screening, we applied criterion number 1) only if it was evident that the
study does not belong to higher education.

2.3 Study selection procedure

The study selection process included the following steps: title and abstract
level screening, full-text level screening, and backward as well as forward
snowball sampling. First, we removed duplicates. Second, during the screen-
ing at the title and abstract level, we examined the titles and abstracts of
the selected publications and applied the inclusion and exclusion criteria.
Third, we screened the full texts of the studies selected in the previous step
and applied the inclusion and exclusion criteria. Finally, we used the pub-
lications selected after full-text level screening for backward and forward
snowball sampling. To avoid bias, two researchers (Alina Torbunova and
Adnan Ashraf) performed screening and snowball sampling. The results
were compared, and disagreements were resolved at meetings.

2.4 Quality Assessment Checklist and Procedure

The set of selected studies was assessed for their quality. We applied the
following checklist for quality assessment. 1) Is teaching of cybersecurity
concepts in the scope of programming the main focus of the publication? 2)
Does the publication contribute to the improvement of teaching of security
concepts in the scope of programming? 3) Is the proposal clearly described?
4) Is the proposal evaluated? 5) Are cybersecurity concepts clearly stated?
6) Is the study already performed?

Two researchers (Alina Torbunova and Adnan Ashraf) performed this
task. The results were compared and disagreements were resolved at meet-
ings. To be selected, a study had to satisfy each question in the checklist, as
these are crucial for the scope of this SMS and for data extraction.

2.5 Data Extraction Strategy

For each of the selected studies, we extracted the title, names of the authors,
the year, the type, and the venue. Then, we extracted data items related to
each of the six research questions. A publication may contain several values
for each research question. To extract the data, we applied the requirement
that it should be explicitly specified in the study that the data values in
question are related to the contribution of the study.



2.6 Schedule

This SMS was performed during December 2023 — March 2024. The primary
studies found by the search string were extracted on 4 December 2023. Back-
ward and forward snowball sampling was performed during January 15-19,
2024.

3 Results

The number of publications selected at each stage of the study is presented in
Table |2l The initial search in DLs provided 642 results. We selected 24 pub-
lications after applying inclusion and exclusion criteria, snowball sampling,
and quality assessment.

Table 2: Number of publications at each stage of study

Stage Nr. of publications
Search string 642
After removing duplicated 484
After title & abstract screening 85
After full text screening 24
After backward snowball sampling 30
After forward snowball sampling 44
After quality assessment 24

Table [3| presents the list of publications selected for this study. The
table includes Study IDs (SIDs) given to the selected studies, along with
a reference to the source, the type of Venue[ﬂ and the year of publication.
These studies cover the period from 2010 to 2023. The number of studies in
each year ranges from zero to three, with an increase in 2019 with six studies
published in that year.

The categorization of data extracted for each of the research questions is
presented in Sections to In S16 we consider only the data related to
the clinic approach, since the tool ESIDE which is compared to the clinic is
already presented in detail in S20 (see Subsection for more information
about contributions).

3.1 Security Concepts (RQ1)

For the first research question, we divided the topics related to security con-
cepts into four main categories: General security knowledge, Security issues,
Negative impacts, and Countermeasures. The general idea of these categories
is inspired by |18] and [43|, but we selected different naming conventions and

3 Among venue types, a symposium was classified as a conference.



Table 3: Selected publications
SID | Ref. | Venue | Year || SID | Ref. | Venue | Year
S1 1] Conf. 2017 || S13 | |25] | Contf. 2019
S2 [3] Conf. 2020 || S14 | |30] | Contf. 2020
S3 [4] Conf. 2023 || S15 | |35] | Contf. 2022
S4 | 5] Conf. 2016 || S16 | [37] | Conf. 2018
S5 | |6] | Journal | 2019 || S17 | |38] | Conf. 2019
S6 | [8] | Conf. 2019 || S18 | |39] | Journal | 2016
S7 [ [7] | Conf. | 2017 || S19 | [43] | Conf. | 2019
S8 | |16] | Journal | 2019 || S20 | [44] | Conf. 2015
S9 | |17] | Conf. 2021 || S21 | |45] | Journal | 2014
S10 | [18] | Conf. | 2022 || S22 | [47] | Conf. | 2011
S11 | [20] | Conf. 2016 || S23 | |31] | Contf. 2010
S12 | [21] | Conf. 2013 || S24 | |14] | Conf. 2013

have an additional category related to general knowledge. We present each
category of security concepts in detail in the following subsections. Then, we
analyze how a combination of security issues, negative impacts, and counter-
measures is covered in studies. General security knowledge is not included
in this analysis, since this category includes broad concepts.

3.1.1 General security knowledge

The General security knowledge category includes general concepts. These
are mentioned as awareness of unsafe functions (S3), security topics (S3),
security engineering (S11 and S22), threat modeling (S6, S22), robustness
(S6), security vulnerabilities (S10 and S22), risks (S10 and S18), threats (S10
and S22), attacks (S10), trust (S10), trustworthiness (S10), balancing secu-
rity properties (S10), authenticity (S22), accountability (S22), assets (522),
poor programming practices and possible impacts of these (522), security
violations (S22), as well as confidentiality, integrity, and availability (522).
In some studies, theoretical frameworks (see Table were presented in a
general way as a part of the contribution (S4, S8, S11, and S15).

3.1.2 Security issues

Topics related to security issues or, in other words, vulnerabilities, are pre-
sented in Table[d] These topics are divided into two main categories: General
and Language-based. The idea of the latter category is inspired by [6]. The
choice of categories is based on the extracted data as well as on the own
understanding of the authors of this study, since there was a different the-
oretical base utilized by researchers and thus affected terminology used in
the selected studies. In general security issues, the category of file system



vulnerabilities includes file input and output validation vulnerabilities (S4)
as well as storing sensitive data on external storage (S8). Among general is-
sues, the majority of studies refer to insecure communication, while improper
authentication and session management as well as side-channel vulnerability
are mentioned in one study each.

In language-based security issues in Table {4} there are three categories
that include concrete subtopics. In memory management vulnerabilities,
these are buffer overflow (S2-S6, S11, S14, S18, S21, and S24), integer over-
flow (S2, S5, S10, S18, S21, and S22), integer underflow (S18), memory
access vulnerabilities (S10), and concurrency vulnerabilities (S4). Injection
flaws include OS command injection (S2), SQL injection (S4, S11, S16, S20,
S23, and S24), cross-site scripting (S4, S11, S15, S16, S20, and S24), and
image tag vulnerability (S24). Finally, output vulnerabilities include format
string vulnerability (S2, S14), output encoding vulnerability (S4, S16, S19,
and S20), and output escaping vulnerability (S4 and S19). Among language-
based security issues, the majority of studies refer to memory management
vulnerabilities, while cross-site request forgery vulnerability is the least cov-
ered topic.

Table 4: Security issues
Category | Subcategory SID
Improper access control S1, S4, S8, S16
Improper authentication

. S4
and session management
General Insecure communication S1, S4, S5, S8, S11
Improper configuration S1, 54, S8
Weak cryptography S4, S5, S11

Side-channel vulnerability | S17
File system vulnerabilities | S4, S8
S1, Sh, S10, S14, S16,

Improper input validation

S18-S20, S22
Memory management S2-S6, S10, S11, S14, S18,
Language- vulnerabilities S21, S22, S24
based Injection flaws 52, 84, 511, 515, 516, 520,
S23, 524
Output vulnerabilities S2, S4, S14, S16, S19, S20
Improper error handling S4, S5, 59, S10
Improper logging S1, S8, S10

Cross-site request forgery | S4, S11

Insecure general coding | o) "ar o9 g14 g1
practices




3.1.3 Negative impacts

Negative impacts are presented in Table These topics are divided into
three main categories: Attacks, Unexpected behavior, and Security violations.
Studies included in the first eight attack categories provide an exact name
of the attack that is a part of the contribution. The last category of attacks,
other malware attacks, includes studies in which the exact attack names
were not provided. Injection attacks are presented with the following three
types of attack: SQL injection (5S4, S11, S16, S20, and S23), HTML injection
(S4), and cross-site scripting (S4, S11, S15, S16, S19, and S20). The general
category of unexpected behavior includes studies (S10 and S21) in which a
more concrete example was not provided. In S4, S8, S11, and S21 negative
impacts are taught in practice, for example, students need to perform an
attack to gain unauthorized access to the system. Most of the studies in
the Attacks category are on the injection attacks. Similarly, code crash is
the leading subcategory under Unexpected behaviors. Unauthorized access
is the leading one under Security violations.

Table 5: Negative impacts

Category Subcategory SID
Parameter tampering S4
System hijacking S10
Malicious execution S4
L S4, S11, S15, S16,
Attacks Injection $10, $20. $23
Denial-of-service S4, S10, S16
Eavesdropping S8, S11
Man-in-the-middle S9, S16
Side-channel attacks S17
Other malware attacks S8, S11, S21, S22
Code crash S10, S21, S22
Infinite loop S10
Unexpected Memory corruption S10, S14
behavior -
Function parameter 914
modification
General S10, S21
. S7, S8, S10, S11,
Security violations Unauthorized access S17
Unauthorized modification | S7, S8, S10




3.1.4 Countermeasures

Countermeasures are presented in Table [f] These topics are divided into
two main categories: Secure coding practices and Other approaches and de-
fine practices that contribute to a more secure code. As a framework for
the category of secure coding practices, we utilized OWASP Secure Coding
Practicesﬁ [28], while other approaches are based only on our categorization
of the extracted data. We defined subtopics for three categories of secure
coding practices. In authentication and password management, these are au-
thentication (S11-S13, S15, and S17) and password-related practices (S7, S8,
S12, S16, and S17). Cryptographic practices are covered with five concrete
topics: encryption and decryption (S5, S7-S9, S11-S13, and S16), hashing
(S5, S11, S12, S16, and S17), secure random number generation or salting
(S5, S7, S9, and S16), cryptographic protocols (S12 and S17), and message
authentication (S5 and S12). Finally, in the error handling and logging cat-
egory there are two subcategories: error handling (S5, S7, S9, S10, S12, and
S21) and logging (S1, S8, S10, and S17).

Among other approaches in Table [f] the code review category includes
studies that utilize static code analysis tools (S1, S2, S8, S15, S20, and S24),
compiler messages (S3, S7, and S14), and manual code review (S6, S10,
S16, and S22) as ways to improve security of the code. By documentation
resources (S2 and S3) we mean library documentation and other information
resources that are utilized by students. Input validation is the leading topic
in secure coding practices, while code review is the leading one among other
approaches.

3.1.5 Coverage of Security Issues, Negative Impacts, and Coun-
termeasures

We analyzed how a combination of security issues, negative impacts, and
countermeasures is covered in studies. Figure [I] shows how these are dis-
tributed. In 14 studies, all three categories are covered. The combination
of negative impacts and countermeasures is covered in one study, while the
combination of security issues and countermeasures is covered in seven stud-
ies. Countermeasures are only covered in two studies. We observed that a
general trend is to combine security issues, negative impacts, and counter-
measures, but there are studies that miss at least one security knowledge
category. As a guideline, we concluded that studies should cover all three
knowledge categories.

4The OWASP category session management is not present, since no topics could be
mapped to this category.



Table 6: Countermeasures

Category | Subcategory SID

Input validation S1-S7, S10, S13-S22, S24
. S2, S4, S7, S14, S16, S19,

Output encoding $90. 522
Authentication and S7. 98, S11-S13, S15-S17
password management

Secure S1, S7, S8, S11-S13, S16,

. Access control

coding S17

practices Cryptographic practices g?%S’FS& S11-S13, S16,
Error handling and logging 25’185’ 57510, 512, 817,

. S1, S5, S7-S13,
Data protection 17
Communication security S1, S5, S8, S11, S12
System configuration S1, S7, S8, S13, S15, S17
Database security S8, S13, S16, S23
File management S1, S7-S9, S17
Mermory management S2-S7, S10, S14, S17, S18,
S21, S22
General coding practices 52, 83, 55, 57, 89, 510,
S12, S14, S21

Code review S1-83, S6-S8, S10,

Other S14-S16, S20, S22, S24
Documentation resources S2, S3

Countermeasures [ 2

Negative Impacts,
Countermeasures

ol

Security Issues, Countermeasures [ 7

Security Issues, Negative Impacts,
Countermeasures

L 14

Figure 1: Security knowledge categories covered in studies

3.2 Study Programs and Courses (RQ2)

Table [7] presents types and names of study programs where the research
was conducted. We identified undergraduate (includes bachelor and diploma
degrees), graduate (includes master’s and doctoral degrees), and unspecified
(if no information could be derived), while names of these programs were
categorized as Computer Science (CS), non-Computer Science (non-CS), and
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unspecified. Some studies belong to several categories if courses are offered
to students at different study programs. The majority of courses belong to
undergraduate CS study programs.

Table 7: Study programs

Level Name Study ID
Computer Science 52-55, 89, 510, 512,
Undergraduate P S16, S18, S20-S23
. S4, S5, S13, S14, S15,
Non-Computer Science $19, S24
Computer Science S16, S17, S20
Graduate Unspecified S8
. Computer Science S1, S6
Unspecified Unspecified S7, S8, S11

Course levels and their names are presented in Table[§] We categorized
courses as introductory, intermediate, advanced, and unspecified. The ma-
jority of courses are introductory. We performed an additional grouping
for course names. The category Programming in introductory, intermedi-
ate, and courses of unspecified level includes courses with different original
names. Since some studies evaluate the contribution at several courses, there
are publications that belong to different categories. The majority of courses
are introductory, followed by the intermediate level.

Programming is usually taught at undergraduate programs, but some
studies cover graduate programs and thus advanced courses. For advanced
courses that require programming, we identified a research opportunity to
study knowledge gaps as well as how security concepts can be integrated into
these courses.

3.3 Contributions (RQ3)

Table [0 shows the contributions of the selected studies. These are divided
into eight categories. Course modules include teaching of security concepts
in parallel with the course material (S5 and S14), separate lessons related
to security concepts (S9, S10, S12, S13, S15, S21, S22, and S24), which
can also be laboratory-based (S18), as well as integration of security con-
cepts to course assignments, projects, and/or quizes (S9, S13, S15, S18, and
S24). E-learning platforms include theoretical information (S4, S19, and
S24), practical tasks with the use of additional tools such as SCALT (S4),
WebGoat (S4), FindBugs (S24), and Splint (S24), quizzes (S24), as well as
tools for submission and classification of assignments (ChainGrader in S17).
Labs include both theoretical components and hands-on exercises (S8 and
S17), as well as serve as the supplementary approach in addition to teaching
of security concepts along with the course material (S5).

11



Table 8: Courses

Level Name Study ID
S5, S6, S9,
Programming S12, S14,
S21, S22
Computer Systems S2, 83
Introductory | I'T Security S11
Computer Science 0, 1, and 2 S18
Database Systems S23
Programming S22, 524
Secure Software Engineering S10
Intermediate | Web Application Security S13
IT Security S4
Web Application Development 2 S15
Network-Based Multimedia 524
Secure Software Engineering S8

Advanced Network Based Application Development S16, S20
Internet Security, Information Security and

Privacy SIT
Programming 51, 87, 88,
S24
. Networking, Operating Systems S6
Unspecified ComputergSecurity : S6, S7
Web Design S24
Software Security S19
Unspecified S7

Three studies identify knowledge gaps related to memory management
vulnerabilities, injection flaws and attacks, input validation, output encod-
ing, database security, general coding practices, code review, and usage of
documentation resources. These gaps are explored by analyzing students’
course assignments (S2 and S23), course books, code provided by instruc-
tors, and other course materials (S2), as well as by organizing coding inter-
views with students (S3). Static code analysis tools proposed by researchers
include SACH (S1) and ESIDE (S20). These tools find vulnerabilities in
the code and provide theoretical information as well as hints to fix these
issues. The clinic approach (S6 and S16) means that students can visit sep-
arate in person sessions where they show their code and receive feedback.
Teaching approaches include TRAC (S10) and the contextualized learning
approach (S19). Finally, the proposed tazonomies aim to evaluate students’
understanding of security concepts (S3) or consist of the concept map for
knowledge assessment (S7) which is further applied to develop a set of ques-

12



tions. Some studies include more than one contribution, and thus belong to
several categories.

The majority of studies propose a course module. E-learning platform
is the second most popular contribution, while in the rest of categories the
number of studies is more evenly distributed. Selected studies show a variety
of contributions, and these are closely connected with the learning objectives
of the courses.

Table 9: Contributions

Contribution Study IDs
S5, S9, S10, S12, S13-S15, S18, S21,
Course Modules S92, $24
E-learning Platforms | S4, S11, S17, S19, S24
Labs S5, S8, S17
Knowledge gaps S2, S3, S23
Code Analysis Tools | S1, S20
Clinics S6, S16
Teaching Approaches | S10, S19
Taxonomies S3, S7

3.4 Utilized theoretical frameworks (RQ4))

Table [10] presents the theoretical frameworks that were used in the selected
studies. We divided these frameworks into three main groups: security-,
learning-related and unspecified. Some publications refer to more than one
framework. There are frameworks that are updated at certain time intervals
or include additional subcategories, and different versions of the frameworks
were utilized by researchers. We did not consider these differences in this
study.

Among security-related frameworks, the most popular is OWASP Top 10,
followed by ACM curriculum guidelines. The category of security books and
publications includes [22}23,40,/41] from S18, |36] and the NIST Computer
Security Handbook from S22, as well as [13| from S23. In learning-related
frameworks, each category contains one study. We merged some categories if
they belonged to the same study. Finally, the unspecified category includes
studies in which we could not extract any concrete or relevant information.

We observed that there is a wide range of security frameworks that re-
searchers refer to. Some frameworks are focused only on one category of
security concepts, for example, secure coding standards or security issues.
In addition, among the frameworks that cover curricula recommendations
or work skill requirements, we found that they lack some topics covered in
the selected studies. For example, ACM curriculum guidelines are miss-
ing topics such as format string vulnerability, output encoding vulnerability,

13



side-channel vulnerability, and output encoding as a countermeasure. Thus,
we conclude that research related to a holistic framework that is suitable for
learning security concepts at programming courses is needed.

Table 10: Applied theoretical frameworks
Category Framework (Study IDs)
OWASP Top 10 [29] (54, S11, S15, S18, S20)
ACM Curriculum Guidelines [2] (S10, S13, S14, S21)
SEI CERT Secure Coding Standard for Java |11]
(S1, S4, S8)
Security books and publications (S18, S22, S23)
Security SANS/CWE Top 25 [34] (S4, S10, S18)
SEI CERT C Secure Coding Standard [9] (S4, S14)
CWE [26] (S2, S9)
OWASP Secure Coding Practices [28] (S13)
SEI CERT C++ Secure Coding Standard |10] (S4)
NICE Cybersecurity Workforce Framework [27] (S9)
SEI CERT Top 10 Secure Coding Practices |12]| (S18)
SOLO Taxonomy (S3)
Brain-Compatible Learning Principles (S6)
Theories for Concept Inventory (S7)
Learning Model-Eliciting Activity (S9)
Threaded teaching approach (S10)
Bloom’s Taxonomy and Principles of Active Learning
(S18)
Context-Based Knowledge and Contextualized Learning
(S19)
Unspecified | (S5, S12, S16, S17, S19, S24)

3.5 Programming environments (RQ5))

Table[LT] presents the programming environments used in the courses. Among
these, the most popular programming language is JavaE], followed by C and
C++. Sometimes a concrete programming language is not specified (S6 and
S10), but in one study students could freely choose a compatible program-
ming language while using the .NET framework (S13). In S17, in addition
to C and Bash scripting, Intel SGX and Blockchain programming platform
are utilized for programming on trusted platforms. Some studies belong to
several categories.

Among programming environments, we observed a wide range of pro-
gramming languages, but Python is covered in only one study. We conclude

®In S1 and S8, Java defined as a programming language, but the contribution is specif-
ically for the development of Android applications.

14



that there is a need for research related to security concepts applicable to
Python, since it is one of the most commonly taught programming languages,
especially in introductory programming courses [39).

Table 11: Programming environments

Programming environment Study IDs
C S2-S4, S6, S7, S14, S17
CH+ S2, 5S4, S7, S17, S18, S24

S1, S4, S5, S8, S9, S12, S16

Java S18, $20-822, $24
JavaScript S11, S15, S19
SQL S11, S23
HTML S15, S19, S24
CSS S15

Python S18

PHP S19, S23
NET framework S13

Bash scripting, Intel SGX, 17
Blockchain programming platform

Unspecified S6, S10

3.6 Evaluation of contributions (RQG6)

Table shows the approaches applied by researchers to evaluate the con-
tributions of their studies. These are divided into 13 categories and include
surveys of several types, analysis of code submitted either as a course as-
signment or as a part of an exam, interviews, feedback, grades, observations,
interaction recordings, and analysis of code materials. Depending on the
content of surveys, we defined them as a survey (S1, S4-S6, S8, S10-S12,
S14-517, S19-522, and S24) if there are no theoretical questions included,
while if they are present, such approaches are categorized as a test survey
(S4, S7, S13, S16, and S18-S20) or as a coding survey if there are tasks
related to coding (S3 and S18). Surveys and test surveys are additionally di-
vided into pre- and post-, depending on when they are applied to the subject
of the study. In addition to coding surveys, coding skills were also evalu-
ated with the help of code analysis that was performed with code analysis
tools (S2, S15, and S23) or manually (S9, S10, S13, and S14) as well as with
grades (S1, S6, S8, S11, and S14). Another approach to evaluate a contribu-
tion is an interview (S3, S15, and S20) that is applied to analyze students’
perceptions or practical coding behavior. The feedback category (S10 and
S17) includes informal comments collected from students. The interactions
between the students were analyzed with the help of observations (S10),
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while the interactions with the teaching assistant or the proposed tool are
classified as interaction recordings (S16, S17 and S20). Manual analysis of
course materials (S2) means that researchers analyzed textbooks and lecture
materials.

We observed a variety of techniques used to evaluate the research con-
tributions. In the majority of studies, a post-survey is applied, but this
technique does not allow researchers to evaluate students’ skills. Another
interesting observation is that if a pre-survey or a pre-test survey was ap-
plied, the corresponding post-approach was always utilized too, but both
post-survey and post-test survey could be applied without the pre-approach.
In the majority of studies, the main research contribution is evaluated with
more than one approach. Among studies that belong to several categories,
there are cases when the approach was evaluated with several methods or it
could be applied at different courses or evaluated several times (for example,
in different years or on different groups of participants). We concluded that
all studies should apply test surveys, coding surveys, manual and automated
analysis of students’ code as well as grades, since these techniques allow
researchers to evaluate students’ understanding of cybersecurity concepts.

Table 12: Evaluation of contributions

Evaluation Study IDs

Pre-surveys S5, S6, S12, S20-S22, S24

Post_surveys S1, S4-S6, S8, S10-S12,
S14-S17, S19-S22, S24

Pre-test surveys S7, S13, S18, S19, S20

Post-test surveys S4, S7, S13, S16, S18, S19, S20

Coding surveys S3, S18

Code analysis with tools S2, S15, S23

Manual analysis of code 59, S10, S13, S14

Grading S1, S6, S8, S11, S14

Interviews S3, S15, S20

Feedback S10, S17

Observations S10

Interaction recordings S16, S17, S20

Manual analysis of course materials | S2

4 Validity evaluation

To evaluate the validity of our study, we identify threats to the validity
of the conclusion, internal, construct and external [15,46]. First, among
threats to conclusion validity, we define credibility of research findings. To
mitigate this threat, we based our findings on the extracted data and resolved
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disagreements at meetings. Second, selection of primary studies is a threat to
internal validity. To mitigate this threat, we followed established guidelines
for performing SMS [24,32| and clearly documented the whole process. We
used six comprehensive digital libraries to form the initial set of our studies.
Then, to avoid bias, two researchers (Alina Torbunova and Adnan Ashraf)
independently screened the publications and resolved disagreements at the
meetings. Third, a threat to external validity is the relevance of the findings
to the current research context. To mitigate this threat, we applied search,
inclusion, and exclusion criteria as well as quality assessment to exclude
irrelevant studies. A threat to construct validity is bias in the interpretation
of the results based on our own expectations from the experience. This is not
applicable to our study, since we did not have predetermined expectations.

5 Discussion and conclusions

In this paper, we presented the results of a systematic mapping study of
research publications on teaching of cybersecurity concepts in programming
courses in higher education. We selected 24 publications which cover the
period from 2010 to 2023. We describe guidelines and outline some oppor-
tunities for future studies.

Guidelines: We outlined guidelines related to the coverage of security
knowledge categories and evaluation of contributions. First, we observed
that a general trend is to combine security issues, negative impacts, and
countermeasures, but there are studies that do not cover all three categories.
We suggest that studies should cover all three knowledge categories to en-
compass the whole spectrum. Second, we noticed that the majority of stud-
ies utilized a survey, in particular a post-survey, to evaluate a contribution.
This technique does not allow researchers to evaluate students’ understand-
ing of cybersecurity concepts, since it does not include theoretical questions
or programming tasks. Thus, we recommend that all studies should apply
test surveys, coding surveys, manual and automated analysis of students’
code as well as grades.

Opportunities: We identified research opportunities related to courses,
frameworks, and programming environments. The first research opportu-
nity is to study knowledge gaps as well as how security concepts can be
integrated into advanced courses that require programming. The second re-
search opportunity is related to a holistic security framework that is suitable
for learning security concepts at programming courses. We observed that
utilized frameworks either concentrated on one knowledge category or were
missing some topics. Among programming environments, we observed that
Python is covered by only one study, although this programming language is
commonly taught. Thus, the third research opportunity is related to security
concepts applicable to Python.
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