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Collaborative Secret and Covert Communications
for Multi-User Multi-Antenna Uplink UAV
Systems: Design and Optimization

Jinpeng Xu, Lin Bai, Xin Xie, and Lin Zhou

Abstract—Motivated by diverse secure requirements of multi-
user in UAV systems, we propose a collaborative secret and
covert transmission method for multi-antenna ground users to
unmanned aerial vehicle (UAV) communications. Specifically,
based on the power domain non-orthogonal multiple access
(NOMA), two ground users with distinct security requirements,
named Bob and Carlo, superimpose their signals and transmit
the combined signal to the UAV named Alice. An adversary
Willie attempts to simultaneously eavesdrop Bob’s confidential
message and detect whether Carlo is transmitting or not. We
derive close-form expressions of the secrecy connection prob-
ability (SCP) and the covert connection probability (CCP) to
evaluate the link reliability for wiretap and covert transmis-
sions, respectively. Furthermore, we bound the secrecy outage
probability (SOP) from Bob to Alice and the detection error
probability (DEP) of Willie to evaluate the link security for
wiretap and covert transmissions, respectively. To characterize
the theoretical benchmark of the above model, we formulate
a weighted multi-objective optimization problem to maximize
the average of secret and covert transmission rates subject to
constraints SOP, DEP, the beamformers of Bob and Carlo, and
UAV trajectory parameters. To solve the optimization problem,
we propose an iterative optimization algorithm using successive
convex approximation and block coordinate descent (SCA-BCD)
methods. Our results reveal the influence of design parameters
of the system on the wiretap and covert rates, analytically and
numerically. In summary, our study fills the gaps in joint secret
and covert transmission for multi-user multi-antenna uplink UAV
communications and provides insights to construct such systems.

Index Terms—Physical layer security, Wiretap channel, Beam-
forming, Trajectory optimization, Pareto optimization.

I. INTRODUCTION

Unmanned aerial vehicle (UAV) communication has at-
tracted significant interest in recent years, primarily due to its
vital role in constructing space-air-ground integrated networks
(SAGIN) [1]. However, compared to land-based wireless com-
munications, the high probability of line-of-sight (LoS) signal
transmissions in UAV scenarios encounters notable security
risks [2], [3]. Specifically, the above characteristic presents a
challenge for UAV secure communications to satisfy robust
security communication requirements of next-generation net-
works [4]. However, traditional encryption-based algorithms
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are vulnerable when adversaries have unlimited computa-
tional ability [5]. Fortunately, Shannon’s pioneering theory
of physical layer security (PLS) provides methods to achieve
perfect security in the above case [6]. Thus, PLS, along
with traditional encryption technologies, is indispensable for
establishing UAV secure wireless communication networks.

In the past few decades, to ensure communication security
in PLS, extensive works [7] concentrated on the wiretap
channel theorem pioneered by Wyner [8]. Wiretap channels
enable secure communications by using the characteristics of
wireless channels, e.g., fading, noise, and interference [9],
[10]. Specifically, several channel coding methods have been
proposed to simultaneously guarantee communication security
and reliability, e.g., Wyner codes [8], Polar codes [11], and
low-density parity check codes [12]. Note that the wiretap
channel safeguards the content of sensitive messages from
being eavesdropped by malicious adversaries, which is insuffi-
cient for certain security-sensitive scenarios since the wiretap
channel does not protect communication behavior.

In order to protect the communication occurrences of legit-
imate users from being detected, a new branch of PLS known
as covert communication, or the low probability of detection
communication, has been proposed [13]. The seminal papers
by Bash et al. [13], Wang et al. [14], and Bloch [15] demon-
strated the now well-known square root law for covert com-
munication over the additive white Gaussian noise channel,
the discrete memoryless channel, and the binary symmetric
channels. Specifically, it was shown that O(y/n) bits can be
covertly transmitted reliably over the above channels when n
channel uses are used. Furthermore, several studies proposed
low-complexity covert communication coding schemes [16],
[17]. Different from the wiretap channel studies, covert com-
munication safeguards the communication behaviors of legit-
imate users from being detected by any adversary [18]. Thus,
covert communication provides additional degrees of freedom
for robust PLS [19].

Both wiretap channel studies and covert communication
are fundamentals for PLS. Based on these theories, secrecy
and covert communication have been studied comprehensively
in various UAV scenarios, e.g., [18], [20]. In the remaining
part, we recall existing studies on secret and covert UAV
communications and clarify our main contributions

A. Related Works

The wiretap channel in UAV communications has been
extensively investigated [21]-[28], including both downlink
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and uplink transmissions with various antenna setups and
artificial noise (AN) technology. For UAV downlink secrecy
communications, Wu et al. [21] proposed a transmission
method to enhance the secrecy performance with the impact
of UAV jitter, and optimized beamformers for confidential
and AN signals to minimize the transmission power. With
the directional modulation technology, Sun et al. [22] studied
the security, reliability, and energy efficiency of downlink
millimeter-wave (mmWave) simultaneous wireless information
and power transfer UAV networks using non-orthogonal multi-
ple access (NOMA) and orthogonal multiple access schemes.
Liu et al. [23] studied the reconfigurable intelligent surface
mounted UAV downlink communication and optimized the
secrecy rate using the successive convex approximation (SCA)
and semidefinite relaxation (SDR) techniques. For UAV uplink
secure communications, Duo et al. [24] studied a full-duplex
secrecy communication scheme and optimized the UAV’s
trajectory and jamming power to maximize energy efficiency.
Li et al. [25] proposed an analogous scheme in UAV wireless
sensor networks and maximized energy efficiency by optimiz-
ing the transmit power, jamming power, and UAV’s trajectory.
In order to design an integrated security scheme for UAV
downlink and uplink communications, Zhang et al. [26]
optimized the UAV trajectories and the transmit power to
maximize secrecy rates for both UAV-to-ground and ground-
to-UAV communications in the presence of potential eaves-
droppers. Li et al. [27] studied the secrecy performance of
a UAV-to-vehicle communication system, and evaluated the
secrecy performance for both downlink and uplink trans-
mission. Wang et al. [28] maximized the secrecy rate and
energy efficiency in UAV-enabled two-way relay systems by
optimizing the UAV velocity, trajectory, and power allocation.
All the aforementioned studies provided insight and guidance
for designing content security requirements for UAV systems.
To protect the communication behavior of legitimate
users, covert UAV communications have been studied exten-
sively [29]-[41]. In the scenario with one legitimate receiver,
Zhou et al. [29] and Yan et al. [30] optimized the placement
and the transmit power of the UAV to improve the covert
communication performance. Considering the adversary’s lo-
cation and noise uncertainties, Zhou et al. [31] studied the
UAV downlink covert communication and proposed a SCA
algorithm to optimize the trajectory and the transmit power
of the UAV. In UAV mmWave covert communications, Hu et
al. [32] used an antenna array with beam sweeping to detect
the UAV transmission, and optimized the detection accuracy.
Zhang et al. [33] proposed a time-division beam-sweeping
scheme to optimize the UAV covert rate when the ground
transmitter is ignorant of precise location of the UAV and the
ground warden. Since UAV systems typically involve multiple
users, Jiang et al. [34] studied the UAV downlink multi-
user covert communication, and optimized the UAV’s transmit
power and trajectory to maximize the covert rate using block
coordinate descent (BCD) algorithm. Su et al. [35] studied
NOMA downlink covert communications with multi-users.
To improve covert performance, AN-aided covert commu-
nications are widely explored in UAV multi-user communica-
tions. In particular, Li et al. [36] proposed an AN-aided covert

transmission scheme cognitive radio networks and obtained a
near-optimal covert rate. Zhou et al. [37] and Zhang et al. [38]
employed the full-duplex architecture on UAV platforms to
transmit AN against the warden’s detection. In multiple war-
den scenarios, Chen et al. [39] used a multi-antenna jamming
scheme to maximize the covert rate. Considering that the UAV
acts as a warden in multi-relay scenarios, Chen et al. [40]
further proposed a UAV-relayed covert communication scheme
with finite blocklength to maximize effectively covert trans-
mission bits. Finally, Wang et al. [41] optimized the secrecy
and covert throughput in multi-hop relay communication to
obtain the optimal hops for transmission efficiency.

In summary, although secret and covert communications
have been extensively studied in various UAV communication
scenarios, the study of multi-user multi-antenna collaborative
secret and covert communications in UAV uplink systems
has never been explored. Specifically, most studies on UAV
secure communications suffer from one of the following
limitations. Firstly, most papers focused on single-antenna
scenarios [22], [24]-[31], [34], [36]-[38], [40], [41], which
can not utilize spatial resources and beamforming to improve
secure performance. Secondly, all existing studies for UAV
secure communications focused on either secret communica-
tions using the wiretap channel theory [21]-[28] or covert
communications [29]-[34], [36]-[41]. But a single security
measure cannot satisfy diverse security requirements of indi-
vidual users. Thirdly, although several studies employed the
AN technology to improve the secrecy or covert rate [24],
[25], [36]-[38], the integration of AN technology on UAV
platforms is challenging due to its high power consumption
and the limited battery power of UAV platforms. Finally,
in existing multi-user UAV communications [25], [37], [41],
ground users are assumed to transmit independently. However,
it is challenging and insufficient to satisfy secure quality of
service (QoS) without the cooperation of multiple users.

Since UAV communication often involves multiple users,
ground users typically have various security communication
requirements. For instance, some users prioritize content se-
curity, while others prioritize communication occurrence se-
curity. Although Forouzesh et al. [42] studied the joint secret
and covert communications in a downlink ground system, their
results are not suitable for uplink UAV communications since
1) UAV communications have different channel conditions
from ground communication and ii) the uplink communication
strategy is vastly different from downlink. Thus, the study on
the joint secret and covert communication for uplink UAV
systems is still in its infancy, and the existing studies can not
satisfy the diverse security requirements of multiple users.

B. Main Contributions

To fill the aforementioned research gaps, we propose a
NOMA-based multi-user corroborative secret and covert up-
link transmission scheme for UAV communications over a
quasi-static fading channel. Specifically, we study the secure
performance of the proposed scheme and optimize system
parameters and the UAV’s trajectory to enhance the secure
QoS. Our detailed contributions are summarized as follows.



(1) To our best knowledge, this is the first paper that studies
the collaborative secret and covert uplink communica-
tions for multi-user multi-antenna UAV systems. From
this perspective, our results provide new insights and
theoretical benchmarks for the design of secure UAV
systems where users have diverse security requirements.

(ii)) We propose a strategy that jointly enables secret and
covert uplink transmission for different users to the UAV
over a quasi-static fading channel using the NOMA
technology. Specifically, we derive close form expres-
sions for the secrecy connection probability (SCP) and
covert connection probability (CCP) to evaluate secret
and covert connection performance, respectively. Fur-
thermore, we derive close form expressions for the
secrecy outage probability (SOP) of the secret user and
the detection error probability (DEP) of the adversary to
evaluate the link security for wiretap and covert users,
respectively.
To capture the theoretical benchmark of our proposed
scheme, we formulate a multi-objective optimization
problem to maximize the weighted sum of the average
secret rate and average covert rate subject to SOP, DEP,
beamformers of two ground users, and the trajectory
parameters of the UAV. To solve the optimization prob-
lem, we propose a SCA-BCD algorithm and obtain
optimal beamformers for both secret and covert users
and optimal UAV’s trajectory and flight parameters.
Using the proposed SCA-BCD algorithm, we uncover
the trade-off between the secret rate and the covert rate
and obtain the near Pareto front of the two optimiza-
tion objectives. Furthermore, we reveal the influence
of design parameters on the weighted sum of average
secret rate and average covert rate, analytically and
numerically. In particular, we verify that either the secret
rate or the covert rate can dominate the sum of the rate
under different conditions.

(iii)

(iv)

C. Organization for the Rest of the Paper

The rest of this paper is organized as follows. In Section
II, we present the system model, specify the channel model,
describe the transmission scheme, and formulate optimization
problems. In Section III, we present our main results including
closed form expressions for optimization constraints and so-
lutions to our proposed optimization problems. Subsequently,
in Section IV, we present numerical examples to illustrate our
theoretical findings. Finally, we conclude the paper and discuss
future research directions in Section V.

Notation

Random variables and their realizations are denoted by
upper case variables (e.g., X) and lower case variables (e.g.,
x), respectively. All sets are denoted in the calligraphic font
(e.g., X). Let X" := (Xi,...,X,) be a random vector
of length n. Let CN'(0,X) denote a circularly symmetric
complex Gaussian vector with zero mean and covariance X.
Given any integers [m, n] and a m x n matrix A, let AT, A,
Tr(A), and det(A) denote its transpose, conjugate transpose,
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Fig. 1. System model of joint secret and covert uplink transmission for a
multi-user multi-antenna UAV system.

the trace of A, and the determinant of A, respectively.
Analogously, given any integer n and a length-n vector a,
let ay = {a[i]};cx represents a vector consisting of elements
in a with indices belonging to a set X C [1 : n].

II. SYSTEM MODEL AND TRANSMISSION SCHEME

As shown in Fig. 1, two ground legitimate users, Bob and
Carlo, aim to transmit signals to the legitimate user Alice,
who is a fixed-wing UAV. Simultaneously, an adversary named
Willie attempts to wiretap the confidential message from Bob
and detect communication occurrence of Carlo. Note that Bob
and Carlo require secrecy and covertness of their messages,
respectively. Assume that Bob and Carlo are equipped with [V},
and N, antennas for beamforming transmission, respectively.
Consistent with [39], we assume that both Alice and Willie
have a single antenna. In this setup, Willie does not require
knowledge of the beamforming vectors and performs energy
detection for eavesdropping [43].

We denote the horizontal locations of Bob and Willie as
L, 2 [zb,y0)7 € R2XL and Ly, 2 [Tw, yw]” € R2XL,
respectively. Suppose that the UAV’s flight period and altitude
are 7' and H, respectively. The UAV’s horizontal coordinate
represents as L (t) 2 [za(t),7a(t)]7 € R2*! where 0 <
t < T. Note that the continuous time ¢ implies an infinite
number of velocity constraints, which makes the trajectory
design intractable. To solve the problem, we divide the flight
period T" into N € N equal-length time slots. When N is large,
the period of each time slot §; = % is sufficiently small such
that the UAV’s location is approximately unchanged within
each time slot. Hence, the UAV’s trajectory can be denoted
by La[n] 2 [za[n],ya[n], H]T € R3*! where n € [N].
The UAV’s initial location and final location are denoted as
L,[0] 2 Lo, L.[N] 2 Ly, respectively. For each n € [N], the
UAV’s velocity and acceleration in n-th time slot are denoted
as v[n] and a[n], respectively. The UAV’s maximum velocity,
minimum velocity, and maximum acceleration are denoted by
Umax> Umin, and amax, respectively. Thus, during the flight
period, the position and velocity of the UAV satisfy that for
eachn € [2: N,

[Laln] ~ Lafn = 1|2 = vinld, + galld?, ()



[Va[n] = va[n — 1]||* = a[n]d. @)

A. Channel Model

1) Air to Ground Channel: Consistent with [40], [44], the
channel coefficient between Bob/Carlo and Alice is assumed
to follow the combination of a large-scale path-loss a,[n] and
a small-scale fading gt.[n], where T € {b,c} denotes either
Bob or Carlo. Thus, we have

h’ra[”] = aTa[n]g’ra[n]- (3)

The large-scale path-loss satisfies ai,[n] = 1/ Ao (dia[n])*™,
where )¢ is the path-loss reference at one meter, dia[n]
represents the distance between Alice and Bob, and &ia
represents the air-ground path-loss exponents. Consistent with
the previous study [34], [40], we set §, = —2. The small-
scale fading gia[n] is assumed as Rician and satisfies

\l KTa+ 1gTa

where Kj, is the Rician factor, gial[n] and gran ~CN(0,1)
denotes the LoS channel component and the non- hne of-sight
(NLoS) Rayleigh fading component, respectively. To simplify
the analysis, we assume that K, is constant during the UAV’s
flight period. This assumption is made because we do not focus
on studying the impact of variations in the Rice factor on
security performance, and this assumption is consistent with
previous studies [3], [40], and [44].

2) Ground Channel: Consistent with [39], the channel
coefficient between Bob/Carlo and Willie is assumed to follow
the combination of a large-scale path-loss aty[n] and small-
scale quasi-static Rayleigh fading g+« [n], and is denoted by

hiy[n] = ajw[n]giw([n], (5)

where aiw[n] = 1/10Xo (diw [n]), no is the excessive path-
loss coefficient, diw[n| and &ty represent the distance and
path-loss exponents between Bob and Willie, respectively. The
small scale Rayleigh fading satisfies giw[n] ~ CN(0,1I).

Kia
KTa + 1gTa

gta[n] =

B. Transmission Scheme

We consider a transmission scheme that Carlo’s covert
signal hides within Bob’s overt signal using the NOMA
technology. Due to their different security requirements, Bob
chooses a high transmit power to achieve a sufficient large
secrecy throughput, while Carlo selects an appropriate trans-
mission power to ensure covertness. Carlo achieves covert
communication by leveraging Bob’s transmission as a dis-
guise. Consequently, Bob continuously transmits a sequence
of m symbols xp,[n] = (zi,...,2") in n-th time slot, where
for each i € [m], E[|z{|?] = 1. Carlo occasionally transmits
the another sequence of symbols x.[n] = (x!,...,2™) in n-
th time slot, where for each i € [m], E[|z%|?] = 1. Willie
attempts to eavesdrop the confidential message from Bob and
detect whether Carlo is transmitting or not.

Consistent with the previous studies [45], [46], we assume
that Bob and Carlo are synchronized with facilitation by the

UAV, thus the channel information state (CSI) of the legitimate
users is known to them. The transmission includes two states,
ie., Hy and H;. At state Hy, Bob transmits the secret signal
sequence Xp[n] using a beamformer wy, 9. At state Hy, Bob
transmits the secret signal xp[n| using another beamformer
Wwp,1, and Carlo transmits covert signals x.[n] using the
beamformer w, to hide the covert signal x.[n] inside the
secret signal xy,[n]. Let Qp'®* and Q™ denote the maximum
transmit powers of Bob and Carlo, respectively. Thus, the
beamformers satisfy max{||wy, o||?, [|[wp,1]|?} < Q" and
|[wel|? < QM2 The superposition of the secret signal and
covert signal makes it challenging for Willie to eavesdrop the
secret signal and detect the covert signal.

For the legitimate receiver Alice, the secret signal xy[n] is
first decoded. Using successive interference cancellation (SIC)
technology, the covert signal x.[n] is decoded subsequently.
On the adversary’s side, Willie will receive either Bob’s signal
or the superimposed signal of both Bob and Carlo. Therefore,
the received signals at Alice and Willie in the n-th time slot
can be respectively expressed as

. b [nlw, o[l n] + naln], H,,
yn|=
hl [n]wy 1 [n]xp[n]+ b [nwe[n]xc[n]+n,[n], Hi,
(6)
and
. {2, [nfwh,o[n]x[n] + ny[n), H,

xp [n]+hZ [n]we[n]xc[n]+ny[n], Hi,

@)

where n,[n] ~ CN(0,02[n]) and ny[n] ~ CN(0,02[n])
are the additive noise at Alice and Willie in n-th time slot,
respectively, and o2[n] and o2 [n] are the noise power in n-th
time slote at Bob and Willie, respectively.

hil [n]w (7]

Using the proposed secure transmission scheme, the signal-
to-noise ratio (SNR) values of secret signal x},[n] at states Hy
and H; are respectively given by

|hba ]Wb 0[ ]|2

SNRba,0[n] = 2] ; (®)
hf [nlwy 1 [n 2
SNRba,l [TL] _ }l ba[ ] ,21[ ] | . ) 9)
(b [nweln]|” + o[n]
Using SIC, the SNR value of the covert signal x.[n] is
h/Z [n]w[n]|*
SNRca[n] = M (10)

a3 [n]

For Willie, the SNR values of the secret signal x},[n] at states
Hp and H; are respectively given by

b [n)w, o[n]|”
o2 [n]
Ibf, [n]wr, 1[n]|*

I [n)we[n]|* + 02 [n]

Based on these SNR values in different cases, the secret and
covert performance can be analyzed.

SNRyw,0[n] = , (11

SNRyw,1[n] = (12)



C. Optimization Problem Formulation

Let Ry and R. be the target transmission rate of Bob and
the target covert rate of Carlo, respectively. Furthermore, let
Rs[n] and Ry[n] denote the secret capacity and the secret
capacity redundancy of the wiretap channel in n-th time slot
involving legitimate users Alice and Bob and the malicious
user Willie, respectively [9]. Based on Shannon theory [6],
Alice can decode the message from Bob correctly if the
capacity Cy for the channel from Bob to Alice is greater than
the target transmission rate, i.e., Cy > Ry, which is equivalent
to SNRpa[n] > Ypa = 27 —1. Otherwise, a connection outage
event occurs. According to Wyner’s wiretap channel coding
theory [8], secret communication succeeds when the capacity
Cy for the channel from the transmitter to Willie is greater
than the rate redundancy, i.e., Cy, > Ry[n] := Ry — Rs[n],
which is equivalent to SNRyy[n] > Ypw[n] = 27+ — 1.
Otherwise, a secrecy outage event occurs.

We assume that Bob and Carlo’s target transmission rates
Ry and R remain constant during the UAV’s flight period.
Therefore, the SCP between Bob and Alice in n-th time slot
at states Hy and H; can be respectively expressed as

P2*0[n] = 1 — Pr {SNRpa,0[n ] <2f 1},
P2*![n] =1 — Pr{SNRpa,1[n] < 2 —1}.

Analogously, the Bob’s SOPs in n-th time slot at states Hy
and H; can be respectively given as

P 0] =P

13)
(14)

r {SNRbW,uo[n] < 9Rwln] _ 1} S a5)

PO [n] = Pr{SNwa,ul[n] < 2Rwin] _ 1}. (16)

Furthermore, the CCP between Carlo and Alice in n-th time
slot at state H; can be given as

P&[n] =Pr{SNRy,[n] >2" —1,SNRc[n] > 2% —1}. (17)
Finally, Willie’s DEP in the n-th time slot satisfies
Pe[n] = Pp[n] + Puln],

where Pg[n| and Py[n] are the false alarm (FA) and miss
detection (MD) error probabilities in the n-th time slot,
respectively, which will be analyzed in Eqgs. (43) and (44).

Consistent with [37], [40], we assume that the locations of
the ground users are available to Alice. Such an assumption
allows for effective analysis of secure communication perfor-
mance, especially when the adversary is either close to or
far away from legitimate users. Under above assumptions,
we formulate the optimization problems under both states
Hy and H; subject to diverse security constraints and the
UAV’s flight parameters. At each time slot n € [N], given
legitimate users’ beamformers (wy 1[n], wc[n]) and UAV’s
flight parameters (v[n], a[n], La[n]), the objective function of
under H; is defined as follows

R(Wb 1 ] wen], vin], a[n], La[n])

Zpba 1

The corresponding optimization problem under H; for each

(18)

N
n]+ (1 — k) % > P&nR.. (19)

n=1

n € [N] can be formulated as:

Pl: max R(wy 1[n], we[n], v[n], a[n], La[n]) (20a)
Sl e

s.t. P21 [n] < n, (20b)
Pon] > 1 —¢, (20c¢)

[wp,1[n][* < Q5™ (20d)

[weln]l* < Q™ (20¢)

Umin <[V 1] [|*<vmax; (201)

lan][* < amax, (20g)

La[0] = Lo, L.[N] = Ly, (20h)

v[0] = vo, v[n] = vn,, (201)

D, @. (20y)

Note that R![n] is the secret rate in n-th time slot in (20a),
which obtains from

R![n] = max{R; — R.[n],0}. (1)

The optimization problem P; under state H; corresponds to
a multi-objective optimization problem. We use a coefficient x
to weight Bob’s average secret rate and 1 —« to weight Carlo’s
average covert rate in the objective function (20a), respectively.
Note that the constraints (20b) and (20c) represent Bob’s SCP
and Willie’s DEP at state H;, respectively. The constraints
(20d) and (20e) are related to Bob’s and Willie’s beamformers.
Finally, constraints (20f), (20g), (20h), (20i), and (20j) concern
the UAV’s velocity, acceleration, and trajectory.

Under state Hp, only Bob transmits. The corresponding
optimization problem for ¥n € [N] is formulated as follows:

P2: max pPba.0[p 22a

wb,O["]v N Z ( )
v[n],a[n],La[n]

s.t. PPW:0[n] < 1, (22b)

[w,o[n]|I* < Q5™ (22¢)

(20f) — (20j). (224d)

where R{[n] is the secret rate in n-th time slot, which is ob-
tained in a similar way to R![n]. Note that objective function
(22a) is Bob’s average effective secret rate. The constraints
(22b) and (22c) are related to Bob’s SOP and beamformer.

III. MAIN RESULTS

A. Derivations of Optimization Constraints

To derive the closed forms of SCP, SOP, and CCP, we use
the following Lemma 1 from [47].

Lemma 1. For a Gaussian random vector x ~ CN(u,X)
with the eigen-decomposition of its covariance matrix ¥ =
WAYH, For a given Q, the cumulative distribution function
(CDF) of x" Qx is given by

eT(jw+B) e_c

HE L
Prix"Qx < 7} = zﬁ/_oo ot B Aot et A)Q)

(23)




for some B > 0 such that 1 + BQ is positive definite,
where Q = AH/Q\IIF‘;Q\IIAUQ, x = AP2OHy and ¢ =

H 1 -1
@+jwa ) X:
1) Secrecy Connection Probability: Bob’ SCP at state H;
is given as

Pbdl[ ]

—Pr {xCd

=1- exp(—

Proof. To obtain the result of Pr{SNRypa,1[n]<2%—1} in
Eq. (14), we define xc,[n] = hfl[n]w.[n]. It follows from
Egs. (9) and (14), that xc,[n] ~ CN(0,AL,I) and

[caln] > Tealn]}

|hfL [n]wy1[n] ’2_ (2% — 1);‘&2‘ [n]) (24)
(28« — 1) |h& [n]w.[n]|

AL e
2R — 1 a

based on Lemma 1 and let Q = I, it follows from Egs. (23)
and (25) that

Pr{x(; [n]xca[n] > 7., [n]}

x/[n]xca[n] > n] =:75[n], (25)

1 1 e caln](jw+B) 1 i 26
=1-— X
2 /_OO jw+p det(I+(jw+B)A) w (26)
1 BAjoo 7l [n]s 1
- ¢ X ds 27
27 Jg—joo s 1+ sA\,[n]
1
1 [ erhlnls ]
=1—-— d 28
o fo s S TEaLm™ 29)

where C is a contour of integration containing the imaginary
axis and the whole left half plane of the complex. And

AL [n] = ’h we[n] ’2 is the eigenvalue of X¢,[n]. To derive
the expressmn of Eq (28), we define
Cd[nls
Fls) = - s 14 si\}:a[n] ' 29)
It follows from Eq. (29) that the residue of F'(s) at s = 0 is
eTealn]s eTealnls
Res(F ), 0= > S raat ) oo Traaif] ¥

Furthermore, the residue of F'(s) at s = —%[n] satisfy

1 1 eca[n]s
Res(F(s), ~y7r) = i
() 57) LU (++ 3w o

(31
Thus,

Prixtixeli] > b} (ResF (5)+_Res 7 (5)

_ Tcla[n]
= e Xalnl, (32)
Combine the above definitions of /\éd, Tw, and Eq. (32), we
can obtain the result in Eq. (24). O

Analogously, Bob’s SCP at state Hy can be given as
P[] =1 = Pr{xg[n]xca[n] > 72,[n]}

o [ 25— 1)o%n] )
p( B ey o]

2) Secret Outage Probability: Analogous to the derivation

of SCP, Bob’s SOP at state Hy and H; can be respectively
given as

(33)

(2" — 1>aa[n]> 34)

Plln]=1—exp| — 5
" p( [0, [nfwolr]

L] = ex _‘hgw[n]wb,l[n]‘Q—(QRw_l) U?N[n]
Pso[ ] =¢€ p( (2Rw _ 1) |hgv[n]wc[n]|2 ) . (35)

3) Covert Connection Probability: Based on the SIC
scheme, Carlo’s CCP equals Bob’s SCP multiplied by Carlo’s
connection probability after Alice decodes Bob’s secret mes-
sage. Therefore, Carlo’s CCP is given by

. b [n]w, 1 [n H?—@Rc—l)oz[n])]
P n| = | 1—exp| —
el l ep( (2% — 1) [hA [n]we [n]
X exp (—

(2F — 1)o? [])
b [n]we[n]|”

Note that the above formulation holds because the SNRy, 1[n]
and SNRc,[n] are independent.

(36)

4) Detection Performance at Willie: On Willie’s side, there
are two possible states exist for detecting Carlo’s transmission,
i.e., Hyp and Hy, where Hy represents the null state, indicating
that Carlo is keeping silence, and H; denotes Carlo is transmit-
ting signals to Alice. Therefore, the variances of the received
signals corresponding to these two states at Willie are

00 [n]:= |hf, [n]wy, o[n]|* + 02 [n], Ho,

L
o n —’hbw n|wy.1[n

we[n] ’2 +o02[n], Hi.
(37)

a4 b

To detect whether Carlo is transmitting to Alice or not, Willie
uses binary hypothesis testing. Thus, the optimal test that
minimizes P.[n] is the likelihood ratio test with ¢* = 1 as
the threshold [48], which is given by

A m i

= Hi:1 f (Z [n]|H1) H>1 1,

A m » =
Po =[[.2, f (#%[n][Ho) Ho

where f (2'[n]|H1) = CN(0,0%[n]) and f (2%[n]Hy) =
CN(0,0%[n]) are the likelihood functions of z%[n] at states
H; and Hy, respectively. Therefore, Willie’s optimal decision
rule to minimize the total error rate in n-th time slot is

n| 2 %Z ‘zz[n] 2

where the test statistic Ty[n] is the average power of each
received symbol at Willie and @}, [n] is the optimal threshold

(38)

Hy
Z Quw[n], (39
Ho



for Ty [n] in n-th time slot, which is given by

ow[n]og [n] )
alel = B e (50)
Note that the radiometer with @}, [n] is indeed the optimal
detector when Willie knows the likelihood functions exactly
(i.e., when there are no nuisance parameters embedded in the
likelihood functions). Note that T\, [n] is a chi-squared random

variable with 2n degrees of freedom, the likelihood functions
of T [n] at states Hy and H; are respectively given by

(40)

Ty ) (_m \" -l

f(TW[n”HO) (m) (0_0 [n]) (] ) (41)
Tm 1[n] m_ me_w;iwin]

e =S U ()R @)

where I'(m) = (m — 1)! is the Gamma function. Hence,
the false alarm probability Pr[n] and the miss detection
probability Py[n] in Eq. (18) are respectively given by

Pr[n] =Pr(Ty[n] > ch n]|Ho)
00 m— l _ mTyw[n]
- / 5 ( I ) 0T dTw[n)
Quts Tm) \og[n]
( 7anVﬂ)
-1 43
) (43)
and
Pu[n] =Pr(Tw[n] < Qu[n]|Hy
Py [n] Tmfl m mTwln
:/ Wi["](f”)e“l”]dT[]
0 L(m) \oy[n]
mQqn[n]
:M (44)
Lm) 7
where
. m—1 ZCk
_ _ttm_ldt: — 1) [1—"% 45
v (m, ) /O e (m—1) ¢ Zkl (@3)
k=0
For simpsity, we define vp:= mQt[hn[] and 1 ‘mﬁt[h [] P The

total error detection probability of Willie can be rewritten as
7 (m o) o (2R
I'(m)

mlw mbflwgC

_e ¥ 71 - 0

Y e X W
k=0 k=0

Based on the secret and covert communication performance
metrics, i.e., SCP and SOP for the secret user Bob, CCP and
DEP for the covert user Carlo, and UAV’s flight constraints,
we will give the solution to the optimization problems.

(46)

B. Solutions to Optimization Problems

Based on the aforementioned analysis and results, the objec-
tive function of P1 can be expressed as Eq. (47), which is on
the top of the next page. Note that the problem P1 is challeng-
ing to solve due to the complicated objective function and the
constraints. To address this, a SCA-BCD iterative algorithm is

proposed to solve the optimization problems approximately
using results from the previous subsection. Specifically, to
solve the optimization problem P1, we first optimize the
secret and covert beamformers for any given UAV’s trajectory.
Subsequently, we optimize the UAV’s velocity, acceleration,
and flight trajectory based on the optimized secret and covert
beamformers. We solve the optimization problem P1, and
problem P2 can be solved similarly.

1) Secret and Covert Beamforming Design: Given the
UAV’s velocity v[n], acceleration a[n], and trajectory L,[n],
the objective function R(wy, 1[n], we[n], v[n], a[n], La[n]) in
Eq. (47) degenerates to R (wy, 1[n], we[n]). Thus, the opti-
mization problem P1 degenerates as

P1.1: r[n?x . R (wp 1[n], weln]) (48a)
st (20b), (20c), (20d), (20e).  (48b)

Note that problem P1.1 is challenging to solve due to the com-
plicated objective function (48a) and the covertness constraint
(20c). Consistent with the previous study [43], we consider the
case of perfect covertness, which corresponds to P, =1, i.e.,
e = 0. Note that perfect covertness can be achieved in multi-
user collaborative transmission since we consider that Willie’s
location is available to Bob and Carlo, and considering the
perfect covertness can effectively analyze the boundary perfor-
mance of the proposed scheme. Furthermore, when the UAV
trajectory and the flight parameters are fixed, the optimization
problem equals maximizing the objective function in each time
slot. To address the proposed optimization problems, we adopt
the SDR technique [49] in a fixed time slot. Thus, we have

hia = hilhpa, hiw = hil hyy, (49)
W, =w.w? & W, >0, rank (W) =1, (50)
W1 = wWh1why < Wy =0, rank (Wpp)=1. (51)

In the case of perfect covertness, the constraint (20c) satisfy
Qp™Tr (hyj, huw)
=Tr (h{l, Wy, 1hpy)+Tr (W W hey). (52)

Note that the SOP constraint (20b) holds when the inequality
takes the equal, thus we have

max H _ H
Qr>Tr (b hy,y) Tr(hCWWChCW)) 3

Ry, =log|1
w °g<+ — 7. Tr (b, W ohey)

By substituting Eqs. (49)—(52) into R (wy1[n], we[n]) in
(48a), the objective function in the fixed UAV’s trajectory for
a determined time slot can be rewritten as R (W) in Eq. (54)
on the top of next page.

Lemma 2. The objective function R(W.) exhibits at least
one inflection point Tr (W.)" in the interval (0, 00).

Proof. Since R (W,) is too complicated to directly prove its
monotonicity. The inflection point can be analyzed as follows.
Case 1: when Tr (W,) = 0, the sum rate G(W.) = kP. R}
due to zero covert rate.

Case 2: when Tr (W) — oo, the sum rate G(W
to the 100% connection outage.

¢) =0 due



R(ww,1[n], we[n], v[n], a[n], La[n]) :% Z [1—exp<—

+

IhfL [n]w,,1 [n] = (27 —1) 02 [n]>
(28 — 1) [hZ [n]we[n]|*

Rg[n]

n=1

T (N LY N R e N I A et e
N Z{[l p( (2R°—1) |hg[n]wc[n]|2 x p( |h§£[n]wc[n]|2) Rc.. (47)

R (W) =k

1—exp<

(2Rt — 1) Tr (hiIW hea)

max Ty (W hya ) — Tr (B Wehew) — (28 — 1) a§>

X

Ru—log (1 L QBT (Bl bu) —Tr (B Wohio) )}

ow — Tr (hZZ, W heyw)

leaxrpr(hé{whbw) _T\r(h(l;{NWChCW) — (212t — 1)0'3 (2Rc — 1)0'2
+ (1—*@){[1—6@ <— (2R — 1) Tr (hE W .hea) e <—m> fie

(54)

Case 3: when Tr (W.) increases from 0, the sum rate G(W,)
also increases. The proof is as follows, when Tr (W.) — ot,
it is denoted by Tr (W,)°". Thus, the objective function only
includes the secret rate, and it can be expressed as

lim

— 1 0+
- R (Tr (W.)) = kP, (Tr (W) ) R, (55)

when Tr (W,)"" increases ATr (W), the objective function
can be expressed as

lim

Tr (W) £ ATr (W,
ATr(WQ%O*R( r(We) " +ATr( ))

—kPL (ﬂ (W)t + ATy (WC)) R,
+(1 —H)P;C(Tr (W) +A T (WC)) Re. (56)
Thus the increase of the sum of the secure rate is as follows

R(Tr (We)’ +ATr (We))—  lim R (Tr(W.))

Tr(We)—0+

= (1-k) PL (Tt (We)*T +ATr (We)) Re > 0. (57)

lim
ATr(We)—0

Since the objective function initially increases and eventually
decreases to zero, there is at least one inflection point in the
objective function. Thus, this lemma is proved. O

Based on the SDR technology and ignoring the rank-one
constraints, the optimization problem P1.1 transforms to P1.2,

P1.2: max R(W,) (58a)
st Tr(W,) < Qo (58b)
W, 0. (58¢c)
Theorem 1. The optimal solution to P1.2 is given as
W7 =argmax R (W.), (59)

W.eW.

where W, = {W,|(58b), (58¢)}, the secret beamformer W
and covert beamformer Wy | can be obtained from Eq.
(52) by singular value decomposition (SVD) or Gaussian
randomization procedure (GRP) [49].

Proof. From Lemma 2, the optimal rate satisfies ;ig((vvs‘l;c)) =0.

Thus, we adopt a BSA to find the optimal transmit power
Tr (W,)" for Carlo and use the perfect covertness constraint

Eq. (52) to obtain the optimal transmit power Tr (W}, 1)” for
Bob. The BSA is shown in Algorithm 1. Furthermore, W}
and Wy ; can be obtained with SVD. Therefore, the optimal
beamformers wy, ; and w, can be obtained using SVD when
rank(W7 ;)=1 and rank(W})=1, i.e., W} ;=wy 1w/, and
Wi = wew!. When rank(W7} ;)>1 and rank(W7)>1, the
GRP is used to produce a high-quality solution. O

Algorithm 1 Proposed BSA to solve the optimization problem
P1.2.
1: Input: L,, Ly, Ly, Le, Q2%, R, Re, s, Pe = 1, and
the pre-defined accuracy (; > 0O;
2: Output: Tr (W.)";
Initialize ¢o = 0, g1 = @2'**, and calculate the first order
derivation of R (W,) respective to Tr (W.);
while g1 — go > (1 do
set gm = qozﬂ;
if R(gm) > 0 then
4o = qm;
else
qd1 = qm;
10:  end if
11: end while

w

D A A

Note that P1.2 can obtain a high-quality solution for the
secret and covert beamformers optimization. Furthermore, the
optimal secret and covert beamformers in each time slot can
be obtained based on the aforementioned method.

2) Trajectory, Velocity, and Acceleration Optimiza-
tion: The optimal secret beamformer wy 1[n] and covert
beamformer w¢[n] can be obtained by solving P1.1.
Thus given the above beamformers, the objective function
R(wp,1[n], we[n], v[n], a[n], La[n]) in Eq. (47) degenerates to
R (v[n],a[n], L,[n]). Therefore, the optimization problem for
UAV’s velocity, acceleration, and trajectory can be given as

P1.3: : ]H[la]XL . R (v[n],aln], La[n]) (60a)
s.t. (1), (2), (20f) — (20i). (60b)

The above optimization problem P1.3 is complicated to solve
due to the non-convex objective function and the velocity con-
straint. Note that to address P1.3 is equivalent to maximizing
the sum of secret and covert rates in each time slot.



R(pvaln) pica[n]) —5[1— exp(—

N hva (pwa[0]) Tr (We [n])—(2-1) o2[n]
Tr (Weln]) (27 = 1) Nehea(pealn))

J Ny how Q™ —Nchew Tt (WC [n])
x {R‘_bg (1‘ ow(n] — NehewlnnsTr (W [n])ﬂ

(2 ~1)oz[n]

—k ) [1— exp|— Nofipa (pva[n]) Tr (We [n])_(QRt - 1) oin] exp (—
+(1 ){|:1 p< (WC [n]) (2Rt - 1) Nchca(lu‘ca[n]) >:| ‘ p< TI‘ (Wc [n]) Nchca(,u‘ca[n]) )}RC (65)

Tr

Since we consider that the number of time slots is large
enough, the period of each time slot is sufficiently small such
that the location of the UAV is considered to be approximately
unchanged within each time slot. Thus, the UAV’s velocity and
acceleration can be considered constant within each time slot
but vary between time slots. Since the air-to-ground path-loss
exponents are set to £, = —2, the channel gains from the
ground users to the UAV and warden respectively given as

Tr (hfi, [n]hiw[n])=Nihiw [0, 61)
Tr (b [n]hia[n]) = Nihpa (La[n])[n]
= NiXo (dia[n]) "

NiXo )

T H? A [Laln] - L] |*

Note that the objective function in P1.3 is still non-convex,
and it is hard to solve. In order to achieve a convex approxi-
mation of the objective function, we further proceed as follows

#baln] = |[La[n] — Lo[n]|I%, (63)
picaln] = [[La[n] — LC[n]HQ- (64)

Therefore, the objective function in P1.3 can be rewritten as
R(pba[n],ticaln]) in Eq. (65). Note that the objective function
is a binary function with respect to pna[n] and pca[n]. Given
the reference UAV’s trajectory L, [n] for Vn € [N] of the , i.e.,
uh . [n] and pl, [n], we can solve the optimization problem P1.3
approximately using the SCA method. The first-order Taylor
expansion of R(fiba[n],fica[n]) in Eq. (65) is defined as

R(piwa[n] prea[n]):=R (1], i, [n)
) 6R(,U*ba[n] 7N0a[n])
I aﬂba[n]

, 8R(.Uba[n]a.uca[”]) r
I 6,Ufca[n] (:uca[n]_:uca[n])v (66)

where %j’ﬁfa["]) and %W are the partial
derivative of Rguba[n], Lea[n]) respect to ppa[n] and pealn),
respectively. Since the minimum velocity constraint (20f) is
still non-convex, thus given the reference velocity vector v*[n],
it can be approximated using the first-order Taylor expansion

(1w [n]—pp,[n])

Vmin < V'[n] +2(v"[n])T (v[n]—v'[n]). 67)
Therefore, the problem P1.3 can be approximated as
: max R aln], tealn 68a
e pax R (walnl, prealn)) (68a)
HMba [n] sHca [n]
s.t. (1), (2), 20f) — (201), (63), (64). (68b)

Note that the above optimization problem is convex, thus it
can be solved by the CVX tools [50]. By solving the opti-

Algorithm 2 Proposed SCA-BCD algorithm to approximately
solve the original optimization problem P1.

1: Input: L,[0], Ly[N], Ly, Ly, Le, QP®, Q2**, Ry, R.,
Nss Pes pa[n], uly[n], vO[n], a°n], and the pre-defined
accuracy (o > 0.

2 Output: R (jif, [n], jizaln]), wi, y[nl, wilnl. v*[n]. a%[nl,
and LX[n].

s while | (af, [n], b [n]) = (s [n), i [n]) [ 2 do

4:  Optimizing the secret and covert beamformers:

Given vF~1[n], a*~1[n], and LF~1[n], solve P1.2 to
update w¥ | [n] and w¥[n], respectively.
5: Optimizing the UAV’s velocity, acceleration, and trajec-
tory:
Given the secret beamformer W]l;,l [n] and covert beam-
former w¥[n], solve P1.4 to update L¥[n], v¥[n], and
a*[n), respectively.

6: k=k+1,

7: end while

mization problem P1.4, we can obtain a high-quality feasible
solution of the UAV’s trajectory, velocity, and acceleration for
optimization problem P1.3.

3) Overall Algorithm: We propose a BCD algorithm to
solve the original optimization P1 problem by integrating
the SDR-based BSA and the SCA algorithm. Specifically,
the SCA-BCD algorithm process is given in Algorithm 2.
Furthermore, we can obtain the solution to the benchmark
problem P2 using the proposed SCA-BCD algorithm.

4) Complexity Analysis: Note that Algorithm 1 is based
on SDR and BSA, the computational complexity of Algorithm
1is (’)((Nb —i—NC)4 v Ny +Nclog(1/C1)S [49], [50]. In ad-
dition, the computational complexity of the SCA algorithm
is O (I N 3), where [ is the iteration number. Therefore, the
total computational complexity of the SCA-BCD Algorithm
2is O (I2N3 + T (Ny + N VN + Nclog(1/<1))). Anal-
ogously, the computational complexity of the solution to P2
is O (12N3 +I(N)* \/N_blog(l/cl)§.

IV. NUMERICAL RESULTS

In this section, we present extensive numerical examples
to illustrate our results in Lemma 2 and Theorem 1, and
the proposed SCA-BCD algorithm, where the key numerical
parameters are set as follows. The number of antennas at
Bob and Willie are N, = 2 and N. = 2. The original
and terminal positions of Alice are L,[0] = (0,0,200) and
L. [N]=(500, 500, 200), and the positions of Bob, Carlo, and
Willie are Lj;,=(200, 300), L, = (100, 400), L.=(200, 150),
respectively. The maximum transmit power of Bob and Carlo



is Qp'** =30 dBm and Q7'** =0 dBm, respectively. The target
secret rates of Bob and Carlo are R;=16 bps and R.=4 bps,
and the SOP and DEP are 73=0.01 and P.=1. The path-
loss exponent of the ground channel and the air-to-ground
are Epy =&ca = —2 and &pyw = Ecw = —3, respectively. Both
the path-loss reference at 1 meter and the excessive path-loss
coefficient are —10 dB [40]. The Rician factors between Bob
and Alice, and between Carlo and Alice are K1,,=3 dB and
K.,=0 dB, respectively. The noise power at Alice and Willie
are 02 =02 =-90 dBm [30]. Specifically, we illustrate the
numerical results of Bob’s SCP and SOP at states Hy and Hy,
respectively. We give the numerical results of Corlo’s CCP and
Willie’s DEP at state H1. Furthermore, we exhibit the effect
of channel Recian factors on the sum of the secret and covert
transmission rates. Finally, to demonstrate the performance
of the proposed algorithm, we illustrate the optimal transmit
power of legitimate users and the UAV’s flight parameters.

In Fig. 2, we plot Bob’s SCPs in Eqgs. (33) and (24) under
both states Hy and H; as a function of Bob’s target rate R; at
UAV’s original position. From Fig. 2, it is observed that as the
target rate of Bob increases, both the SCPs at states Hy and
H; decrease from 1 to 0, which implies that communication
outage will occur when the target rate becomes large under
the certain channel condition. Furthermore, we can observe
that the SCP at state Hy is larger than that of the state H;
at a specific target rate of Bob. This is because Carlo’s gain
is a component of the denominator in Aclie’s SNR at state
Hj, resulting in a lower SNR of Aclie at state H; compared
to state Hp. Note that increasing the number of antennas will
improve the SCP at both states Hy and H;.

In Fig. 3, we plot Bob’s SOPs in Egs. (34) and (35)
at both states Hy and H; as a function of the secret rate
redundancy. From Fig. 3, we can observe that as Bob’s secret
rate redundancy increases, both the SOPs at states Hy and H;
rise. This indicates that secret outages are more likely to occur
as the target rate redundancy grows under specific channel
conditions. Since a higher target rate redundancy corresponds
to a lower secrecy rate Rg, it results in a greater probability
of secret outage. Similar to the SCPs, we can observe that
the SOPs at state Hy are larger than that of the state H;
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Fig. 2. Numerical plots of Bob’s SCPs versus Bob’s target rate Rt at UAV’s
original position at sates Ho and H; with different numbers of antenna for
Bob, where N, = 2, Qg’ax =30 dBm, QT"** =0 dBm, {pp= Eca=—2,
K1,a=3 dB, Kca=0 dB, and 02=—90 dBm.

10

o
3

o
>

Secret Outage Probability
o o o o
v e R oo

o

o

4 T 12 14 16
Secret Rate Redundancy (bps)

Fig. 3. Numerical plots of Bob’s SOPs versus Bob’s secret rate redundancy at
sates Hg and H; with different numbers of antenna of Bob, where N, = 2,
Qp**=30 dBm, QF***=0 dBm, {pw=Ecw=—3, ando2 =—90 dBm.
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Fig. 4. Numerical plots of Carlo’s CCPs versus Carlo’s target rate R. at
UAV’s original position with different numbers of antennas of Bob and Carlo,
where QP'**=30 dBm, QP***=0 dBm, {p,a=Eca=—2, K,a=3 dB, Kca=0
dB, and 02=—90 dBm.

at a specific target rate redundancy of Bob. This is because
Carlo’s gain is a component of the denominator in Willie’s
SNR under state H;, leading to a lower SNR for Willie under
H; compared to Hy. Note that more antennas at Bob leads to
a smaller SOP at both states Hy and H; due to the diversity
gain from multiple antennas.

In Fig. 4, we plot Carlo’s CCP in Eq. (36) as a function
of Bob’s target rate Ry and Carlo’s target rate R, at UAV’s
original position. From Fig. 4, we can observe that as Bob’s
and Carlo’s target rates increase, the CCP decreases from
1 to 0, which indicates that covert connection outages will
occur when Bob’s or Carlo’s target rates become large under
specific channel conditions. This phenomenon includes two
aspects of explanations, firstly, as Bob’s target rate increases,
the communication link between Bob and Alice is more
likely to be outage, leading to a connection outage between
Carlo and Alice. Second, even if reliable communication is
maintained between Bob and Alice, a larger Carlo’s target
rate will result in a connection outage between Carlo and
Alice. Similarly, we can observe that increasing the number
of antennas will improve the CCP due to the diversity gain
provided by multiple antennas.

In Fig. 5, we plot Willie’'s DEP versus the detection
threshold for different block lengths. It can be seen from
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Fig. 5. Numerical plots of Willie’s DEP versus Willie’s detection threshold
for different block lengths, where Q'**=30 dBm, Qg'**=0 dBm, {pw=
écw=—3, and 02 =—90 dBm.
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Fig. 6. Numerical plots of secret rate and the sum of the secret and covert
rate versus Bob’s and Carlo’s transmit power at the UAV’s original position,
respectively, with different Rician factors and UAV altitudes, where Qp'**=
30 dBm, Q¥'?** =0 dBm, Ry =16 bps, Rc=4 bps, {pa= Eca=—2, and
02=—90 dBm.

Fig. 5 that the DEP initially decreases and then increases
as the detection threshold increases, indicating the presence
of an optimal threshold and the minimum DEP value. Note
that the minimum DEP decreases as the signal sequence
length increases, as Willie can make more informed judgments
with larger sequences. This observation is consistent with
the theoretical analysis in Eq. (46). Moreover, it suggests
that perfect covertness can be achieved through collaboration
between Bob and Carlo, corresponding to P, = 1.

On the left part of Fig. 6, we plot Bob’s secret rate at state
Hg for different channel Rician factors and UAV altitudes as
a function of Bob’s transmit power. As observed, Bob’s secret
rate increases initially and then decreases with the transmit
power, indicating the existence of an optimal transmit power
for Bob and an optimal beamformer. On the right part of Fig.
6, we plot the sum of Bob’s secret and Carlo’s covert rates
at state Hy for different Rician factors and UAV altitudes as
a function of the transmit power of Carlo. Similarly, these
curves indicate the existence of optimal transmit power and
beamformer for both Bob and Carlo. The above observations
are consistent with Lemma 2 and Theorems 1.

In Figs. 7 and 8, we demonstrate the convergence per-
formance of the proposed algorithm. Specifically, in Fig. 7,
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Fig. 7. Numerical plots Bob’s average secret and the sum of Bob’s average
secret and Carlo’s average covert rates versus the iteration number at states

Ho and Hi, where Qp'#*=30 dBm, Q**=0 dBm, Ry=16 bps, Rc=4
bps, k=0.5, Epa = €ca =—2, Epw =Ecw =—3, and 02 =02 = —90 dBm.
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we plot Bob’s average secret and the sum of Bob’s average
secret and Carlo’s average covert rates at states Hg and
Hj, respectively. Clearly, Bob’s average secret at state Hy is
significantly larger than that of the sum of Bob’s average secret
and Carlo’s average covert rates at state H;, and the average
rate creases when the flight periods increase. In Fig. 8, we plot
the sum of Bob’s average secret and Carlo’s average covert
rates under the cases of optimal secret and covert beamformers
and the fixed transmit beamformers. This observation exhibits
the remarkable performance of the proposed algorithm.

In Fig. 9, we plot the sum of secret and covert rates
versus the weight k. We keep the air-ground link’s path loss
constant while gradually increasing the path loss of Willie’s
links to the legitimate users Bob and Carlo. From Fig. 9,
we can observe that Willie’s channel quality significantly
impacts the sum of the secret and covert rates. Specifically,
when Willie’s path loss is close to that of Bob, the covert
rate dominates the sum of the security rates. Conversely, the
secret rate dominates the security rates when Willie’s path loss
deteriorates. This observation indicates that either the secret
rate or the covert rate can dominate the sum of the security
rates. More importantly, we obtain the near Pareto front of the
multi-objective optimization problem.
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In Figs. 10, 11, and 12, we plot the optimal transmit
power of Bob and Carlo in each iteration, the optimal UAV’s
velocity and acceleration, and the optimal UAV’s trajectory,
respectively. In Fig. 10, based on the perfect covert constrict in
(44), the transmit power of Bob and Carlo is optimized during
the UAV flight period, respectively. In Fig. 11, we respectively
plot the optimal UAV’s velocity and the acceleration, which
corresponds to the UAV’s trajectory in Fig. 12 when T' = 130
s. In Fig. 12, we plot the UAV’s trajectories in different
flight periods. Compared to the straight flight, the proposed
algorithm optimized the UAV’s trajectory effectively.

V. CONCLUSION

We proposed a multi-user collaborative secret and covert
uplink transmission scheme using NOMA and analyzed the
performance of our scheme via optimization problems that
maximized the sum of secret and covert rates under constraints
on security and reliability. Our results provided feasible solu-
tions for the designs of the beamforming method of ground
users and UAV’s trajectory and revealed the influence of
channel parameters and design parameters.

There are several avenues for future studies. Firstly, we as-
sumed quasi-static fading channels when a fixed-wing UAV is
used. In contrast, when a rotation-wing UAV is used, the block
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Fig. 11. Numerical plots of optimal velocity and acceleration during the UAV
trajectory, where Q' =30 dBm, Qg'®* =0 dBm, Rt = 16 bps, Rc =4
bps, Kk =0.5, {ba_ﬁca:—2 Ebw =Eow =—3, and 02 =02 =—90 dBm,
Vmin = 1 M/S, Umax = 20 M/s, amax = 10 m/s.
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Fig. 12. Numerical plots of comporation of optimal UAV trajectories of
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fading channel is practical and one can generalize our results
to this case to account for both uplink and downlink multi-
user UAV communications [51]. Secondly, we assumed perfect
CSI knowledge at the UAV receiver and a single adversary.
However, practical communication systems usually involve
multiple adversaries and CSI estimation can be imperfect.
Thus, one can generalize our results to the case of multiple
adversaries with imperfect CSI. To do so, one might need to
combine ideas in covert transmission over imperfect CSI [43],
multiple adversaries [39], the uncertainty of the eavesdropper’s
location [34], and a multiple antenna adversary [52].
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