arXiv:2407.05237v1 [cs.LG] 7 Jul 2024

Privacy of the last iterate in cyclically-sampled DP-SGD on
nonconvex composite losses

Weiwei Kong* Monica Riberof
July 9, 2024

Abstract

Differentially private stochastic gradient descent (DP-SGD) refers to a family of optimization
algorithms that provide a guaranteed level of differential privacy (DP) through DP accounting
techniques. However, current accounting techniques make assumptions that diverge significantly
from practical DP-SGD implementations. For example, they may assume the loss function is
Lipschitz continuous and convex, sample the batches randomly with replacement, or omit the
gradient clipping step.

In this work, we analyze the most commonly used variant of DP-SGD, in which we sample
batches cyclically with replacement, perform gradient clipping, and only release the last DP-SGD
iterate. More specifically — without assuming convexity, smoothness, or Lipschitz continuity
of the loss function — we establish new Rényi differential privacy (RDP) bounds for the last
DP-SGD iterate under the mild assumption that (i) the DP-SGD stepsize is small relative to the
topological constants in the loss function, and (ii) the loss function is weakly-convex. Moreover,
we show that our bounds converge to previously established convex bounds when the weak-
convexity parameter of the objective function approaches zero. In the case of non-Lipschitz
smooth loss functions, we provide a weaker bound that scales well in terms of the number of
DP-SGD iterations.

1 Introduction

Tight privacy guarantees for DP-SGD are challenging to achieve in real-world implementations
because existing approaches rely on simplifying assumptions. Some common ones include convexity
and Lipschitz continuity of the loss function, randomly sampling the batches, and omitting the
ubiquitous gradient clipping step. More crucially, existing practical methods assume that the
weights of a trained model are always released at every DP-SGD iteration.

In this work, we develop a family of RDP bounds on the last iterate of DP-SGD. Moreover,
these bounds are novel in that they:

(i) are developed under a DP-SGD gradient clipping step without assuming that the objective

function is Lipschitz continuous;
(ii) require substantially weaker assumptions compared to existing works;
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(iii) are parameterized by a weak convexity parameter m > 0, for which the bounds smoothly
converge to similar ones in the convex case as m — 0 when the loss function has a Lipschitz-
smooth component; and

(iv) can be made smaller by decreasing the SGD stepsize, increasing the standard deviation in
the DP-SGD Gaussian noise, or increasing the batch size.

Problem definition. More precisely, we develop RDP bounds for the last iterates of DP-SGD
applied to the composite optimization problem

> =

k

min {<Z5(95) = ; fi(z) + h(x)} (1)
where h is convex and proper lower-semicontinuous and f; is continuously differentiable on the
domain of h. Notice that the assumption on h encapsulates (i) common nonsmooth regularization
functions such as the ¢;-norm || - ||1, nuclear matrix norm || - ||, and elastic net regularizer and (ii)
indicator functions on possibly unbounded closed convex sets. A common setting in the wild is
when (1/k) 2%, fi(z) corresponds to a softmax cross-entropy loss function and h(z) corresponds
to an f1- or fo-regularization function.

Types of bounds. Each of the established bounds is of the form
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for some finite function By(-) and A > 0, where (i) D4(X||X’) denotes the a-Rényi divergence
between random variables X and X', (ii) X7 and X/ are the last DP-SGD iterates on neighboring
datasets, (iii) and the paramaters o, A, C, b, T, and ¢ are DP-SGD’s standard deviation, stepsize,
£y clip norm, batch size, number of steps, and number of steps per dataset pass, respectively.

More specifically, we target three regimes. First, without any additional assumptions, we obtain
(2) with By(C,b,T,¢) = T(AC)?. Second, assuming that the DP-SGD iterates are contained within
an o ball of diameter dj, we obtain (2) with By(C,b,T,¢) = (dj, + AC/b)? for small enough A.
Third, assuming that each V f; is Lipschitz continuous, we obtain (2) with
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for some finite Ly < v/3 and small enough \. Furthermore, we show that the bound obtained in
the third regime converges to previously established bounds in the convex setting when each f;
becomes increasingly more convex (specifically when m — 0 in contribution (iii)).

Lipschitz continuity. It is worth re-emphasizing that we do not require each f; in (1) to be
Lipschitz continuous in order to bound V f; (see, for example, [2,7,8] which do require this assump-
tion). As a consequence, our analysis is applicable to a substantially wider class of non-Lipschitzian
objective functions, including (a) global or piecewise quadratic functions on R", (b) the function
f(x) = xlogz on [1,00) and its multivariate extensions, and (c¢) double integrals of bounded sig-
moidal functions, e.g., f(z) = [logcoshzdx = [ [tanhx dz, and their multivariate extensions.

1.1 Mathematical techniques

Weak convexity. We generalize existing analyses in the convex and twice-differentiable set-
ting (see, for example, [7,8]) to the weakly-convex (and possibly nonsmooth) composite setting.



Crucially, our approach avoids assuming the existence of the Hessian for the smooth part of the ob-
jective function (see, for example, Lemma 3.2 and Proposition 3.4). This generalization is achieved
by leveraging recently developed optimal transport techniques [8] and a curvature-based character-
ization of nonconvex functions described in Section 3. This characterization specifically enables us
to show how our bounds converge to similar ones in the convex setting by appropriately scaling a
weak convexity parameter.

Upper curvature. To facilitate a more general analysis, we assume that there exists a constant
M > 0 such that each —f; + M]|| - |?/2 is convex (see Section 3 for an in-depth discussion). This
assumption, together with weak-convexity, is mild in that it is implied by assuming each Vf; is
L-Lipschitz continuous for a large enough L. On the other hand, it is essential for establishing that
DP-SGD is a Lipschitz operator for small enough stepsize (see Proposition 3.4) and is classical in
the analysis of first-order optimization algorithms.

Proximal operator. To analyze the effect of gradient clipping, we utilize important properties
about proximal operators, such as strict non-expansiveness and uniqueness for closed convex func-
tions. These properties are specifically applied when we view both the projection and clipping
steps of DP-SGD as instances of a particular proximal evaluation. Conversely, our analysis may
be applied to more general forms of DP-SGD where the gradient clipping step is replaced by any
sequence of proximal evaluations (see, for example, Proposition 3.4).

Shifted Rényi divergence. We generalize the approach of shifted Rényi divergences in [2, 8]
from nonexpansive' operators to L-Lipschitz operators for L > 1. More precisely, while we still
sum a sequence of parameterized shifted Rényi divergence bounds, we introduce more parameters
compared to previous works to deal with the issue of nonconvexity. Furthermore, we show that in
the setting of one dataset pass, the optimal choice of parameters is obtained by solving a related
quadratic programming problem (see Appendix B). For the case of multiple dataset passes, we use
the optimal parameter in the single dataset setting together with some nice properties of cyclic
DP-SGD batch updates (see Proposition 2.2).

1.2 Related works

Recent approaches [2,6-8] directly bound the Rényi divergence of the last iterate, but these ap-
proaches make strong assumptions that limit their practical viability. In particular, papers [7, 8]
only consider the convex setting. Furthermore, they assume Lispchitz continuity of the loss func-
tion, which consequently bounds the loss gradients. While paper [6] studies multiple epochs or
passes over the data, their results only apply to the smooth and strongly convex setting. Similarly,
results in paper [2] consider only convex Lipschitz smooth functions.

Paper [3] analyzes the privacy loss dynamics for nonconvex functions, but their analysis differs
from ours in two ways. First, they assume that their DP-SGD batches are obtained by Poisson
sampling or sampling without replacement. Second, their results require numerically solving a
minimization problem that can be hard for certain parameters and thus their bound is unclear
to converge. Tangentially, prior works on DP-SGD accounting often rely on loose bounds that
assume the release of intermediate updates [1,4]. These works rely in differential privacy advanced
composition results [9], resulting in noise with standard deviation that scales as VT [1,4].

In Table 1, we compare our bounds against those established using the “Privacy Amplification by

n [2,8], the authors refer to the relevant operators as contractions even though they are only 1-Lipschitz, i.e.,
nonexpansive.
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Table 1: Asymptotic a-Rényi differential privacy upper bounds of the last iterate after T iterations of DP-SGD, when
fi is Lipschitz smooth and weakly-convex for i € [k], X\ is the stepsize, Lx = O(v/1+ Am) for a weak-convezity
parameter m (see (9)), o is the standard deviation of the Gaussian noise, £ is the number of iterations in one dataset
pass, E is the number of dataset passes, and dy, is the diameter of the domain of h.

Iteration” (PABI) argument in [8] for multi-epoch noisy-SGD under similar smoothness and scaling
assumptions. Note that the multi-epoch noisy-SGD algorithm in [8, Algorithm] only considers
the case of £ = ¢ and does not consider batched gradients. As a consequence of the latter, its
corresponding RDP upper bound does not depend on the batch size b.

1.3 Organization

Section 2 presents some important properties about a specific family of randomized operators.
Section 3 states some additional assumptions on (1) and presents some crucial properties for an
SGD-like update. Section 4 presents the main RDP bounds of this work. Finally, the appendices
at the end of this paper contain technical proofs and extended discussions about the main results.

1.4 Notation

Let [n] = {1,...,n} for any positive integer n. Let R denote the set of real numbers and R" =
R x - -+ X R denote the n-fold Cartesian product of R. Let ({-,-),R™) denote a Euclidean space over
R™ and denote || -|| := \/(*,-) to be the induced norm. The domain of a function ¢ : R" — (—o0, o]

is dom ¢ := {z € R" : ¢(z) < oo}. The function ¢ is said to be proper if dom ¢ # (. A function
¢ R" — (—o00,00] is said to be lower semicontinuous if liminf, ,;, ¢(z) > ¢(zp). The set of
proper, lower semicontinuous, convex functions over R"™ is denoted by Conv (R™). An operator
T : R™ — R™ is said to be L-Lipschitz if || 7T (z) — T (y)|| < L||x —y|| for all ,y € R", and T is said
to be nonexpansive if it is 1-Lipschitz. The proximal operator prox,, : R" — R" for ¢ € Conv (R")
is defined as

prox,(z) = argmin {w(z) + %Hz - 20\\2} Vzp € R",
z€R™

and it is well-known that prox,(-) is nonexpansive (see, for example [5, Theorem 6.42]).

The oo-Wasserstein metric Weo (i1, V) is the smallest real number w such that for X ~ p and
Y ~ v, there is a joint distribution on (X,Y’) where || X — Y| < w almost surely, i.e., Woo (11, v) =
inf () €88 SUP(y )y |2 — yl|, where T'(u1, v) is the collection of measures on R"™ x R" with first
and second marginals i and v, respectively. For any probability distributions p and v with v < p,
the Rényi divergence of order a € (1,00) is

Doty = 10 [ 2D 0y e

a—1 v(x)



where we take the convention that 0/0 = 0. For v & p, we define D, (u|v) = co. For parameters
7 > 0 and a > 1, the shifted Rényi divergence is

D (l[v) = inf {Da(][¥) : Woo(u7) < 7} (3)

for any probability distributions p and v over R™. Given random variables X ~ pand Y ~ v, we
denote Dy (X||Y) = Dq(ullv) and D (X||Y) = DS (ul|v).

We consider the swap model for differential privacy. We say two datasets S and S’ are neighbors,
denoted as S ~ S, if S’ can be obtained by swapping one record. A randomized algorithm A is
said to be («,¢)-Rényi differentially private (RDP) if, for every pair of neighboring datasets S and
S’ in the domain of A, we have D, (A(S)|A(S")) <e.

2 Randomized proximal Lipschitz operators

This section gives some crucial properties about randomized proximal Lipschitz operators. More
specifically, it establishes several RDP bounds based on the closeness of neighboring operators.

We first bound the shifted Rényi divergence of a randomized proximal Lipschitz operator. The
proof of this result is a simple extension of the argument in [8, Theorem 22] from 1-Lipschitz
operators to L-Lipschitz operators with additive residuals. Nevertheless, we give the full argument
in Appendix A.1 for completeness.

Lemma 2.1. For some L,( > 0, suppose ¢' and ¢ satisfy
sup |¢'(w) —d(w)| < s, [@(2) —2()ll < Lllz —yl +¢, Ve € {9, ¢, (4)

for any xz,y € dom ¢ Ndom ¢'. Moreover, let Z ~ N(0,0%I) and ) € Conv (R"). Then, for any
scalars a,7 > 0 and o € (1,00) satisfying LT+ + s — a > 0, and random variables Y and Y', it
holds that

2
aa
%7 )

Note that the second inequality in (4) is equivalent to ® being L-Lipschitz continuous when
¢ =0, and the conditions in (4) need to only hold on dom ¢ N dom ¢'.

We now apply (5) to a sequence of points generated by the randomized proximal update Y <+
prox,, (¢(Y) + Z), under different assumptions on ¢ and 7. This particular result generalizes the
one in [8], which only considers the case of L = 1 and ¢ = 0. For conciseness, we leave the full
proof in Appendix A.2.

Before proceeding, we define the following useful quantities:

1,2(s=1)
HL(O) = O7 HL(S) = m Vs 2 1. (6)
Proposition 2.2. Let L,( >0, T > 1, and ¢ € [T] be fized. Given ¢p € Conv (R"™), suppose {¢:},
{¢}}, and s > 0 satisfy (4) with

DgLT+<+s—a)(prOXw(¢(y) + Z)|| prox, (¢ (Y') + Z)) < DO(Y|IY') +

s, t=1modF/,

vt e [T).
0, otherwise,

¢:¢t7 ¢/:¢1/t7 S:{

Moreover, given Yy, Yy € dom, let Z, ~ N (0, o2I), and define the random variables
Vi = prox, (¢¢(Yio1) + Z¢), Y/ = prox,(¢;(Y/_ 1) + Z;), Vt>1
Then, for any T > 0 and E = |T/¢], the following statements hold:



(a) if ( =0, then
Da(Yr||Y7) — DD (YollY;)
< % (L7 +5)200(0) + 3 {(E = 1)01.(0) + 00(T — BO}Y . (7)

(b) if =0 and = s, then
2
Dal¥lV$) — Dal3¥5) < 207 () ®

Some remarks about Proposition 2.2 are in order. First, part (a) shows that if ¢; and ¢} only
differ at ¢t = 1, then D, (Y7 ||Y}) is finite for any 7. Second, part (a) also shows that if ¢, and ¢}
differ cyclically for a cycle length of ¢, then the divergence between Y7 and Y/ grows linearly with
the number of cycles E. Third, part (b) gives a bound that is independent of L. Finally, both of
the bounds in parts (a) and (b) can be viewed as Rényi divergences between the Gaussian random
variables NV'(0,021) and N (u,0I) for different values of p.

In Appendix B, we give a detailed discussion of how the residuals a from Lemma 2.1 are chosen
to prove Proposition 2.2(a). In particular, we prove that the chosen residuals yield the tightest
RDP bound that can achieved by repeatedly applying (5).

3 Curvature assumptions and operator analysis

This section states some curvature assumptions for future reference and develops the properties of
an SGD-like update.

We start by adding assumptions on (1) for use in later subsections. Given h : R — (—o0, 0]
and f; : domh — R for i € [k], define the assumptions:

h € Conv (R™);
there exists m, M > 0 such that for i € [k] the function f; is differentiable on an open set
containing dom h and

M
7Hx —y|?* Va,y € domh.  (9)

—Slle =yl < fil@) = fily) = (VSily)w —y) <
We now give a few remarks about (A1)—(A2). First, (Al) is necessary to ensure that prox,(-)
is well-defined. Second, it can be shown”? that (A2) is equivalent to the assumption that Vf is
max{m, M }-Lipschitz continuous when m = M. Third, the lower bound in (9) is equivalent to
assuming that fi(-) + m|| - ||?/2 is convex and, hence, if m = 0 then f; is convex. The parameter
m is often called a weak-convexity parameter of f;. Fourth, using symmetry arguments and the
third remark, if M = 0 then f; is concave. Finally, the third remark motivates why we choose two
parameters, m and M, in (9). Specifically, we use m (resp. M) to develop results that can be
described in terms of the level of convexity (resp. concavity) of the problem.
We now develop the some properties of an SGD-like update. Given {g;} C Conv (R") with
dom ¢; € domh and B C [k], define the prox-linear operator

- % > prox,, (V fi(z)). (10)

Bl i

Ax(z) = Ax(z, {fi} {ai}) ==

2See, for example, [5,11] and [10, Proposition 2.1.55].



Clearly, when prox,, (y) =y for every y € R™, the above update corresponds to a SGD step applied

to min, Zle fi(x) with stepsize A\ and starting point x. Moreover, while it is straightforward to
show that Ay(-) is (1 + Amax{m, M})-Lipschitz continuous when {f;} satisfies (A2)?, we prove
that the Lipschitz constant can be improved to ©(1/1 + Am) when A is small. Notice, in particular,
that the former bound does not converge to one when m — 0, e.g., when f; becomes more convex,
while the latter does.

To start, we recall the following well-known bound from convex analysis. Its proof can be found,
for example, in [5, Theorem 5.8(iv)].

Lemma 3.1. Let F': domh — R be convex and differentiable. Then F' satisfies
L
F(z) = F(y) = (VF(y),z —y) < Sz - yl* Va,y € domh (11)
if and only if
1
(VF(z) ~ VF(y),o ) > 2IVF(z) - VF()? Vz,y € dom.

We next give a technical bound on f;, which generalizes the co-coercivity of convex functions
to weakly-convex functions.

Lemma 3.2. For any x,y € dom h and f; satisfying (A2), it holds that

(Vfil@) =V ily),z —y) > — |m+ 3 [V fi(2) = V1),

S T
(M +m) YTy

(M +m)

Proof. Define F' = f; +m| - ||?/2 and let x,y € domh be fixed. Moreover, note that F' is convex
and satisfies (11) with L = M + m. It then follows from Lemma 3.1 with L = M + m that

1
M+ m

V@) = Vi) + me - )

<(VF(z) = VF(y),z —y)
= (Vfi(z) = Vfily),z -

Applying the bound [la+b[|*/2 < [|a[|*+[b||* with a = V f;(2) =V fi(y) +m(z—y) and b = —m(z—y),
the above inequality then implies

IVF(z) = VFE(y)|* =

y) +mllz — y[l*.

(Vfi(z) = Vily),x —y) = —mz —y|I* + i }r —IIVfi(z) = Vfily) +m(z — y)l®

2

> - IVfi(z) = Viiy)|® O

m+2

— -yl +
(M +m) YTy

(M +m)
The below result gives some technical bounds on changes in the proximal function.
Lemma 3.3. Given u,v € R", let p € Conv (R") and define
A:=u—wv, AP:=prox,(u)— prox,(v).

Then, the following statements hold:
(a) [|AP]] < (A, AP);

3This follows by using the triangle inequality and the non-expansiveness of prox,, ().
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(b) IIA7 — Al < [|A[* — [ AP|2.

Proof. (a) See [5, Theorem 6.42(a)].
(b) Using part (a), we have that

|A7 — Al = [|AP] + |A? = 2(A, A7) < A - (| A7, O
We are now ready to present the crucial properties of Ay(-).

Proposition 3.4. Define the scalar

Ly = Ly(m, M) = \/1+2)\m {1+ } VA > 0. (12)

M+ m

Then, the following statements hold:
(a) if domg; is bounded with diameter C for i € [k], then for any A > 0 we have

A=) = Ax@)]| < |z =yl +2AC Va,y € dom h; (13)
(b) if fi satisfies (A2) and X < 1/[2(M + m)], then Ax(-) is Ly-Lipschitz continuous.

Proof. (a) Let x,y € domh and A > 0 be arbitrary. Moreover, denote p;(-) = prox,,(-) for i € [k].
Using the definition of Ay(-), the assumption that ||p;(z)|| < C for any z € R", and the triangle
inequality, we have that

[Ax(z) — Ax(W)Il = < lz -yl 15 Z i @)+ llpi(w)11)

ZEB

sz pi

ZEB
< lz =yl +2XC.

(b) Let x,y, z € dom h be arbitrary, and suppose A < 1/(M + m). Moreover, denote

§0) = A ASibAa), di=2—y,
A= Vfi(x) = Vfily), A7 = prox, (Vfi(z)) - prox, (Vfi(y)).

Using the previous bound, the fact that || Y%, v]|? < d X%, ||vs]|? for any {v;} € R™, and Lemma
3.3(b) with (A, AP) = (A;, A), we have that

1 2

lete) — €I = 5 | 3 { [r = Aprow, (Vie)] = [y~ Apros,, (V5]
i€B
2
:ﬁ Y=l < ZHd AAP |2
i€B ZEB
‘ ’ZHd AA; + A — AD)|? = 5 ‘Z(Hd AA? 4+ A A - AT|?)
i€EB i€B
25 (= A2+ XA~ W AdP) < o S (lld - AP + XA ?)
|B|z€B | |Z€B
=2 [Hduz + A (%Z 1A =23 d, A»ﬂ : (14)
1€EB 1€EB



Let us now bound the last two terms of the above expression. Using Lemma 3.1 for the second
term, and the fact that A < 1/[2(M + m)], we have

m’ 1A
AN AP =2 (d A <20 A7 +2 m+7 ldl* — L
1€B i€B 1€EB L (M + ) ( )|B|
m
=2m |1+ —-——||d|? 22X\ — Al <2 {1 7} d||*. 1
m[ +2(M—|—m)}” "+ M+m ZEZB” 1" < 2m 2(M + m) el (15)
<0

Using (14), (15), and the definition of d, we conclude that

le(@) = E@)I* < Nl + A <2AZ A7 =2 (d, Ai))

1€B 1€B

< P + 2Am |1+ 1 = L3l - P 0

m
2(M + m)

Before ending this subsection, we give a few remarks about part (b) of the above result. First,
Lx(0, M) =1 and, hence, A, (+) is nonexpansive when f; is convex for every i € [k] and A < 1/(2M).
Second, if A = 1/(2m) then Ly(m,0) = v/3 and, hence, Ay(-) v/3-Lispchitz continuous when f; is
concave. Third, like the first remark, Lo(m, M) = 1 implies that A,(-) is nonexpansive. Finally,
when m = M and A = 1/(2m), we have Ly(m, M) = /5/2 and A, (+) is /5/2-Lispchitz continuous.

4 Privacy bounds for DP-SGD

This section develops RDP bounds for the last iterates of DP-SGD under cyclic batch sampling.
For ease of reference, we define

Loif = <C,

¢! - : 16
oo, otherwise, ipc(y) = prOqu(y) (16)

qo(w) = {

and formally present DP-SGD in Algorithm 1.

Algorithm 1 Cyclically-sampled last-iterate DP-SGD
Inputs: {fi}¥_ |, h, samples {N;} C R" from N (0,02I), and X, € dom h;
Parameters: batch size b, stepsize A, clipping norm C, and iteration limit T
Outputs: X7 € dom h;

1: fort« 1,...,T do

2: Jt < b(t — 1) mod k

3 By {js +1,...,5; + b}

4 g (1/0) Yiep, Cling(V fi(Xi-1))

5

6

Xt < Prox,s (Xt—l — )\gt + Nt)

: return Xp

Before proceeding, let us give a few remarks about Algorithm 1. First, j; corresponds to the
first index of the batch indices By, and if j; > j;—1 then j; — j:—1 = b. Second, g; corresponds to
the average of the clipped gradients of f; at X;_;. Third, since each X; is generated by a call to



proxyy(+), it holds that X; € domh for every ¢ € [T']. Finally, notice that the noise N; is added to
the displacement X; 1 — Ag; rather than to g;. This setup allows us to develop RDP bounds that
scale with both A and o.

Now, for the remainder of this section, suppose h satisfies (A1) and let f! : R™ — (—o0, 0]
for i € [k] be such that there exists i* € [k] where f] = f; for every i # i* and fl. # fi, ie.,
{fi} ~ {f!}. In other words, i* is the index where the neighboring datasets {f;} and {f/} differ.

For later reference, we also define the assumption:

the functions {f/} satisfy assumption (A2) with f; = f/ for every i € [k].

The next result shows how the updates in Algorithm 1 are randomized proximal updates applied
to the operator Ay () in (10) with ¢;(-) = gc(+) from (16).

Lemma 4.1. Let {X;} and {X|} denote the iterates generated by Algorithm 1 with functions
{fi} and {f!}, respectively, and fixed X\, C, b, o, {Ny}, T, and Xy for both sequences of iterates.
Moreover, denote

or(x) == Ax(z, {fi}. {ac}), i(x) :== Ax(z,{f/}. {ac}), Vz € domh,
where go and Ay are as in (16) and (10), respectively. Then, it holds that
Xy = proxy, (¢¢(Xe—1) + Ni),  X{ = proxy, (¢4(X{_y) + Vi), VE=1
Proof. This follows immediately from the definition of ¢; and the update rules in Algorithm 1. [

We now present some important norm bounds.

Lemma 4.2. Let {X;}, {X|}, {¢:}, and {¢,} be as in Lemma 4.1 and denote ¢ = k/b and
t* :=infy>q {t : i* € B;}. Then, it holds that
, 20C

1Xe = X0 =0, llga(e) - Gi2)] < 55— (17)

for every s € {jl+t*:5=0,1,..} and any x € domh.

Proof. The identity in (17) follows from the fact that X; = X] for every ¢t < t*. For the inequality
in (17), it suffices to show the bound for s = t* because the batches B; in Algorithm 1 are drawn
cyclically. To that end, let = € dom h be fixed. Using the update rule in Algorithm 1, and the fact
that [|Clipo(x)|| < C for every x € R™, we have that

Jx() ~ 6@ =+ | 3 &~ Alipo(Vf @)] - [z~ AClipe (V£ (@) H
i€B+
= 2Clipg (V fi () ~ Cling (V£ (1) |
< 2 Clipe(V £ (@) + [ Clipe (V- ()] = 2. =

In the remaining subsections, we show how to use the accumulated results (primarily, Proposi-
tion 2.2) to obtain the desired RDP bounds.
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4.1 Curvature-independent bounds

This section establishes an RDP bound without assuming any additional conditions on {f;}. Specif-
ically, using Proposition 2.2(b), we obtain the following bound.

Theorem 4.3. Let {X;}, {X}}, A\, b, o, C, £ and T be as in Lemmas /.1 and J.2. If T > ¢, then
for any A > 0 it holds that

2
Do(Xr| X)) < 8aT (%) . (18)

Proof. Remark that if Yy = X+, Yj = X/., and ¢ = k/b, then Proposition 3.4(a), Lemma 4.2,
and the fact that b > 1 imply that the assumptions of Proposition 2.2(b) hold with { = s = 2)C.
Consequently, using Proposition 2.2(b) with the previous substitutions, X7 = Yp_4_1, X =
Y/ 4 q,and T =T —t* — 1, we have that

2 2
Da(Xr|Xp) = DVt Vi) 80T == 1) (22) <sar (32) . O

We now give two remarks. First, the right-hand-side of the above bound can be made small by
decreasing A or increasing o.” However, the upper bound cannot be made small by increasing the
batch size b. Second, it improves on the naive bound that is obtained from bounding X7 using the
triangle inequality and the clipping step. More specifically, using the update rule for X; and the
triangle inequality, it is straightforward to show that || X7|| < || Xo|| +AT'C. Hence, using the Rényi
divergence bound between two Gaussian random variables that differ in their mean parameter, one
can replace the right-hand-side of (18) with a ©(a[ACT/c]?) term, which is a factor 7' worse than
the bound in (18).

In the next subsection, we develop improved RDP upper bounds that decrease with increasing
b, under more restrictive assumptions on {f;} and {f/}.

4.2 Curvature-dependent bounds

This section establishes two RDP bounds under the assumption that {f;} and {f/} satisfy (A2)-
(A3) and X is small relative to 1/(m + M).
For the first bound, suppose dom h is bounded with diameter

dp, :=sup{||z —y|| : ,y € domh} < oco. (19)
Using a special application of Proposition 2.2(a), we obtain the following dj-dependent bound.

Theorem 4.4. Let {X;}, {X/}, \, b, 0, C, and T be as in Lemma J.1. If X < 1/[2(m + M)] and
{fi} and {f]} satisfy (A2)-(A3), then

a 200 2
Do (X7||X7) < %57 (L)\dh + T) , (20)

where Ly and dp, are as in (12) and (19), respectively.

4While decreasing \ generally reduces the amount of Gaussian noise added, it can be detrimental to the convergence
of the model. This highlights the inherent privacy/accuracy trade-off of DP-SGD [4].
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Proof. Using Proposition 2.2(a) with

2
%:XT—M Y()/:Xé“_la T:dh7 SZ%a L:L)n e:E7

and F =T =1, we have that

d @ 20C\ 2 o« 22C 2
Do(X7||X7) < DS (Xp_y | Xf_y) + 252 (th + T) 0r(1) = 252 Ldy, + > ) U

Using a special application of Proposition 2.2(b), we present a bound that is linear in terms of
the number passes E through the dataset. For conciseness, we leave its proof in Appendix A.3.

Theorem 4.5. Let {X;}, {X[}, \, b, C, and T be as in Lemma j.1 and denote E := |T/{| and
C:=Fk/b. If X <1/[2(m+ M)], {fi} and {f!} satisfy (A2)-(A3), and T > ¢, then

2
Da(XrllXp) < da (55 ) 100, = EO+ -6, (0], @

where Ly is as in (12). Moreover, if f; is convex for every i € [k], then m = 0 and

Do (X7||X7) < 4o (%)2 <maX {0, ﬁ} + %) . (22)

We conclude with a few remarks about the above bounds. First, the bound in (22) is on the
same order of magnitude as the bound in [8] in terms of 7' and ¢. However, the right-hand-side
of (22) scales linearly with a A\? term, which does not appear in [8]. Second, as 6z, (-) < 1, the
right-hand-side of (21) increases (at most) linearly with respect to the number of dataset passes
E. Third, substituting o = ©(C/[b\/€]) in (21) yields a bound that depends linearly on ¢ and i
invariant to changes in C and b.

In Appendix C, we discuss further choices of the parameters in (21) and their implications.
Some highlights are as follows. First, when ¢ is sufficiently large, the terms in (21) that involve
1, (¢) become ©(1 + Em/[M + m]), which shows that the effect of E diminishes as m — 0 (with
the caveat that ¢ grows as well). Second, when A < min{1/v/E,1/2[m + M]}, the resulting bound
is independent of E.
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A Technical proofs

A.1 Proof of Lemma 2.1

The below result gives two calculus rules for the shifted Rényi divergence given in (3). In particular,
the proof of the second rule is a minor modification of the proof given for [8, Lemma 21].

Lemma A.1. For random variables {X', X, Z} and a,s > 0 and « € (1,00), it holds that
(a) D (X + Z||X' + Z) < DEF(X|X") + supeen{Da([Z + ] 2) : el < a};
(b) for some L,( >0, if ¢' and ¢ satisfy

sup 1¢'(u) = d(u)| < s, [[®(x) = 2(y)| < Lllx -yl +¢, VO e {s,¢'},

for any x,y € dom ¢ Ndom ¢', then
DT (¢(X)|1¢' (X)) < DO (X[ X).

Proof. (a) See [8, Lemma 20].

(b) By the definitions of of D (]|v) and Weo (11, ), there exist a joint distribution (X,Y") such
that D, (Y] X') = D&T)(XHX’) and || X —Y|| < 7 almost surely. Now, the post-processing property
of Rényi divergence implies that

Da(6(Y)[|¢'(X")) < Da(¢(Y)|IX') < Da(Y[|X') = DT(X|X).
Using our assumptions on ¢ and ¢’ and the triangle inequality, we then have

[6(X) = &' (V)| < ¢(X) — (V)] + lo(Y) — ¢’ (V)]
<LIX-Y||+{+s<Lt+(+s,

almost surely. Combining the previous two inequalities, yields the desired bound in view of the
definitions of D" (ul|v) and Weo (i, v). O
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We are now ready to give the main proof of this subsection.

Proof of Lemma 2.1. We first have that

2 2
acC aa
D.([Z Z) el <a} = — el Layr =— 23
S {Da([Z + ]| 2) :|lel| < a} CS${202 HCH_a} 552 (23)

from the well-known properties of the Rényi divergence. Using (23), Lemma A.1(a) with (X, X') =
(@(Y), qb,(yl))’ and Lemma Al(b) with (qb’ qb,, L> S) € {(@, Qb,, Lv 3)7 (prOan proxw, 17 0)}7 we have

DT (proxy, (9(Y) + Z)|[prox, (¢/ (Y') + 2)) < DITH(@(Y) + Z||¢/'(Y') + 2)

< DTGV (V) + 2% < DY) + 2L a
@ 202 @ 202
A.2 Proof of Proposition 2.2
We start with a technical lemma.
Lemma A.2. Given scalars L > 1 and positive integer T > 1, let
T-1 Tt t .
Sy = go L%, b= ( o ) L=t R,=L"'— ;b,ﬂ—’, t>0 (24)

Then, for every t € [T,
(a) Riy1 = LRy —biyr;
(b) Ry >0 and Ry =0;
(¢) S2i=1bf = 0r(T).

Proof. Let t € [T] be fixed.
(a) This is immediate from the definition of Rj.
(b) We have that

t T-1 t T-1 t
STRt — ST (Lt . szLt_Z> — Z L2i+t—1 _ ZL2T+t—2i—1 — Lt—l Z L2i _ ZLQ(T—Z')
=1 =0 =1 =0 =1
T—1-t )
— Lt—l Z L22 Z 0.
=0

Evaluating the above expression at ¢t =T clearly gives Ry = 0.
(c) The case of T' = 0 is immediate. For the case of 7' > 1, we use the definitions of b; and St
to obtain

12(T-1) Zf:_ol 2 _ 12(T-1)
(ZT_—(]I L2i)2 St

The next result considers the case of a single dataset pass with T = /.

= 0L,(T). O

T
> b=
t=1

Lemma A.3. Let L, 7, ¢, s, {Yi}, {Y/}, £, and T be as in Proposition 2.2. If T = {, then the
following statements hold:

(a) if (=0, then
LT +5

2
Da(Yrll¥#) - DY l%5) < 5 (F25) 0w (1) (25)
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(b) if T=0, L=1, and { = s, then

2
Da(Yrl[¥#) - Da(Yall¥5) < 207 () (20)
o
Proof. (a) Let s = 5. Our goal is to recursively apply (5) with suitable choices of the free parameter
a at each application. Specifically, let {(b;, R, ST)} be as in (24), and define

at .= (LT + S)bt Vit > 1.

Using Lemma A.2(a)—(b), we first have LT + s —a; = (L7 + s)R; > 0 and, hence, by Lemma 2.1,

we have )
DgLT+S]R1)(Y1|]Y1,) — D((XL'r-i-s—m)(YlHYl/) < D&T)(YO”}/O,) + %.
o

Since Lemma A.2(a)—(b) also implies R; > 0 and we have s; = 0 for t > 2, we repeatedly apply
Lemma 2.1 with (a,7) = (at, ¢) = (at,0) for ¢ > 2 to obtain

2 2 2
DY (¥oll¥g) 2 DYFT I [¥y) — 591 > pErsdtie vy vy — AL D
g

@ 20-2
2 2
= Dy ) - LD
o

([L7+s|Rr) Xl a (0) o aXla
> Dy »(Yr|Yr) - gz = Dy (Yr||Yr) — —og?

T 9

aZi: ai

= Do (Yr||Y7) — Tgl

It now remains to bound a Y-, a?/(202). Using Lemma 14(c) and the fact that T = ¢ and 5 = s,
we have

T

(LT +5)*) b7

1=2

T 2
oYy i a; _«
202 202

a (LT +5\?
< — .
_2< = ) 0L(T)

Combining this bound with the previous one yields the desired conclusion.

(b) Let s = 5. Similar to (a), our goal is to recursively apply (5) with suitable choices of the
free parameter a at each application. For this setting, let a1 = ( + s and a; = { for ¢t > 2. Using
the fact that 7 = 0 and L = 1 and Lemma 2.1, we first have that

aa?

Da(V1[[Y{) = D (M[|¥y) = DM [[Y{) < D (Y| Yg) + 5 -
g

We then repeatedly apply Lemma 2.1 with (a,7) = (at,0) for t > 2 to obtain

2 2 2
0 / 0 ’ aay —a / a(ai + a3)
DI (o|[¥) > DO (YY) — ok > pes) () — XL
a(a? + a3
= DOl - HALD
T g2 T 42
> DI (Vr|vg) - TS = DO (v ) - L
g g
T 2
i1 45
= Da(vilvf) - CEEL
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It now remains to bound a Y%, a?/(20?). Using the definition of {a;} and the fact that ¢ = s, it

holds that T )
a1 a; e 12 £
S < [4¢2 + (T = 1)¢?] < 20T (J) .

Combining this bound with the previous one yields the desired conclusion. O
We are now ready to give the main proof of this subsection.

Proof of Proposition 2.2. (a) Let s = 5. For convenience, define

« T S 2
Bi(1,T) = 5 (L ; ) 0(T),
Byi= S5 [(Lr+5)% + 5 {(E — 1)01(0) + 00(T — EO)}|

Using Lemma A.3(a), we have that for the first ¢ iterates,
Do (YillY{) = D (Yol Yg) < Ba(r, 0).
Similarly, using part Lemma A.3(a) with 7 = 0, we have that
Do (Vg1 Yieq3e) — DO (Yi||Y}) < Bi(0, ),

for any 1 < k < E — 1. Finally, using part Lemma A.3(a) with 7'=T — E¢ and 7 = 0, we have
that
Do(Yr|[Y7) = D (Yiel[Ye) < Bi(0,T — EX).

Summing the above three inequalities, using the fact that DY (X||Y) = Do(X|]Y), and using the
definition of By we conclude that

Da(Y7[[Y7) = Da(Yol[Yg)
< By(7,0) + (E — 1)B1(0, ) + B1(0,T — E) = By.

(b) The proof follows similarly to (a). Repeatedly using Lemma A.3(b) at increments of ¢
iterations up to iteration E¥, we have that

2 2
DaVeel Vo) < Dol el pny) + 208 () < Dal¥is aylVfp_ay) +4at (2) <+

o
< 2
< Da(Yoll¥§) + 2080 (2) .
o
For the last T' — EY iterations, we use Lemma A.3(b) with 7' = T — EY and the above bound to
obtain

¢

ag

)QSDQ(YOHYO/)—F%MT({)Q. O

g

Dal¥rl[¥5) < DalYiel V) + 20l — B4
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A.3 Proof of Theorem 4.5

The below result gives a general divergence bound that primarily depends on i*, E, and £.

Proposition A.4. Let {X;}, {X{}, \, b, C, and T be as in Theorem /./, and let t* := inf;>1 {t : i* € B,}.
IfAX<1/[2(m+ M)] and T > t* + 1, then

2
Da(XrXp) < 20 (3 ) 1B0L,(0) + 00,7~ — 1 - EO), (27)

where E := | (T —t*—1)/¢]|, £ :=k/b, and L) is as in (12).
Proof. Using Lemma 4.2(b) and Proposition 2.2(a) with
YE):Xt*, }/O/ZXé*, TZO, S:%, L:L)\, EZ%

and T'=T — t* — 1, we have that

2
Da(XrllXp) < DY (X0 Xo) + 20 (55 ) B2, (0) + 01, (T 1" — 1~ B0)

[

AC
_2a(b ) (BOL, (0) + 0, (T — 1 — EX)]. 0
We are now ready to give the main proof of this subsection.

Proof of Theorem /.5. The bound in (21) follows from Proposition A.4, the fact that t* > 1, and
the fact that 67, (s) <1 for every s > 1, and the fact that 67, (s) is monontonically decreasing for
s > 1. Now, assume that each f; is convex. The fact that m = 0 is well-known. Next, observe that
the definition of Ly = Ly(m, M) in (12) implies that L,(0, M) = 1 and the definition of 61(-) in
(6) implies 61(s) = 1/s for every s > 1 and 6;(0) = 0. The bound in (22) now follows from using
the previous identities for 6;(-) in (21). O
B Choice of residuals

This appendix briefly discusses the choice of residuals {a;} that are used in the proof of Proposi-
tion 2.2(a) through Lemma 2.1.

In the setup of Proposition 2.2(a), it is straightforward to show that if {a;} is a nonnegative
sequence of scalars such that

R, —LtlLT—i—s Za,Ltz>0 Ry =0,
then repeatedly applying Lemma 2.1 with a = a; yields
T
e
Do (Yr||[Yz) = DS (Y[ Yg) < @Zaf- (28)
i=1
Hence, to obtain the tightest bound of the form in (28), we need to solve the quadratic program
1 T
in = 2
min 3 ; a;

st Ry>0 Vte|T—1],
Ry =0.
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If we ignore the inequality constraints, the first order optimality condition of the resulting problem
is that there exists £ € R such that

a;=EL0 vte[T), Rr=0.
The latter identity implies that
T ‘ T-1
LT N Lr+s)=¢> LT =¢ > 1™
i=1 i=0
which then implies

LT YL+ s)L
= ZT—OI 2
1=

vt € [T).

7

Hence, to verify that the above choice of a; is optimal for (P), it remains to verify that R, > 0 for
t € [T —1]. Indeed, this follows from Lemma A.2(b) after normalizing for the L7 + s factor. As a
consequence, the right-hand-side of (28) is minimized for our choice of a; above.

C Parameter choices

Let us now consider some interesting values for A, o, and /.
The result below establishes a useful bound on 0 (s) for sufficiently large enough values of s.

Lemma C.1. For any L > 1 and £ > 1, if s > log; /&/(€ — 1) then O(s) <&(1—L72).
Proof. Using the definition of 6y(-), we have

L—2(s—1) L2 — L2(s—1) 1— 2 1— 2
0L(s) = <=1 = 25 _ =T 7% =
Doio L™ L 1 1-L 1 — [—2logr \/€/(€-1)
1—-L72 ( 1 )
=—=¢(1—-—=|. O
e e U

Corollary C.2. Let « > 1 and € > 0 be fized, and let {X;}, {X[}, b, C, E, £, \, and T be as in
Theorem /.5. Moreover, define

o) 1 — L C'X(P) 1 4p TR log 2
Ap) = ST+ ) ve(p) == — \/£ (1 + {—Mﬂj E) Up) = m,

for every p > 0. If \ = X(m), o > T.(m), and £ > {(m), then

Do (Xr[|X7) < 4o

%F{HMTA’

and the corresponding instance of Algorithm 1 is («,€)-Rényi-DP.

Proof. For ease of notation, denote A = A(m), L = Ly, & = &(m), and ¢ = {(m). We first note that
m m —
1+ ——| >24/1
M+m[ +M—|—m]_\/ + mA(m),

18
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which implies

log v/2 _ log v/2 — log, NG
logvV1+mx  logL

Consequently, using Lemma C.1 with (£,s) = (2,¢) and the definitions of Ly(-) and \(-), we have

that ) 5 A
m m m
<2|l1——=]=2 1 < .
buf) < ( L?) (2(M—|—m)[ +M+mD—M+m

Using the above bound and Theorem 4.5 with (\,0, L) = (A, 7, L), we obtain

(>0 =

4Em ]

_ 2 — 2
AC C
) < - < -
Da(XTHXT) < Ao ( bU) [1 +E9L(€)] <4da ( bU) |:1 + M+m

N

\C 4Em
<4 — 1 <
_a<b6> {—I_M—i-m]_g

In view of the fact that Algorithm 1 returns the last iterate X7 (or X7.), the conclusion follows. [

Some remarks about Corollary C.2 are in order. First, 02(m) increases linearly with the number
of dataset passes F. Second, the smaller m is the smaller the effect of E on o.(m) is. Fourth,
lim,,, 0 £(m) = oo which implies that the reducing the dependence on E in o.(m) leads to more
restrictive choices on £. Finally, it is worth emphasizing that the restrictions on £ can be removed by
using (21) directly. However, the resulting bounds are less informative in terms of the topological
constants m and M.

We now present an RDP bound that is independent of £Z when A is sufficiently small.

Corollary C.3. Let {X;}, {X[}, b, C, E, ¢, X\, and T be as in Theorem J.5. If

Agmin{ﬁ’z(mim}’

then we have

2
D (Xr||X4) < 4a (%) 1460, (0)].

Proof. Using Theorem 4.5 and the fact that 07(-) < 1 for any L > 1, we have that

Da(X1]|X}) < a (%) 01, (T — E0) + B0, (0)] < o (%) 1+ B0, (0)
<A« (%)2 [% + HLA(K)} <Aa (%)2 [1+0r,(0)]. O
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