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ABSTRACT

This research investigates the potential use of a blockchain-based Public Key Infrastructure (PKI)
within an organization and compares it to conventional PKI systems. The goal is to assess the ad-
vantages and disadvantages of both approaches in order to determine the feasibility of employing
blockchain technology for a decentralized PKI. The study will also evaluate the impact of current
legal frameworks, such as the Cyber Resilience Act (CRA) and NIS-2 Directive. The study will ex-
amine various implementations of blockchain PKIs based on factors such as security, performance,
and platform. The results indicate that blockchain-based PKIs can overcome the limitations of con-
ventional PKIs by decentralizing the trust anchor, providing greater security. Blockchain technology
allows for the immutable and transparent management of certificates, making tampering significantly
more challenging. Additionally, blockchain-based PKIs offer enhanced mechanisms for identifying
and addressing certificate misconduct.

1 Objective

It is assessed whether a public key infrastructure (PKI) based on blockchain technology offers an advantage within
an association organization. Additionally, the challenges that arise are explained, and if feasible, how they can be

addressed. This paper also includes the following contributions:

A fundamental examination of cryptography
An introduction to the functionalities of both classic and blockchain-based PKIs

The development of basic knowledge about how blockchains operate

A list of current implementations of blockchain-based PKIs, along with their advantages and disadvantages

in meeting the requirements

A consideration of the impact of legal framework conditions

2 Research Questions

The following research questions are answered in this paper:

1.

2.

What notable implementations are currently available and how effectively do they address the challenges

posed by a traditional PKI?

Is it practical to employ a decentralized PKI within a group organization?

(a) Which distributed ledger technology would be appropriate for a decentralized Public Key Infrastructure

(PKI)?
(b) How can one evaluate the suitability of employing a PKI?
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3. In what manner does the Cyber Resilience Act impact the execution of a blockchain-based Public Key Infras-
tructure (PKI)?

3 Cryptography Fundamentals

Cryptography is employed to ensure the confidentiality, integrity, authenticity, and non-repudiation of information.
These four aspects guarantee that a third party cannot view the content of a message, the recipient can confirm that the
message has not been altered during transmission, and the sender’s identity can be verified. Non-repudiation, however,
is not always guaranteed since there are protocols that do not offer this feature [1]].

3.1 Symmetric Cryptography

In current communication systems, only a single key is utilized by both parties involved in the exchange. However,
transmitting this key securely poses a challenge. As the number of participants increases, the need for additional keys

grows proportionately. The quantity of keys required can be determined by the formula W One of the primary
benefits of symmetric cryptography is its ability to secure substantial amounts of data with relatively short key lengths.
Nevertheless, this approach cannot be applied to digital signatures because the key must be kept confidential at all
times. In contemporary times, symmetric encryption is widely employed using the AES algorithm.

3.2 Asymmetric Cryptography

The primary distinction between symmetric cryptography and asymmetric cryptography lies in the utilization of a
single shared key, which both participants must maintain in strict secrecy, and the employment of two keys per partic-
ipant. These key pairs, also referred to as such, comprise of a private key and a public key, with the private key being
consistently guarded in secrecy, while the public key is commonly acknowledged and frequently conveyed in the form
of a certificate. Unlike symmetric cryptography, there is no straightforward relationship between the encryption key,
which is the public key, and the decryption key, which is the private key. This means that it is only possible to deduce
the private key from the public key with significant effort. This phenomenon is rooted in mathematical functions that
are easily computable but are practically impractical to compute without the knowledge of the private key. Examples
of such mathematical functions, among others, include:

* Prime factorization

* Discrete logarithm

* Chinese remainder theorem

* Elliptical curves
Asymmetric cryptography presents several advantages, including the simplicity of distributing keys since the public
key can generally be known and transmitted via insecure channels. Additionally, only one key pair is required per
participant, reducing the number of such pairs. Asymmetric procedures also enable digital signatures using the private
key instead of the public key, which is utilized in encryption. However, asymmetric cryptography has some drawbacks,
such as less efficiency in the encryption process and the need for longer keys. Furthermore, it lacks security against

quantum computers, unlike symmetric procedures. The most commonly used algorithms for asymmetric cryptography
are RSA and elliptic curves.

3.3 Hybrid Cryptography

The customary approach incorporates both of the aforementioned techniques. Symmetrically, the message is encrypted.
For the key exchange, the recipient discloses their public key, and the contents are encrypted asymmetrically. The
recipient must first decrypt the symmetric key, which has been utilized to encrypt the content of the transmitted
message, in order to access the content [2].

3.4 Digital signature
The need for authenticity and integrity necessitates the implementation of specific measures. Such measures comprise:

* Technical security measures, such as digital signatures, which guarantee the authenticity of participants and
the integrity of data by encrypting the hash value of the message with the sender’s private key and attach-
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ing it to the message, which is then decrypted by the recipient using the sender’s public key to ensure the
authenticity and integrity of the data.

* Certification authorities, which provide an infrastructure for secure key management.

* Legal regulations, which ensure legal bindingness within an organization, although this is limited to the public
sector and legally binding channels.

A digital signature functions as a substitute for a traditional signature, and there are functional, technical, and legal
requirements that must be met in order to effectively implement digital signatures.

3.4.1 Functional requirements

Verifiability, forgery protection, and binding nature are essential aspects of a signature. These three elements are crucial
to ensure that a signature is genuine and legally binding. Verifiability refers to the ability to verify the authenticity
of the signature, while forgery protection ensures that only the owner of the signature can generate it. The binding
nature of a signature means that the signatory cannot deny authorship once it has been signed. Therefore, it is critical
to ensure that these elements are present in a signature to ensure its validity and legality.

3.4.2 Technical requirements
The following points must be taken into consideration when evaluating the effectiveness of a digital signature solution:

* Performance: The verification process should not cause undue delay when loading the document.
* Security: The system must ensure cryptographic security to protect against unauthorized access or tampering.

» User Experience: The process of creating and verifying a signature should be designed to minimize inconve-
nience and facilitate ease of use.

3.4.3 Legal Requirements

The legal effect should be equivalent to that of a traditional signature. It is crucial to ensure that the certification of the
signatories is legally binding. Furthermore, the law must specify the requirements for the technical implementation
and monitor compliance with them.

4 Introduction to Public Key Infrastructure

4.1 Definition and Significance

Public key infrastructure (PKI) comprises the various roles, policies, hardware, software, and procedures that are nec-
essary to create, manage, distribute, and revoke digital certificates and manage public key encryption [3]. The primary
objective of PKI is to enable the secure electronic transmission of information. PKI allows users and computers to
verify the legitimacy of the parties involved in electronic transactions, thus ensuring the confidentiality and integrity
of the data exchanged. This is accomplished by issuing a digital certificate that can be used to identify a person or
organization. In addition, directory services are utilized to store these certificates and to revoke them if necessary [4],
[S]. As previously mentioned, key exchange remains a problem in larger environments. If the participants are aware
of each other’s public key, they can communicate via any public key-based protocol. Even if the public key does not
need to be kept secret, indiscriminate distribution of it is not helpful, as it cannot be verified that a public key belongs
to the entity it claims to be. For instance, a website could be hosted where public keys can be uploaded, and anyone
can access it to obtain the necessary key. This would allow Bob to look up Alice’s public key. However, Bob cannot
be sure that it is actually Alice’s key and not someone else’s who wants to impersonate Alice. PKI enables the secure
and convenient determination of public keys, which is essential for secure communication. It provides a mechanism
for verifying the identities of the parties involved in electronic communication, facilitating trust within and between
organizations and across the Internet [3], [S].

4.2 Digital certificates

Digital certificates are formal documents that consist of a set of elements, as specified in the table, and are widely used
to establish secure communication over the internet. These certificates provide assurance to the user that the public key
contained within belongs to the specified subject, such as an individual, organization, or server [3]. The format and
contents of digital certificates are determined by established standards. Table[lists the contents of a X.509 certificate.
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Dataelement X.509 Version Explanation

Version 1 An integer indicating the version of the certificate.

Serial number 1 An integer representing the unique number for each certificate issued by a certification authority.

Signature 1 R:e identifier fqr the cr}/ptographic algorithm used by the cgrtiﬁcation authority to sign the certiﬁcat'e ]
e value contains the identifier of the algorithm and all optional parameters that may be used by this algorithm.

Issuer 1 The Distinguished Name (DN) of the certification authority that issued the certificate.

Validity period 1 The period (inclusive) during which the certificate is valid.

Subject 1 The Distinguished Name (DN) of the certificate applicant.

2;;1::;?2 r;(l)lrgllil;ekey 1 The public key held by the certificate applicant.

Unique ID of the issuer 2 A unique identifier representing the issuing certification body, as defined by the issuing certification body.

Unique ID of the certificate applicant 2 A unique identifier that stands for the certificate applicant as defined by the issuing certification authority.

Extentions 3 A collection of standard and Internet-specific certificate extensions.

Table 1: Data elements of a digital certificate according to the X.509 standard [6].

5 Blockchain and Distributed Ledger

5.1 Distributed Ledger

The primary objective of distributed ledger technologies (DLT) is to facilitate interactions between two parties without
the need for a mutually trusted third party [7]. DLTs such as blockchain offer a secure method for conducting and
recording data transfers without a central administrative body. Distribution occurs through the shared use of copies of
the ledger and their synchronization via a peer-to-peer network. New entries are added permanently in a cryptograph-
ically secure manner and made accessible to all participants [[8]. It is essential to recognize that a distributed ledger
does not necessarily have to be implemented using a blockchain. A blockchain is simply one way of implementing a
distributed ledger [9]. Despite differences between various DLTs, such as the data model or technology, they all rely
on three well-known technologies:

* Public key cryptography serves the purpose of providing secure identities for each participant, thereby en-
abling the ability to function in an insecure environment.

* A peer-to-peer distributed network serves the purpose of achieving scalability, avoiding single points of fail-
ure, and enabling decentralized control of the network by individuals.

» The consensus procedure is a means of achieving agreement among all participants on a common truth,
without the need for a central authority that is universally trusted [[7].

5.2 Blockchain

As already pointed out, blockchain is a distributed ledger technology that involves the chronological chaining of
blocks. When a participant wishes to conduct a transaction, they transmit all relevant information to all other network
participants. A miner, a specialized node, then generates a block and attempts to calculate a valid hash value. Once a
valid hash is found, all participants are informed and the validated block is added to the chain. This process is referred
to as "mining" and is attractive to the financial sector, asset records, and identity management due to the immutability
of validated data in the blockchain. A comparison of various distributed ledger technologies reveals that while all of
these DLTs are theoretically possible, blockchain is the most suitable option due to its widespread use and resulting
higher level of maturity, as well as its strong security features. The consensus mechanism’s basic functioning is also
well-suited to meet the requirements of a Public Key Infrastructure (PKI) [1].

6 Decentralized PKI in a Group Organization

Several organizations are involved in a current PKI and have set themselves the goal of establishing a common trust
anchor. The most important use case is private TLS certificates for interfaces between the individual organizations and
their partners. With the help of common rules and standards, which are defined in the CP/CPS documents of the CAs,
an improved quality of security and thus its increase should be achieved for the participating organizations.

At the highest level, there is the root CA, which only issues certificates for sub-CAs. It is operated by an organization
A, as agreed among themselves. Each of the participating organizations can operate one or more such sub-CAs. These
are subject to the requirements of the policies of the Root CA and can tighten these as much as possible. Other
participants (organizations) can use the services of the Root CA directly at any time by setting up a sub-CA. Partners
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can use the infrastructure indirectly by using certificates from the sub-CAs. It should also be noted that the participants
can operate their own PKIs in parallel and independently. For reasons of controllability and separation of the technical
areas, a separate root CA is created for each certificate type.

6.1 Criteria for evaluation of blockchain-based PKIs
The following factors can be utilized to assess the execution of a blockchain-based public key infrastructure (PKI):
1. Key feature: Each implementation possesses its own specialized focus, i.e. it targets a weakness of conven-
tional PKI and proposes a solution.
. Blockchain type: The type of blockchain used, such as permissioned or permissionless.
. Blockchain platform: e.g. Ethereum, Bitcoin, or a custom implementation.

. Certificate: The format of the certificate, such as the X.509 standard or a custom format.

WD A W N

. Trust Model: The mechanism that selects the node responsible for validating a certificate, such as hierarchical
or Web of Trust (WoT).

. Consensus mechanism: The type of consensus mechanism employed, such as proof-of-work or proof-stake.

[*)}

7. Storage: The method of storing blockchain data, which can be in the form of the entire data or the hash
function of the block. There are two categories of blockchain data storage: on-chain storage, where the data
is stored directly on the blockchain network, and off-chain storage, where the data is stored in a public ledger
that can be accessed by all other nodes or in a private storage that can be accessed by the respective node.

8. Time complexity: The algorithmic computational complexity in the form of time [10].

7 Influence of CRA and NIS-2

The applicability of the CRA to the blockchain PKI hinges on the mode of delivery. If the PKI is provided as a service
and customers are not required to install or host any software on their own, it is exempt from the CRA since SaaS
solutions are covered under the NIS2 directive. Conversely, if the PKI software is sold as a product to be installed and
operated by the purchaser, the CRA would apply [11].

8 Conclusion

The study has revealed that blockchain-based Public Key Infrastructures (PKIs) possess the ability to tackle the fun-
damental flaws present in traditional PKIs. In particular, these include the reliance on central trust anchors, which can
serve as a single point of failure in conventional PKIs. With the implementation of blockchain technology, the trust-
worthiness and authenticity of the certificates can be upheld in a decentralized manner, ensuring their immutability
and enabling easy monitoring. This ultimately results in enhanced security, providing resistance against manipulation
and potential failures.

8.1 Summary and Outlook

The research indicates that blockchain-based public key infrastructures (PKIs) present a promising alternative to tra-
ditional PKIs. They offer enhanced security, transparency, and resilience, which make them appealing for use in
corporate organizations. However, implementing such a solution necessitates careful planning and evaluation to meet
specific requirements and legal framework conditions. In the future, additional research and practical applications will
be required to further optimize and improve the technology. Specifically, the feasibility of incorporating blockchain-
based PKIs into existing IT infrastructures and the development of standards and best practices will be crucial to
achieving widespread acceptance. Overall, this study makes a significant contribution to the discussion on the future
of PKI and the role of blockchain technology in cybersecurity, beyond the financial and cryptocurrency sectors. It
demonstrates that innovative approaches and technologies can effectively address the challenges of modern IT se-
curity. In conclusion, a blockchain-based PKI offers substantial advantages in terms of security and reliability, but
selecting the appropriate distributed ledger technology and complying with legal requirements are crucial for the suc-
cessful implementation of such a solution. These findings provide a solid foundation for further research and practical
applications to fully leverage the benefits of blockchain technology in the field of PKI and enhance cybersecurity in
corporate settings.
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