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Abstract

Manual Red teaming is a commonly-used
method to identify vulnerabilities in large lan-
guage models (LLMs), which, is costly and
unscalable. In contrast, automated red teaming
uses a Red LLM to automatically generate ad-
versarial prompts to the Target LLM, offering a
scalable way for safety vulnerability detection.
However, the difficulty of building a power-
ful automated Red LLM lies in the fact that
the safety vulnerabilities of the Target LLM
are dynamically changing with the evolution
of the Target LLM. To mitigate this issue, we
propose a Deep Adversarial Automated Red
Teaming (DART) framework in which the Red
LLM and Target LLM are deeply and dynami-
cally interacting with each other in an iterative
manner. In each iteration, in order to generate
successful attacks as many as possible, the Red
LLM not only takes into account the responses
from the Target LLM, but also adversarially
adjust its attacking directions by monitoring
the global diversity of generated attacks across
multiple iterations. Simultaneously, to explore
dynamically changing safety vulnerabilities of
the Target LLM, we allow the Target LLM to
enhance its safety via an active learning based
data selection mechanism. Experimential re-
sults demonstrate that DART significantly re-
duces the safety risk of the target LLM. For hu-
man evaluation on Anthropic Harmless dataset,
compared to the instruction-tuning target LLM,
DART eliminates the violation risks by 53.4%.
We will release the datasets and codes of DART
soon.

1 Introduction

Large language models (LLMs) have exhibited re-
markable capabilities across many tasks and lan-
guages (Achiam et al., 2023; Anthropic, 2024). De-
spite the prowess of LLMs, they suffer from safety
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challenges, e.g., yielding harmful outputs and be-
haviors (Mehrotra et al., 2024; Hong et al., 2024;
Liu et al., 2024), suffering from malicious use (Cha-
ran et al., 2023; Lin et al., 2024). To improve the
safety of LLMs, it is necessary to discover and fix
vulnerabilities in LLMs before deployment. Red
teaming is a commonly-used method to uncover
vulnerabilities. As a typical red teaming effort for
LLMs, manual red teaming (Bai et al., 2022; Tou-
vron et al., 2023) requires human annotators to care-
fully design adversarial prompts in a brute-force
manner (Touvron et al., 2023), which is plagued by
low scalability due to its high cost.

In contrast, automated red teaming is promising
in scalability and has recently received increasing
attention due to its powerful ability to automati-
cally generate adversarial prompts. Currently, two
prominent directions for automated red teaming
are explored: jailbreaking and Red LLM training.
The essence of jailbreaking is to transform nor-
mal prompts to jailbreaking prompts, usually via
token-level and sentence-level prompt modification.
Token-level methods (Wallace et al., 2021; Zhu
et al., 2023; Jones et al., 2023) adopt a process
of optimizing nonsensical but aggressive combina-
tions of tokens used to be as prefixes or suffixes of
the original prompt. Sentence-level methods (Wu
et al., 2023; Liu et al., 2024) aim to automatically
design natural language templates with definite se-
mantics similar to human writing. Another line of
research (Chao et al., 2023; Mehrotra et al., 2024),
Red LLM training is to train a parametrized Red
LLM to transform input instructions to adversarial
instructions.

In this paper, our key interest lies in the second
research line, i.e., Red LLM exploration. One chal-
lenge with Red LLMs is that the safety vulnerabili-
ties of the Target LLM are dynamically changing
with the evolution of the Target LLM, making it
difficult to build a powerful Red LLM. To mitigate
this issue, we propose a Deep Adversarial Auto-
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Figure 1: Illustration of DART. The Red LLM and Target LLM interact with each other in an iterative manner. The
goal of the Red LLM is to transform prompts to jailbreaking prompts. The Target LLM dedicates to generating
safe and helpful responses to resist the attacks from the Red LLM. Two reward models (RMs, safety reward model
and helpfulness reward model) and a diversity evaluator provide a basis to select new training samples for the Red
LLM and Target LLM. The Red LLM selects unsafe and globally diverse samples as new training data for the next
iteration. simultaneously, the target LLM prioritizes to select difficult samples as new training samples for the next

iteration.

mated Red Teaming framework (DART), in which
the Red LLLM and Target LLM are deeply and dy-
namically interacting with each other in an iterative
manner. As illustrated in Figure 1, the Red LLM
not only takes into account the responses from the
Target LLLM, but also adjust its attacking directions
by monitoring the global diversity of generated at-
tacks cross multiple iterations. The Target LLM
adopts an active learning based method to improve
its safety and exposes new dynamically changing
safety vulnerabilities to the Red LLM.

We evaluate DART on our in-house safety
dataset and Anthropic Harmless (Ganguli et al.,
2022) dataset. DART enhances the safety of the
target LLM significantly without compromising its
usefulness. For human evaluation on the Anthropic
Harmless dataset, compared to Vanilla (instruction-
tuning target LLM), DART eliminates violation
risks by 53.4%. We also re-implement a related
framework MART(Ge et al., 2023), which elim-
inates the violation risks by 41.7%. By contrast,
DART with global diversity and active learning sig-
nificantly improves the safety of the target LLMs.

Main contributions in this paper are summarized
as follows:

o We propose DART, a new and efficient auto-
mated red teaming framework in which the
Red LLM and target LLM adopt a interact
manner to detect the dynamical safety vulner-
abilities and fix them.

e With multi-round adversarial training, DART
significantly reduces the safety risks of the
target LLM.

e We will release the datasets and codes of
DART, providing researchers with an open-
source framework of iterative automated red
teaming after paper reviewing.

2 Related Work

Manual/Automated Red Teaming Manual red
teaming is an effective but unscalable process to
detect safety vulnerabilities of the Target LLM. For
example, to improve the safety of Llama2 chat mod-
els (Touvron et al., 2023), Meta has established a
human red team consisting of 350 persons who
come from different job positions. They manually
create attack samples for multiple domains, includ-
ing human trafficking, racial discrimination, pri-



Algorithm 1: DART Training Framework

Input: Initial Red LLM M ,, initial Target LLM M?arget, safety reward model R, helpfulness
reward model Ry, diversity evaluator &£y, attacking prompt set Patiack, initial Red LLM
training set HDY , initial Target LLM training set S Hgarget’ maximum number of newly
generated K., attack frequency Appax

Output: Red LLM M? ., Target LLM ./\/ltarget

red?

1 forie {1,- T} do

2 Péen — Mred (Pattacka Kmax)

3 gen — {}

4 for j € {1,- max} do

> L Déjen A Mtarget (Pgem max)
DZ = DZ { gen}

gen gen

7 S?—Ltarget eSelectBlue(Rs,Rh,Péen,D Kmax)

8 'SH arget A S/H target U SHtarget
9 leed — HDl 4  UHD}

10 red — M (HDy)

n arget — Mtarget (SHtarget)

12 return ML Mtarget

gen’

HD: g SelectRed (R, £q, Pattack,Péen, Dil

gen» HDred I Kmax)

vacy violations and so on. Multiple rounds of test-
ing last for several months. Anthropic researchers
have recruited a large number of manual workers to
extract harmful responses from LL.Ms and collect
a red teaming dataset (Bai et al., 2022). In contrast,
automated red teaming (Chao et al., 2023; Ge et al.,
2023; Mehrotra et al., 2024) has received increas-
ing attention due to its scalable ability to efficiently
and automatically generate attacks. Jailbreaking
and Red LLM training are the two prominent direc-
tions in automated red teaming.

Jailbreaking The goal of jailbreaking is to trans-
form the input prompts to jailbreaking prompts
that can trigger the target LLM to yield unsafe
responses, usually via token- and sentence-level
prompt modification. Token-level jailbreaking
methods optimize to design a nonsensical template
to force instruction following. For Example, Au-
toPrompt (Shin et al., 2020) and UAT (Wallace
et al., 2021) optimize universal adversarial triggers
to jailbreak the target LLM. To further improve
AutoPrompt, GCG (Zou et al., 2023) proposes a
multiple-prompt and model based method to ex-
plore transferable triggers from black-box LLMs.
ARCA (Jones et al., 2023) adopts a discrete opti-
mization algorithm to search a jailbreaking prompt.
AutoDAN (Zhu et al., 2023) incorporates a fluency
objective to produce more sensical templates. Since
nonsenscial prompts are easy to be detected by the

Target LLM (Alon and Kamfonas, 2023), sentence-
level methods aim to disguise prompts to deceive
the defense of the target LLM. Wu et al. (2023)
and Liu et al. (2024) utilize systematic evolution-
based algorithms (Guo et al., 2024) to generate
adversarial natural language instructions.

Red LLM Training Jailbreaking creates effec-
tive jailbreaks only by extending prompts by ad-
ditional prefixes or suffixes. Another line of work
is to train the Red LLM to flexibly modify the in-
put prompts to jailbreaking the target LLM. PAIR
(Chao et al., 2023) utilizes in-context learning meth-
ods to generate improved prompts iteratively. TAP
(Mehrotra et al., 2024) adopts tree-of-thought tech-
nique to generate a adversarial prompts. The most
related to our work is MART (Ge et al., 2023),
which adopts a multi-round adversarial training
process to improve the efficiency of the Red LLM,
while also enhances the safety of the target LLM.

3 DART

The entire framework is illustrated in Figure 1. We
elaborate this framework in this section. Partic-
ularly, we first introduce how the Red LLM and
Target LLM iterative with each other in the multi-
around framework. Second, we describe the work-
ing process of various components in DART, in-
cluding LLMs (the Red LLM M4 and the Target



Algorithm 2: SelectRed Function

Algorithm 3: SelectBlue Function

Input: attacking prompt set P’,, ..,
jailbreaking prompts set Péen,
jailbreaking response set Dge,,

safety reward model R, diversity
evaluator £, Red LLM training set
HDie_dl, maximum number of
newly generated K ax
Parameter: safety threshold 67, ; and
diversity threshold H;ied
Output: harmful and diverse Red LLM
training set HD’ 4

1 ,Hpied = {} ) ) )

2 for (avpv d) S (P;ttack’ Péen’ Déen) do

3 s* +— Rs(p, d)

4 | sT Eq(p, HDLY)

5 if s% <054 N st < Qfed then

6 HD;eq ¢+ HDjeq U {(a,p)}
7 if length(HD'.q) > Kmax then
8 ‘ Break

i
9 return HD] 4

LLM M arget), reward models (RWs, safety re-
ward model R4 and helpfulness reward model Ry,)
and diversity evaluator &y.

3.1 Iterative Adversarial Training

In DART, the Red LLM M4 and the Target LLM
Marget interplay with each other iteratively. The
process of each iteration is repeated as illustrated
in Algorithms 1. The main steps can be described
as follows:

1) The Red LLM Mg transforms attacking
dataset Paitack t0 Pgen.

2) The Target LLM Marget takes Pgen as input
and yield responses as Dgep,.

3) The Red LLM M4 selects new training sam-
ples considering feedback from the Target LLM
Miarget and the diversity evaluator. The Tar-
get LLM Marget selects new training samples
based on active learning.

4) The Red LLM Mg and the Target LLM
Miarget update themselves independently us-
ing new training set for the next round.

3.2 Components in DART Framework

Red LILM M,.q We initialize parameterized
M? , with our manually constructed instruction

Input: jailbreaking prompt set Pgien,
multiple jailbreaking response sets
Di,.» safety reward model Rs,
helpfulness reward model Ry,
maximum number of newly
generated K ax

Parameter: safety threshold 6

helpfulness threshold Gfarget

Output: safe and helpful target LLM
response set S?—liarget

1 SH‘anrget A {}

2 for DY, € D, do

SHsample — {} B

for (p,d) € (Pgen; Dgen) do

s° + Rs(p,d)

sh — Ry (p, d)

if s° > 0fget N sh > GQarget then

8 S Hsample <~

SHsample U {(pv d)}

9 if length(SHsample) = 1 then

s
target and

S v A W

10 S,Héarget A S'/Hiarget U SHsample
1 if length(SH{arget) > Kmax then
12 ‘ Break

i
13 return SHy, o

dataset #DP_, that consists of input prompts and
corresponding jailbreaking prompts. In the attack-
ing process of round i, the goal of Mfe_dl is to
transform Pyitack to @ jailbreaking set Péen, then
trigger the target LLM M, .o, to yield unsafe re-
sponses. ’HDied is selected by a carefully designed
data selection algorithm, then used to train M’_,
for the next round.

Target LLM Mi,.c We also initialize a pa-
rameterized Miarget With an instruction dataset
SHY) . that consists of input prompts and corre-
sponding responses. In the defending process of
round 7, Méa_rlgct strives to resist the jailbreaking
set Péen generated by M;e_dl and yield responses
as Dy, Finally, DART adopts a safe and helpful
training dataset SHj,, . based on active learning
to train M, oe-

Reward Models DART adopts two reward mod-
els to score a pair (prompt, response) to produce
a confidence score. Due to the trade-off relation-
ship between safety and helpfulness (Bai et al.,
2022; Touvron et al., 2023), we employ a safety re-



ward model R5 and a helpfulness reward model Ry,
to guide the iterative adversarial training process.
The termination condition of adversarial training
process is when Miarget begins to decay in help-
fulness score compared with M(t)arget.

Diversity Evaluator Diversity Evaluator & is to
calculate a global diversity score between a candi-
date pair (a, p) and training set HD"_|. Specially,
Eq computes a BLEU score (Papineni et al., 2002)
between p and the target side of instance in the Red
LLM training set HDigdl, then takes the averaged
BLEU score as the diversity score.

3.3 Adbversarial Attack with Global Diversity

Recent studies (Mehrabi et al., 2023; Hong et al.,
2024) have demonstrated that generating diverse
prompts is more likely to effectively attack the Tar-
get LLMs. During the adversarial training process,
DART not only takes into account the responses
from the Target LLM, but also adversarially adjust
its attacking directions by monitoring the global
diversity of generated attacks across multiple it-
erations. Compared to MART (Ge et al., 2023),
we set up an additional barrier for M’_}" to accu-
mulate samples using a diversity evaluator £5. As
illustrated in Algorithms 2, DART only select a
new (p, g) whose diversity score s¢ is lower than
diversity threshold Gfed and safety score s® smaller
than safety threshold 67 ;. In doing so, we can
have training set HD" , for next round 4, where
instances are unsafe and diverse.

3.4 Target LLM Data Selection based on
Active Learning

In DART, inspired by active learning (Settles,
2009), we assume that a sample is valuable if it is
hard to defend. In Algorithms 1 and Algorithms 3,
Mé;r{get generates A« responses but only selects
the pair (p, d) defended successfully only once as
a new sample to be added. By adopting data selec-
tion function SelectBlue based on active learning,
M arget improves its safety and exposes new dy-
namically changing safety vulnerabilities to M .cq.

4 Experiments

We conducted extensive experiments to exam-
ine the proposed automated red teaming frame-
work against strong baselines with both automatic
and human evaluation. For our experiments, we
also constructed a series of datasets, including

the seed instruction datasets for initial adversar-
ial LLMs(HDY,,, SH?arget)’ the attacking dataset
Pattack and the evaluation datasets (safety and help-
fulness).

4.1 Data and Models

Seed Instruction Training Data In order to con-
struct an initialized dataset for the Red LLM Mg
to learn the task of prompt rewriting, we designed a
pipeline which dynamically detects toxic prompts
and transforms them to the corresponding adver-
sarial prompts. First, we built a dataset named
CulturaXEvil with a high concentration on mali-
cious English data. We adopted HateBERT (Caselli
et al., 2021) as a toxic detector to filter out mali-
cious data from CulturaX (Nguyen et al., 2023)
with unsafety scores greater than a threshold 0.95.
Second, we used Google Translation Engine to
translate a part of CulturaXEvil to Chinese, and
subsequently back-translated to English with Baidu
Translation Engine. To eliminate the quality loss in
dual MT process, we manually removed sentence
pairs which are not semantically equivalent to each
other. As a result, we curated HD%,; with 960
prompts rewriting pairs to initialize(SFT) the Red
LLM.

The instruction dataset S’Hgarget, which is used
to initialize the target LLM, consisting of LIMA
(Zhou et al., 2023), Open Assistant (Kopf et al.,
2023) and an in-house instruction dataset. The
process of constructing the in-house dataset is as
follows: we extract a portion of CulturaXEvil and
send them to GPT-4 for safety check. Only safety
responses are retained.

In-Domain and Out-Domain Evaluation Sets
We evaluated the safety and helpfulness of the tar-
get LLM in different iterations. To observe the
degree of convergence in the adversarial training
process, we extracted 452 samples from Cultur-
aXEvil as InDomainSafe. We also constructed
a dataset with the same distribution as S?—[?arget,
named InDomainHelp which contains 997 sam-
ples. In order to observe whether the universal
capabilities of LLMs decreases in the adversarial
training process, we uses Anthropic Harmless (Bai
et al., 2022) and AlpacaEval (Li et al., 2023) as our
out-domain datasets.

Attacking Data We have extracted 225263 sam-
ples from CultruaXFEvil as attacking data Pgitack
which is used to be transformed to jailbreaking

prompts to attack the target LLM ./\/liarget.
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Figure 2: Automatical evaluation by reward models on the in-domain and out-domain datasets. The trend of curves
is presented with various percentile thresholds (20%, 40%, 60%, 80%).

Violation Rate
Target LLM RM Human
Vanilla 18.9% 34.3%
Baseline (Ge et al., 2023)t) | 14.4% 20%
DART (ours) 11.6% 16%

Table 1: Violation rate on Anthropic Harmless datasets
by automatic evaluation and human evaluation. Models
with { denote the re-implementing results by our codes.

Reward Models For the safety reward model,
we used the Llama-2-7b-hf (Touvron et al., 2023)
to initialize R, then trained it with DeepSpeed-
Chat (Yao et al., 2023) framework directly on the
open-source Anthropic Harmless trainset (Bai et al.,
2022). However, in our preliminary experiments,
we discovered that the reward score of Méarget was
not credible due to a large amount of noisy data in
the training set. To address this issue, we manually
re-annotated a part of training data in Anthropic
Harmless. For the helpfulness reward model, we
directly adopted UltraLM-13B(Cui et al., 2023)
as our Ry, due to its relatively stable performance
compared to other open-source models of the same

period.
Adversarial LLMs We used Llama-2-7b-hf

(Touvron et al., 2023) as the starting checkpoint
checkpoint to train the Red LLM M2 , and the
target LLM Mgargot on the instruction datasets
HDY  and S ’Hgarget respectively. During each it-
eration ¢ of the adversarial training process, Meq
and M ,rget reload checkpoints from the preceding
iteration ¢ — 1.

4.2 Baseline and Setup

Baseline Automated red teaming with a dynam-
ical adversarial training process is a novel frame-

work. To the best of our knowledge, our work
is the first attempt in this direction. The most re-
lated work to DART is MART (Ge et al., 2023),
which is significantly different from DART in new
training data selection. We reimplemented it as
our baseline. As illustrated in Algorithms 4 and
5, MART selects new training data for adversarial
LLMs only through multiple thresholds. Compared
with MART, in Algorithms 2 and Algorithms 3,
additional thresholds are implemented to ensure
global diversity and achieve active learning. Table
2 displays a list of parameters.

Automatical Evaluation for the Target LLMs
The objective of dynamical adversarial red teaming
is to improve the safety of the target LLM M, get
without compromising its helpfulness, particularly
on out-of-domain data. We provide the trends of
reward changes under four different cut-off val-
ues(20%, 40%, 60%, 80%) in Figure 2. Cut-off
20% means to calculate the average score of the
samples with the lowest 20%. As illustrated in 2,
under the premise of stable helpfulness trends, the
safety trend increases steadily with the number of
adversarial rounds both on the in-domain and out-
domain dataset. The safety score of Myarger cOn-
sistently exceeds that of than the baseline (MART).

Human Evaluation for the Target LLM To
check consistency between human and automatic
evaluation, we synchronously conducted human
evaluation on Anthropic Harmless testset (Gan-
guli et al., 2022). As displayed in Table 1, DART
demonstrates a lower violation rate compared to
Vanilla and MART in both automatic and human
evaluations. For human evaluation on the An-
thropic Harmless dataset, compared to Vanilla
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Figure 3: Illustrating the contributions of global diversity and active learning in DART and explore whether they
can be combined to further enhance effectiveness of adversarial training process.

(instruction-tuning target LLM), MART eliminates
the violation risks by 41.7% While DART elimi-
nates the violation risks by 53.4%.

5 Ablation Studies and Analysis

5.1 Overlap Test on Global Diversity and
Active Learning

DART improves the effectiveness of adversarial
training framework by optimizing the process of se-
lecting new training data by two algorithms: global
diversity and active learning. In order to analyze
the contributions of the two algorithms in DART,
we separately added global diversity and active
learning to the baseline. As illustrated in Figure
3, both global diversity and active learning can re-
spectively improve the safety of the target LLMs.
DART further improves the safety of LLMs by
combining both of them.

5.2 Necessity of Adversarial Training
Dynamically

We speculate that there are two advantages of the
proposed dynamical adversarial framework. In
each iteration 4, the Red LLM M _; adjusts its
attacking direction based on the feed-back from
the target LLM M. Similarly, the target LLM
Miarger also iteratively improves its safety and
exposes new dynamically changing safety vulner-
abilities to the Red LLM M¢_,. In order to fur-
ther explore the necessity of dynamical adversarial
training for M,eq and Marget, We only adopted
fixed MY , or M?arget to select new training data
in iteration ¢. As illustrated in Figure 4, it is nec-
essary to adopt the latest states M’ _; and Mf;arget
for adversarial training.

5.3 Diverse vs. Aggressive for Red LLMs

Current researches have demonstrated that diverse
attacking prompts are very important to automated
red teaming (Hong et al., 2024; Mehrabi et al.,
2023). We hence designed experiments to com-
pare the effectiveness of two types of Red LLMs:
one with diverse attacking prompts and the other
with aggressive attacking prompts. The first Red
LLM is constructed with global diversity algorithm
used in DART. As illustrated in Algorithm 6, the
second Red LLM M4, multiply attacks the target
LLM using attacking prompt Pytiack and jailbreak-
ing prompt Pgep, respectively, then selects samples
(a,p) € (Pattack, Pgen) With an averaged safety
score difference greater than 67, ,. We additionally
built a dataset IndomainSafeRed which extracts
452 samples from CulturaXEvil. The process of
evaluation is as follows:

1) The Red LLMs transform the IndomainSafeRed
to target jailbreaking prompts.

2) The fixed target LLM MY, . is attacked with

target
the jailbreaking prompts.

3) Safety scores are computed by a safety reward
model Rs.

As displayed in Figure 5, the safety score of /\/lggg
decreases significantly from iteration ¢ = 5, indicat-
ing that Mggg has a greater possibility to jailbreak
the target LLM. M, and M, perform consis-
tently on the IndomainSafeRed dataset. By observ-
ing the automatic evaluation results illustrated in
Figure 9, we find that the Red LLM with diverse
generation ability tends to make the target LLM
safer in the dynamical adversarial framework.
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Figure 4: Illustrating the necessity of dynamically adversarial training. Similar to our baseline, we adopt fixed Red
LLM M?_, and target LLM .M?arget to select new training data for the next iteration.
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Figure 5: Safety scores of the aggressive vs. diverse Red
LLM. Compared with baseline, the Red LLM M,¢q
adopts additional constraints for data selection, includ-
ing global diversity and unsafety.

5.4 Adversarial Stability of the Red LLLM in
DART

We further carried out experiments to evaluate the
performance of the Red LLM in adversarial train-
ing from two perspectives: aggressive and diversity.
For fair comparison between Baseline and DART,
in each iteration 7, we use Mied to attack the fixed
target LLM M?arget. We compared the in number
and diversity of successful jailbreaking samples
on baseline and DART. Diversity is measured by
firstly calculating the mean BLEU (Papineni et al.,
2002) score between any two prompts that success-
fully jailbreak /\/l(t)arget, then performing a simple
linear transformation to convert the numerical dis-
tribution. According to Figure 6, as the adversarial
training progresses, DART never decay any perfor-
mance in both aggressivity and diversity aspect.

5.5 Analysis on the Impact of Reward Model
Training Data Quality on DART

Reward models are widely used in LLM alignment
training (Ouyang et al., 2022; Bai et al., 2022). The
Anthropic Harmless (Ganguli et al., 2022) dataset

is open-sourced to train a safety reward model,
which is also used in our experiments. But we have
found a large amount of noisy data in the dataset.
In order to investigate the impact of reward model
training data quality on our framework, we manu-
ally re-annotated 10k samples from the Anthropic
Harmless dataset, creating a high-quality safety re-
ward training corpus with 7837 samples. We denote
the reward model trained on the original Anthropic
Harmless dataset as R{. We randomly selected
3000 samples from our re-annotated Anthropic
Harmless dataset to train R2F. The method was
also used to train R7* with the entire re-annotated
Anthropic Harmless data. As illustrated in Figure
2, Figure 7 and Figure 8, across all safety reward
models trained on different reward model training
data, DART perform better than Baseline in terms
of safety. Table 4 shows that as the accuracy of the
safety reward model increases, the violation rate
after adversarial training also gradually decreases.
DART has also demonstrated higher safety than
Baseline.

6 Conclusion

Recently proposed automated red teaming meth-
ods cannot automatically adapt to the dynamical
changes of target LLMs, making it difficult to build
a powerful Red LLM. To mitigate this issue, we
have presented DART, an automated red teaming
framework where the red LLM and target LLM in-
teract with each other in an iterative manner. With
a global diversity and active learning mechanism,
both LLMs dynamically identify and fix safety vul-
nerabilities in the target LLM. Experiment results
show that DART improves the efficiency of auto-
mated red LLM, while also enhances the safety of
the target LLM simultaneously.



7 Limitations

As an automated red teaming framework, DART
employs reward models to guide the adversarial
process. After conducting extensive experiments,
we have found that improving the quality of re-
ward models is an effective method to enhance
automated red teaming. The construction of the
reward models require substantial resources, partic-
ularly in the absence of robust open-source LLMs.
In the future research, we consider to explore the
utilization of weak supervision to guide automated
red teaming.
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Figure 7: Baseline and DART adversarial training with the safety reward model R, the training data is original
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Anthropic Harmless dataset consisted of 42573 samples.
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Figure 8: Baseline and DART adversarial training with the safety reward model R2*, the training data is manually
filtered by human annotators, which consisted of 3000 samples.
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Figure 9: Ablation experiment compares the effectiveness of aggressive Red LLM and diverse Red LLM in
dynamical adversarial training.




Algorithm 4: SelectRedBaseline Function

Input: attacking prompt set P’ ., jailbreaking prompt set Péen, jailbreaking response set Déen, safety reward
model R, maximum number of newly generated Kmax

Parameter: safety threshold 0,4

Output: harmful and diverse set HD; .4

1 H,D;L‘ed = {}

2 fOI‘ (a’vp7 d) € (P;ttacka Péeln Dz‘;en) dO

3 s° + Rs(p,d)

4 if s° < 6;.4 then

5 H’Died — 7_[Df‘ed u {(G’?p)}

6 if length(HD:.q) > Kmax then
7 | Break

i
8 return HD; 4

Algorithm 5: SelectBlueBaseline Function

Input: jailbreaking prompt set Péen, response set Dgen, safety reward model R, helpfulness reward model Ry,
maximum number of newly generated K ax

Parameter: safety threshold 6¢,,..¢ and helpfulness threshold Hfargct
Output: safe and helpful alignment response set SHiarget
1 SHiarget — {}
2 for (p,d) € (Péen,Déen) do
s+ Rs(p,d)
s« Ru (p,d)
if s° > Ofarget A st > Hﬁarget then
SHzarget — SHéarget U {(pa d)}
if length(SHtarget) > Kmax then
| Break

i
9 return SHi, gt

® N AW

Algorithm 6: SelectRedAgressive Function

Input: attacking prompt set PZ, . ., jailbreaking prompt set Péen, multiple attacking response sets D, ., multiple

7

jailbreaking response sets Dy, safety reward model Rs, maximum number of newly generated Kmax
Parameter: safety threshold 07,4, safety gap threshold 67__, rewrite frequency Aqx

g red’
Output: harmful and diversity set HD} 4

1 HDLy = {}

2 fOl' (D;Jttack7 D;jen) E (D;ttack7 D;en) dO

3 suml —

4 Hsqu - {} . v

5 for (a’lp’ t’ g) € (Pejxttack’ Péefw D;ttackv Dg]{en) do
6 5%+ Rs(a, t)

7 5° ¢ Rs(p, 9)

8 Hsuml = Hsuml @] {SSI}

9 Hsum2 = Hsum2 U {552}

10 Avgr = average(Hsum1)
1 Avgs = average(Hsumz)
12 if Avg: — Avgs > 67, then

13 HDied «— HDied U {(avp)}
14 if length(HD:.q) > Kmax then
5 | | Break

12
16 return HD; 4




A.2 Additional Tables

Hyperparameter Value
global batch size 16
learning rate le-5
weight decay 0.1
warmup steps 500
max length 1024
epoch 2
GPU 8 x A800

Table 2: Hyperparameter settings used during training

the Red LLLM and Target LLM.

Hyperparameter Value
global batch size 64
learning rate 9.65e-6
weight decay 0.1
warmup steps 500
max length 512
epoch 1
GPU 8 x A800
Table 3: Hyperparameter settings used during training
RM.
RM Version | trainset count Accuracy baseline DART
Ried 42573 55.8% 35% 32.7%
Rgfd 3000 64.1% 243%  20.7%
R, 7837 65.3% 20% 16%

Table 4: Evaluate the violation rate by Human with
different safety reward models
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