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In the digital health domain, ethical data collection practices are crucial for ensuring the availability of quality
datasets that drive medical advancement. Data donation, allowing patients to share their clinical data for
secondary research use, presents a promising resource for such datasets. Yet, current consent interfaces
mediating data-sharing decisions are found to favor data-collectors’ values by leveraging cognitive biases in
data-subjects towards higher data-sharing rates. Seeking to establish patient-centered data collection practices
in digital health, we investigate the design of consent interfaces that support end-users in making value-
congruent health data-sharing decisions. Focusing our research efforts on the situated context of health data
donation at the psychosomatic unit of a German university hospital, we demonstrate how a human-centered
design can ground technology within the perspective of a vulnerable group. We employed an exploratory
sequential mixed-method approach consisting of five phases: (1) Participatory workshops explore patient
values, informing the (2) design of a proposed Value-Centered Consent Interface. A (3) online experiment
demonstrates our interface element’s effect, increasing value-congruence in data-sharing decisions. Our
proposed consent interface design is then adapted to the research context through a (4) co-creation workshop
with subject experts and (5) a user evaluation with patients. Our work contributes to recent discourse in CSCW
concerning ethical implications of new data practices within their socio-technological context by exploring
patient values on medical data sharing, introducing a novel consent interface leveraging reflection to support
value-congruent decision-making, and providing a situated evaluation of the proposed consent interface with
patients.

CCS Concepts: • Human-centered computing → Empirical studies in collaborative and social com-
puting; • Security and privacy→ Social aspects of security and privacy; • Applied computing → Health
care information systems.

Additional Key Words and Phrases: Health Data, Values, Decision Support, Consent Interfaces, Data Donation

1 INTRODUCTION
Digital health data presents a high-stakes domain where investigating the implications of data
collection practices is of urgent relevance since complex technologies such as machine learning
increasingly find applications [89]. In this context, research efforts advancing a human-centered
perspective on the role and treatment of humans when their data is collected are needed [18, 34, 89]
to alleviate a current state, characterized by a misalignment between the values of “those who
contribute data and those who use data” [34]. This mismatch manifests itself in the design of
consent interfaces that mediate people’s data-sharing decisions. Common design patterns and
best practices for consent interfaces have received criticism for only superficially complying with
legal requirements for informed consent.1. Existing consent interfaces, thus, largely nudge their
1These legal requirements are defined within the EU General Data Protection Regulation (GDPR) [32] or the US California
Privacy Rights Act (CPRA) [24] A recent study analyzed consent interfaces on the UK’s top 10,000 most visited websites,
finding that implied consent (i.e., consent not given explicitly) and paternalistic nudges towards higher data-sharing rates
were ubiquitous, while only 12 % of consent interfaces met the minimum requirements of the GDPR [69].

Authors’ addresses: David Leimstädtner, david.leimstaedtner@fu-berlin.com, Freie Universität Berlin, Berlin, Germany; Peter
Sörries, peter.soerries@fu-berlin.de, Freie Universität Berlin, Berlin, Germany; Claudia Müller-Birn, clmb@inf.fu-berlin.de,
Freie Universität Berlin, Berlin, Germany.

ar
X

iv
:2

40
7.

03
80

8v
1 

 [
cs

.H
C

] 
 4

 J
ul

 2
02

4

HTTPS://ORCID.ORG/0000-0002-1445-3153
HTTPS://ORCID.ORG/0000-0003-0493-2895
HTTPS://ORCID.ORG/0000-0002-5143-1770
https://orcid.org/0000-0002-1445-3153
https://orcid.org/0000-0003-0493-2895
https://orcid.org/0000-0003-0493-2895
https://orcid.org/0000-0002-5143-1770


2 Leimstädtner et al.

users to base their data-sharing decisions on heuristics and cognitive biases rather than rational
deliberation [3, 58, 69, 84], leading people to act in ways that may be inconsistent and potentially
disadvantage their personal values [3, 85].
To counteract such exploitation of heuristic decision-making patterns, approaches have been

proposed to support individuals’ data-sharing decisions by designing interfaces that encourage
users to make reflective decisions [1, 47, 51]. However, these approaches have not yet been applied to
high-stakes domains involving sensitive data, such as digital healthcare. Here, a need for increased
procedural transparency has been expressed [50], along with measures for supporting patients in
making informed data-sharing decisions [31]. On a technological level, these issues concerning
the modes in which consent interfaces shape data collection practices (i.e., through unconscious
disclosures or exclusion of vulnerable groups) raise ethical concerns about the use of data collected
in this way and the quality of the resulting datasets [89], specifically in terms of resulting biases
and a failure to recognize what values are present or missing therein [77]. To approach technology
design (e.g., for consent interfaces) grounded within a situated understanding of the values of its
end-users (e.g., those who contribute their data), participatory approaches within human-centered
design present a way to designing technology that represents those values [14, 91]. Work across
Computer-Supported Cooperative Work (CSCW) [31, 50, 77, 89] and Human-Computer Interaction
(HCI) [31, 91] noted a lack of studies applying participatory approaches to examine data-sharing
processes within their socio-technical contexts and from the perspective of people making their
data available. Digital health presents a particularly intriguing domain for such research efforts as
the secondary use of routinely collected patient data represents a promising source for constructing
datasets that are fueling data-driven innovations in medicine [29, 39], yet the processes by which
these data sets are obtained may keep patients from making informed decisions [57]. Addressing
these needs, our research seeks to explore the design space for supporting end-users’ values in
health-data sharing, asking: “How can human-centered approaches inform the design of consent
interface that supports people in making data-sharing decisions consistent with their values in the
medical context?”. Methodically, we follow an exploratory sequential mixed-methods approach
(see [25]), combining qualitative and quantitative methods. Hereby, the initial qualitative phase (i.e.,
eliciting people’s values through participatory workshops) serves to ground the conceptualization
of our value-centered consent interface in the views of patients. The following quantitative phase
evaluates the effects of our proposed interface elements through an online experiment, examining
to what degree these interface elements succeed in supporting value-congruent decision-making.
Next, we conduct co-creation workshop with subject experts to finalize a high-fidelity prototype,
that is consequently evaluated in a digital health data donation application context with inpatients
at a university hospital. Our research offers the following contributions to the CSCW community,
advancing the field of consent interface design in the context of data sharing:

(1) Mixed-Method Approach to Human-Centered Interface Design: We combine qualitative and
quantitative methods within an exploratory sequential study and convey how this approach
helped us to align our consent interface designs with patients’ values and preferences
regarding data sharing.

(2) Value-Centered Reflection Prompt: We propose a novel design element for a consent inter-
face that fosters value-congruent decision-making. This Value-Centered Reflection Prompt
encourages people to reflect on their values and consider them in the decision-making
process.

(3) Situated Application: We carried out a domain-specific adaptation of our proposed interface
concept within a hospital context to evaluate the situated applicability of our user interface
design by integrating insights from multiple stakeholders.
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This research effort consists of five subsequent phases, which are reported as follows: First,
relevant literature regarding privacy decision-making, consent interface design, and supporting
end-user values is reviewed (see Section 2). Next, our participatory patient workshop and the
resulting design requirements are discussed (see Section 5) and consequently translated into an
interface concept in the design phase (see Section 6). We then evaluate the effect of the proposed
interface interventions in an online experiment (see Section 7) before applying it to a real-world
application context of health data donation, where we conduct a co-creation workshop with subject
experts (see Section 8) and user evaluations with patients (see Section 9).

2 RELATEDWORK
In approaching the design space for consent interfaces, we first (1) highlight value-congruence as a
quality indicator for decisions, then (2) detail how individuals derive data-sharing decisions, and
(3) describe ways in which interface design can support end-users in making decisions consistent
with their personal values.

2.1 Value-Congruence asQuality Indicator for Informed Decisions
The design of consent interfaces is beholden to legal frameworks, such as the GDPR, postulating
that individuals should be able to control the conditions under which third parties process and store
their data by actively giving informed consent [81, 82]. Hence, when approaching the design of
consent interfaces that support end-user decision-making, we are immediately confronted with the
question of what constitutes an informed decision for a given individual. The most comprehensive
conceptualization of informed decision-making stems from the medical field, where it has been
investigated extensively within the context of patient-oriented decision-support [37, 66]. Two
elements are thereby considered fundamental: First, a decisionmust be based on relevant knowledge,
and second, it must be congruent with the patient’s values [67, 90]. Value congruence describes this
match between a selected choice and the decision-maker’s values. Values are hereby understood
to be an individual’s attitudes2 toward the outcomes or attributes of the available options [67].
Value congruence presents the key component of decision quality, because even if there is good
knowledge of the options available, if the option chosen does not align with the decision maker’s
values, it cannot be a quality decision [67]. In light of the central role, values play in determining
the quality of a given decision, promoting value clarification,i.e., the process of determining what
is important to an individual in the context of a given decision, is key to supporting an individual’s
decision-making process [90]. Previous work has demonstrated how value clarification can serve
to integrate patient values in a digital health context: Lim et al. [59] argue that the values of
patients may not align with the expectations of other clinical stakeholders, i.e., healthcare providers.
To examine patient values, patients were given a worksheet with questions and value cards to
contextualize, assess, and reflect on their health-related needs [59]. The authors conclude that
such an approach can support patients in gaining a deeper understanding of their values and help
them reflect on their self-care, providing valuable directions for designing healthcare technologies
fostering these values. Similarly, Berry et al. [12] show how supporting patients in exploring and
articulating their personal values creates an understanding, which can consequently serve as a
valuable perspective for critiquing the current state of healthcare and envisioning possible ideal
futures.

2Please note that within the medical literature on informed decision-making, the terms values, attitudes, and preferences
are used synonymously [67]. Within HCI, Friedman et al. [36] argue for the importance of values in decision-making,
describing them as “what is important to people in their lives, with a focus on ethics and morality”.
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In summary, when assessing the quality of a decision from a human-centered perspective,
value congruence, i.e., the alignment of decision outcomes and the data subject’s personal values,
presents a useful criterion for evaluating the quality of a decision. Hence, consent interfaces that
support end-users’ decision-making should target value congruence of decision outcomes as a
quality indicator. To identify approaches for supporting value-congruent decision-making, we next
examine decision-making processes at the individual level and how consent interfaces influence
them.

2.2 Individual Data-Sharing Decisions and Consent Interfaces
Privacy decisions involve balancing the costs and benefits of sharing personal information. However,
these trade-offs tend to be ambiguous, complex, and nuanced [1]. Ideally, people would reflect
upon the risks and benefits of a data-sharing decision in light of the information provided and
their values and then make their choices accordingly. In reality, people typically can only allocate
limited mental resources (e.g., through time constraints), leading them to commonly fall back
to heuristics or automatic decision-making processes [3]. These cognitive processes are denoted
within dual-process theories as Type 1 processing, describing heuristic, effective, and automatic
processing, which stands in contrast to Type 2 thinking, referring to reflective, analytical thinking
that requires the involvement of working memory [54]. Recent research has demonstrated people’s
data-sharing decisions in online contexts to be largely based on such heuristics [78, 85]. Users have
been shown, for example, to agree to privacy notices without reviewing their decisions to avoid
delaying their primary goal of accessing the service [69]. While this automatic processing simplifies
routine decisions and reduces the effort expenditure for secondary tasks, it risks regrettable decision
outcomes in critical contexts (e.g., when it relates to sensitive data) [51]. So-called “dark patterns of
interface design” [15] leverage these behavioral patterns to manipulate users into acting in ways
that may be unaligned with their intentions [3, 85]. In the case of consent interfaces, dark patterns
are designed to unwillingly steer people toward less privacy-preserving data disclosure options, as
demonstrated by a rich body of research (e.g., [42, 44, 45, 60, 69, 85]).
As the activation of reflection (i.e., type 2 thinking) can create awareness regarding the ratio-

nality of a decision at hand [53], its activation presents a promising approach for counteracting
such exploitative consent approaches (i.e., dark patterns) that leverage unconscious cognitive
processes [58]. Recent work in HCI highlighted the role reflective, Type 2 processes can play in sup-
porting individuals’ data-sharing decisions: Cho et al. [19] highlight a gap concerning technology
that engages user-driven reflection for supporting people with meaning-making in data-sharing
situations. The authors describe how supporting user reflection in these situations helps people
understand the potential consequences of sharing their data. Ortega et al. [39] posit that, within
the context of making data available for research purposes, active engagement with the purposes of
data-sharing can help people reach an informed decision through exploring their attitudes toward
the subject data-sharing. They highlight the use of participatory design approaches, integrating
stakeholders (i.e., data subjects) to co-design design interfaces that support end-users in decision-
making [39]. In summary, we find that people tend to approach the complexity, frequency and
nuance of data-sharing decisions by reverting to the effective, yet error-prone type 1 thinking, which
works through heuristics and automatic processing. Dark patterns of interface design leverage
this behavior to manipulate people into sharing more data, disregarding personal values. Recent
work posits the activation of type 2 thinking as an avenue towards supporting deliberate and
value-congruent decision making.
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2.3 Fostering Reflection in Interface Design
One approach to foster user reflection through user interface design is so-called cognitive-forcing
functions [26]. This umbrella term describes a group of interface interventions that use mechanisms
to disrupt heuristic processing. These de-biasing techniques introduce self-monitoring into decision-
making tominimize or avoid errors by preventing people from relying on heuristic processes [17, 26].
In this regard, design friction describes the use of momentary disturbances in a user’s interaction
with a system [23, 82] as a meta-cognitive strategy to activate Type 2 thinking and disrupt heuristic
decision-making [26]. Comparably, Cox et al. [23] discussmicro boundaries, describing interventions
that design friction into user’s interaction with technology by purposely introducing small obstacles
into the user flow to disrupt automatic interactions and create brief moments of reflection. Studies
have adapted such cognitive-forcing functions for privacy applications: Terpstra et al. [82] posit
the use of friction to improve privacy choices. They argue that friction serves as a disorienting
dilemma to trigger reflective thinking. Friction can thereby be realized by including an interface
element that disrupts user flow and (temporarily) prevents them from achieving their primary goal,
leading to reflective thinking as it escapes habitual processes. Comparably, Baumer [9] describes
the use of slow technology on a theoretical level. Therein an intentional integration of slowness
serves to contrast technology design’s common target of increasing efficiency to enable space for
reflection. Jackson and Wang [51] use a pop-up interface intervention to encourage users to reflect
on the discrepancy between their values and privacy behavior. The intervention prompts users to
reconsider privacy behaviors that appear inconsistent with their privacy preferences. The authors
find that this intervention improves the quality of their decision outcomes by aligning privacy
attitudes and decision outcomes. Gould et al. [40] describe the use of a cognitive-forcing function,
namely the task-lockout, which halts users from progressing in a given task for a set timeframe
to counteract errors made through inattentiveness (i.e., Type 1 processing) and thereby improve
task accuracy. Leimstädtner et al. [58] demonstrate the use of a task lock-out cognitive-forcing
function to help users make value-congruent decisions by counteracting the dissuasive influence
of a default nudge within a consent interface [58].

In summary, we find that people faced with data-sharing decisions tend to adopt ways of thinking
that reduce cognitive load through heuristic decision-making. Common consent interfaces promote
the values of data collectors by exploiting these cognitive patterns to dissuade users from acting
in their best interests. Stakeholder-led, participatory approaches present an avenue for designing
consent interfaces that support people’s values in data-sharing decisions. Further, we find that
adopting cognitive-forcing functions that disrupt automatic decision patterns can serve to support
patients in making value-congruent data-sharing decisions. Building upon this research, we seek to
examine further the use of cognitive forcing functions for supporting people’s reflective deliberation
to derive value-congruent decision outcomes. We, therefore, assume that human-centered design
approaches are needed, first, participatory workshops to elicit values informing the design of
consent interfaces, second, to design for value-congruent decision-making endorsing reflective
thinking, and finally, to evaluate the suitability of such a design within its situated application
context [50, 91].

3 RESEARCH CONTEXT: DATA DONATION THROUGH THE BROAD CONSENT
To approach the complexities of digital health data-sharing decisions, we situate our research in
the context of data donation at a German university hospital. Data donation describes an approach
to allow for the secondary research use of routinely collected health data, primarily developed
in the context of health research [39]. Its peculiarity lies in the openness of future data uses that
a data subject agrees to [63]. From an ethical perspective, this breadth of future applications,
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along with the sensitivity of health data, render obtaining informed and voluntary consent from
patients critical [38, 83]. In Germany, data donation is facilitated through the so-called broad consent
(BC). The BC is set to become the new national standard for retrieving consent for medical data
donations [93] since a unified, legally conforming BC form was developed to be used across all
national university hospitals [93]. However, the ethical justification and acceptance of BC remain
controversial (see [41]). For example, doubts are repeatedly raised as to whether such consent can be
considered “informed” and fulfill the function of effective permission for the processing of personal
data [63]. Further caution is warranted as health data is perceived as particularly sensitive [61],
often resulting in lower data disclosure rates and greater privacy concerns when sharing these
data [70]. In this regard, prior work in CSCW has highlighted the need for human-centered research
to examine such socio-technical issues related to the emergence of new practices introduced in
digital healthcare (e.g., the BC for data donation) [20], especially focusing on those stakeholders,
who’s needs may be underrepresented in the system design [52, 93]. We have partnered with
the psychosomatic unit at a German university hospital that is an early adopter of the BC. This
collaboration enables us to conduct our research with inpatient participants for our workshops and
user evaluations. The hospital also provides local facilities for these activities. By working closely
with patients in this context, we can design a consent interface that aligns with their values and
evaluate the outcomes together. Further, such close collaboration with a hospital serves to ensure
that the research activities are of direct benefit to the stakeholders (i.e., patients) involved [83].

4 EXPLORATORY SEQUENTIAL MIXED-METHODS APPROACH
The exploratory sequential mixed-methods approach (see [25]) commences with a qualitative data
collection and analysis phase, consequently informing the development of a technology. This
technology is then evaluated through quantitative means. Following such an inductive approach
allows us to derive an empirically evaluated consent interface design that is grounded within the
values of patients from our situated research context [11, 25].

Specifically, our research consisted of five subsequent phases (see Figure 1 for an overview):
1○ participatory workshops, 2○ consent interface design, 3○ experimental evaluation, 4○ expert
workshops, and 5○ user evaluations with patients. Each phase informed the subsequent as outlined
below:

Fig. 1. Overview of the exploratory sequential mixed-methods approach.

For our initial qualitative investigation, we conducted 1○ participatory workshops to explore
patients’ values on health data-sharing within the research context [11, 35]. These findings, along
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with insights from literature (see Section 2), informed our proposed 2○ consent interface design,
the Value-Centered Consent Interface. The following quantitative evaluation served to examine the
effects of our proposed interface design on decision-making in a 3○ online experiment, evaluating
the effect of our devised design in supporting people’s decisions and providing insights informing
the consent interface design beyond our research context [35]. Finally, we returned to the research
context to apply and evaluate our devised consent interface for supporting data donation decisions
at German university hospitals through a co-creation workshop with subject experts 4○ and user
evaluations with patients 5○.

5 PHASE 1: PARTICIPATORY VALUE ELICITATIONWORKSHOPS
In order to ground our approach to designing a consent interface in a contextualized understanding
of patients’ perspectives and values regarding medical data sharing for secondary research purposes,
we conducted participatory workshops. For this, we developed a workshop concept for value
elicitation, aimed at encouraging patients to systematically explore, articulate, and reflect on
their values regarding medical data sharing through the BC and consequently arrive at design
requirements informing our proposed consent interface.3

The workshops consisted of four phases following the goal of exploring patients’ values regard-
ing data donation (see Figure 2). In the first phase, each participant completed a questionnaire
(see Appendix A.1) to externalize their values regarding data donation. In the second phase, these
values were contextualized using a value map4 presenting relationships between stakeholders. In
the third phase, participants used these insights to construct an idealized data donation scenario
aligned with their values. Finally, the workshops concluded with group discussion reflecting on the
workshop outcomes.

Three consecutive workshops were conducted: The first workshop (August 2022) included patient
advocates who qualified as patients due to their own or a family member’s rare disease. The next
two workshops (September and October 2022) involved inpatients from a university hospital’s
psychosomatic unit.

Fig. 2. Overview of the participatory value elicitation workshop procedure consisting of four sequential
phases.

3We provide an anonymized version of the publication outlining the workshop in detail on https://osf.io/9b4r8/?view_only=
0b7f26c7c7194c518b6d0dc0510e4617.
4 We define a value map as a medium illustrating a contextualized understanding of participants’ values which helps to
identify direct or indirect stakeholders [68] and unfolds stakeholders’ relationships and potential conflicts [65].

https://osf.io/9b4r8/?view_only=0b7f26c7c7194c518b6d0dc0510e4617
https://osf.io/9b4r8/?view_only=0b7f26c7c7194c518b6d0dc0510e4617
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5.1 Results
In the following, we summarize the main findings that contribute to our overarching research
objective by establishing design requirements regarding data-sharing in the medical context; a more
detailed description of the analysis and results is found in (Reference omitted for anonymization
purposes). We provide an anonymized version of the publication outlining the workshop in detail
on https:// osf.io/9b4r8/?view_only=0b7f26c7c7194c518b6d0dc0510e4617 Our findings show that par-
ticipants generally viewed medical data sharing as essential for healthcare. However, patients
nonetheless expressed concerns about medical institutions (e.g., hospitals) repeatedly asking for
their consent, leading to consent fatigue and a perceived loss of ownership over their data. Par-
ticipants indicated the need to facilitate a better understanding of how their data are stored and
processed (e.g., the research purposes or possibility of third-party access). Furthermore, participants
shared that consent forms often presented significant barriers, such as important information being
buried in long, complex paragraphs or having limited time available within a hospital setting for
considering a decision.

Beyond this, our results further highlight a need for “supportive” measures within the interface.
First, the participants call for a restructuring of the large text corpus in a fashion that allows access
to specific topics that are of particular importance for a given patient (i.e., medical research purposes
and data processing). Second, participants expressed the need for measures to render BC processes
more accessible, for example, through the inclusion of visual elements.

5.2 Design Requirements
The results of the participatory workshops informed the following requirements for designing
consent interfaces for medical data sharing:

• Reflection: User interfaces should help patients actively assess the potential consequences
of their data sharing, and, thus, provide opportunities to reflect on their consent before
deciding. For example, decisions concerning health data sharing could be separated from
the moment of medical treatment, or patients should be provided an appropriate time frame
to consider the potential consequences of making their data available.

• Autonomy: User interfaces should facilitate autonomous decisions respective of patients’
capabilities and needs. Our results particularly highlight patients’ information needs when
sensitive data is concerned, aggravated through pre-existing skepticism towards medical
institutions or due to stigmatization of medical conditions. In this regard, the integration
of a decision facilitator role into healthcare data practices can serve as a neutral instance
supports users in navigating through such complex consent processes while accommodating
patients’ diverse information needs. This role may be realized through a consent interface
that supports patients in their data sharing by answering their questions and educating
them about existing data practices (e.g., through tailored descriptions according to varying
information needs).

• Transparency: User interfaces should ensure transparency regarding medical research
purposes to help patients perceive and execute control over their shared data even after
sharing it through the BC. In this regard, consent interfaces need to support patients
in navigating what is perceived as complex data practices and opaque medical research
purposes. In this regard, we argue that establishing mechanisms to support patients in
making data-sharing through deliberate decisions consistent with their values is necessary,
for example, through providing a well-structured overview of contextualized information
(e.g., in categories with appropriate descriptions).

https://osf.io/9b4r8/?view_only=0b7f26c7c7194c518b6d0dc0510e4617
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Overall, the findings of our participatory value elicitation workshops suggest that a consent
interface representative of patient values should adopt a neutral facilitator role. As such, it should
provide patients with the necessary support to address their individual information needs regard-
ing the complex consent process transparently and engage them in active deliberation on the
consequences of sharing medical data to derive value-congruent decisions.

6 PHASE 2: DESIGNING A VALUE-CENTERED CONSENT INTERFACE
Based on the design requirements establishedwithin the participatoryworkshops and the theoretical
insights from our review of related work (see Section 2), we propose a novel consent interface,
namely the Value-Centered Consent Interface. In the following, we detail the implemented design
elements, highlighting how these realize the design requirements.

Fig. 3. Consent interface including the Disclosure Options A○ selector and the Reflection Prompt B○.

6.1 Fostering Transparency and Autonomy in Consent Interface Design
To create a transparent interface that enables autonomous and reflected decision-making, we’ve
created a selector concept, that uses simple language, clear structure and requires active decisions (in
contrast to the ubiquitous use of default nudges through pre-selection in consent interface [34, 58]).
This approach implemented patients’ need for transparent data-sharing forms that present data-
sharing decisions in a simple and contextual form expressed in our participatory workshops as
well as legal requirements of the GDPR [32]. The selector elements are as follows:

The Disclosure Options selector is the central element presenting the data-sharing options to the
user (see Figure 3, A○). The options are structured as context-sensitive, categorized information
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sections [84]. Keeping sentence construction consistent across options allows for quicker under-
standing of who, would get access to what data, and for which purpose. This information structure
corresponds to the basic information requirements for data-sharing procedures defined by the
GDPR [32, 70]. A choice element per option allows for granular and specific consent without prior-
itizing access to either outcome [32]. For this, we created a “Yes/No” button without a pre-selected
default option, based on Habib et al.’s “stylized toggle button” [46]. Users are required to make a
selection to proceed.

6.2 Prompting Reflection for Data-Sharing Decisions
The Reflection Prompt (see Figure 3, B○) introduces design friction to minimize or avoid cognitive
errors by encouraging an individual to engage analytically with the decision at hand [17], hence
disengaging heuristic processes to help patients reflect on their consent. To achieve this, we
integrated a cognitive forcing function aimed to enhance users’ reflection on their privacy choices
by deploying a timed task lockout interrupting the expected user flow (see [17, 26, 82]) with the
appearance of a reflection prompt upon the user’s initial pressing of the “Accept” button. The task
lockout is conceptualized through the appearance of a grayed-out, i.e., disabled, confirmation
button after the user initially attempts to confirm their selection, initiating a 10-second countdown
period.5 Users can adjust their selection throughout. After the timer expires, the button is re-
enabled, allowing users to continue. This breakdown serves to trigger reflective thinking [9]. The
textual inquiry “Please think about your selection! Before you accept your decision, please take some
more time to think about your selected data options.” further instigates reflection by inviting the
user to consider potential alternative choices (see [9]). In contrast to Leimstädtner et al. [58] use
of reflection prompts, we require users to make an active choice, as required in the GDPR [32].
Further, we extend the reflection prompt into a Value-Centered Reflection Prompt by providing
a representation of the congruence (or discrepancy) between the users’ decision behavior and
their personal values (see Jackson and Wang [51], as discussed in Section 2.3, which are collected
through a prefacing questionnaire. The realization of this is context-specific and described in
detail in Section 7. This value-centered reflection prompt incorporates value clarification regarding
a data-sharing decision at hand [90] through two elements: First, a text indicating the level of
value congruence – the congruence message (e.g., Considering your answers to the privacy-value
questionnaire, your current selection matches your privacy values: strongly).6 Second, a visualization
that recalls the current level of congruence between relevant individual values and the selected
Disclosure Options provides immediate feedback upon adjusting the decision, acting as a supporting
measure by representing users’ choices. Using visual cues can serve to attract attention and guide
users towards actively exploring the information provided [75]. To derive a visual metaphor, we
conducted an interdisciplinary work meeting within our research group. The resulting four options
were tested as part of our experiment pilot study (see Section 7), finding a preference for the visual
metaphor of two waves drifting into asynchrony with increasing discrepancy values.

The qualitative results of our workshops revealed the need to support autonomy, transparency,
and reflection in consent interfaces. As prior work on reflection posits it as key towards enabling
deliberate decision-making processes [51], capable of fostering value-congruence in people’s
decision [58, 67], we focused the following quantitative phase [26] on an examination of value-
centered reflection. Working towards our overall RQ “How can a human-centered perspective inform
the design of a situated consent interface that supports people in making data-sharing decisions
5 We decided to use a short task lockout as Gould et al. [40] found that longer-lasting task lockouts caused participants to
switch activities.
6The congruence is thereby indicated by four categories: Strong, Moderate, Fair, and Weak. The wording is thereby adapted
from common descriptions of correlation coefficients [5].
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Fig. 4. Overview of the data donation consent interface incorporating the Value-Centered Reflection Prompt
A○ accompanied by the four possible congruence messages with their accompanying visualization B○.

consistent with their values in the medical context?”, we conducted an experimental study to establish
to what degree our proposed Vale-Centered Consent Interface succeeds in supporting people in
making value-congruent data-sharing decisions through enabling reflection via design frictions.

7 PHASE 3: EXPERIMENTAL EVALUATION
To evaluate if our design increases value-congruence in data donation decisions, we conducted an
online study, realizing the value-centered consent interface in a hypothetical health data-sharing
scenario, and focusing on privacy concerns for the content of the value-centered reflection prompt7.
The experimental scenario (see Appendix B.1.1) asked participants to test parts of a fictional new
health data management platform, with contents modeled after the BC forms [8], the European
Health Data Space [62] and the German electronic health record [7]. We conducted the experimental
online study on MTurk over one week in late January 2023. A pilot study (N=24) served to evaluate
the experimental setup. Based on the task duration therein, we calculated the compensation for
our participants at $3.00 ($12.00/h). Our compensation is close to the above-average wage of
$11.00/h [48]. We allowed participants up to 40 minutes to complete the survey to avoid potential
rejections in case of slower completions. We are aware that we need to treat the human subject
and collect empirical data carefully; however, our university had no institutional review board
for research projects at the time of the study. Thus, informed consent was obtained following
recommendation for MTurk research [4]. Based on an a priori power analysis we recruited 227
participants (see Appendix B.4). Descriptive statistics on demographic variables are reported in
Table 1. Our study combines within-subject measures of privacy decisions before and after exposure
to the reflection prompt with three experimental conditions. Figure 5 shows our study procedure

7We focus our experimental setup on privacy, as it has previously been identified as a central concern for potential donors
of medical data [39].
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in detail. All conditions contain identical selection options with general instructions. The first
condition Refl contains a reflection prompt and serves as the baseline.8. After confirming their
selection, the participants complete a privacy attitudes questionnaire, i.e., IUIPC (see Section 7.1). In
the secondValueQuestRefl condition, participants complete the IUIPC before selecting the privacy
options, followed by the reflection prompt with general instructions. This condition determines
whether a response to a privacy attitude questionnaire is predictive of value-congruent privacy
practice. In the ValueReflPrompt condition, participants complete the IUIPC, then select privacy
options, followed by our suggested Value-Centered Reflection Prompt.

Fig. 5. Overview of the study procedure.

7.1 Measurements
The following section describes the measurements taken for this online experiment:

• Privacy attitudes: We determined participants’ privacy attitudes using the Internet Users’
Information Privacy Concerns (IUIPC) scale [61]. It consists of ten questions in randomized
order answered on a seven-point Likert scale.

• Selection score: We captured participants’ decision behavior through a selection score, i.e.,
the sum of the selected privacy options (range 0-4). The selection score is recorded twice:
first, after the initial selection, i.e., before the reflection prompt (Selection1), and second,
after the reflection prompt is displayed (Selection2).

• Value discrepancy score: The value discrepancy score describes the difference between a
participant’s privacy behavior, i.e., selection score, and privacy attitudes, i.e., PrivacyConcern.
It is calculated as the difference between the normalized scores for PrivacyConcern and the
selection score.9 A ValueDiscrepancyScore of zero describes the highest level of congruence.

• Knowledge: To assess whether certain conditions were associated with higher levels of
knowledge, we measured knowledge retention of relevant information about the data-
sharing options provided.10 The KnowledgeRetentionScore measure is calculated from eight
questions presented in a randomized order. Two questions are asked about each data
option and two about the overall interface. Calculation details and questions are detailed in
Appendix B.3.

8 We wanted to understand better possible priming effects within the other conditions, caused by answering a questionnaire
about disclosure intentions and privacy behaviors prior to choosing the privacy options (see [6]).
9 We adapted the value congruence calculation from Munro et al. [67].
10 We adapted this measure from Betzing et al. [13].
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• Demographics: Finally, we collected age, perceived gender [80], and education as control-
variables, as prior research has found these to play a role in privacy behavior [16]

• Attention Checks: To ensure the quality of study submission, we included three “attention
checks” [72] across the questionnaires.

7.2 Hypotheses
To examine the effect of the reflection prompt intervention on the value-congruence of the decision
outcome, we formulated three hypotheses to guide our analysis:

• H1: Based on prior results on the use of reflection prompts [58], we expect the reflection
prompt to increase the value congruence of a decision (ValueDiscrepancyScore) between the
initial selection (Selection1) and the final selection (Selection2) across conditions.

• H2:We aimed to investigate the potential priming effect of answering a privacy question-
naire (IUIPC) before making a privacy decision, as suggested by previous research(see [6].
We expect that participants who answer a privacy attitude questionnaire before making a
data-sharing decision show lower ValueDiscrepancyScore for their initial selection (Selection1)
compared to those not answering this preceding questionnaire.

• H3: Finally, building on previous research [19, 36, 90], we hypothesized that introducing
value-centered reflection into privacy decisions (i.e. theValueReflPrompt condition) would
lead to an increased value-congruence (ValueDiscrepancyScore) of the decision outcome
(Selection2).

Further, we examine the correlations between KnowledgeRetentionScore, ValueDiscrepancyScore,
and PrivacyConcern as an exploratory analysis.

7.3 Results
Non-parametric tests were used for all hypotheses since the distribution of the target variables
did not meet the prerequisites for parametric testing. All tests were conducted with an alpha
level of 0.05. The dataset and our analysis scripts are available under an open license on OSF:
https://osf.io/9b4r8/?view_only=0b7f26c7c7194c518b6d0dc0510e461711. We failed to achieve normal
distribution for a model including covariance through logarithmic and box-cox transformations.12
Hence, descriptive statistics of all measurements are presented in Table 1.

H1: Reflection Prompt. To test whether the reflection prompt reduced ValueDiscrepancyScore
between Selection1 and Selection2 in each condition, three separate one-way, paired Wilcoxon
signed-rank tests were conducted, assuming lower ValueDiscrepancyScore for Selection2. None of
them reached statistical significance. This rejection of H1 indicates that in situations that require an
initial active decision, a reflection prompt does not lead to increased value-congruence of decision
outcomes. All statistical tests for H1 are reported in the Appendix B.5.

H2: Priming. A Shapiro-Wilk test showed that the assumption of a normal distribution must
be rejected for ValueDiscrepancyScore of Selection1 within the combined groups showing the
PrivacyConcern before Selection1 (W = 0.90, p-value < 0.01). An independent samples Mann-Whitney
U test detected no significant difference between both groups (U = 6752.5, p = 0.059). Therefore,H2

11 All statistical tests were performed using R Studio (version 2022.12.0), R (version 4.2.2).
12We recognize two possible reasons for the negative skewness of the IUIPC [61]: First, MTurk participants might be
‘experienced’ in participating in privacy-related studies and thus familiar with the IUIPC [49]. Because of this experience,
they might have responded differently, i.e., communicating deeper concerns for privacy. Second, the IUIPC uses loaded
words such as “autonomy” and “privacy”, which, according to Groß [43], leads to a social desirability bias toward higher
IUIPC scores.

https://osf.io/9b4r8/?view_only=0b7f26c7c7194c518b6d0dc0510e4617
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is rejected, indicating the absence of a priming effect due to answering the PrivacyConcern prior to
the data-sharing decision.

H3: Value-Centered Reflection Prompt. To test whether the ValueDiscrepancyScore of the re-
sulting decision Selection2 is lower in the ValueReflPrompt condition than in the Refl and
ValueQuestRefl conditions, two unpaired samples Mann-Whitney-U tests are performed. The
comparison between ValueReflPrompt (M=0.54, SD=0.29) and Refl (M=0.62, SD=0.27) showed
that the ValueDiscrepancyScore of Selection2 were significantly lower in ValueReflPrompt (U =
3996.5, 𝑛1 < 𝑛2 = 164, p = 0.018). In contrast, the comparison between ValueReflPrompt (M=0.54,
SD=0.29) and ValueQuestRefl (M=0.56, SD=0.30) revealed that the distributions of Selection2’s
ValueDiscrepancyScore were not significantly different between the two groups (U = 2663, 𝑛1 < 𝑛2 =
143, p = 0.281). Supporting H3, we find the value-centered reflection prompt, ValueReflPrompt,
to increase congruence between the data-sharing decision and participants’ general privacy values,
when compared with the Refl condition. However, if participants in ValueQuestRefl engage with
their privacy values through filling in a respective questionnaire, this difference compared with
ValueReflPrompt is of no statistical significance.

Table 1. Descriptive Statistics per Experimental Condition:
Reported as mean and standard deviation unless stated otherwise.

Refl ValueQuestRefl ValueReflPrompt

ValueDiscrepancyScore of Selection 1 0.61 (0.28) 0.55(0.30) 0.56 (0.29)
ValueDiscrepancyScore of Selection 2 0.63 (0.27) 0.57 (0.30) 0.54, (0.29
IUIPC 5.76 (0.71) 5.88 (0.69) 5.85 (0.65)
Knowledge Retainment Score 2.83 (3.15) 1.87 (2.92) 2.81 (3.10)
Age 40.0 (11.9) 38.34 (13.29) 39.65 (12.28)

Perceived Gender (N)
Male 35 31 41
Female 49 32 39

Education (N)
Academic 63 55 65
Highschool or Associate Degree 20 6 14
Other 1 2 1

7.3.1 Exploratory Analysis. To derive a deeper understanding of the role individual privacy prefer-
ences and knowledge play towards achieving value congruent data-sharing decisions, we conducted
exploratory analyses:

Individual Privacy Preferences. In order to investigate whether the proposed interface was more
effective for people with high privacy concerns, we divided the sample into two groups using
the overall IUIPC mean scores as threshold: “high privacy concern”, i.e., participants with an
above average PrivacyConcern, and “low privacy concern”, i.e., participants with a below average
PrivacyConcern. For each group, unpaired samples Mann-Whitney U tests were used to examine
whether the ValueDiscrepancyScore of the decision outcome Selection2 is lower inValueReflPrompt
than in Refl. While no significant difference was found in the low privacy concerns group (U = 799,
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𝑛1 < 𝑛2 = 87, p = 0.244), the high privacy concern group exhibits a significant difference between
Refl (M = 0.66, SD = 0.328) and ValueReflPrompt (M = 0.525, SD = 0.335), (U = 1270.5, 𝑛1 < 𝑛2 =
77, p = 0.003), suggesting that the value congruence interface is effective in assisting people who
value privacy higher toward a value-congruent decision outcome.

Knowledge. A Shapiro-Wilk test reveals a non-normal distribution of the knowledge retention
score (W = 0.96, p < 0.000). Spearman’s rank correlation was computed to assess the relationship
between ValueDiscrepancyScore of Selection2 and the KnowledgeRetentionScore, revealing a negative
correlation between the two variables (r(226) = -0.193, p = 0.003). Our results suggest that overall,
higher levels of KnowledgeRetentionScore, i.e., being informed, are associated with decisions that
have lower discrepancy levels between general values and behavior. KnowledgeRetentionScore was
further found to exhibit a positive correlation with the PrivacyConcern (r(226) = 0.344, p < 0.000),
indicating an association between high privacy concerns and more detailed information retention
concerning the content of the disclosure options. To compare the KnowledgeRetentionScore scores
between the experimental conditions, unpaired samples Mann-Whitney U tests are performed,
revealing a significant difference in KnowledgeRetentionScore only between Refl (M=2.83, SD=3.15)
and ValueQuestRefl (M=1.87, SD=2.92) (U = 3109, 𝑛1 < 𝑛2 = 147, p = 0.033).

7.4 Design Implications
Cognitive-Forcing Functions in Active Decisions. Contrasting previous empirical research into

the use of reflection prompts by Leimstädtner et al. [58], which demonstrated reflection prompts’
capability in fostering active, reflected decision-making and improving their value-congruence
by counteracting cognitive biases (e.g., as exerted through an opt-out nudge13) we find that the
inclusion of a cognitive forcing function does not increase the value congruence of the decision
outcome if an active decision is required, i.e., no nudge is employed. This indicates that an equivalent
presentation of options, following the principles outlined in the GDPR “It shall be as easy to withdraw
as to give consent” [32], suffices to activate Type 2 processes.

Value-Centered Reflection Increases Decision Quality. Our results demonstrate how integrating
value-based reflection within consent interface design supports the value congruence of active
privacy choices, particularly for participants who value privacy highly. This illustrates the role
values serve in decision processes and how reflecting on the values that are considered important
to the decision-maker helps them arrive at higher-quality decisions for the given situation. In
contrast, the value-centered consent interface did not improve value congruence for participants
with below-average privacy concerns. In light of the active decision required, this suggests that
factors beyond privacy concerns may have a greater influence on the decision to share data (e.g.,
trust [8, 63] or perceived control [56]). This finding illustrates the importance of encouraging
people to consider their own values to support their decision processes through design-friction
interventions. While our exemplary use of privacy demonstrated the workings of such reflection
prompts, future applications should seek to elicit those values important to an individual before
introducing them as the subject of reflection.

The Role of Knowledge. Our exploratory analysis revealed that knowledge is central to achieving
value-congruent data-sharing decisions. There was a negative correlation between knowledge and
the value-discrepancy score of the final decision outcome, suggesting that increased awareness of
the decision is associated with value-congruent data-sharing behavior (see also [67, 90]). These
findings underscore the importance of considering end-users’ different information needs when
13An opt-out nudge leverages the status quo bias, that is, people’s affinity for defaults. It is among the most researched and
effective types of nudge interventions [2, 69]
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designing consent interfaces (see [67]), for example, by allowing access to information at varying
levels of detail, enabling individuals to access the desired level of information while maintaining
clarity and simplicity.

In summary, we find that triggering reflection through design friction during a decision process
does not significantly increase the decision quality in terms of value congruence if an active decision
is required. However, if values are introduced as the subject of reflection, the decision outcomes are
more in line with people’s values - especially if the value in question (i.e., privacy) is important to a
given user. We brought thee insights from the quantitative phase back into the research context,
where an expert co-creation workshop served to integrate the findings of all preceding phases into
a situated Value-Centered Consent Interface, adapted for application towards BC data donation at
German university hospitals. The integration of subject experts serves to provide broader insight
on the socio-technical context [50, 91] in which the BC consent interface would be applied and
to ensure ecological validity through the inclusion of multiple relevant research domains (i.e.,
medicine, ethics, design) before a high-fidelity prototype of the situated consent interface is brought
into the field for user evaluations.

8 PHASE 4: EXPERT WORKSHOPS
The three-hour co-creation workshop took place in April 2023. We recruited a purposive sample
of seven experts who brought different perspectives and knowledge related to the BC context.
This included medical practitioners and researchers specializing in interaction design, medical
informatics, media pedagogy/education, and medical ethics.

8.1 Method
The workshop was divided into three main phases: In the first phase, a reflection activity was
conducted to capture the experts’ general perspectives on the application context. To facilitate this,
we utilized a set of five activity cards consisting of a task description and prompt (see Appendix C.1),
which participants individually responded considering their specific areas of expertise (see [68]).
The phase concluded with a group discussion to share and discuss the gathered insights. In the
second phase, we introduced the proposed design through a paper prototype. The experts were
divided into groups of two or three and tasked with reviewing and annotating the paper prototype.
These groups were encouraged to utilize the activity cards created during the first phase as prompts
to suggest adaptations and improvements (see [92]). In the final phase, the proposed changes
from all the groups were synthesized. For this, each subgroup presented their annotated paper
prototypes, followed by a discussion within the group to identify discrepancies and commonalities
in the experts’ perspectives.

To analyze the workshop results, we transcribed the presentation of the annotated paper proto-
types verbatim, supplementing it with our notes. Through qualitative content analysis, i.e., inductive
category formation following Mayring [p. 79-81] [64], the first author of this paper examined the
proposed changes and open questions on the interface. The resulting codes were then consolidated
into categories of improvement described below:

8.2 Summary of Findings
Based on our analysis, we identified four main categories of improvement: (1) consideration of
contextual factors, (2) accessibility of the consent content, (3) terminology considerations regarding
the use of “values”, and (4) focus on personal value-centered reflection, rather than congruence
calculations.
The experts unanimously agreed on the need to strongly consider contextual factors when

adapting the Value-Centered Consent Interface to BC data donation. They highlighted the need
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Fig. 6. Overview of co-creation workshop procedure. First, activity cards (left) help experts anticipate and
assess the context and the data donation user interface as a paper prototype (right) that allows hands-on
interaction and direct commentary.

to provide patients with information on the benefits and risks of donating medical data, mainly
since data donation frequently constitutes a secondary task for those admitted to a hospital. To
address this, the experts suggested adapting multi-modal information presentation, for example, by
incorporating an explanatory video that can effectively convey the necessary information with
reduced cognitive effort compared to the text format.
Further, criticism was expressed regarding the length and complexity of the BC data donation

form, noting that it may be inaccessible to most patients. As a solution, an easy-to-understand
summary alongside the original document was recommended. Additionally, some experts proposed
utilizing a multi-layer information provision format that accommodates different learning styles,
allowing for individual user flows and improving user control.

Concerns were raised, particularly among medical experts, regarding the use of the term “value”
in the context of medical data donation. This term may be misleading, potentially leading to
associations with medical values such as blood values. To address this, the experts suggested using
alternative terminology (i.e., speaking of "important aspects") to avoid confusion.

The experts emphasized that the specification of personal values should not be used to calculate
a value congruence score, as it would contradict the principle of data minimization14. Instead, the
explication of personal values should serve exclusively for the individual’s reflection rather than
for any scoring or measurement purposes.

8.3 Design Implications
The results from our expert evaluation have led us to improve our situated Value-Centered Consent
Interface further: First, the feedback received during the expert workshops regarding the inaccessi-
bility of the lengthy and verbose BC text aligns with the challenges identified in our value elicitation
workshops (see Section 5). To address this, we propose expanding the contextual information avail-
able to patients before making a data-sharing decision. This can be achieved through a composite
information approach, where users can access information of varying specificity step-by-step based
on individual needs. Specifically, the following design elements have been adopted:

• Segmentation of the overall BC form text into smaller, self-contained sections on separate
sub-pages, following a consistent and simple syntactic and lexical structure. Additional

14 According to §3 a of the German Federal Data Protection Act (BDSG), public and non-public bodies that handle personal
data should always operate under the condition that they only store, use, or process as much data as is necessary for the
purpose in question.
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information can thereby be accessed by those users who require a deeper understanding of
specific aspects.

• Implementation of a multi-linear navigation system that allows users to navigate between
sub-sections of the BC, accommodating different learning styles and enabling users to access
the information they need quickly.

Second, we recognized the need to adapt our value-reflection approach to better suit the BC context
and the variety of personal values that may impact data-sharing decisions in a real-life setting.
This is achieved by adapting a qualitative approach to the context of the value-centered reflection
prompt. For this, users are asked a set of value-elicitation questions.15 These questions can be
found in Appendix C.2. The reflection prompt consequently presents patients with their answers
through a time-out design friction once data-sharing decisions have been made [82]. To avoid the
“value” terminology confusion brought about by our expert panel, we adapted phrasing similar to
Friedman et al.’s [36] value definition to convey what values ought to be the subject of reflection
without explicitly referring to “values”. Finally, a multi-layered information provision approach was
adapted to accommodate differing information needs, incorporating an explanation video, an FAQ
section, and popups explaining uncommon concepts (e.g., pseudonymization). By implementing
these design recommendations, we aim to enhance the accessibility, clarity, and user experience of
the BC data donation interfaces, promoting informed decision-making and value alignment.

Hence, after an exploration of patient values through participatory workshops (see Section 5), a
quantitative examination of design friction as intervention for increasing value-congruence through
triggering reflection (see Section 7), and a co-creation workshop with subject experts (see Section 8),
the findings were integrated and realized via a functional, high fidelity prototype. This prototype
was brought back to the application context to be tested with inpatients at a German university
hospital psychosomatic unit for examining whether patients perceived the Value-Centered Consent
Interface as supporting their health data donation decisions.

9 PHASE 5: USER EVALUATIONS
For the user evaluation of the situated Value-Centered Consent Interface, participants followed
through a data donation decision process using a high-fidelity prototype, followed by a semi-
structured interview and a usability survey. Ethics approval for this study was obtained through
the ethics committee of a German university hospital. This study aimed to examine the extent to
which the value-centered consent interface is perceived as supporting value-congruent decisions by
end-users within a sociotechnical context, namely health data donation for patients of a university
hospital.

9.1 Method
The user evaluation was conducted in-lab with twelve inpatients from the psychosomatic unit of a
university hospital in December 2023 (N=6) and January 2024 (N=6). The participants’ average age
was 46,75 years (SD = 16,29). The study procedure was as follows: After providing informed consent,
the participants read the scenario text (see Appendix D.1). Next, each participant interacted with
the prototype to make a hypothetical decision regarding a health data donation. This interaction
took, on average, 18.10 minutes (SD = 4.92). Next, a semi-structured interview was conducted
reviewing the experience of interacting with the prototype, followed by a short survey including

15The questions are based on the four bioethics principles, aimed at supporting patients in their self-determination and
informed decision (i.e., beneficence, non-maleficence, autonomy, justice) [89].
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Fig. 7. This figure presents the time-out design friction in the value-centered consent interface adapted to the
BC research context after the subject expert co-creation workshop. The text has been translated into English.

UEQ-S16 and demographic variables. The interview questions are reported in Appendix D.2. The
interview sessions were audio recorded and consequently transcribed verbatim. The transcripts
were analyzed following Mayrings [64, p. 79-81] procedure for inductive category formation in
qualitative content analysis, which is especially suitable for material retrieved from open interview
processes. Based on the theoretical ( Section 2, Section 6) and empirical ( Section 7) considerations,
it was the goal of this analysis to examine (1) how participants’ decision processes take place
while interacting with the Value-Centered Consent Interface, as well as (2) how they perceive the
overall consent interface, and (3) the value reflection prompt in particular, to be supportive to users’
decision-making processes.

9.2 Summary of Findings
Overall, participants emphasized the comprehensibility of the data donation decision process. They
found the information to be well-structured and sufficiently detailed. In particular, the segmentation
of the overall information into separate, concise text segments was positively received, highlighting
the availability and utility of additional information through pop-ups. This is further underscored
by the results of the UEQ-S, showing an overall positive perception of the proposed interface’s
usability, rating it to be supportive (M=6, SD=1.76), easy (M=6.67, SD=0.89), clear (M=6, SD=1.41)and
interesting (M=6.6, SD=0.78). For the perceived level of innovation, the patients’ ratings were
marginally lower and more varied: exciting (M=5.5, SD=2.28), leading edge (M=5.92, SD=1.84) and
inventing (M=6, SD=1.21). The lowest score concerned efficiency (M=5.75, SD=2.14), reflecting some
participants’ concerns about text length and high page count. The multi-modal presentation of
information (suggested in our expert workshops and realized via explanatory video) was described
16The short version of the "User Experience Questionnaire (UEQ)" is a standard measure for the usability of a user
interface [79].
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as particularly helpful for understanding the decision context at hand. This finding echoes patients’
calls for the inclusion of multimedia elements in our value-elicitation workshops (see Section 5,
highlighting the increased efficiency of such elements compared to textual descriptions. Beyond
this, some patients further suggested providing more specialized information provision measures,
such as a support hotline.

Value-Centered Reflection Prompt. The participants indicated that engaging with the value-
centered reflection prompt assisted them in comprehending and organizing their intentions in light
of their specified values. In particular, reviewing their decision outcomes after being displayed
the values they had initially entered enabled them to gain a sense of control and deliberation in
making a data donation decision. Participant (P2) described the reflection process as follows: “I
thought it [i.e., the Value-Centered Reflection Prompt] was good because I actually read through the
options again and then briefly considered changing it again.”. Respondents described the reflection
questions as helpful in explicating their intentions and gaining a broader perspective. The wording
of these questions was generally perceived as easy to understand and helpful. However, one partic-
ipant voiced concerns that some vocabulary may not be accessible to those speaking German as a
secondary language, pledging for a most simple wording where possible.

Values Guide Individual Decision Behaviour. Overall, the findings of our qualitative content
analysis show that values play a central role in guiding people’s decision-making behavior. Long-
term values like altruism, medical progress, or the possibility of personal health gain motivate
people to make their data available for secondary research, while privacy considerations (e.g.,
anonymity and data treatment) are the key considerations dissuading people from data donations.
This central role of privacy within data donation decisions aligns with previous findings [39].
The values that are important to an individual consequently shape their information needs. If
information needs regarding a particular value (or a salient topic related to it) cannot be satisfied,
uncertainty results, and people may be dissuaded from making value-congruent decisions (e.g., they
don’t share data even though they would want to support medical advancements) as they choose
the decision perceived as reducing the uncertain risk. Specific examples of this dissuasive role of
uncertainty related to privacy include implications for health insurance (i.e., the need to disclose
life-threatening chance findings), doubt about the extent of data disclosure, or the long timescales
involved (i.e., 30 years of data storage). If such uncertainty cannot be mitigated by the information
offered, patients will refrain from donating their data, even though holding contrasting values. One
participant (P4) explicates this as follows: “So the most important thing that stuck with me is that
my data donation helps others. That was actually the most important thing for me, the other thing
[referring to uncertainty regarding health insurance involvement] ruined it all.” Furthermore, we find
these values to shape the way the presented interface is perceived: For a subgroup of participants
that describes being driven by intrinsic motivation to share their data for research purposes based
on long-term values (e.g., altruism), the effort of engaging with the interface was perceived as
redundant since their decision was determined from the first interaction (e.g., on the welcome
page). The in-depth information offered was deemed unnecessary and time-consuming, preventing
the timely confirmation of a preconceived decision. One participant (P7) describes this as follows:
“I’m asked: "Would you like to share your data for research?", along with the reasoning: "It will help
you and others. I respond: "Yes, no problem! Where do I have to sign?". I won’t look at the privacy
policy because, personally, it’s way too much for me to take 15 minutes to understand it. You want my
data? Let me sign it.”. This finding regarding how long-term values shape individuals’ data-sharing
behavior underscores the necessity of adopting a tailored approach to providing information at a
level of detail suitable for differing individual information needs.
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10 DISCUSSION
The recent shifts in knowledge infrastructures towards mass data collection have enabled large-scale
medical advancements [18, 77, 83], yet also exacerbated power differentials disadvantaging the
values of vulnerable communities (e.g., patients with psychosomatic disorders donating sensitive
medical data) [18, 83], requiring innovative approaches for ensuring core tenets of research ethics
like autonomy privacy and consent [83]. Specifically, human-centered and application-specific
approaches for improving the mechanisms for supporting patient values in obtaining informed
consent for the use of clinical data are needed [83]. Hence, we adapted a human-centered design
perspective to design a consent interface grounded in end-users’ values within our research
context BC data-donation at German university hospitals to establish the design space for consent
interfaces that support value-congruent data-sharing decisions. Thereby, we propose an alternative
to common design patterns for consent interfaces, which tend to neglect people’s personal values
by leveraging cognitive processes to nudge data-sharing behavior towards higher data-sharing
rates, satisfying data-collectors needs for growing datasets fueling data-driven ventures across
multiple domains [84]. We used participatory workshops to elicit patient values, consequently
informing the design of our Value-Congruent Consent Interface. Next, we conducted an online study
to examine the effect of triggering reflection through design frictions in fostering a value-congruent
data-sharing decision. Finally, we co-designed a context-specific prototype for the BC with subject
matter experts and evaluated the resulting user interface with patients at a German university
hospital.

In the following, we integrate insights gained throughout this three-year research effort, discuss
how our findings inform future data practices within the digital health domain, and review the
methodological lessons learned by realizing a human-centered design perspective through an
exploratory sequential mixed-methods approach.

10.1 Supporting People’s Values in Data-Sharing Decisions
To approach the design of a consent interface grounded in end-users’ values, we began our human-
centered design processes with a participatory exploration targeted at eliciting the values of those
who contribute their data [34]. The analysis of our workshops conducted to elicit users’ values
informed our design requirements, namely the need for a consent interface that supports patients
in terms of providing transparency on the consent process, enabling reflection on the consequences
of their actions, and consequently achieving autonomy in their decision making (see Section 5). We
integrated these requirements with insights from literature on value clarification techniques [12,
59, 67, 90] and the use of reflection to trigger deliberate decision-making [9, 23, 51, 58, 82] to
conceptualize the “Value-Centered Consent Interfaces”. This user interface takes the role of a decision
facilitator that supports user values in the consent process by both fostering value-congruent
decision-making through reflection (see Section 6) and creating transparency regarding the consent
process through a composite information approach (see Section 8). In the following, we review the
roles of values and information needs within decision-making processes, and how reflection can
serve to support patients therein.

10.1.1 The Relationship between Individual Values and Information Needs. In our user evaluations
with patients, we found that values such as altruism or belief in scientific progress are brought
up as the critical factors motivating data donations. These values are consistent with previous
research by Ortega et al. [38], which found that the positive feeling of contributing to science
or the prospect of future benefits motivates data donors. The authors posit that these factors
contribute to the perception of data donation as a reciprocal transaction in which both parties
receive value [38]. Beyond, the values an individual holds important are a central factor in shaping
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their individual information needs for medical data-sharing: Motivating values (e.g., possible health
benefits, societal gain) reduce information needs, while others increase them (e.g., privacy). Crucially,
uncertainty arises if information needs relating to a value cannot be met by the information
provided, leading people to revert to the choice associated with the least risk, regardless of its value
congruence [67]. This relationship between values and information needs is further characterized
in the findings of our experimental study: Therein, a positive correlation between decision quality
(i.e., value-congruence) and knowledge underscores the importance of addressing individuals’
specific information needs to achieve value-congruent decisions. Within the research context
of BC data donations, we find significant challenges related to unmet information needs: Our
value-elicitation workshops indicated that the long text form and dense language of the original BC
form presented significant barriers to patients, as they could not find the specific information that
was of relevance to them. We addressed this issue, based on the insights from our expert workshop,
by adopting a multi-modal approach to information provision (i.e., through a visual instructional
video) along with a multi-layered layout segmenting the patient information into smaller chunks.
Recent findings in personal informatics support using such layered approaches, as they provide
users control over the received information, consequently supporting decision-making processes
and promoting a deeper understanding of a decision context (see [10]). In such cases (e.g., when
it pertains to critical topics like the role of health insurance companies), adapting personalized
information strategies can help patients navigate these issues and derive value-congruent decisions.
This adaptive approach can also accommodate a positive experience for those capable of making
immediate decisions based on overarching values they hold (i.e., altruism), as patients need only
be presented with the most essential information to avoid dissatisfaction, fatigue, or even process
abandonment. A promising approach for future work that takes an adaptive approach to give users
control over their consent based on their information needs is the so-called “meta-consent” [27].
This type of consent interface takes data-sharing decisions out of the respective decision context
and presents them on a centralized decision platform, which provides users with control over the
granularity regarding data uses and frequency of requests for a particular topic (i.e., always ask
when psychological data is concerned) at which consent is required by an individual. This reduces
repeated engagement with consent processes to only those topics of importance to a person. Hence,
such an approach can serve to counteract consent fatigue [84] and the influence of cognitive biases
arising from the fact that data-sharing decisions regularly constitute a secondary task [3]. Future
work on the use of “meta-consent” for privacy decisions in digital health also needs to consider
the considerable efforts within existing HCI work, such as Cranor et al.’s [33] P3P approach to
automatically applying stored privacy preferences or Colnago et al.’s [21] personalized privacy
assistants.

To summarize, values are a crucial factor in shaping people’s willingness to share health data for
research purposes. However, these values are tied to information needs that need to be satisfied since
the uncertainty resulting from unmet information tends to lead individuals to default to not sharing.
Hence, patient-centered data donation interfaces must satisfy people’s information needs without
causing consent fatigue through an overabundance of information. In this regard, we recommend
the use of multilayered and multimodal approaches to provide patients with autonomous control
over the amount of information they need to avoid uncertainty.

10.1.2 Reflection and Value-Congruent Decision Making. Baumer [9] posits reflection as a tool of
empowerment for those who are at a disadvantage given sociotechnical circumstances. As current
consent interfaces often manipulate people through leveraging heuristic decision patterns towards
acting in the interest of data collectors (see [18, 34, 84, 89]), we approached designing for reflection
by aiming to empower data-subject to act in accordance with their values. Through introducing
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values as the subject of reflection before a decision, we expand on prior research, triggering
reflection within interface design to aid privacy decisions [58, 86, 94]. Our experimental findings
demonstrated that vale-centered reflection increased decision quality towards aligning individuals’
long-term values with their choices - especially for the participants for whom it matters most: those
who value privacy highly (see Section 7.4). This finding underscores the potential reflection towards
helping people gain self-knowledge about their values [12] and indicates the potential interface
intervention triggering reflection as a valuable tool for supporting value-congruent decision-making
in sensitive contexts. In this regard, we provide further insight into the use of cognitive-forcing
functions [17, 40] for counteracting people’s demonstrated tendency to make inappropriate choices,
disregarding good knowledge and conflicting personal values (see, e.g., [67]), especially in privacy-
related contexts [51, 85]. The supportive role of value-based reflection is further substantiated in
our user evaluations. Here, patients indicated that engaging in value-centered reflection helped
them gain a sense of clarity and control concerning their data donation. This sentiment starkly
contrasts perceptions observed during our initial value-elicitation workshops (see Section 5), where
patients of the clinical context expressed feelings of loss of data ownership and confusion when
faced with the original paper-based BC form.

Taken together, our findings demonstrate how integrating value clarification [67] with cognitive-
forcing function [26] prompting reflection through interface interventions serves to support patients’
decision quality in terms of value-congruence [58, 90]. Our proposal of a Value-Centered Consent
Interface seeks to stimulate future research that posits consent interfaces as a means to empower end-
users towards deliberate and informed decision-making rather than exploit cognitive biases toward
increased data-collection, thereby answering the call for context-specific approaches for improving
the mechanisms for supporting patient values in obtaining informed consent for secondary research
purposes voiced within CSCW [77, 83].

10.2 Data-Collection Practices in Digital Health
Work in CSCW has followed the expansion of knowledge infrastructures from data as a static
resource towards recent paradigms of fluid knowledge within big data and open science [83]. These
new ways of how data are used and re-used must be accompanied by ethical considerations on the
way people consent to the data collections fueling these advancements, as future uses of disclosed
data become increasingly opaque [83, 89], as well new modes of consent suitable for such broad
data-uses (e.g., the broad consent [93]). In the following, we highlight how our work on consent
interface design integrates with broader infrastructural advances and coinciding challenges in
data-driven digital health, highlighting connections between our findings and work in CSCW and
HCI, before addressing implications specific to our BC data donation research context.

A recent study on disciplinary values within the practices of data-driven domains by Scheuerman
et al. [77] demonstrated how values become embedded in datasets. However, these domains lack
a reflexive culture to consider whose values are present in these datasets [77]. Furthermore, in
reviewing dataset practices in machine learning dealing with highly sensitive data, the authors
identified dehumanizing practices, for example, a lack of ethical considerations when humans
constitute data instances [77]. This extends to the domain of digital health, where Wilcox et al. [89]
describe a lack of considerations regarding the ethical implications of data collection practices,
particularly concerning the treatment of human data subjects who remain largely “undervalued
and understudied” [89]. The neglect of data subjects’ values in technology that mediates consent
processes in digital health can entail far-reaching discrimination consequences for the resulting
datasets: If the modes of data collection lead to the exclusion of vulnerable data-subjects (e.g.,
through unmet information needs and uncertainty), this may result in an under-representation
marginalized groups in the resulting dataset, consequently risking their systemic discrimination in
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clinical decision support systems [83]. Furthermore, a lack of consideration for data-subjects values
perpetuates a current state of power imbalance inherent to current forms of consent interfaces,
which neglect the values of data subjects for the sake of data collectors, adapting dark patterns to
bias end-users towards increasing rates of data-sharing [18, 34, 77, 84, 89]. For these reasons, the
investigations of how power differentials shape technology design along with measures to ensure
representation of such vulnerable stakeholder groups’ values are paramount in domains like digital
health, where handling sensitive data and vulnerable populations are significant concerns [51].
Recent work has argued for the need to bring human-centered design methods to topics related to
the ethical construction of datasets [14, 22, 89], to empower data-subject groups towards deliberate
and value-congruent data-sharing and build towards ethical and inclusive data practices in digital
health [77, 89].

Against this background, the present study demonstrates how adopting a human-centered design
approach can embed end-users’ values into the design of a consent interface, building toward a
larger goal of ethical data practices within digital health technology. As we elicit patient values
regarding consent interfaces within our participatory workshops (see Section 5), we find that they
require consent interfaces to take a facilitator role that supports them in making autonomous and
reflected decisions while satisfying information needs related to the choice at hand. Although recent
works on data donation have already highlighted comparable needs (i.e., to provide mechanisms
for data donors to understand how their data is being used, to protect their privacy, and to ensure
the provision of informed consent; see e.g., [39, 89]), current practical applications in the medical
domain are lacking implementations, as prioritization of legal considerations (e.g., the GDPR)
leads to a disregard for patient engagement and values [28]. The origin of such challenges may be
attributed to the underrepresentation of the patient perspective within the development process
of said standardized German BC form: Therein, extensive consultations were held to inform
the development of the form, which involved all national data protection authorities and all
national ethics committees for medical research. However, only one consultation group of patient
representatives was established (see [93]). Under such circumstances, asymmetries of influence can
likely cause the patients’ perspective and values not to be sufficiently considered when designing
digital health technologies (see also discussion by Dahl et al. [28]). We highlight these context-
specific factors to showcase how the complex design processes shaping digital practices and
processes can involve many actors and disciplines yet fail to support the end-users’ values and
intentions when they are faced with the resulting technology. In data-donation, this means that the
decision currently rests solely with patients, who face a number of challenges, including consent
fatigue, time constraints, limited mental capacities, and cognitive biases (e.g., [3, 85]). Through
showcasing this within our research context, we argue for the greater necessity of adopting a
reflexive approach, sharing responsibility, and adapting human-centered perspectives to technology
design, rather than merely satisfying regulatory requirements are [34] when vulnerable end-user
groups are involved.
In summary, research in the field of CSCW has focused on healthcare as a workplace, where

“patients were invisible apart from being the object of the information and coordination efforts”[35].
However, the advent of new data collection methods has necessitated the development of ethical
consent frameworks in digital healthcare, empowering data subjects to act in accordance with their
values. Our present study contributes to a reflective approach to the design of dataset infrastruc-
tures in digital healthcare as discussed by Scheuerman et al. [77]. To this end, the participatory
involvement of end-users and situated case studies are essential for the design of technology that
supports new data practices and challenges the power structures embedded into current data
infrastructure. Finally, use the BC form as an illustration of how such power structures within the
development processes of digital health might result in a neglection of patient values.



Designing Value-Centered Consent Interfaces 25

10.3 Methodological Reflections on the Mixed-Methods Approach
Focusing on situated contexts and involving stakeholders is crucial when designing to integrate
human values within highly complex application domains like healthcare [18]. For these reasons, we
adopted a human-centered approach to the design of consent interfaces with the specific application
context of BC data donation at a psychosomatic unit of a German university hospital. Specifically,
we followed an exploratory sequential mixed-methods approach [25], which allowed us to ground
our human-centered approach to the design of consent interfaces within the complexities and
nuances of patient values in medical data donation with the specific application context. Overall,
our findings highlight how incorporating such methodological approaches can support technology
design representative of stakeholder values [14, 91]. In the following, we review the limitations and
lessons learned throughout the phases of our mixed-method approach to inform future applications
within CSCW [89]:

Our initial qualitative examination of the application context using participatory workshops
and value clarification techniques (e.g., [12, 59] constituted an in-depth exploration of participants’
experiences, perceptions, and values related to medical data donation. The workshops provided
rich insights into the situated socio-technological context for which we designed, despite not
achieving theoretical saturation due to the limited number of workshops (see [76]). Nevertheless,
the workshops provided an appropriate and valuable perspective for developing a user interface
design within the medical field since they helped us to understand the complexities of the field and
the diverse perspectives on patient needs [50, 91]. Putting such an open exploration of stakeholder
values and participatory design activities as a starting point for technology design can enable
researchers and designers to identify where existing technological infrastructure might have values
embedded that stand against those of the end-users [77]. Furthermore, within the qualitative phase,
it became evident that an ongoing exchange with our participants as stakeholders of this design
process beyond the workshops is crucial to align with the values we advocate for in our work. In
this regard, we continued close engagement with patient advocates by publishing the workshop
results in their community magazines and providing updates on our overall research progress and
publications. The quantitative phase within an exploratory sequential mixed method study serves to
evaluate the design derived on the basis of the insights gathered through engagement with a research
context during the initial qualitative phase [25]. In order to extend the examination of the cognitive
effects involved in prompting reflection to a larger (and potentially generalizable sample [74]), we
conducted a crowdsourcing experiment on the platform MTurk. While this platform is commonly
used for online experiments (see e.g., [55]), we encountered a large number of data quality issues
(see Appendix B.4). These challenges may be attributed to the availability of automated completion
and texting tools on MTurk, which might impact data quality. For future research, we recommend
the consideration of alternative platforms with stricter account validation procedures, such as,
e.g., Prolific, (see [71]) to address these challenges. Finally, we adapted the classical exploratory
sequential mixed method approach by conducting user evaluations in our research context. These
evaluations were carried out in our application context. As the final step of our research process,
this highlighted the value of following such an exploratory sequential approach to designing for
specific contexts, as the design innovations derived from preceding phases were appreciated by the
patients as supportive measures for making sensitive decisions through the BC [61, 93]. For this
reason, we recommend that future exploratory sequential studies implement such a final evaluation
with the given research context to establish the derived design’s applicability in the complexity of
socio-technological reality.
Overall, we suggest using an exploratory sequential mixed-method approach to derive a more

holistic understanding of the impact of a design intervention in the healthcare context: Integrating
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diverse data sources, methods, and perspectives through combining qualitative and quantitative
methods within a mixed-method approach allowed us to gain a holistic understanding of consent
interfaces for data donation, extrapolating insights to inform a larger discourse on the treatment
of individuals in algorithmic data practices [18, 50, 77, 89]. Beyond, we argue that this holistic
understanding should extend to the overall research approach, including the establishment of an
(ongoing) exchange with a variety of direct and indirect stakeholders (e.g., as achieved through
the inclusion of patient representatives, clinical professionals from the collaborating university
clinic as well as subject experts from relevant domains) serves to gain a rich understanding of the
socio-technological reality for which technology is designed [36].

11 CONCLUSIONS AND FUTUREWORK
Our research highlights the broader need to investigate the implications of new data practices
within their socio-technological context. A reflexive approach to technology design requires critical
consideration of the values embedded within the technologies mediating data, seeking to support
vulnerable stakeholders whose values may be overlooked [77]. Specifically, our research contributes
to the design of consent interfaces in digital health by establishing the barriers present in current
solutions and providing directions for the future design of consent interfaces that support patients
in making value-congruent decisions through the introduction and evaluation of the Value-Centered
Reflection Prompt. By introducing and evaluating this novel interface intervention, we demon-
strate the central role that individual values play in shaping people’s data-sharing decisions and
information needs. Focusing on the research context of health data donation, we demonstrate
how a human-centered design approach can help realize design grounded in the perspective of a
vulnerable group (i.e., patients) following an exploratory sequential mixed-method approach. We
encourage further exploration and adoption of mixed-methods approaches in CSCW, particularly
for digital health. Insights gained through the combination of qualitative and quantitative methods
present a valuable resource for informing the discourse between different scientific paradigms at the
center of interdisciplinary collaboration central to advancing digital health efforts (e.g., medicine,
design, ethics, bioinformatics). Further, this will enable researchers to gain richer insights into
the complex interplay between the multiple stakeholders’ perspectives and values within clinical
realities. In this regard, we posit that a human-centered design approach presents a way to steer
against the tendency toward “solutionism” within digital health. It serves to enable digital health
practices that empower end-users by creating technology that supports them in acting in alignment
with their values.
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A SUPPLEMENTARY INFORMATION: PARTICIPATORY VALUE ELICITATION
WORKSHOP

A.1 Questionnaire
With your chosen value in mind, please consider the following questions. You have about one
minute to answer each question. Use the first thoughts that come to mind. These can be full
sentences or keywords describing your thoughts.

(1) How do you define this value?
(2) What does this value mean to you? Why is this value important to you?
(3) Describe a situation in which this value is given importance.
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(4) Describe a situation in which this value is not taken into account.
(5) How does this value possibly affect data donation in a medical context?

B SUPPLEMENTARY INFORMATION: ONLINE EXPERIMENT
B.1 Scenario
We illustrated a highly descriptive scenario to familiarize participants and maintained terminology
throughout the study to avoid misinterpretations. After being introduced to the company details,
participants are asked to test new parts of the user interface of this health data platform. An
interactive, multi-page prototype of the hypothetical health data platform was created for this
purpose. Extending the prototype beyond the value-centered reflection interface follows the goal of
setting up a user flow that is consequently interrupted by the value-centered consent interface (see
Section 6) as a design friction [82]. In addition, consistent interface design, including a company
logo, was used throughout the interface to present a realistic scenario, following Warberg et al. [87]
suggestion that non-realistic scenarios may fail to capture risk perception when participants are
asked to make “authentic” decisions.

B.1.1 Scenario Text. The participants were presented with the following scenario text presenting
a fictional company named "HealthBridge":

What is HealthBridge?
When you get first treated by a new medical professional, the availability of previous health
records can greatly improve the quality of your treatment. Time that is used on gathering
already known health information could be spent on medical treatment instead. To help
with this, our company HealthBridge provides you with an easy and secure way to receive,
store, and share your personal health data. This can include previous diagnoses, medical
certifications, treatment results, and data collected through wearable health devices. We
offer an electronic personal health data storage solution through an online platform, which
allows you to have your health information ready whenever and wherever needed. Our
vision is to keep patients fully in control of their data. You alone control what and how
health data is stored in HealthBridge: you decide which data should be stored or deleted
and which healthcare providers can access your data. Thereby, all data is stored in a secure
and encrypted form. We also envision our platform as contributing to medical innovation
and increased quality of healthcare overall by giving our users the option of making their
data available for clinical research purposes.

What is your task?
We are currently testing new user interface functionalities of the HealthBridge platform.
Please imagine you have recently created a new HealthBridge account and use it to store
medical treatment results and smartwatch health data. Please answer all questions truthfully,
providing answers as you would in real life.

B.2 “Disclosure Options” texts
The following text described the “Disclosure Options” within the value-centered consent interface:

You have the possibility to make certain data available for medical research at universities. This is
optional and can help in driving healthcare innovation and gaining new medical insights. You can
revoke your consent at any time.

• Personal contact data
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If you agree, your personal contact data, specifically your e-mail address, is made available
to university researchers, only for the purpose of informing you about current research
projects.

• Health-wearables data
If you agree, your health data collected by wearables are made available to university
researchers for the purpose of medical research, in an anonymized form. Wearable health
devices like fitness-trackers or smartwatches are valuable for data-driven medical research.

• Medical diagnoses and treatment data
If you agree, your medical diagnoses and treatment data are made available to university
researchers for the purpose of medical research, without including your name or other
directly identifying information.

B.3 KnowledgeQuestionnaire
The following comprehension questions constituted the KnowledgeRetentionScore measurement.
Two questions are asked about per data option and two concerning the overall interface. The
answer options are binary “Yes, No”, with an additional “Don’t know” option to avoid guessing.
The resulting comprehension score is calculated by adding one point for each correct answer and
subtracting one point for each incorrect answer.

• I had the option, to allow for my data to be sold to commercial providers.
• I was able to choose, if my home address is made available to university researchers.
• All data sharing options concerned medical research conducted at universities.
• I was able to choose, If my e-mail address is made available to university researchers.
• According to the "Additional Data Options" I can revoke my consent at any time.
• Making my medical diagnosis and treatment data available would also include directly
identifying information such as my name.

• I could agree to make my health-wearable data available for university researchers.
• I had the option to allow for my keyboard inputs and IP address to be collected.

B.4 Inclusion Critera
We received a total of 621 complete submissions of which we excluded 414 for failing at least two
attention checks. Following the recommendations for collecting quality data on Mturk [73, 88], we
required 1,000 completed HITs with a greater than 95% acceptance rate for workers to participate in
our study. However, we had to reject 60.47% of all MTurk submissions, which is in line with recent
crowdsourcing studies: Dupuis et al. [30] report a noncompliance rate of over 85% for qualitative
responses in their 2022 paper, while Webb and Tangney [30, 88] report that only 2.6% managed to
meet the eligibility criteria.

B.5 Table: Hypothesis 1 Tests

(1) Refl (2) ValueQuestRefl (3) ValueReflPrompt
ValueDiscrepancyScore of Selection 1 M=0.614, SD= 0.278 M=0.548, SD=0.304 M=0.555, SD= 0.290
ValueDiscrepancyScore of Selection 2 M=0.629, SD= 0.274 M=0.565, SD=0.301 M=0.539, SD=0.292
Shapiro-Wilk test for Selection 1 W = 0.893, p < 0.000 W = 0.907, p < 0.000 W = 0.892, p < 0.000
Shapiro-Wilk test for Selection 2 W = 0.892, p < 0.000 W = 0.906, p < 0.000 W = 0.904, p < 0.000
Wilcoxon signed-Rank test W = 3.5, p = 0.889 W = 2.5, p = 0.932 W = 8.5, p = 0.135
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C SUPPLEMENTARY INFORMATION: EXPERT WORKSHOP
C.1 Activity Cards

(1) Direct Stakeholders
Direct stakeholders are individuals or groups of individuals who interact in a context and are
directly affected by it.
From your perspective, write down individuals or groups of individuals who are directly
involved in a health data donation regarding the broad consent.

(2) Indirect Stakeholders
Indirect stakeholders are individuals or groups of individuals who do not interact directly in a
context but may still be affected by it.
From your perspective, write down individuals or groups of individuals who are indirectly
related to a health data donation regarding the broad consent.

(3) Impact
Imagine that the broad consent is used at all German university hospitals.
From your perspective, what would be the associated effects for patients?

(4) Values
Values can be defined as goals that are desirable, worthwhile, or valuable, that transcend a
specific situation, and are generally considered applicable to social life.
From your expertise, what values are important in the context of medical data donation?

(5) Reasoning
Select three values you have identified and that you consider essential for medical data donation.
Describe why and how these values should be considered in the broad consent.

C.2 Value ElicitationQuestions for Patients
(1) Autonomy What is important to you when you share your data?
(2) Non-maleficence Do you have concerns about sharing your data? If so, what are they?
(3) Beneficence/Justice What might be the benefit to you or to society of donating your data?

D SUPPLEMENTARY INFORMATION: USER EVALUATIONS
D.1 Scenario Text
Imagine the following: "You are staying at a local university hospital as part of a treatment program.
The hospital staff asks you to decide whether the medical data collected during your stay can be
used for medical research. You are presented with an application that you can use to make this
decision. In a quiet moment, when you have sufficient time to think about this possibly new topic,
you launch the following application...".

D.2 InterviewQuestionnaire
Feedback on the demonstrator (7 min)

• What impression did the application leave on you now that you have used it?
• Was there something about the application that struck you as negative? Were there any
sections that you found incomprehensible?

• Was there something about the application that struck you as positive?

Interface elements and reflection (10 min)

• How do you decide whether to donate data? Which factors were decisive?
• Did entering your personal needs and values help you to think about medical data donation?
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• The application provided you with information in different places and in different forms
(e.g. text form, video, questions, info boxes). How did you perceive this information? Which
ones were especially important to you or which ones do you remember?

• Before you confirmed your decision regarding data donation, you were shown your personal
needs and values. How did you perceive this?

Medical data donation (3 min):
• Are you familiar with the term medical data donation? If so, how do you know this term?
• What is your general attitude towards medical data donation? Which aspects do you find
good? What worries you about it?

Conclusion
• Is there anything else you would like to mention about the application or medical data
donation?

D.3 Qualitative Analysis: Categories
The valence of the user statements is indicated by "(+)" for a positive perception and "(-)" indicating
negative perception.

Individual decision-making processes
• Pre-determination: Immediate decision based on individual values
• Uncertainty: Single aspects compromise sharing intention as uncertainty remains unresolved
by the information provided (-), specifically regarding:
- Long timeline of data donation
- Scope of data donation
- Possibility of negative health insurance effects
- Request: Accommodate individual information needs through e.g. a hotline

• Control: Sovereignty over one’s data (+):
- Feeling of being in Control (+)
- Request: More granularity in decision

• Privacy: Central consideration for decision outcome
• Motivation to Share:

- Medical Advancements
- Personal Medical Gain
- Altruism

Overall interface evaluation
• Ease of use (+)
• Individual criticism of visual design elements (-)
• Sufficent Information Provision (+)
• Language:

- Concise descriptions (+)
- Good understandability (+)
- Vocabulary: Certain terms not suitable for all user groups (-)

• Multi-modal information presentation:
- Explanatory video (+)
- Provision of subtitles for video (+)

• Structure: Multi-Layered Information Provision:
- Clear Structure (+)
- Segmentation of information provision (+)
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- Possibility to adjust information to personal needs (+)
- Availability of supplemental information (+)
- Text Volume: Too long and/or repetitive (-)
- Request: Adjustment of interface to individual preferences

Overall interface evaluation
• Possibility of active reflection and review (+)
• Reflection Questions: Good understandability (+)
• Provides support against uncertainty (+)
• Reflection Prompt: Decision review provides control (+)
• Decison review: Perceived as unnecessary task (-)
• Reflection prompt: Mistaken as data collection (-)
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