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Abstract

Bayesian Deep Learning (BDL) gives access not only to
aleatoric uncertainty, as standard neural networks already
do, but also to epistemic uncertainty, a measure of confi-
dence a model has in its own predictions. In this article
we show through experiments that the evolution of epis-
temic uncertainty metrics regarding the model size and the
size of the training set, goes against theoretical expecta-
tions. More precisely, we observe that the epistemic uncer-
tainty collapses literally in the presence of large models and
sometimes also of little training data, while we expect the
exact opposite behaviour. This phenomenon, which we call
"epistemic uncertainty hole", is all the more problematic as
it undermines the entire applicative potential of BDL, which
is based precisely on the use of epistemic uncertainty. As
an example, we evaluate the practical consequences of this
uncertainty hole on one of the main applications of BDL,
namely the detection of out-of-distribution samples.
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Résumé

L’apprentissage profond bayésien (BDL) donne acces non
seulement a I'incertitude aléatoire, comme le font déja les
réseaux neuronaux standards, mais aussi a l’incertitude
épistémique, une mesure de la confiance qu’a un mod-
ele dans ses propres prédictions. Dans cet article, nous
montrons par [’expérience que l’évolution des mesures
d’incertitude épistémique en fonction de la taille du mod-
ele et de la taille du jeu d’apprentissage va a l’encontre
de ce que la théorie prévoit. Nous observons ainsi
que lincertitude épistémique s’effondre littéralement en
présence de grands modeles et parfois aussi de peu de
données d’entrainement, alors que nous nous attendons
au comportement inverse. Ce phénomene, que nous nom-
mons "trou d’incertitude épistémique”, est d’autant plus
problématique qu’il sape le potentiel applicatif du BDL,
puisque ce dernier repose précisément sur l’exploitation
de Uincertitude épistémique. A titre d’exemple nous éval-
uons les conséquences pratiques de ce trou d’incertitude
sur l'une des principales applications du BDL, a savoir la
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détection d’échantillons hors-distribution.
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eles.

1 Introduction

In many applications of Machine Learning, optimizing
solely the performance metrics of the predictive model,
such as the accuracy, can result in overconfident interpreta-
tions of erroneous outcomes, and thus, hazardous decisions
in case of critical domains. Therefore, being able to map the
model outputs to some uncertainty quantification metrics, if
well calibrated, is essential from a decision making point of
view. When dealing with Deep Learning models, Bayesian
Deep Learning (BDL) [11, 12, 18, 10, 2], i.e. the applica-
tion of Bayesian inference to deep neural networks, appears
to be one of the keys to estimate such well-calibrated uncer-
tainties.

In statistics, Bayesian inference is known to have unique
assets, which classical point estimators (MLE, MAP, etc)
do not have, one of which is its unique ability to mea-
sure epistemic uncertainty (sometimes also called model
uncertainty) [4, 9]. This form of uncertainty should not
be confused with the aleatoric uncertainty (or data uncer-
tainty) intrinsic to the problem treated (e.g. superposition
of the classes), which is estimated by modelling the distri-
bution P(Y | X, 6) of the output Y of the model condition-
ally on the inputs X and the parameters 6 of the model.
In comparison, the epistemic uncertainty reflects the lack
of knowledge on the value of the model’s parameters due
to the observation of a limited number of training exam-
ples, an uncertainty conveyed by the posterior distribution
P(0|D) of the parameters, resulting from the condition-
ing of a prior distribution by the training dataset D. This
posterior distribution on parameters in turn induces a pos-
terior predictive distribution on the output P(Y | X) =
[ P(Y|X,0) P(0]|D)df, which is necessarily more un-
certain (i.e. of higher entropy) than if the parameters took
a single known value, as is the case with point estimators.
This quantifiable increase in uncertainty makes it possible
to define and to compute the epistemic uncertainty for any
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model output.
Epistemic uncertainty can then be exploited in many appli-
cations. An important one is the identification of out-of-
distribution examples (OOD) underlying many real-world
applications, like the detection of adversarial attacks [16,
] and the design of safe and robust Al for critical ap-
plications [1]. In theory, the level of aleatoric uncertainty
of a prediction, as estimated by standard neural networks,
does not tell anything about the possible OOD nature of
the example. Only abnormally high levels of epistemic un-
certainty, as predicted exclusively by Bayesian neural net-
works, can do so. We could also quote other applications
of epistemic uncertainty, in particular in the field of active
learning [6] and reinforcement learning [3].
While from a theoretical point of view, Bayesian inference
in general and Bayesian Deep Learning in particular are at-
tractive, we show in this paper that in practice, the evolution
of experimental measures of epistemic uncertainty with re-
spect to the size of Bayesian deep neural networks (i.e. the
number of parameters) and the size of the training set, goes
against expectations and what theory predicts. More pre-
cisely, we observe that the epistemic uncertainty collapses
literally in the presence of a strongly parameterized model
and sometimes also of little training data, while we expect
the exact opposite behaviour. We observe this phenomenon
on several well-known prototypical experiments, including
dense networks applied to the image datasets MNIST and
CIFAR10, Convolutional Neural Networks (CNN) ResNet
[7] applied to CIFAR10 and two distinct fundamental types
of BDL models (ensembles [10] and MC-Dropout [5]).
This phenomenon, which we call the "epistemic uncertainty
hole", is all the more problematic as it undermines the entire
applicative potential of the BDL, which is based precisely
on the exploitation of epistemic uncertainty.
The first objective and main contribution of this paper is to
bring to light this "epistemic uncertainty hole" in a rigorous
way and on several iconic experiments. The second objec-
tive is to measure what this epistemic uncertainty hole im-
plies on an essential BDL application, namely the detection
of OOD examples.
The plan of the article is structured as follows. In section 2,
the basics of BDL are recalled, in particular the way the
epistemic uncertainty is computed in the case of a super-
vised classification problem. In section 3, the results of
different experiments are presented, highlighting the "epis-
temic uncertainty hole". In section 4, the negative conse-
quences of the "hole" on the detection of OOD examples
are evaluated. Finally, the section 5 concludes on the re-
search perspectives raised by the problem thus depicted.

2 On Epistemic Uncertainty

In the following, we focus on neural networks addressing
supervised classification problems. In such problems, neu-
ral networks produce as an output a categorical distribu-
tion P(Y |z, w) of the class variable Y € {1,...,C} pre-
dicted from input features' 2. Vector w refers to the set of

!Thereafter bold symbols refer to vectors or more general tensors.

optimizable parameters (i.e weights and biases). In stan-
dard network, the MAP estimator @ ;4 p is computed by
minimizing a regularized cross-entropy loss. However, in
Bayesian networks, parameters are processed as a random
variable W following some prior distribution p(W'). Train-
ing consists in inferring the posterior distribution p(W | D)
conditioned on the training dataset D = {(x;,y;)} thanks
to Bayes’ rule

p(DIW) p(W)
p(D)

This inference cannot be exact for complex models like
neural networks; hence approximate techniques are needed.
Variational inference along with stochastic gradient descent
based on the reparameterization trick [8] are used to in-
fer a simpler approximated posterior gg(W) ~ p(W | D)
where 6 is the set of variational parameters for some prede-
fined family of distributions over the network weights W.
Many different families of variational distributions gg have
been proposed in the field of BDL. We considered here two
prominent options, namely MC dropout [5] and model en-
sembles [10].

Whatever the family of proxies gg retained, the variational
parameters 8, once learnt, are used to estimate the posterior
predictive distribution for some new input z, using Monte
Carlo, i.e by sampling K parameter sets w; from the ap-
proximated posterior:

p(W|D) =

p(Y|z,D) = p(Y |z, w) gg(w) dw

—

Q

K
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4 Zp(Y |z, w;) withw; ~ gg(W)
i=1

In addition to the output distribution, metrics of predictive,
aleatoric, and epistemic uncertainties can be assessed [4]:

* Predictive uncertainty is the total uncertainty of the
model for some sample z, quantified as the entropy of
the posterior predictive distribution, i.e.

Z/[total (x) - H(Y ‘ x, D)
C
- p(ylz,D) log (p(y |z, D)) -

y=1

* Aleatoric uncertainty is the uncertainty intrinsic to the
data due to hidden variables or measurement errors. It
is defined as the average of the uncertainties as pre-
dicted by every sampled model, that is the conditional
entropy of Y given W, i.e.

ualeat.(x> = H(Y |$,W,D)
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Figure 1: Box-plots of the epistemic uncertainty for the evaluations of the ensemble of ResNet18 models trained on CIFAR10
and tested on the test set of CIFAR10 (ID: In-Distribution examples). On the x-axis we have the number of examples used to
train the models and the normalized epistemic uncertainty on the y-axis. ID-mis represents the misclassified examples from
the ID set, ID-all is for the entire ID set and ID-good are the ID examples correctly classified by the ensemble.

* Finally epistemic uncertainty is the difference between
the predictive and aleatoric uncertainties, that is the
mutual information between Y and W, i.e

Uepist.(®) = HY |z,D) —HY |z,W,D)

I(Y;W |z,D).

Epistemic uncertainty is thus the portion of uncertainty
onY given z that is shared with W and therefore, that
is reducible by observing more couples (z;, y;). Intu-
itively the epistemic uncertainty measures the surprise
effect caused by a sample z, i.e. the discrepancies be-
tween « and the training dataset.

All previous uncertainties are upper bounded by log(C)
(i.e. the maximal entropy that a C-categorical distribution
can reach). Consequently and for the sake of comparison,
we divide uncertainty metrics by log(C') to consider nor-
malized versions ranging from 0 to 1.

Given these considerations, several properties are expected
from epistemic uncertainty:

* First, the average epistemic uncertainty Z:lepl-st, com-
puted on some test dataset is expected to decrease
when the size of the training dataset D increases, as
then, the test samples are more likely to be similar to
the train dataset so that the surprise effect should get
lower on average.

¢ Second, Z;{em- st. 18 expected to increase with the num-
ber of model parameters, i.e the dimension of W, as
the more parameters a model has, the more likely it is
to fit the data in multiple ways. Put another way, the
posterior and thus the posterior predictive will tend to
be flatter, making the epistemic uncertainty grow.

* Finally the average epistemic uncertainty gg;gt. com-
puted on OOD samples (i.e samples that are distinctly
different from the training examples) is expected to be
significantly larger than uncertainty Uep;s;. computed
on in-distribution samples (ID).

The next section explores experimentally the extent to
which the two first requirements are met whereas section 4
addresses the third expectation.

3 The Hole of Epistemic Uncertainty

In this section, we illustrate from an experimental perspec-
tive the hole of epistemic uncertainty.

3.1 A motivating example

We start by a motivating and prototypical example where
we show that the epistemic uncertainty average Z;{em-st, is
not a regular decreasing function of the number of train-
ing samples as we could expect. For this purpose, we have
trained an ensemble of K = 10 CNN ResNet18 [7] models
on subsets of CIFAR10 of varying length. The results are
shown in Figure 1.

Considering in-distribution samples (ID-all), we see the
epistemic uncertainty behaves as expected when the model
is trained with a thousand images or more. However, be-
low that threshold, uncertainty paradoxically increases with
the number of training samples. We can take the analysis
one step further by splitting ID-all into correctly classified
examples (ID-good) and misclassified ones (ID-mis). We
see a clear separation of the corresponding box-plots for
large training datasets. This confirms the proper function-
ing of the network, misclassified examples being on average
more controversial. However we also notice that for small
datasets, box-plots get aligned, and above all, less scattered.
This suggests that epistemic uncertainty of networks trained
on little data is non-informative. We investigate this prob-
lem more in depth in the next subsection.

3.2 A two-dimensional analysis

In this experiment, we will report the uncertainties as a
function of both the number of parameters in the model
and the size of the training set. We chose to work with
Multilayer Perceptron (MLP) models rather than CNNs as
controlling the size of MLPs is straightforward, by simply
changing the number of neurons of hidden layers. As men-
tioned above, two types of BDL will be used: ensembles
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Figure 2: Heatmaps of the normalized epistemic uncertainties on ID samples: the test sets of MNIST (2a, 2b) and CIFAR10
(2c, 2d). On the x-axis we have the number of neurons in the hidden layers and the number of samples used to train the models

on the y-axis. Only the average of each test is reported.

(a) MNIST - Ensemble

(b) MNIST - MC-Dropout

(c) CIFAR10 - Ensemble (d) CIFAR10 - MC-Dropout

Figure 3: Heatmaps of the models accuracy on ID samples: the test sets of MNIST (3a, 3b) and CIFAR10 (3¢, 3d). On the
x-axis we have the number of neurons in the hidden layers and the number of samples used to train the models on the y-axis.

and MC-Dropout. For the former, we will use an ensem-
ble of 10 MLPs with 2 hidden layers. For the latter, we
keep the dropout layers [15] stochastic in test mode and for
a given input, we will compute K outputs resulting from
K independent dropout samples. Both the hidden layers
are followed with dropout layers with a rate of 0.5. For
the reported results, we used K = 30. We also tested
with K = 10 and it yields the same results. We run the
same experiment for both MNIST (Fig. 2a, 2b) and CI-
FARI10 (Fig. 2c, 2d) datasets. The models are trained us-
ing Stochastic gradient descent (SGD) algorithm for 100
epochs on MNIST and for 200 on CIFAR10.

3.2.1 MLP models trained on MNIST

As one would expect, for a fixed model, the epistemic un-
certainty does indeed decrease, when training it on more
datapoints. However, when analyzing on a fixed train set,
the epistemic uncertainty surprisingly decreases when in-
creasing the number of parameters of the model. We also
noticed that the aleatoric uncertainty is dominant in the pre-
dictive uncertainty term. This is true for both the ensemble
models (Fig. 2a) and MC-Dropout (Fig. 2b).

3.2.2 MLP models trained on CIFAR10

The behaviour of epistemic uncertainty gets even more
paradoxal when considering a more complex dataset such
as photos of CIFAR10. This time, whether with ensem-
bles (Fig. 2c) or MC dropout (Fig. 2a), the epistemic un-

certainty is neither a monotonic function for a fixed size of
the training set nor for a fixed size of the model. While for
large models and few data (i.e. the bottom right corner of
heatmaps) we expect a peak of uncertainty, we observe in-
stead a depression, resulting in a clear diagonal ridge from
bottom left to top right. This unexpected depression is what
we call the "epistemic uncertainty hole".

Also we note some differences on the results when using ei-
ther ensembles or MC-Dropout. In particular a strange arte-
fact, so far unexplained, appears with MC dropout (Fig. 2d)
for medium-sized dataset (around 500 data samples).

3.2.3 Performances and uncertainties

It could be argued that we only considered the measures
of epistemic uncertainty without checking the level of ac-
curacy reached by the models. We can verify on Figure 3
that the networks work perfectly well from the sole point
of view of accuracy: while CNNs or more sophisticated
MLPs (e.g ResMLP [17]) can achieve better performance,
the reached levels of accuracy are rather good for stan-
dard MLPs. Also for a fixed training set, the larger mod-
els are relatively more accurate than the smaller ones, with
the ensemble models performing generally better than the
MC-Dropout models (this is expected as the effective num-
ber of parameters of MC dropout should be multiplied by
1 — Pdropout = 0.5 to make a fair comparison with ensem-
bles). We do not observe any over-parametrization /overfit-
ting effect as the accuracy does not drop for large models.
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Figure 4: Difference between the normalized epistemic uncertainties on OQOD samples and on ID samples. On the x-axis we
have the number of neurons in the hidden layers and the number of samples used to train the models on the y-axis. Only the

average of each test is reported.
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Figure 5: AUC score, centered at 0.5, based on the normalized epistemic uncertainty: 0 for ID and 1 for OOD.

As a conclusion to this section, the accuracy of the model
and its epistemic uncertainty are clearly two uncorrelated
complementary pieces of information.

4 Consequences on OOD detection

In this section, we assess the consequence of the epistemic
uncertainty hole on the BDL application of OOD detec-
tion. As stated in Sect. 2, we expect that the average L?g;fst
of epistemic uncertainty computed on OOD samples be
larger than the one Z//%; ., computed on ID samples. We
verified this assumption by displaying on Fig. 4 the gap
AU = UL, — UL, as a function of the model and
training dataset sizes. We used as OOD samples, the test
sets of SVHN [13] and FashionMNIST [19] datasets for
models trained on CIFAR10 and MNIST respectively. For
MNIST (Fig. 4a and Fig. 4b) results are globally consistent
as the difference is positive everywhere (blue color). How-
ever we already observe for ensembles (Fig. 4a) that the
larger the model, the smaller the difference. This counter-
intuitive fact, that stems from the uncertainty hole, is less
visible with MC dropout even if we can guess this phe-
nomenon does not disappear but is simply pushed towards
larger models (right edge of heatmap on Fig. 4b).

These issues are clearly amplified when testing on CI-
FAR10 (Fig. 4c and Fig. 4d). In fact, the difference
clearly appears negative (red color) in two opposite regions.
The one for large models and few data (bottom right of

heatmaps) is consistent with the uncertainty hole. More

surprising is the second regime for small models and many
data (top left). In that case, small networks trained on large
datasets exhibit as expected, small epistemic uncertainties
on ID examples. The paradox is that OOD samples have
even smaller epistemic uncertainties. We currently investi-
gate the reason of this misbehavior, which is clearly not a
spurious artefact.

We finally quantified the impact of these defects on the ca-
pacity of Bayesian neural networks to detect OOD samples.
To this end, we considered the binary classification prob-
lem consisting in separating OOD from ID samples given
their levels of epistemic uncertainty. We evaluated the AUC
metric of such classifier. Results given on Figure 5 appear
fully consistent with the observations on the difference Al/.
While OOD detection works well for large models with
large data, the AUC gets lower than the AUC 0.5 of random
classifiers in both previously discussed regions, illustrating
the unexpected change of sign of Al{ in these areas.

5 Conclusion

In this article, different experiments consistently high-
lighted the existence of a “hole” of epistemic uncertainty
as produced by Bayesian deep networks. This hole in turn
entails negative consequences on real-world BDL applica-
tions, such as the detection of OOD samples. This immedi-
ately opens up two research perspectives. The first one is to
understand precisely the reasons of this hole and the factors
influencing it. This clearly requires a simultaneous analysis



of both epistemic and aleatoric uncertainties as they interact
closely. The second perspective is to design new corrective
measures that will make Bayesian neural networks behave
as expected with regard to epistemic uncertainty. Only an
effective response to this problem will make Bayesian neu-
ral networks a convincing solution, not only from a theoreti-
cal point of view but also and above all, from an application
perspective.
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