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Abstract—Text-to-speech (TTS) has been extensively studied
for generating high-quality speech with textual inputs, playing
a crucial role in various real-time applications. For real-world
deployment, ensuring stable and timely generation in TTS models
against minor input perturbations is of paramount importance.
Therefore, evaluating the robustness of TTS models against
such perturbations, commonly known as adversarial attacks, is
highly desirable. In this paper, we propose TTSlow, a novel
adversarial approach specifically tailored to slow down the
speech generation process in TTS systems. To induce long TTS
waiting time, we design novel efficiency-oriented adversarial loss
to encourage endless generation process. TTSlow encompasses
two attack strategies targeting both text inputs and speaker
embedding. Specifically, we propose TTSlow-text, which utilizes a
combination of homoglyphs-based and swap-based perturbations,
along with TTSlow-spk, which employs a gradient optimiza-
tion attack approach for speaker embedding. TTSlow serves
as the first attack approach targeting a wide range of TTS
models, including autoregressive and non-autoregressive TTS
ones, thereby advancing exploration in audio security. Extensive
experiments are conducted to evaluate the inference efficiency
of TTS models, and in-depth analysis of generated speech
intelligibility is performed using Gemini. The results demonstrate
that TTSlow can effectively slow down two TTS models across
three publicly available datasets. We are committed to releasing
the source code upon acceptance, facilitating further research
and benchmarking in this domain.

Index Terms—Text-to-speech; Inference efficiency; Model ro-
bustness; Adversarial attack; Audio security.

I. INTRODUCTION

TEXT-to-speech (TTS) is a task that aims to generate
spoken speech based on a given text input [1]–[4].

TTS has achieved remarkable advancements from the autore-
gressive TTS models [5]–[9] to the non-autoregressive TTS
approaches [10]–[19] and neural vocoders [20]–[24] as well
as the integration of diffusion models [25]–[29] in recent years.
These developments have led to diverse applications in virtual
assistants, audiobooks, voice-over narration, and navigation
systems [30]–[33].

Real-time inference capability is crucial for a TTS system
to be deemed production-quality [34], [35], as without it, the
system becomes impractical for most TTS applications [31].
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Efficiency robustness and audio security are critical com-
ponents of various practical applications of TTS systems
[36], [37]. Notably, excessively long speech generation in
TTS systems can even significantly compromise security in
various domains. In banking, delayed speech synthesis may
hinder transaction verification and security notifications, which
give fraudsters more time to exploit vulnerabilities, posing a
heightened risk to bank security and customer assets [38],
[39]. In home security, slow TTS can delay critical alerts (e.g.,
intruder detection, fire alarms), reducing system effectiveness
and increasing the risk of harm and property damage [37]. In
car security, prolonged speech generation can delay navigation
instructions and critical alerts, posing safety hazards [40], [41].
Thus, TTS models must prioritize high-efficiency robustness to
ensure usability, practicality, and effective security measures.
However, current efficient TTS works mainly focus on improv-
ing inference speed with normal inputs [11], [12], [19], while
the robustness of TTS models against minor perturbations
remains largely unexplored.

Adversarial attack serves as a common and effective practice
to evaluate the robustness of neural models recently for real-
world applications [36], [37]. Adversarial attacks aim to elicit
incorrect predictions through slightly altering the input data,
thereby enabling the automatic detection of the flaws in
existing neural models and revealing their vulnerabilities [42]–
[45]. This attack process, in turn, aids in assessing and
enhances neural model robustness [36], [46]–[48]. Motivated
by the success of adversarial attacks and the under-studied
robustness issue of TTS models, we propose TTSlow, a simple
yet effective unified adversarial approach, to examine whether
existing TTS models can provide stable and timely responses
when confronted with maliciously perturbed inputs, termed as
efficiency robustness.

Based on the observations that longer speech outputs lead to
more inference steps and excessively long generation time in
TTS models, we design TTSlow to automatically discover ma-
licious inputs that can elicit endless speech generation process
through nearly imperceptible input perturbations. Specifically,
TTSlow consists of two novel attack techniques: TTSlow-
text, which incorporates both character-swap attack and homo-
glyphs replacement attack, and TTSlow-spk, achieved through
a speaker-oriented projected gradient descent attack. Extensive
experiments on both autoregressive and non-autoregressive
TTS models on three datasets show that both TTSlow-text and
TTSlow-spk can significantly harm the inference efficiency
with longer speech, longer inference time, higher inference
energy and an average attack success rate (ASR) of 90.39%.
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The contributions of this paper include:
• New Problem Characterization: We identify a novel

audio security problem within the TTS domain, focusing
on the automatic detection of model flaws to advance the
field towards more trustworthy TTS systems. To the best
of our knowledge, this is the first study to systematically
investigate into the robustness of inference efficiency in
TTS systems.

• Novel approaches: We propose novel optimization-
oriented loss objectives for both text and speaker
embedding-based adversarial attacks. Our TTSlow ap-
proach is also designed to encompass both autoregressive
and non-autoregressive scenarios in TTS models, offering
distinct objective designs tailored to each scenario. This
work represents the first successful implementation of
near-human imperceptible adversarial attacks on TTS
systems.

• Comprehensive Experimentation: We conduct a sys-
tematic evaluation of two proposed attack strategies on
two TTS models across three publicly available datasets.
Our findings underscore the need for future research
aimed at enhancing and safeguarding the inference ef-
ficiency robustness of TTS models.

The rest of this paper is organized as follows. Section II de-
scribes related work on TTS and adversarial attacks, providing
context for the proposed model design. Section III presents
an overview of our proposed TTSlow approach and two
proposed attack strategies. Section IV introduces the proposed
objective functions for TTSlow in both autoregressive and
non-autoregressive scenarios. Section V details the database
and experimental setup. Section VI discusses the experiment
results. Finally, Section VII concludes the study.

II. RELATED WORK

We review text-to-speech models and adversarial attacks to
establish the foundation of this work.

A. Text-to-speech Models

Text-to-speech (TTS) has garnered significant attention in
recent times, powering numerous real-world applications [49]–
[52]. In our investigation of the factors affecting TTS models’
inference speed in practical applications, we delve into the
length prediction mechanisms during the speech generation
process. The determination of when a TTS model should
stop generating speech distinguishes TTS models into two pri-
mary categories: autoregressive and non-autoregressive models
[10]–[12]. Autoregressive TTS models typically stop speech
generation based on the prediction of a stop token [5]–[9] ,
whereas non-autoregressive TTS models determine the length
of the generated speech using a duration predictor [10]–[17].

Among these models, SpeechT5 stands out as a powerful au-
toregressive model, structured on an encoder-decoder architec-
ture [53]. It demonstrates exceptional speech quality through
extensive pre-training on large-scale unlabeled speech and
text data, showcasing its potential for real-world applications.
Conversely, VITS has gained fame and widespread adoption
as a non-autoregressive model, utilizing variational inference

with adversarial learning in an end-to-end TTS system [14],
[15]. These models, SpeechT5 and VITS, are selected as
representative backbone TTS models for this study due to their
distinct approaches and strong performance in their respective
categories.

B. Adversarial Attacks

Recently, the adversarial attack methods has been developed
to evaluate the efficiency robustness of the machine-learning
models for real-world applications, and it has been intensively
studied in computer vision [46], [47], machine translation
[54], natural language processing [42]–[45], automatic speech
recognition [36], [48], [55]–[58] and speaker identification
[59], [60] domains.

Adversarial attacks can be classified into accuracy-oriented
and efficiency-oriented attacks [42]–[47], [54]. Accuracy-
based attacks target reducing the robustness of models by
decreasing recognition performance, as seen in adversarial
attacks on speech recognition models [36], [48], [55]–[58].
Efficiency-oriented attacks, like SlothSpeech [36], focus on
diminishing system inference efficiency, significantly impact-
ing speech recognition model performance. However, there is
a notable lack of research exploring the resilience of TTS
models against security threats (adversarial attacks) from both
accuracy and efficiency perspective. This paper aims to bridge
the existing gap by proposing an adversarial attack method to
analyze efficiency robustness for TTS systems.

III. TTSLOW

In this section, we formulate the research problem and
describe our proposed TTSlow approach, which includes two
attack strategies: TTSlow-spk and TTSlow-text.

A. Problem Formulation

TTSlow aims to accomplish two objectives: (i) significantly
increasing the computational time and reducing the inference
efficiency for the victim TTS model, and (ii) maintaining
minimal perturbations in the generated output. With these
goals in mind, we approach the problem as one of constrained
optimization problem:

∆ = argmax
δ

lenf (x+ δ) s.t.||δ|| ≤ ϵ, (1)

where x represents the given benign input, and ϵ denotes the
maximum allowed adversarial perturbation. f is the victim
TTS model and lenf (·) is the output sequence length of
the victim TTS model. Our proposed approach, TTSlow,
seeks to find the optimal perturbation ∆ that reduces the
efficiency while ensuring that the perturbation remains within
the permissible threshold ϵ (i.e., nearly human unnoticeable).

B. Overview of TTSlow

Fig. 1 shows an overview of proposed TTSlow against
a typical multi-speaker TTS model. Conditioned on both
benign text input and speaker embedding, the trained TTS
models successfully synthesize approximately 1.75 seconds of
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Fig. 1: The overview network architecture of (a) typical TTS generation process and the proposed TTSlow with two attack
approaches: (b) TTSlow-spk and (c) TTSlow-text.

synthesized speech, as depicted in Fig. 1 (a). Yet, when small
perturbation is added to either the benign speaker embedding
(TTSlow-spk in Fig. 1 (b)) or the benign text input (TTSlow-
text in Fig. 1 (c)), the generated speech length suddenly
increases to approximately 4.5 seconds, leading to longer
generation process and a decrease in inference efficiency. The
TTSlow approach employs two attack techniques to modify
the given inputs and craft adversarial examples in Fig 1. The
proposed attack techniques are tailored for various TTS sce-
narios: TTSlow-spk suits multi-speaker models with speaker
embedding, TTSlow-text is applicable to both multi-speaker
and single-speaker models using characters as inputs. These
attack techniques will be further detailed in the subsequent
sections.

C. TTSlow-spk

We begin by introducing the TTSlow-spk to assess the
inference efficiency robustness of victim TTS models, as
depicted in Fig. 1 (b). TTSlow-spk aims to generate an
adversarial speaker embedding sample sadv using projected
gradient descent [61], [62] as the optimization approach while
keeping the input text fixed.

1) Gradient Optimization: To slow down the speech gen-
eration, we propose to make the victim TTS model generate
longer adversarial speech through updating the perturbation
and optimizing the TTSlow-spk loss, denoted as LTTSlow-spk,
aiming for no-stop speech generation. The TTSlow-spk attack
is executed through iterating perturbations using gradient
optimization with respect to the loss function LTTSlow-spk.
The updated perturbation δ for each iteration is computed as
follows:

sadv = s+ δ,

δ ← Π {δ − α · sign(▽δLTTSlow-spk(f(s+ δ)))}
(2)

where s denotes the input speaker embedding, and α is the
learning rate. ▽δLTTSlow-spk is the gradient of the TTSlow-spk
loss with respect to the perturbation δ. Π{·} is the projection
function that enforces the ℓp constraint on the perturbation:

Πℓp(sadv) = argmin
z∈S
∥sadv − z∥p, (3)

where z is an element within the feasible set S, and ∥ · ∥p
denotes the ℓp norm. Π{·} maps sadv to the closest point z
in S under the ℓp norm. We consider both ℓ2 and ℓinf for
distance norm.

2) Attack Methodology: After explaining the gradient op-
timization attack mathematically, Fig. 1 (b) visually depicts
the process of adding perturbation to the benign speaker
embedding input, leading to the creation of adversarial speaker
embedding sadv. This adversarial embedding is then fed into
the victim TTS model to compute the TTSlow-spk loss.
Further details regarding the TTSlow-spk loss will be provided
in Section IV. After multiple iterations, the TTSlow-spk seeks
to identify the optimal perturbation δ that minimizes the loss
LTTSlow-spk (thereby reducing the efficiency) while adhering to
the perturbation constraint to remain the allowed threshold.
This optimization process also aims to achieve near imper-
ceptibility to humans, as measured by the distance norm.

D. TTSlow-text

Inspired by novel text replacement approaches in NLP [44],
[63], we propose TTSlow-text, as illustrated in Fig. 1 (c),
which combines two text-oriented attacks, homoglyphs re-
placement attack, and character swap attack. Homoglyphs are
unique characters that render the same glyph or a visually
similar glyph. TTSlow-text is designed to maintain the original
text length while generating adversarial samples that are
almost imperceptible to humans.
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Fig. 2: Overview of TTSlow with TTSlow-text and TTSlow-
spk Attacks on the autoregressive SpeechT5-tts Model

1) Attack Methodology: Text-oriented attacks specifically
target text inputs while keeping the speaker embedding input
unchanged. TTSlow-text is proposed to iteratively modify
the given text inputs to create adversarial examples in two
strategies towards the TTSlow-text loss LTTSlow-text, as depicted
in Fig. 1 (c). These two strategies include the character swap
(char) attack, which replaces one character in the input text
with another randomly selected character from the original
character vocabulary, and the homoglyphs replacement (homo)
attack, which replaces a character with its corresponding ho-
moglyph. The homoglyph character mapping used in TTSlow-
text follows the default mapping from TextBugger [45]. The
number of characters for replacement is decided by a fixed
ratio of the input character length, and we set the ratio to
0.05.

2) Differentiable Objective Approximation: Unlike attack-
ing input speaker embedding, TTSlow-text encounters a non-
differentiable issue since the input text is not differentiable in
our optimization objective, as shown in Equation 1. Therefore,
we propose to design a differentiable objective to approximate
our adversarial goals.

We consider replacing the original character with another
character t̂ to achieve the optimal perturbation δ:

δ = argmax
t̂

Inct,t̂, (4)

To compute the target character, we define character replace
increment Inct,t̂ to measure the efficiency degradation caused
by replacing character t to t̂:

Inct,t̂ =
∑
j

(E(t̂)− E(t))j ×
∂LTTSlow-text(t)

∂tji
, (5)

where t denotes the input text and E(·) represents the text
embedding vector of a given token. We note that E(·) is
differentiable. Inct,t̂ denotes the increase in the gradient of our
objective function, resulting from replacing token t with token
t̂. LTTSlow-text is to encourage TTS model to generate non-stop
speech frames, thereby slowing down the speech synthesis
process. Further details regarding the TTSlow-text loss will
be provided in Section IV.

3) Perturbation Generation and Candidates Selection:
Subsequently, we employ the approximated objective function
to introduce minor perturbations to the input text, generating a
set of adversarial candidates for both char and homo strategies
that adhere to the specified imperceptibility constraints. We
generate 100 adversarial candidates for both char and homo
strategies.

Once the adversarial candidates are generated, we select
the valid ones for the next iteration update, as illustrated in
Fig. 1 (c). To accomplish this, we discard candidates that fail
to meet the constraints specified in Equation 1 and then select
the top three candidates based on their fitness scores for the
next search iteration.

IV. TTSLOW OBJECTIVE FUNCTIONS

Among TTS models, there are two prevalent mechanisms
to determine the output speech length: length predictor for
non-autoregressive models, and special end-of-speech token
for autoregressive model. To apply TTSlow on a wide range of
TTS models, we propose distinct objective functions for these
two length control mechanisms. In this section, we introduce
our proposed objective functions in detail. Specifically, we
delve into an autoregressive TTS model SpeechT5 [53], and a
widely adopted non-autoregressive TTS model VITS [15] to
explain the attack methodologies.

A. Autoregressive TTS Model

To gain a comprehensive understanding of how TTSlow
attacks operate on an autoregressive TTS model, we illustrate
the attack process targeting SpeechT5-tts in Fig. 2 where
Speecht5-tts processes both text and speaker embedding in-
puts. Its architecture comprises a text encoder pre-net, text
encoder, speech decoder pre-net, speech decoder, and speech
decoder post-net. The speech decoder pre-net processes the
log Mel-filterbank input in an autoregressive manner [53].
Subsequently, we delve into the specifics of how TTSlow is
achieved concerning speaker embedding and text input.

1) TTSlow-spk on Autoregressive TTS Model: When the
given benign input is a speaker embedding, TTSlow-spk
attacks the speaker embedding while keeping the text input
unchanged. As depicted in Fig. 2 (b), the text encoder pre-
net initially transforms the unchanged text input into an
embedding vector, which is then further converted to text
representation via the text encoder [53]. The X-vector [64]
serves as the benign speaker embedding and is concatenated
with the output of the speech-decoder pre-net, followed by
a linear layer. Similarly, in Section III-C1, the adversarial
speaker embedding is obtained by adding the benign speaker
embedding and the perturbation, which is updated via gradient
optimization.

The speech-decoder post-net comprises two modules. The
first module aims to convert the decoder output to a scalar
through a binary classifier for predicting the stop token [53]
(scalar 0 for no-stop and 1 for stop), where TTSlow-spk is
intended to encourage the prediction of non-stop tokens. The
second module predicts the log Mel-filterbank by feeding the
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decoder output into a linear layer and five 1-D convolutional
layers [53].

To slow down the speech generation, we propose to make
the victim TTS model generate longer speech by optimizing
the decoder post-net output towards the conversion to no-stop
tokens. Therefore, the TTSlow-spk objective in Equation 2 can
be calculated as:

LTTSlow-spk = LBCE(f(s+ δ), y), s.t.||δ|| ≤ ϵ, (6)

where s denotes input speaker embedding and LBCE represents
binary cross entropy loss between the generated scalar from
the binary classifier and target scalar y for non-stopping
purposes.

2) TTSlow-text on Autoregressive TTS Model: When the
given benign input is text, TTSlow-text attacks the text while
keeping the speaker embedding input unchanged, as shown in
Fig. 2 (a). The benign text input undergoes iterative modifi-
cations through differentiable objective approximation in two
strategies, char, and homo, as illustrated in Section III-D2.

For instance, in Fig. 2 (a), the benign text input ”I HAVE
A PUPPY” is altered to ”I HATE A PUPPY” by swapping
the character ”V” with ”T” in the char strategy, and adjusted
to ”I HAVE A PUPPY” by replacing ”V” with ”V” in the
homo strategy. The objective of TTSlow-text is to encourage
the Victim TTS model to generate non-stop speech, and the
TTSlow-text loss in Equation 5 can be computed as:

LTTSlow-text = LBCE(f(E(t+ δ)), y), s.t.||δ|| ≤ ϵ, (7)

where t denotes input text and E(·) represents the text em-
bedding vector.

In summary, our proposed TTSlow approach aims to dis-
cover the optimal perturbation δ that minimizes either the loss
LTTSlow-text or LTTSlow-spk by encouraging the generation of stop
token, thereby reducing inference efficiency.

B. Non-autoregressive TTS Model

Different from autoregressive model that generates speech
in a sequential manner, non-autoregressive models are able to
generate speech in parallel via duration predictor. We present
the TTSlow attack process on the recent state-of-the-art non-
autoregressive VITS model [14], [15] in Fig. 3. VITS is a
parallel end-to-end architecture based on conditional varia-
tional auto-encoder (VAE), a stochastic duration predictor for
alignment generation, Transformer-based encoder, and HiFi-
GAN based decoder [15].

1) TTSlow-spk on Non-autoregressive TTS Model: When
provided with a benign speaker embedding, TTSlow-spk at-
tacks the speaker embedding of VITS while keeping the text
input unchanged. The adversarial speaker embedding is also
obtained by adding the benign speaker embedding and the
perturbation, which is updated via gradient optimization as in
Section III-C1. Subsequently, the updated adversarial speaker
embedding is inputted into the decoder and stochastic duration
predictor. The stochastic duration predictor plays a crucial
role in estimating the distribution of text token durations
and generating alignments for speech synthesis based on the
inferred durations, as in Fig. 3 (b).

Text Encoder

Benign text input
I  HAVE A

PUPPY

I  HATE A
PUPPY

I  HAVE A
PUPPY

Character Swap Homo
Replacement

(a) TTSlow-text

Adversarial 
speaker embedding

Perturbation

Benign speaker embedding input

char vocab

(b) TTSlow-spk

Stochastic
duration predictor

Decoder

Alignment generation

TTSlow

Update
duration

Fig. 3: Network Architecture of TTSlow with TTSlow-text and
TTSlow-spk Attacks on the non-autoregressive VITS Model

To this regard, we introduce a novel TTSlow-spk objective
designed for non-autoregressive TTS models. The TTSlow-
spk loss is formulated to maximize the cumulative output
duration predicted by the stochastic duration predictor, thereby
extending the length of the synthesized speech waveform.
The TTSlow-spk objective, as defined in Equation 2, can be
computed as follows:

LTTSlow-spk = −
∑

D(s+ δ), s.t.||δ|| ≤ ϵ, (8)

where s denotes input speaker embedding and D signifies the
output duration predicted by the stochastic duration predictor.
Consequently, minimizing the TTSlow-spk loss is aimed at
maximizing the output duration, ensuring continuous speech
synthesis with non-stop purpose.

2) TTSlow-text on Non-autoregressive TTS Model: When
provided with a benign text input, TTSlow-text attacks the
text content while preserving the speaker embedding input, as
depicted in Fig. 3 (a). The benign text input undergoes iterative
modifications through differentiable objective approximation
in two strategies, char, and homo, as illustrated in Sec-
tion III-D2. We introduce an innovative objective for TTSlow-
text, which incentivizes the Victim TTS model to generate
longer-duration speech by amplifying the duration outputs
from the stochastic duration predictor. Thus, the TTSlow-text
loss defined in Equation 5 can be computed as:

LTTSlow-text = −
∑

D(E(t+ δ)), s.t.||δ|| ≤ ϵ, (9)

where t denotes input text and E(·) represents the text em-
bedding vector.

In summary, our proposed TTSlow approach aims to dis-
cover the optimal perturbation δ by optimizing either the
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proposed objective LTTSlow-text or LTTSlow-spk via duration max-
imization to reduce the inference efficiency of the victim non-
autoregressive TTS model.

V. EXPERIMENTS

In this section, we present datasets and experimental setup.

A. Datasets

For evaluation purposes, we utilize three widely recognized
TTS datasets from Huggingface: the LibriSpeech dataset [65],
the LJ-Speech dataset [66], and the English dialects database
[67], assessing them against multiple attack approaches. To
manage computational demands, we evaluate the first 100
utterances from the LJ-Speech dataset1 and the first 100 utter-
ances of the clean test subset from the LibriSpeech dataset2.
Additionally, we include the first 100 unique sentences from
the Scottish female subset of the English dialects dataset 3 for
further evaluation. It’s important to note that the LibriSpeech
and LJ-Speech datasets are English datasets, while the English
dialects dataset provides English accents, contributing to the
diversity of our study.

B. Experimental Setup

1) TTS Model Architecture and Attack Details: For all
attack approaches, we set the total number of iterations as 100
and beam size as 3. Learning rate α is set to 0.1 for TTSlow-
spk, and we refer TTSlow-spk (l2) and TTSlow-spk (linf) with
ℓ2 norm and ℓinf norm in Table I, respectively. All models are
implemented in Huggingface, where SpeechT5-tts is publicly
available in the link 4. The encoder-decoder backbone in
SpeechT5-tts contains twelve Transformer encoder blocks and
six Transformer decoder blocks [53]. The text pre-net consists
of a shared embedding layer, the speech-decoder pre-net and
post-net use the same setting as in [53]. The HiFi-GAN
vocoder [68] is used to convert the log Mel-filterbank to the
raw waveform. Detailed parameters follow [53] and can be
found in the source codes. Target scalar y is set to 0 to indicate
no-stopping operation.

Our experiments utilize the publicly available VITS-VCTK
model 5 as the VITS victim model for speaker-oriented attacks
(referenced in Table I). This model is trained using the
VITS architecture on the VCTK dataset, which consists of
approximately 44,000 short audio clips spoken by 109 native
English speakers, totaling around 44 hours of audio [15].
For speaker based attack approaches, we randomly select
one speaker from 109 speakers to form the benign speaker
embedding input. We also employ MMS-TTS model [14] as
VITS victim model for text-oriented attack (also referenced in
Table I), which is publicly accessible via the link 6. MMS-
TTS builds upon the VITS architecture [15] and extends its
capabilities to support a triple-language setting across 1,107

1https://huggingface.co/datasets/lj speech
2https://huggingface.co/datasets/librispeech asr
3https://huggingface.co/datasets/ylacombe/english dialects
4https://huggingface.co/microsoft/speecht5 tts
5https://huggingface.co/kakao-enterprise/vits-vctk
6https://huggingface.co/facebook/mms-tts-eng

languages. This advancement introduces greater challenges,
given its increased power and awareness of large text corpora.

2) Baselines: We present two baseline methods for each of
our proposed attack techniques. In text-oriented attacks, the
text baseline involves character swaps and homo replacements,
without employing the iterative differentiable approximation
optimization approach designed in our method. The number of
characters replaced is determined by a fixed ratio of the input
character length, set at 0.05. As for the speaker embedding
attack baseline (speaker baseline), we utilize Gaussian pertur-
bations without the proposed objective function and gradient
optimization techniques.

VI. RESULTS AND DISCUSSION

To evaluate the efficacy of our attack strategies, we quantify
the output speech frames (# Frames), with a higher count
indicating better performance. Table I presents the maximum
and mean values of this metric for each dataset, along with
the mean and max increment percentages to show improve-
ments over original counterparts. Furthermore, we conduct a
comprehensive analysis of inference efficiency in Fig. 6 and
Fig. 5, including factors such as inference time and inference
energy consumption, using visual methods.

We assess attack performance using the attack success rate
(ASR), where a higher rate indicates better performance. ASR
is calculated as the ratio of successfully attacked samples
(where the adversarial speech length is 20% longer than the
original) to the total dataset size. Additionally, we provide
adversarial samples for human imperceptibility analysis and
include decoded transcriptions with their intelligibility evalu-
ation by Gemini in Table II.

A. Vulnerability of the Victim TTS model

Our objective is to investigate the vulnerability of a TTS
model to adversarial attacks. As shown in Table I, we observe
that the TTS models are susceptible to all proposed adversarial
attack techniques across three datasets. For instance, TTSlow-
spk (l2) results in a relative 313 % increase in the length
of the speech sample compared to the original clean speech
sample. This finding underscores the significance of evaluating
the robustness of efficiency and designing defense systems for
the victim TTS model.

B. The Effectiveness of Adversarial Attacks

We assess the efficacy of the proposed adversarial attacks
by comparing them to their corresponding baselines for the
number of frames. As shown in Table I, both TTSlow-
spk (linf) and TTSlow-spk (l2) significantly outperform the
speaker baseline for all TTS models across all three datasets.
Similarly, TTSlow-text consistently outperforms the text base-
line for all TTS models across all three datasets. These findings
demonstrate the effectiveness of the proposed attack approach.

To provide a clearer visual representation of the length
distribution in our generated speech samples, we present Gaus-
sian kernel density estimation plots for the proposed TTSlow-
spk (l2), TTSlow-spk (linf), and TTSlow-text, alongside their

https://huggingface.co/datasets/lj_speech
https://huggingface.co/datasets/librispeech_asr
https://huggingface.co/datasets/ylacombe/english_dialects
https://huggingface.co/microsoft/speecht5_tts
https://huggingface.co/kakao-enterprise/vits-vctk
https://huggingface.co/facebook/mms-tts-eng
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TABLE I: Comparison of the performance of different adversarial attack approaches on the SpeechT5 and VITS TTS models
using the evaluation method, the number of frames under three datasets. Clean represents the original clean speech sample.
The mean absolute value is computed by taking the average of generated speech samples for each dataset. The max absolute
value is determined by selecting the highest value among # frame values of the generated speech samples for each dataset.

Evaluation Attack Model Datasets Attack Methods Mean Absolute Max Absolute Mean Incre Max Incre ASR (%)

# Frames SpeechT5 LJ speech Clean 105,976 159,124 0 0 0

SpeechT5 LJ speech Text Baseline 138,409 254,976 0.31 0.60 80
SpeechT5 LJ speech Speaker Baseline 90,179 180,736 -0.15 0.14 0

SpeechT5 LJ speech TTSlow-text 189,926 360,960 0.79 1.27 98
SpeechT5 LJ speech TTSlow-spk (l2) 424,156 860,160 3.00 4.41 98
SpeechT5 LJ speech TTSlow-spk (linf) 328,274 860,160 2.10 4.41 97

# Frames SpeechT5 Librispeech Clean 107,290 373,040 0 0 -

SpeechT5 Librispeech Text Baseline 141,932 527,872 0.32 0.42 64
SpeechT5 Librispeech Speaker Baseline 90,142 381,440 -0.16 0.02 5

SpeechT5 Librispeech TTSlow-text 173,562 533,504 0.62 0.43 86
SpeechT5 Librispeech TTSlow-spk (l2) 443,069 1,817,600 3.13 3.87 97
SpeechT5 Librispeech TTSlow-spk (linf) 394,281 1,817,600 2.67 3.87 96

# Frames SpeechT5 English Dialects Clean 102,222 212,992 0 0 -

SpeechT5 English Dialects Text Baseline 117,365 310,784 0.15 0.46 39
SpeechT5 English Dialects Speaker Baseline 73,344 218,112 -0.28 0.02 2

SpeechT5 English Dialects TTSlow-text 156,482 335,360 0.53 0.57 73
SpeechT5 English Dialects TTSlow-spk (l2) 329,840 742,400 2.23 2.49 96
SpeechT5 English Dialects TTSlow-spk (linf) 286,423 773,120 1.80 2.63 95

Evaluation Attack Model Datasets Attack Methods Mean Absolute Max Absolute Mean Incre Max Incre ASR (%)

# Frames VITS LJ speech Clean 105,976 159,124 0 0 -

VITS LJ speech Text Baseline 104,709 166,400 -0.01 0.05 8
VITS LJ speech Speaker Baseline 139,616 181,674 0.32 0.14 54

VITS LJ speech TTSlow-text 156,121 284,160 0.47 0.79 95
VITS LJ speech TTSlow-spk (l2) 174,295 315,648 0.64 0.98 100
VITS LJ speech TTSlow-spk (linf) 301,839 744,192 1.85 3.68 100

# Frames VITS Librispeech Clean 107,290 373,040 0 0 -

VITS Librispeech Text Baseline 105,585 320,256 -0.12 -0.14 10
VITS Librispeech Speaker Baseline 99,259 132,096 -0.07 -0.65 49

VITS Librispeech TTSlow-text 161,239 514,303 0.58 0.38 91
VITS Librispeech TTSlow-spk (l2) 166,019 537,600 0.55 0.44 88
VITS Librispeech TTSlow-spk (linf) 264,020 993,024 1.46 1.66 98

# Frames VITS English Dialects Clean 102,222 212,992 0 0 -

VITS English Dialects Text Baseline 90,071 169,216 -0.12 -0.21 9
VITS English Dialects Speaker Baseline 88,399 107,562 -0.14 -0.49 26

VITS English Dialects TTSlow-text 133,501 295,168 0.31 0.39 59
VITS English Dialects TTSlow-spk (l2) 143,859 323,072 0.41 0.52 68
VITS English Dialects TTSlow-spk (linf) 230,044 544,512 1.25 1.56 92

respective baselines and clean data in Fig. 4. Observing the
plot, we notice that the baseline densities occupy a larger area
for longer speech frames than clean, while the proposed meth-
ods’ densities exhibit a significantly larger footprint compared
to both the baselines and the clean data. This observation
suggests that the proposed methods effectively target longer
speech outputs than the baseline attack methods and the
original data.

C. Attack Success Rate

To comprehensively analyze the proportion of successful
attacks on a per-dataset basis, we present the attack success
rate (ASR) for all the models in Table I. We observed that our

proposed TTSlow achieves higher ASR values compared to
their baselines. Notably, TTSlow-spk even reaches 100% ASR
on LJ-Speech, indicating successful attacks on all samples.
This underscores the effectiveness of our approach on TTS
models across the three datasets, and identifies TTS models’
weaknesses for security testing.

D. Impact of Inference Efficiency

To assess the inference efficiency of TTS models, we present
Gaussian KDE plots of inference time and inference energy
consumption of SpeechT5 model on LJ Speech data in Fig. 6
and Fig. 5, respectively. Note that the inference time and
energy are all measured on the NVIDIA A40 GPU. We can
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TABLE II: Comparison of adversarial text input samples and their decoded transcriptions from adversarially generated speech
samples using Gemini, across different attacks: clean, text baseline, TTSlow-text, speaker baseline, TTSlow-spk (L2), and
TTSlow-spk (Linf). Clean represents the original text of the clean speech sample.

Attack Adversarial text input samples # Frames

Clean especially as regards the lower-case letters; and type very similar was used during the next fifteen or twenty years not
only by Schoeffer,

154,294

Text baseline especially as regards the lower-case letters; and type very similar was used during the next fifteen or twenty years not
only by Schoeffer,

185,856

TTSlow-text especially as regards the lower-case letters; and type very similar was used during the next fifteen or twenty years not
only by Schoeffer,

299,520

Speaker baseline especially as regards the lower-case letters; and type very similar was used during the next fifteen or twenty years not
only by Schoeffer,

113,152

TTSlow-spk (l2) especially as regards the lower-case letters; and type very similar was used during the next fifteen or twenty years not
only by Schoeffer,

581,632

TTSlow-spk (linf) especially as regards the lower-case letters; and type very similar was used during the next fifteen or twenty years not
only by Schoeffer,

485,888

Attack Decoded Transcription from Adversarially Generated Speech Samples via Gemini Score

Clean especially as regards the lower case letters And type very similar was used during the next 15 or 20 years Not only
by Schaefer

9

Text baseline Especially regard the lower case A type very similar was used during in the next 15 or 20 years not only be show ever 6

TTSlow-text S Ili as regards the lower case letters and type very similar double us used do in the next fifteen or twenty years in
only by S Hoefer only by S Hoefer (noise) Ili as only by S Hoefer

3

Speaker baseline especially as regards the lower case letters and type very similar was used during the next 15 or 20 years not only by
Schaeffer

9

TTSlow-spk (l2) This bell (noise) Not only holy years not only by chauffeur holy years not only chauffeur chauffeur chauffeur chauffeur 2

TTSlow-spk (linf) especially as regards the lower case letters and type very similar was used during the next 15 or 20 years during the
next 15 or 20 years not only by Schoeffer Then type very similar was used during the next 15 or 20 or 20 ors ors

5
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Fig. 4: Gaussian kernel density estimation (KDE) plots of speech length (# Frames) for clean data and the baseline approach
with the proposed TTSlow-spk (l2), TTSlow-spk (linf), and TTSlow-text approaches on the LJ Speech dataset.

see in Fig. 5 that both the clean and baseline models consume
a comparable amount of GPU energy, while the proposed
TTSlow (shown in blue) significantly outperforms both the
baselines and clean models. This demonstrates the effective-
ness of our attack approaches in increasing inference energy
and consequently reducing the overall inference efficiency of
TTS models.

Similarly, in Fig. 6, we observe that the proposed TTSlow
approach outperforms both the baselines and clean models
significantly in terms of inference time. This suggests that
TTSlow causes the TTS victim model to take longer for
inference, leading to a decrease in inference efficiency. We
observe from the figures that the proposed attacks not only
extend the generated speech duration but also lead to higher
computation, which indicates that the relevance of adversarial

attacks on TTS systems lies in their potential to expose
vulnerabilities and limitations within these systems.

E. Adversarial Samples

To demonstrate the impact of the proposed adversarial
perturbations, we present a case study of adversarial sam-
ples generated in Table II. To enhance visibility, we utilize
highlighted italic characters here to represent homoglyphs
since the replacement of homoglyphs is challenging to discern
with human eyes. Due to space constraints, more adversarial
samples generated using TTSlow can be accessed through the
following link 7.

7https://xiaoxue1117.github.io/TTSlow/

 https://xiaoxue1117.github.io/TTSlow/
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Fig. 5: Gaussian KDE plots of inference energy for clean data and the baseline approach with the proposed TTSlow-spk (l2),
TTSlow-spk (linf), and TTSlow-text approaches on the LJ Speech dataset.
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Fig. 6: Gaussian KDE plots of inference times for clean data and the baseline approach with the proposed TTSlow-spk (l2),
TTSlow-spk (linf), and TTSlow-text approaches on the LJ Speech dataset.

From the provided samples, we observe seven instances
of homoglyph replacements for TTSlow-text (”c”, ”a”, ”r”,
”t”, ”e”, ”o” and ”c”), resulting in approximately 61% and
94% longer speech samples compared to the text baseline
and clean samples, respectively. We consider some of the
attack examples are human imperceptible samples. From the
samples, we observe that the proposed attacks extend the
duration of generated speech while maintaining nearly human
imperceptibility.

F. Evaluation with Gemini

We conducted a case study to analyze error patterns in
adversarial speech samples generated by the TTSlow attacker.
This analysis included an understandability evaluation and
transcription analysis of the synthesized speech samples using
Gemini [69], as shown in Table II. The adversarial samples
were transcribed by Gemini and assigned an understandability
score from 0 to 10, with 10 indicating perfect understanding
and 0 indicating no understanding. The transcriptions and their
scores are presented in Table II. We used Gemini 1.5 Pro,
the latest large multimodal model for language, speech, and
video [69].

From Table II, it is evident that the TTSlow approach yields
lower understandability scores compared to clean and baseline
samples. This outcome suggests that attacks successfully dam-
age the content of the generated speech samples, making them
challenging to understand. We also listened to the generated
speech samples and observed error patterns, some of which
can be found at the following link 8.

8https://xiaoxue1117.github.io/TTSlow/

Both the speech samples in the link and the decoded
transcriptions in Table II revealed several error patterns. These
include word repetitions (e.g., ”next 15 or 20 years” in
TTSlow-spk (inf)), incorrect word generation (e.g., ”S Hoefer”
in TTSlow-text), and instances of long silence or noisy speech
(e.g., noise in TTSlow-spk (l2) for example 3 in the above
link). This error analysis highlights that TTSlow not only
reduces TTS model inference efficiency but also achieves
its accuracy-oriented attack goals by rendering the generated
speech content incomprehensible through these error patterns.

VII. CONCLUSION

In this work, we propose TTSlow, a novel adversarial
attack approach that can decrease the efficiency of both au-
toregressive and non-autoregressive TTS models significantly.
TTSlow enables diverse attacks on both speaker embeddings
and text inputs, utilizing innovative objective functions and
optimization techniques that have demonstrated effectiveness.
By evaluating efficiency robustness in TTS models, our work
contributes to advancing TTS research, bridging the gap
between no attacks and multiple attack approaches while
exploring inference efficiency robustness in TTS. Through
extensive experiments on three publicly available datasets, we
demonstrate that the proposed TTSlow approach outperforms
baselines with improved performance. This study offers valu-
able insights for future research on efficiency robustness in
TTS. In our future work, we plan to investigate accuracy-
oriented attacks and advanced defense methods against ad-
versarial attacks for TTS models.

 https://xiaoxue1117.github.io/TTSlow/
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