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In quantum position verification, a prover certifies her location by performing a quantum compu-
tation and returning the results (at the speed of light) to a set of trusted verifiers. One of the very
first protocols for quantum position verification was proposed in (Kent, Munro, Spiller 2011): the
prover receives a qubit @ from one direction, receives an orthogonal basis {v, vJ‘} from the opposite
direction, then measures @ in {v, ful} and broadcasts the result. A number of variants of this pro-
tocol have been proposed and analyzed, but the question of whether the original protocol itself is
secure has never been fully resolved. In this work we show that there is no perfect finite-dimensional
cheating strategy for the original KMS measurement protocol. Our approach makes use of tools

from real algebraic geometry.

Digital communication often requires one party to au-
thenticate another at a distance. While secret keys and
biometrics are credentials commonly used for authentica-
tion, one can imagine situations in which a party’s posi-
tion in space is also a natural credential for partaking in
a protocol. Consider, for example, communication with a
diplomat residing at an embassy: one might want to con-
firm that the messages one receives have been issued from
the geographical location of the embassy as an added
layer of security. Alternatively, in a healthcare setting,
one might want to ensure that one’s medical records can-
not be accessed outside of a healthcare provider’s build-
ing. Unfortunately, it has been shown that verifying a
party’s position is impossible classically @] due to a gen-
eral attack where multiple adversaries collude to simu-
late the actions of a single party in the honest position.
This attack, however, requires the adversaries to have
the ability to make copies of the messages they receive
from the verifiers. This observation led to proposals for
Quantum Position Verification (QPV) [2] which utilizes
“no-cloning” to bar such attacks.

Among the protocols proposed in the early papers on
QPV [3-6], one of the simplest — and arguably the least
demanding in terms of quantum resources — is a protocol
from B] which we will refer to as the single-qubit mea-
surement protocol. Suppose that a prover P is located
in between two verifiers V; and V5. The verifiers secretly
agree on a random one-dimensional projector P on C2.
The first verifier V; transmits P to P, while the second
verifier Vy prepares a qubit by encoding b into the eigen-
basis for P and simultaneously transmits the qubit to P.
The prover P receives both messages, recovers the bit b
by applying the measurement {P,1 — P}, and transmits
the result back to both Vi and V,. All transmissions
are assumed to happen at the speed of light. Our goal
is to prove that P’s responses in this protocol could not
be faked by any parties who are not at P’s purported
location, even if multiple adversaries were to cooperate
from different points in space.

Curiously, despite more than a decade of activity
on the theory of QPV, the full security of this initial
scheme has remained an open question. Lau and Lo ﬂ]
showed that if the possible choices for P are restricted to
{]0) (0], |4+) (+]} (the “BB84” case) then two adversaries
can easily cheat by sharing a single EPR pair. They
then considered the more general case in which P can
be arbitrary, and they showed that, in contrast, cheating
strategies based on shared entangled qubits or qutrits
(i.e., cheating strategies of dimension up to 3) cannot
exist. Chakraborty and Leverrier B] showed that if P
is restricted to a particular finite subset — namely, the
kth level of the Clifford hierarchy — then a perfect finite-
dimensional cheating strategy exists, although it requries
an amount of entanglement that grows with k. More re-
cently, Olivo et al. E] found new cheating strategies for
other basis sets of the form {Fy, Py}, where Py denotes
the projector onto (cos @) |0) + (sin 6) |1).

General QPV cheating results, such as those based on
port-based teleportation ﬂﬂ], show that adversaries can
approximately cheat, up to an arbitrarily small error
term, by pre-sharing an amount of entanglement that
increases as the error term shrinks. But, these results
likewise leave a central question unanswered: does there
exist a general perfect cheating strategy for the single-
qubit measurement protocol? In the current work, we
answer this question in the negative: there is no such
strategy. In particular, we prove that any cheating strat-
egy that is based on a finite-dimensional entangled sys-
tem can only succeed perfectly for a finite number of
possible basis choices (see Theorem [7]). Our proof uses
a tool from real algebraic geometry (the Milnor-Thom
theorem). We have thus illuminated one of the central
difficulties in constructing QPV cheating strategies.

While Theorem [7] shows in principle that the single-
qubit measurement protocol is resistant to attacks, the
theorem is not error-tolerant, and so a natural next step
would be to explore security results that are more prac-
tically significant. Bluhm et al. m] have shown that the
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security of single-qubit protocols can be enhanced by en-
coding the basis choice into two bit strings, « and y, and
then having V; transmit « to P and Vg transmit y to
P along with the prepared qubit. While m] only used
the two BB84 bases, the follow-up work of Escola-Farras
and Speelman ﬂﬂ] found better performance by using a
larger set of basis measurements. Integrating our results
with those from other papers on single-qubit QPV, and
possibly using more tools from algebraic geometry, could
lead to further results.

DEFINITIONS AND NOTATION

A quantum register is a complex Hilbert space H
together with a fixed isomorphism H = C" with n >
1. The image of the standard basis for C™ under this
isomorphism is referred to as the standard basis for H.
The expression I, denotes the identity map on H. If
‘H,J are quantum registers, then we may write HJ for
the tensor product H ®@ J. If ¢ = 3" cije; @ f; € H®
J, where e; and f; denote standard basis vectors, then
Mat(c) denotes the vector ¢ in matrix form:

Mat(c) = [Cij]ij (1)
Note that Mat(c) determines a linear map from J to H.
The expression L(H) denotes the set of all linear maps
from H to itself.

An analog register is a subset D C R" of a finite-
dimensional real vector space. We refer to the elements
of D as the states of the analog register.

A qubit is a quantum system of dimension 2. Let S
denote the set of all one-dimensional orthogonal projec-
tors on C? (the Bloch sphere). Every element of S can
be uniquely expressed in terms of Pauli operators as

(I4aX +bY +¢2) /2, (2)

where I denotes the 2 x 2 identity matrix, (a,b,c) € R?
is a unit vector, and

[0 ov=[% 0] =[5 5w

A pure state of a quantum register A is a unit vector
in A. A density operator on A is positive semidefinite
linear operator of trace 1. Quantum registers are denoted
by calligraphic letters (e.g., A, B). Linear operators and
vectors are denoted by Greek or plain Roman letters. If
A:V — W is a linear map between Hilbert spaces, then
A* denotes its adjoint (i.e., its conjugate transpose). The
letters X, Y, Z denote the Pauli operators on C2.

Two density matrices p,x on a quantum register A
are perfectly distinguishable if the support of p is
orthogonal to the support of x. Two density matrices
«, B on a bipartite quantum register A® B are perfectly

distinguishable on B if the support of Tr « in B is
orthogonal to that of Tr40.

A quantum channel ¥ from a quantum register V
to a quantum register ¥V is a completely positive trace-
preserving map from L(V) to L(W). Such a channel is
an isometric channel if it is of the form (M) = UMU*
where U: V — Z is an isometry.

A subset V' C R™ is open if for any v € V', there exists
a ball of radius € > 0 centered on v which is also contained
in V. A subset of R™ is closed if its complement is open.
A closed subset W C R™ is connected if it cannot be
expressed as the disjoint union of two nonempty closed
sets. A connected component of a closed set Z C R™
is a nonempty subset of Z which is closed and connected.
Two subsets U C R™ and V C R™ are diffeomorphic if
there exists a bijective map F': U — V such that F' and
F~! are infinitely differentiable.

THE SINGLE-QUBIT MEASUREMENT
PROTOCOL

The single-qubit measurement protocol is conducted
as follows. The protocol is a one-dimensional position
verification protocol, and so we assume that all parties
involved are located on a single line with a disinguished
point (the origin). The line is parametrized by a real
value x € R, so that x = ¢ refers to the point r meters
to the right of the origin (or —¢ meters to the left of the
origin, if ¢ is negative). Time is measured in seconds.
(We will generally omit units.)

In the honest case, two verifiers V1 and V5 are located
at * = —d and x = d, respectively, where d is a positive
real parameter. An honest prover P is located at = = 0.
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The protocol proceeds as follows. Let ¢ denote the speed
of light.

1. The verifiers choose an element P € S and a bit
z€{0,1}.

2. At time ¢t = 0, the verifier V1 transmits P to the
right (in an analog register). The verifier Vo pre-
pares a qubit Q in state P if z = 0, and in state
I— P if z =1, and transmits Q to the left.

3. At time t = d/c, the prover P applies the measure-
ment { P,T — P} to the qubit Q, and broadcasts the
result.

4. At time ¢t = 2d/c, the verifiers V; and V3 receive
bit messages (from P) which we denote by z; and
zo respectively. The verifiers check whether the bits
z, 21, 22 all agree; if they do, the verifiers ACCEPT.
Otherwise, the verifiers ABORT.



HIDDEN MEASUREMENT CHANNELS

Definition 1 Let Q be a qubit register, and let P be an
element of the Bloch sphere S. A quantum channel

O: L(Q) — L(V1 @ Vs),

(where V1,Vs are quantum registers) is a hidden mea-
surement channel for P if the states

®(P) and ®(I-P)
are perfectly distinguishable on V1 and perfectly distin-
guishable on Vs.

If a bit b is encoded into the basis defined by {P,1 — P}
and given as input to the channel ® described above,
then b can be recovered from either the system V; or
the system V. However, it may not be obvious (from
a mathematical description of ®) how to recover b from
V1 or V,. This is the reason for calling such a channel a
“hidden” measurement channel.

The following theorem considers channels like those in
Definition [I but with an additional input register.

Theorem 2 Let
U: LIW® Q) = L(V1 ® Vs)

be a quantum channel, where W, V1, Vs are quantum reg-
isters and Q is a qubit register. Let A be the set of all
pairs (P,w) where P € S and w is a unit vector in W,
such that the quantum channel from Q to V1 ®@ Vs defined

by
p = U(ww* @ p)

is a hidden measurement channel for P. Let n =
dim(W). Then, at most 4-7*"2 distinct values of P € S
occur in the pairs contained in A.

Proof. It suffices to prove the theorem under the as-

sumption that ¥ is an isometric channel ¥(-) = U(-)U*
defined by a linear map
U:W®Q =V @y, (4)

satisfying U*U = I, and so we make that assumption for
the remainder of the proof ﬂﬂ] For any w € W, let

Ry = Mat(U(w @ e1)) (5)
Sp = Mat(U(w @ e2)), (6)

where e, eo are the standard basis vectors for Q. Note
that (R, Sy = 0 for any w,w’ € W. If

P = [22}68, (7)

then the marginal state of ¥(ww* ® P) on V) is given by
pRy Ry, + qR,S,, + GSwR;, + 15,5, (8)
and the marginal state of ¥(ww* ® P) on Vs is given by
PRy, Ry + qR;,Sw + GS5 Ry + 155,Sw (9)

If P is the orthogonal projector onto the vector (z,y) €
C?, then the channel ¥(ww* ® (-)) is a hidden measure-
ment channel for {P,I — P} if and only if the following
two equations hold:

(xRy + ySw) (=GR +TSy)* 0, (10)
(wa + ySw)*(_wa +fsw) = 0. (11>

An alternative criteria for the hidden measurement chan-
nel condition — one which is expressed directly in terms
of the entries of P — is the following. The chan-
nel ¥(ww* ® (+)) is a hidden measurement channel for
{P,I— P} if and only if the following two equations hold:

pL gl ] [ RuRy RuSy][(L=pI —al ] _
al 7L || SuR: S.,S% gl (1-nI|
pL gl ] [ RyRy RSy ] [(L=pI —al ] _
gl I || S:R, S5S., —gl  (1-7) '

(This becomes apparent, e.g., by performing a change of
basis on Q to make P the projector onto the standard
basis vector (1,0).)

The following lemma will be central to the proof of
Theorem [2

Lemma 3 Let (P,v) and (L,w) be elements of A. Then,

lo—wl > Q( |P—L||1).

Proof of Lemmal3. Without loss of generality, we as-
sume that P is the projector onto the vector (1,0) € Q
and L is the projector onto the vector (cosf,sinf) € Q
for some 6 € [0,7/2]. Let

V =R,
V=5,
W = (cosO)R, + (sinh)Sy,

W/

—(sin @) Ry, + (cos6)S,,.

The assumptions made so far imply the following condi-
tions:
VIl = IVlly = Wiy = W], =1
VVHh*=0, V<(V')=0
WWH*=0, W*(W'") =0
(VW) =
(VW' = —(sin6)
(V! W) = (sin0) (v,
(V!,W') = (cos ) (v, w)

(cosB) (v,

(v, w)
(v, w)
(v, w)



Let B: W — W denote orthogonal projection onto the
support of VV* (which is orthogonal to the support of
V/(V')*), and let B+ =1 — B. We have the following, in
which we apply the equalities B+V = 0, W(W')* = 0,
(V')*B = 0, and then the Cauchy-Schwartz inequality:

Re (V,W') = ReTr
= ReTr

|
=
]

=
™
<

!
<

W' —V')*B]

[B(V = W)W =V')*B|

[V =W W =V

V(2 = 2Re (V,W))(2 — 2Re (V/, W'))

IN N

Therefore,
(sinf)Re (v,w) < 2 —2(cosf)Re (v, w) (12)

which implies

2
P —
Re (v, w) < sinf + 2 cosf (13)
and
lv—w| = /2 —2Re(v,w) (14)
4

> 22— = 1
- \/ sinf + 2 cos 0 (15)
> Q(V) (16)

Y

Q
QG/1IP = Llly), (17)

Lemma 4 Let w: [0,1] — A be an infinitely differen-
tiable path in A, expressed as mw(t) = (mi(t),m2(t)) €
S x W. Then, 7T1(0) = 7T1(1).

as desired. O

Proof. Let C = maxo<i<i ||75(t)]. Then,
|r2(t) — m2(s)]| is always less than or equal to C|t — s
for all t,s € [0,1]. By Lemma[3]

71 (8) = m(s)ll < O(C*(t - 5)*) (18)

for any t,s € [0,1]. For any positive integer N, apply-
ing inequality (I8) inductively with ¢ drawn from the set
{j/N|je€{0,1,...,N}} yields the inequality

I71(0) = m(1)[| < O(C*/N). (19)

Since this inequality holds for any N, we must have
7T1(0) = 7T1(1). O

Now we prove Theorem We begin by describing
the set A in terms of a system of polynomial equations.
Recall that X, Y, Z denote the Pauli operators on C2. For
any unit vector ¢ = (c1,co,c3) € R3, let

P. = (I+aX+cY +c32)/2. (20)

Based on the equations immediately above Lemma[3] the
set A can be precisely described as the set of all pairs
(P.,w) with ¢ € R® and w € W, such that

P=1, (21)
RuwR:, R,S:

oot | G Gro |«
R% R, R:S,

(PC®HV2) |: S;Rw S:;Sw :| ((

Io —P)®Iy,) =0

Io — P)®Iy,) = 0.

Since A is a real algebraic set, it can be expressed as the
disjoint union of a finite number of sets S; C R? x C*
each of which is diffeomorphic to a hypercube (0,1)%
with d; > 0 (see Theorem 5.38 in [13]). Lemma @ clearly
implies that on each set S;, the S-component is constant.
Therefore there are only a finite number of S-components
occurring in A. We can decompose A into a disjoint union
of a finite number of closed subsets of the form

Ap = {(P,w)€A|weW}. (22)

Lastly, we observe from the three equations in (21
that A is defined by a fourth-degree real polynomial sys-
tem on 2n + 3 variables, and therefore the Milnor-Thom
theorem (Theorem 2 in [14]) implies that the set A has
at most 4 - 722 connected components. Therefore, Ap
is nonempty for at most 4 - 72”2 values of P.

This completes the proof. [

MAIN RESULT

We mathematically characterize cheating strategies for
the single-qubit measurement protocol. As is standard in
QPV, we assume a cheating model in which there are ex-
actly two adversaries, one located to the left of x = 0 and
the other to the right of x = 0. We label the adversaries
as A (Alice), located at = —h, and B (Bob), located
at © = h, where h is a positive real number less than d.
(Cheating strategies that involve more than 2 adversaries
on the line segment between Vi and V5 can be simulated
strategies in this form.)

vV, A B V,
L 4 @ L 4 L 4

Definition 5 A cheating strategy for a subset T C S
consists of the following data.

1. Quantum registers A,B,C,D.
2. A pure quantum state ¢ € AR B.
3. For every P € T, an isometry
Up: A— A®C. (23)

4. An isometry

V:B®Q—BaD. (24)



The systems A and B represent Alice and Bob’s local
memories, respectively. It is assumed that before the pro-
tocol begins, Alice and Bob prepare A and B in the state
1, and the verifier V, chooses a random bit z and en-
codes it into Q in the basis { P,I— P}. At time (d — h)/c,
Alice receives P, applies the isometry Up, and sends the
system C to Bob. She also re-broadcasts P. Then, also
at time (d — h)/c, Bob receives Q, applies the isometry
V to B and Q together, and sends the system D to Alice.

At time (d+ h)/c, Alice is in possession of the systems
A and D, and Bob is in possession of B and C. We make
the following definition.

Definition 6 A cheating strategy for a subset T C'S (as
in Definition[d) is perfect if for every P € T, the states

UpV (¢ ® P) and UpV (¢ @ (I — P)) (25)

are perfectly distinguishable on AD and perfectly distin-
guishable on BC.

In other words, the cheating strategy is perfect if at time
(d 4+ h)/c there are local measurements that Alice and
Bob can perform that will allow them to both perfectly
guess the bit f.

Theorem 7 Suppose that (A,B,C,D,v,{Up},V) is a
perfect cheating strategy for a subset T C S. Let

m = dimA-dimB-dimC. (26)
Then, |T| < 4. 7>m+2,

Proof. For each P € T, let Yp € AQB®RC be the state
defined by ¥p = Up®. Then, the states in expression
[@3) can alternatively be expressed as

V(yp® P)and V(¢p @ (I - P)). (27)

Since the cheating strategy is perfect, V(¢yp ® (+)) is a
hidden measurement channel (with respect to the parti-
tion (AD | BC)) for all P € T. By Theorem ] this is
possible only if |T| < 4. 72m+2, [
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