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Quantum conference key agreement (QCKA) enables the unconditional secure distribution of
conference keys among multiple participants. Due to challenges in high-fidelity preparation and
long-distance distribution of multi-photon entanglement, entanglement-based QCKA is facing severe
limitations in both key rate and scalability. Here, we propose a source-independent QCKA scheme
utilizing the post-matching method, feasible within the entangled photon pair distribution network.
We introduce an equivalent distributing virtual multi-photon entanglement protocol for providing
the unconditional security proof even in the case of coherent attacks. For the symmetry star-network,
comparing with previous n-photon entanglement protocol, the conference key rate is improved from
O(ηn) to O(η2), where η is the transmittance from the entanglement source to one participant.
Simulation results show that the performance of our protocol has multiple orders of magnitude
advantages in the intercity distance. We anticipate that our approach will demonstrate its potential
in the implementation of quantum networks.

I. INTRODUCTION

The goal of the quantum network is to establish a
quantum internet that will enhance the existing inter-
net by allowing the collection, processing, storage and
transmission of quantum data [1, 2]. The development
of quantum network is divided into six stages accord-
ing to the functional division [2], some well-known cryp-
tographic applications [3–7] can be performed through
quantum protocols at each stage. Quantum cryptog-
raphy, which plays a crucial role in quantum network,
is moving towards practicality and provides confiden-
tiality, integrity, authenticity and non-repudiation [8].
For instance, quantum privacy communication [9–14]
and quantum digital signature [15–18] are basic quan-
tum cryptography primitives, which can allow partici-
pants to implement data transmission with confidential-
ity and non-repudiation in large scalable situation, re-
spectively. Quantum privacy communication includes
quantum key distribution [19–24], quantum secret shar-
ing [25–29], quantum secure direct communication [30–
32] and quantum conference key agreement (QCKA) [33–
45]. Quantum key distribution exploits two-party en-
tanglement state, allowing two participants to share se-
cure secret keys with the insecure quantum channels,
thereby enabling peer-to-peer communication. QCKA
is an extension of quantum key distribution to scenar-
ios involving multiple participants. Faced with multi-
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party communication tasks, multi-photon entanglement-
based QCKA allows for lower quantum and classical re-
source consumption [46–49] compared to repeating quan-
tum key distribution between every two participants and
possesses greater development potential.
Multi-photon entanglement-based QCKA protocols

require the generation of Greenberger-Horne-Zeilinger
(GHZ) states [37, 42, 45, 50, 51] or “twisted” versions
of them [52–54] corresponding to the number of partici-
pants. When employing such protocols, both the system
complexity and error rate of entanglement source will
significantly increase as the number of protocol partici-
pants rises. Several experimental studies [34, 40, 55–58]
have already analyzed the actual performance of the GHZ
state distribution protocol, such as the experiment based
on the “N-BB84” protocol [40], the N-partite version of
the asymmetric BB84 quantum key distribution protocol.
This work utilized state-of-the-art four-photon entangle-
ment sources, encrypting and securely sharing an image
among four participants over 50 km fiber. This kind of
protocol is still far from being realized. Challenges such
as preparing multi-photon entanglement state [59, 60], as
well as issues like limited coincidence count rates, present
significant obstacles.
A measurement-device-independent (MDI) QCKA

protocol [25] was introduced to avoid the preparation
and transmission of multi-photon entanglement states.
It distributes post-selected GHZ entanglement, inspired
by both the decoy state method and entanglement swap-
ping operation. Subsequently, various protocols use weak
coherent-state sources as a substitute for the entangle-
ment source, which include schemes based on single-
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photon interference [36, 44, 61]. These types of protocol
inherit features from related twin-field quantum key dis-
tribution [12], which means strict request on the intensity
and sending probability of signal states and decoy states.
The optimal parameters change with both the number
of participants and the distances between them. More-
over, these schemes rely on the independence of mea-
surement devices and cannot be extended to scenarios
involving more than three participants by only expand-
ing system structures. Recently, an MDI-QCKA protocol
based on spatial multiplexing and adaptive operation has
been proposed [33], which has broken the limitation on
key rate under multiple participants. However, in this
work, confirming the arrival of transmitted photons re-
quires quantum non-demolition measurements, and guid-
ing these photons to the GHZ analyzer through optical
switches necessitates high-speed active feedforward tech-
niques. These technical requirements constrains its prac-
tical applications. The issues of poor practicality and low
key rates in QCKA have not been completely addressed,
particularly in scenarios involving multiple participants.

Quantum entanglement networks based on entangled
photon pairs have achieved remarkable accomplishments
through the utilization of spatial and wavelength mul-
tiplexing techniques [62–64]. Here, we propose a
source-independent QCKA protocol based on the net-
work of Bell states, which features straightforward hard-
ware implementation and good scalability. With the
aid of the post-matching method [65], measurement out-
comes among participants can be correlated through a
series of classical operations (Note that post-matching
method has been extended to construct asynchronous
measurement-device-independent quantum key distribu-
tion [10, 11]). Thus, results equivalent to measurements
of GHZ states can be obtained and the need for multi-
photon entanglement sources is avoided. We employ an
equivalent virtual protocol to prove that our scheme can
resist coherent attacks. The simulation results and a
composable finite-key analysis are also provided. The
results indicate that our protocol achieves a transmission
distance of over 320 kilometers under the condition of
6 participants. In the case of 3 participants, our proto-
col achieves a key rate three orders of magnitude higher
than N-BB84 [45] at a transmission distance of 200 kilo-
meters. As participant numbers increase, this key rate
advantage becomes more evident. Furthermore, our pro-
tocol allows for freely adjusting the number of partici-
pants without altering the system structure of the entan-
glement provider and other protocol participants. The
system of our protocol can be integrated into the com-
plex and dynamic quantum networks. We believe that
our scheme provides a promising method for providing
keys to multiple participants with one entangled photon
pair source.
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FIG. 1: The setup of QCKA protocol. The
untrusted entanglement provider at the central node,
named Eve, employs a polarization-entangled photon
pair source to generate entangled photon pairs. These
pairs can be distributed to Alice and Bobi through the
wavelength division multiplexer (WDM) and optical

switch. Alice and Bobi utilize a combination of
polarization controller (PC), beam splitter (BS),
half-wave plate (HWP), polarization beam splitter
(PBS), and superconducting nanowire single-photon

detector for their detection apparatus.

II. PROTOCOL DESCRIPTION

Our protocol is designed to be implemented based on
entangled photon pairs distribution network. Any net-
work user can be a protocol participant. The setup of
our scheme, depicted in Fig. 1, illustrates a centrally
symmetric and source-independent design. To cover
all wavelength channels effectively, we select a wave-
length division multiplexer (WDM) based on the fre-
quency range of the entanglement source. The gener-
ated Bell states, represented as |Φ+⟩ = 1√

2
(|00⟩ + |11⟩)

(|Φ+⟩ = 1√
2
(|++⟩ + |−−⟩)), can be allocated to differ-

ent participants through WDM and optical switch [66–
68]. |0⟩, |1⟩ are a pair of eigenstates of the Z basis, and
|+⟩, |−⟩ are a pair of eigenstates of the X basis, where
|+⟩ = 1√

2
(|0⟩ + |1⟩), |−⟩ = 1√

2
(|0⟩ − |1⟩). The measure-

ment results for |0⟩ and |+⟩ are noted as 0, and for |1⟩
and |−⟩, they are noted as 1. All participants have a set
of devices to perform projection measurements on the
received qubits.
While there exist n participants named as Alice, Bob1,

Bob2, . . . ,Bobn−1, the entire process of our protocol is
presented as follows:
1. Eve configures the optical switch according to the

number and positions of the participants. Channel 1, 2,
· · · , n− 1 are connected to Alice and Channel 1′, 2′, · · · ,
(n − 1)′ are connected to the corresponding Bobi(i ∈
{1, 2, · · · ,n − 1}). Eve prepares entangled photon pairs
and distributes them to Alice and Bobi via WDM and
optical switch. The entangled photon pairs respectively
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pass through corresponding channels, i and i′.
2. Alice and Bobi each select a basis and perform pro-

jection measurements on qubits, recording the outcomes
and chosen basis. The probability of selecting the Z basis
is represented as pa (pb) and the probability of selecting
the X basis is 1− pa (1− pb). All participants announce
the bases they selected in the past period of time through
classical channel in the agreed time slot. The events in
which one entanglement state is both successfully mea-
sured by Alice and corresponding Bobi under the same
basis are denoted as valid events.

3. The participants apply the post-matching method
to handle valid events under the Z and X-bases. Alice
and Bobi arrange the measurement results of valid events
in order, represented as aizj

(
aixj

)
and bizj

(
bixj

)
, i is the

index of Bob and j indicates the sequence of outcomes.
They classified the valid events according to the selected
basis and matched the measurement results in the same
basis sequentially. Considering their common origin in
the same Bell state, aizj

(
aixj

)
and bizj

(
bixj

)
are equal

without the effect of noise.
We provide a detailed explanation for post-matching

method using an example. In a three-party scenario,
measurement events between Alice and Bobi(i ∈ {1, 2})
can be represented as Si

k, where k is the sequence of mea-
surement events. It is supposed that the first four mea-

surement events can be denoted in sequence as {S1,X
1 ,

S1,D
2 , S1,Z

3 , S1,Z
4 } and {S2,Z

1 , S2,Z
2 , S2,X

3 , S2,D
4 }. The su-

perscript X indicates that Alice and Bobi both conduct
measurements in the X basis, while the superscript Z
means that Alice and Bobi both conduct measurements
in the Z basis. The superscript D encompasses all other

cases. In this scenario, the measurement results of S1,X
1

are matched with those of S2,X
3 , and get a1x1 , a2x1 , b1x1 , and

b2x1 . Similarly, The measurement results of S1,Z
3 (S1,Z

4 )

are matched with those of S2,Z
1 (S2,Z

2 ) to get a1z1 , a2z1 ,
b1z1 , and b2z1 (a1z2 , a2z2 , b1z2 , and b2z2 ).
Subsequently, Alice performs XOR operations on the

measurement results in the Z basis: cizj = a1zj ⊕aizj . After

Alice publishes cizj , Bobi perform another XOR operation

on cizj and bizj to obtain a new classical bit string bizj
′
. In

the case of the X basis, Alice acquires a1xj
′
, which is the

outcomes of a1xj ⊕ a2xj ⊕ · · · ⊕ a
(n−1)x
j . Based on the self-

inverse property of XOR, there are:

bizj
′
= aizj ⊕ a1zj ⊕ bizj . (1)

Through the post-matching and data processing steps
outlined above, Alice and Bobi establish correlations
within each group of outcomes. They can obtain bit
strings with GHZ correlation through the information
processing steps above. There are:

a1zj = b1zj
′
= b2zj

′
= · · · = b

(n−1)z
j

′
, (2)

a1xj
′
= b1xj ⊕ b2xj ⊕ · · · ⊕ b

(n−1)x
j , (3)

without considering noise.
4. Alice and Bobi use the valid events in the X-basis

for information leakage estimation, and the valid events
in the Z basis for obtaining raw keys. The bit string
for QCKA can be derived through error correction and
privacy amplification [69] applied to the raw keys. The
specific calculation steps are outlined in Sec. IV.

In our protocol, Bell states are generated and dis-
tributed by an untrusted provider (who can be the eaves-
dropper), which is similar to the Ekert91 [70] protocol.
We make no assumptions about the light source in the
protocol, and the attacker can generate any state he
wants. However, the measurements for all participants
are what we need to assume, namely perfect Z and X
bases. Since the participants randomly choose the Z and
X bases for measurement, these disturbances inevitably
lead to an increase in error rates, which is unavoidably
detectable through error rate estimation. Therefore, our
protocol is a source-independent protocol [71], circum-
venting the source vulnerabilities present in traditional
prepare-and-measure protocols. Its security can be ana-
lyzed even when the source end is controlled by an un-
trusted node.

The distribution of Bell states instead of multi-photon
entanglement states contributes to a simplified system
design [34, 72]. As the number of participants increases,
the only requirement is adding detection devices with a
corresponding number and connecting them to the opti-
cal switch through optical fibers. This scalability allows
for the flexibility to add or remove participants as needed.

III. SECURITY ANALYSIS

In this section, we introduce a virtual protocol that
can be transformed into the actual QCKA protocol out-
lined above to demonstrate the security of our scheme.
The virtual protocol allows participants to employ quan-
tum memory for storing the generated Bell states, while
the classical data storage available to participants in the
actual protocol only permits them to store the results of
projection measurements. The correlations among mul-
tiple Bell states stored are established by quantum gates,
resulting in a different sequence of operations and mea-
surements in the virtual protocol compared to the ac-
tual one. Figure 2 illustrates the generation process of
GHZ states. Through multi-party entanglement purifica-
tion [69, 73, 74], the noise introduced during the protocol
can be eliminated, leading to the attainment of maximum
entanglement. The specific steps of the virtual protocol
are as follows:

1. In the case of n protocol participants, the
polarization-entangled photon pair source generates
n − 1 pairs of Bell state |Φ+⟩ = 1√

2
(|00⟩ + |11⟩)(

|Φ+⟩ = 1√
2
(|++⟩+ |−−⟩)

)
. One of the qubits in Bell

state is distributed to Alice and the other to correspond-
ing Bobi . Alice and Bobi store them by quantum mem-
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ory. The total system of the generated Bell states is given
by:

∣∣Φ+
〉⊗(n−1)

=
1√
2n−1

∑
ai=bi

bi∈{0,1}

|a1b1 · · · an−1bn−1⟩ . (4)

2. Alice and Bobi establish entanglement among the
qubits they store by performing multiple CNOT oper-
ations. Taking a1 as control bits, Alice perform lo-
cal CNOT operations with a2, a3 · · · an−1 in order. Fol-
lowing this, the participants perform non-local CNOT
operations sequentially on ai and corresponding bi(i ∈
{2, 3, · · · ,n− 1}) as control and target bits, respectively.
Without considering the noise, the evolution processes of
the quantum state are as follows:

1√
2n−1

∑
ai=bi

bi∈{0,1}

|a1b1 · · · an−1bn−1⟩

CNOT−→ 1√
2n−1

∑
ai=bi

bi∈{0,1}

[|00a2b2 · · · an−1bn−1⟩+

|11(1⊕ a2)b2 · · · (1⊕ an−1)bn−1⟩]
non−local
CNOT−→ 1√

2n−1
(|0⟩+ |1⟩)a2

· · · (|0⟩+ |1⟩)an−1

(|00 · · · 0⟩+ |11 · · · 1⟩)a1b1b2···bn−1
.

(5)

The state of subsystem {a1, b1, b2, · · ·, bn−1} can be ex-
pressed as:∣∣Φ+

〉
a1b1b2···bn−1

=
1√
2

(
|0⟩⊗n

+ |1⟩⊗n
)
a1b1b2···bn−1

.

(6)

3. After obtaining a sufficient number of noisy GHZ
states, the participants select a subset of them and per-
form measurements in the X basis to estimate parame-
ters. Subsequently, they perform purification on the re-
maining GHZ states, extracting approximately pure GHZ
states. The measurements of these GHZ states are per-
formed in the Z basis. Alice and Bobi record the results
as secret keys.

The steps of virtual and actual protocols correspond
one-to-one. Quantum memory corresponds to classical
data storage. While quantum memory stores and re-
trieves quantum information using qubits, classical data
storage performs a similar function in classical computing
by storing and retrieving classical bits. The CNOT op-
erations are equivalent to XOR operations and bit flips.
For the Z basis, the local CNOT operations correspond
to XOR operations between a1zj and aizj

(
cizj = a1zj ⊕ aizj

)
in the actual protocol. The non-local CNOT operations
correspond to deciding whether to perform a bit flip on
bizj based on cizj . For the X basis, the local CNOT op-
erations correspond to that Alice performs computation

𝑏𝑛−1

|Φ+⟩ 𝑎1𝑏1

…

𝑎1

⊕

⊕

⊕

𝑎2

𝑏1

𝑏2

𝑎3

𝑏3

𝑎𝑛−1

|Φ+⟩ 𝑎2𝑏2

|Φ+⟩ 𝑎3𝑏3

|Φ+⟩ 𝑎𝑛−1𝑏𝑛−1

|Φ+⟩ 𝑎1𝑏1𝑏2…𝑏𝑛−1

Local CNOT Non-local CNOT

⊕

⊕

⊕

FIG. 2: GHZ state generation. Alice and Bobi
perform local and non-local CNOT operations on qubits
they store, establishing entanglement correlations in

subsystem {a1, b1, b2, · · ·, bn−1}.

a1xj
′
= a1xj ⊕ a2xj ⊕ · · · ⊕ a

(n−1)x
j . The non-local CNOT

operations do not affect the measurement outcomes in
the X basis.
Entanglement purification can be converted into the

quantum error correction[69, 74], where the Calderbank-
Shor-Steane code are divided into two subcodes, designed
for qubit flip errors and phase errors, respectively. The
correction of qubit flip error and phase flip error are corre-
spond to classical bit error correction and privacy ampli-
fication. Considering the monogamy of entanglement[75],
these obtained pure GHZ states almost leak no informa-
tion to eavesdroppers. Therefore, the actual protocol is
equivalent to the virtual protocol and can effectively pre-
vent information leakage.

IV. RESULTS AND DISCUSSION

A. Calculation of the key rate

According to the description of the protocol above,
the bit strings with entanglement correlation are finally
shared by the protocol participants. The key rate in the
asymptotic case [25, 33] is given by:

RQCKA = QZ

{
1−H

(
EX(n)

)
− fmax

i

[
H

(
E1,i

Z

)]}
,

(7)
where QZ is the gain of the system in the Z basis, EX(n)

is the total bit error rate in the X basis, and E1,i
Z indicates

the marginal error rates between Alice and corresponding
Bobi . f represents the error correction efficiency, and
H(x) = −x log2 x− (1−x) log2(1−x) is binary Shannon
entropy function.
We denote the efficiency of all detectors as η. Con-

sidering the central symmetric network architecture, the
quantum channels efficiency of Alice and Bobi can be
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gotten: ηA = ηB = η × 10
−αL
10 , where α is the op-

tical fiber attenuation coefficient, and L is the length
of optical fiber between participants and the untrusted
entanglement provider. Taking into account the type-
II source of polarization entanglement, the gain for k-
photon pairs [76, 77] is as follows:

Qk =
[
1− (1− Y0A)(1− ηA)

k
]

[
1− (1− Y0B)(1− ηB)

k
] (k + 1)λk

(1 + λ)
k+2

.
(8)

By summing up Qk, we can get the gain in the Z basis
of two-party entanglement system:

QZ =

∞∑
k=0

Qk = 1− 1− Y0A

(1 + ηAλ)
2 − 1− Y0B

(1 + ηBλ)
2

+
(1− Y0A) (1− Y0B)

(1 + ηAλ+ ηBλ− ηAηBλ)
2 ,

(9)

where λ is half of the expected photon pair number µ,
and Y0A (Y0B) is the detector dark count. Due to the
entangled photon pair source, we only need to consider
the collection efficiency of two participants involved. The
gain of the system remains unchanged with variations in
the number of participants. Considering the symmetry
between measurements in the Z and X bases, we can
derive the bit error rate e in them:

e =e0−
2 (e0 − ed) ηAηBλ (1 + λ)

QZ (1 + ηAλ) (1 + ηBλ) (1 + ηAλ+ ηBλ− ηAηBλ)
,

(10)

where e0 is the background error rate, ed is the misalign-
ment rate. e represents the probability that Alice and
Bobi have discordant outcomes in a single valid event.
To estimate EX(n) and E1,i

Z , we present tables in Fig. 3
for the mesurement results in three-party scenario and
extended the analysis to multiple participants, assuming
that no errors are introduced during the classical oper-
ations. According to Fig. 3a the generation of a correct
key becomes unattainable if any one measurement result
in the Z basis contains an error. Since the marginal error
rates E1,i

Z are exclusively introduced by the discordant
outcomes of Alice and Bobi in a single valid event, there
are E1,i

Z = e(1−e)+e2 = e. which remains unaffected by
variations in the number of participants. The total bit
error rate of n participants where at least one measure-
ment result of Bobi differs from Alice′s in the Z basis is
as follows:

EZ(n) = 1− (1− e)
(n−1)

. (11)

While entangled photon pairs are measured in the X
basis, the data in the first and fourth rows in Fig. 3b
satisfy Eq. 3. Therefore, in the three-party scenario,
the total bit error rate in the X basis is denoted as

(a)

(b)

FIG. 3: The error rate analysis. The probabilities of
various outcomes arising after measurement and

classical operations are provided. (a) The second and
fourth row of the table represent the marginal error rate
E1,1

Z . The third and fourth row represent the marginal

error rate E1,2
Z . (b) The second and third row represent

the total error rate EX(3), which is the probability that
measurement results fail to satisfy entanglement

correlation.

EX(3) = 2e(1 − e). Considering the identity property
of the XOR operation, with an even number of incorrect
measurements, the correctness of the results will not be
affected. In this case, the key distribution is considered
to be successful. Otherwise, it is deemed a failure. In the
expansion of EX(n), there are no even-powered terms of
e, while odd-powered terms remain unaffected:

EX(n) =

t∑
i=0

C2i+1
n−1 (1− e)

n−2i−2
e2i+1. (12)

When n is an even number, t = n
2 −1. When n is an odd

number, t = n−3
2 .

The finite key analysis for the experiment is provided
below. The universally composable security framework
is employed as our security criteria. We define the length
of the security key as LQCKA according to the calculation
in Ref. [33, 45, 78]:

LQCKA = nz

{
1−H(ϕz)− f max

i

[
H

(
E1,i

Z

)]}
− log2

2(n− 1)

εcor
− 2 log2

1

2εsec
,

(13)

where nz is the number of entangled pairs measured in
the Z basis. ϕz is the upper limit of the phase error rate
in the Z basis considering statistical fluctuations. εcor is
the failure probability of error verification, and εsec is the
failure probability of privacy amplification [36].

Due to the challenge of counting phase errors in valid
events, it is not feasible to obtain the phase error rate in
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FIG. 4: Key rate of our protocol and N-BB84.
Under the conditions of perfect entanglement sources,

we numerically simulate the key rate for different
number of participants (3, 4, 5, 6) using the parameters
in Table I. The horizontal axis represents the distance
between the central node and each participants. The
solid line represents key rate of our protocol, while the
dashed line represents that of N-BB84 [45] protocol.

TABLE I: Simulation parameters. e0 is the
background error rate. ed is the misalignment rate. ηd
is the detection efficiency of single photon detectors. pd
is the dark count rate. α is the attenuation coefficient of

the ultra-low-loss fiber. f is the error correction
efficiency. εcor, εsec are the parameters of correctness

and privacy.

e0 ed ηd pd α f εcor εsec
0.5 0.02 56% 10−7 0.16 1.16 1.2× 10−9 1.2× 10−9

the Z basis directly. However, since the density matrix
of the n-photon state is the same in the Z and X bases,
bit flips in the X basis correspond to phase flips in the
Z basis. Consequently, we can utilize the property that
the phase error rate in the Z basis is identical to the bit
error rate in the X basis to calculate ϕz.

We define the superscript ∗ and overline to denote ex-
pected value and observed value. The number of bit error
under the X basis can be defined as mx = NQXEX(n),
assuming that the gain in the X basis QX = QZ .
Then the numerical equation for the variant of Chernoff-
bound [78, 79] is used to obtain the limit of expected

value m∗
x. m∗

x = mx + β +
√
2βmx + β2, of which

β = − ln ε and ε = 10−10 is the failure probability. Since
the phase error rate in the Z basis is identical to the bit
error rate in the X basis in the asymptotic limit, there is
m∗

zt = m∗
xnz/nx, where m

∗
zt represents the upper limit of

the expected number of qubits with phase errors in the Z
basis. Subsequently, a similar procedure is employed to
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FIG. 5: Simulation schematic under finite key
conditions. The solid lines represent the key rates
corresponding to different key lengths in the case of
three participants, while the dashed lines indicate the
key rates in the scenario of five participants. N is the
number of pulses allocated to each participant by the

entanglement source.
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FIG. 6: Simulation schematic under different
misalignment rate of the basis. We provide the
asymptotic key rate under the scenario of three
participants. Our protocol can still achieve a

transmission distance exceeding 300 kilometers with a
misalignment rate of 0.05 for the basis.

estimate the upper limit of the number of phase errors

observed in the Z basis: m̄zt = m∗
zt +

β
2 +

√
2βm∗

zt +
β2

4 .

Ultimately, the upper limit of the phase error rate can
be determined as ϕz = m̄zt/nz.
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B. Simulation results

The convex optimization algorithm is used to simulate
the protocol. We provide the asymptotic key rates for
both our protocol and N-BB84 in Fig. 4. For a fair com-
parison, it is assumed that perfect entanglement sources
are used in the system, which means a guarantee of per-
fectly entangled photon pairs. The specific parameters
used are shown in Table I. The results shows that under
identical experimental parameters and post-processing
procedures, our protocol consistently exhibits a higher
key rate and achieves a longer transmission distance. At
a transmission distance of 200 km, the key rate of our
protocol can be three orders of magnitude higher than
that of N-BB84. The advantage becomes more evident
with an increasing participant number. Our protocol still
achieves successful key generation with 6 participants at
320 km. The robustness of our protocol in the face of
rise in the number of participants is attributed to the im-
provement of valid event probability. Therefore, the pro-
tocol’s key rate is enhanced fromO(ηn) to O(η2), making
it more suitable for large-scale quantum networks com-
pared to previous entanglement-based QCKA protocols.

We have also calculated key rate under different con-
straint conditions taking the imperfect source into con-
sideration. Figure 5 shows the key rate at different dis-
tances under finite-key conditions when the number of
participants is 3 and 5, which provides a reference for
the application of protocol. Under the condition of five
participants, our protocol maintains the ability to gener-
ate keys at a distance of 140 km when N = 1011. Fig-
ure 6 illustrates that in the case of three participants,
the key rate under different values of ed. The transmis-
sion distance can reach more than 300 km with a basis
misalignment rate of 5%, which means it can withstand
more interference from the field environment.

V. CONCLUSION

We have proposed a QCKA scheme based on Bell
states, which can be extended to an arbitrary number

of participants. The protocol establishes correlations
among the measurement results of Bell states through
classical operations and the post-matching method,
thereby avoiding the challenges in generating multi-
photon entangled states. A performance comparison with
N-BB84 and a finite key analysis, considering compos-
able security, is provided. Simulation results show that
our protocol achieves a transmission distance exceeding
320 kilometers in the case of 6 participants and can toler-
ate a 5% misalignment rate of the basis, which represents
an improvement over existing entanglement-based proto-
cols. In recent years, significant progress has been made
in the advantage distillation technique [80, 81] within
the realm of quantum key distribution. This technique
enhances the correlation between raw keys, allowing for
greater tolerance to channel loss and error rates. It’s fore-
seeable that advantage distillation will be widely applied
in QCKA. We believe that incorporating this technique
into our protocol can further enhance its performance.
The flexibility and scalability of our protocol enable

the free selection of new participants from network users,
without requiring hardware changes for existing partici-
pants and entanglement providers. Therefore, our proto-
col can be inserted into the entanglement network with
plug-and-play capability. Additionally, it constitutes a
crucial application of the post-matching method, indicat-
ing greater adaptability to multi-party applications. Sim-
ilar to Ref. [35], our protocol requires only minor adjust-
ments to basis selection probabilities and post-processing
procedures for efficient execution of quantum secret shar-
ing tasks. This suggests the potential for extending our
protocol to other areas of quantum cryptography.
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