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Abstract. Deception is helpful for agents masking their intentions from
an observer. We consider a team of agents deceiving their supervisor. The
supervisor defines nominal behavior for the agents through reference poli-
cies, but the agents share an alternate task that they can only achieve
by deviating from these references. Consequently, the agents use decep-
tive policies to complete the task while ensuring that their behaviors
remain plausible to the supervisor. We propose a setting with central-
ized deceptive policy synthesis and decentralized execution. We model
each agent with a Markov decision process and constrain the agents’ de-
ceptive policies so that, with high probability, at least one agent achieves
the task. We then provide an algorithm to synthesize deceptive policies
that ensure the deviations of all agents are small by minimizing the worst
Kullback-Leibler divergence between any agent’s deceptive and reference
policies. Thanks to decentralization, this algorithm scales linearly with
the number of agents and also facilitates the efficient synthesis of refer-
ence policies. We then explore a more general version of the deceptive
policy synthesis problem. In particular, we consider a supervisor who
selects a subset of agents to eliminate based on the agents’ behaviors.
We give algorithms to synthesize deceptive policies such that, after the
supervisor eliminates some agents, the remaining agents complete the
task with high probability. We also demonstrate the developed methods
in a package delivery example.

Keywords: Team deception - Markov decision processes - Centralized
planning, decentralized execution.

1 Introduction

In interactions with asymmetric information, agents can use deception to create
an advantage against an adversary. Examples of applications where deception
is useful include human-robot interaction [9] and intrusion or defense of cyber
systems [15,13]. In the interaction we consider, a supervisor uses a team of
agents to complete a task in a distributed manner. For example, one may assign
decentralized controllers to a team of aerial vehicles to complete a search task
[2]. In these scenarios, agents may deceive their supervisor by deviating from the
assigned behavior in a plausible manner. However, if the supervisor detects an
agent’s deviation, they will eliminate the agent. An agent that deviates will be
less effective in completing the supervisor’s objective and may be a security risk.
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We explore the synthesis of deceptive policies for a team of agents, and Fig-
ure 1 shows the setup we consider. The supervisor first assigns reference policies
so that each agent completes some task. The agents then collude to find de-
ceptive policies so that the agents complete a shared alternate task. The agents
must choose deceptive policies so that, after the supervisor observes the agents’
behavior, they do not detect the agents’ deviations and eliminate them.

/
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Fig. 1: a) Supervisor assigns reference policies. b) Agents decide on deceptive
policies. ¢) Agents execute their policies in the environment. d) Supervisor elim-
inates a subset of agents based on observed behavior.

We model each agent with a Markov decision process (MDP), and we define
success for the team as any agent reaching the goal in their MDP. In particular,
certain states in each MDP represent the agents’ shared reachability task. The
agents’ deceptive policies then must satisfy the constraint that, with high prob-
ability, at least one agent reaches a target state. For example, in a surveillance
task, only one agent must deviate to obtain footage of a secure location.

The agents need centralized synthesis to complete their shared task with
high probability, but we limit the agents to decentralized policies to improve
the tractability of synthesis and remove the need for communication. The use of
decentralized policies is a shotgun approach. Each agent follows a policy inde-
pendently from the other agents and achieves the task with a small probability,
but collectively, the agents achieve the task with high probability.

We use Kullback-Leibler (KL) divergence, as often used in security settings
[3, 22, 16], to measure deviations between agent behavior and the reference policy.
In stochastic environments, paths that achieve the agents’ task may be feasible
under the reference policy, but the likelihood of the paths informs the supervisor’s
belief about whether an agent is deceptive. The agents can make their paths
plausible under the reference policy by ensuring KL divergence is small.

We explore two versions of deceptive policy synthesis, which differ in how the
agents avoid elimination and whether the agents use decoys. We first formulate
deceptive policy synthesis as ensuring all agents’ deviations are small. In partic-
ular, we formulate worst-case deceptive policy synthesis as minimizing the worst
KL divergence among all agents. However, in some settings, when the supervi-
sor eliminates some agents, others may complete the task. By choosing policies
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appropriately, one may allocate decoy agents, which the supervisor eliminates.
In elimination-aware deceptive policy synthesis, we formulate the supervisor’s
elimination procedure and explore the synthesis of policies such that, after the
supervisor eliminates decoys, the remaining agents succeed with high probability.

We present efficient algorithms for each synthesis problem. The shotgun ap-
proach we take results in a non-convex reachability constraint for these problems.
However, we give an efficient algorithm to synthesize globally optimal solutions
to worst-case deceptive policy synthesis through a sequence of convex optimiza-
tion problems. This efficient algorithm also allows synthesis of reference policies.
We then explore restrictions to the supervisor’s elimination procedure to make
elimination-aware deceptive policy synthesis more tractable. With these restric-
tions, we solve the problem by modifying the algorithm provided for worst-case
deceptive policy synthesis to additionally allocate decoy agents.

1.1 Related Work

We discuss several areas relevant to our work, including team deception, KL
divergence in security, deception of observers, and decentralized MDPs.

Team Deception. Various disciplines study application-specific team de-
ception. Examples include the clustering of deceivers in online games [37] or the
use of decoy agents to aid a leader in misdirecting a multi-robot team [30]. In
contrast to application-specific approaches, we explore the synthesis of deceptive
policies for a team of agents represented by MDPs. Existing approaches for team
deception include mean-field approaches [7] and reinforcement learning [12]. In
contrast, we explore optimization-based approaches in a non-mean-field regime.
Furthermore, these works focus on the problem of obscuring a task while we
explore the concealment of the policy used to achieve a task. Prior work also ex-
plores secure multi-agent planning [38, 27, 14, 34]. These works represent security
with opacity-like formulations, where an observer must not be able to determine
that the agents have visited some state. Finally, hidden role games are team
games where agents are unaware of the team composition. Existing literature
explores equilibrium computation [6] and learning-based approaches [1, 33, 35].

KL Divergence and Security. Most relevant to our setting is the synthesis
of deceptive policies in MDPs using KL divergence [18]. Deceptive policy synthe-
sis via KL divergence minimization admits a convex formulation with dimension
polynomial in the MDP size. One may also formulate similar KL divergence
minimization problems for partially observable agent dynamics [19], continuous
dynamics [29], and stochastic games [20]. Our work contrasts [18,19,29] with
the addition of multiple supervised agents. One could use the formulation in [1§]
to explore multi-agent settings, but the resulting implementation would be in-
tractable for many agents and would require communication between agents. The
shotgun approach we use, with decentralized execution, is more tractable and
does not need communication. More generally, KL, divergence appears in analyz-
ing attack detection [3,22, 16]. For example, in the context of input replacement
attacks in a linear system, KL divergence relates to an attack’s stealthiness [3].
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Deception of Observers. Various works explore formulating policies to
mask agents’ intent from observers in single-agent settings. Quantitative decep-
tion literature includes approaches based on KL divergence, i.e. expected log-
likelihood ratio, [18,19,29], as well as constraining the probability of the log-
likelihood ratio exceeding a threshold [25]. Meanwhile, in qualitative intention
deception, an attacker ensures that observations generated by their behavior are
consistent with observations generated by non-deceptive agents [11]. Again, in
contrast to [25, 11], we consider multiple observed agents. Deceptive path plan-
ning also involves an agent masking their intent from an adversary, as one finds
paths that delay an observer’s recognition of the agent’s goal [26, 10]. However,
we consider a distinct problem from deceptive path planning, as in our setting,
the agents obscure the decision-making process used to reach a state rather than
the state itself. Finally, the likelihood ratio between the paths produced by hid-
den Markov models defines the form of probabilistic opacity considered in [21]
for verification. This work is relevant to our work as we synthesize policies to
control the log-likelihood ratio of observations produced by two Markov chains.

Centralized Planning and Decentralized Execution. Our work relates
to decentralized execution approaches common in multi-agent learning and plan-
ning. For example, multi-agent reinforcement learning may use centralized learn-
ing with decentralized execution [24]. In planning, decentralized Markov decision
processes (Dec-MDPs) are most relevant to our setting. Solving Dec-MDPs is
NEXP-complete [5] in general and NP-complete with independent transitions [4].
However, some classes of Dec-MDPs, such as Dec-MDPs with additive rewards
and shared additive resource constraints, have efficient solution methods [28].
Additionally, heuristic methods provide good solutions for chance-constrained
problems with additive rewards [36]. We explore a chance-constrained problem
where the reward has a maximum structure rather than an additive structure,
and we show this maximum structure allows globally optimal policy synthesis.

2 Preliminaries

For n objects a; indexed by ¢ = 1,...,n, the collection is (a;)"_;. The set [n]
contains the natural numbers 1, ..., n. For probability distributions P, P> with
a support X', the KL divergence is KL(P|[2) = > . » P1(7)log (F1(*)/Py(x)).
Markov Decision Processes. A Markov decision process (MDP) M is a
tuple (S, A, P, sg) where S and A are state and action spaces, P is a transition
function, and s¢ is an initial state. The set of actions available at state s is A(s),
and the probability of transitioning from state s to ¢ under action a is P(s, a, q).
The set of successor states of s, Succ(s), contains states ¢ such that there exists
an action a € A(s) with P(s,a,q) > 0. For an absorbing state, Succ(s) = {s}.
A stationary policy is a map 7 : S x A — [0, 1] such that 3 5, 7(s,a) =1
for all s € S. For an MDP M, II(M) is the set of stationary policies on M.
The Cartesian product of these sets for n MDPs is IT(M;) = IT(M;) x ... x
II(M,,). Note that IT(M;) contains tuples of stationary policies on individual
MDPs rather than policies that take the joint state as input. A path in an
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MDP with policy 7 is a sequence of states £ = spsy... such that, for all ¢,
Y ae (s P(st,a,5141)m (s, a) > 0. If each of n MDPs is run for m, rounds, the
Jen path produced by MDP M, is ; ;. The sequence of paths generated by M;
isg; = (&’j);”;l. A stationary policy 7 induces a distribution I'™ on the paths of
an MDP, and the KL divergence between policies 71 and g is KL (I'™ || '™2).

For an MDP and stationary policy, the occupancy measure of state-action
pair (s,a) 18 Zs5, = Y 00 Pr(si = s|so)m(s,a), and is the expected number of
visits to (s,a). By an abuse of notation, sq = }_,c4(s) Ts,al’(s,a,¢) is the
occupancy flow from state s to g. Similarly, 754 = ZaeA(s) P(s,a,q)n(s,a) is
the probability of transitioning from state s to ¢ under policy .

For a single-agent with initial state sg, Pr(so = OR) is the probability of
reaching set R with the agent’s policy. For multiple agents ¢ € T, with policies
T, Pr(3i € T: s |= OR;) is the probability that at least one agent reaches set
R; in their MDP. We refer to this probability as the disjunctive reachability
probability, and we remark that we may compute this probability by multiplying
the agents’ independent failure probabilities and subtracting from 1. That is,

Pr(3ieT:s)EOR)=1-I[, (1-Pr(s) EOR;)).

3 Problem Formulation

We first discuss the problem setting and then formulate two synthesis problems.
For i =1,...,n, an MDP M, governs agent ¢. The supervisor assigns each
agent a stationary policy 7r;-S . The agents have a shared disjunctive reachability
task, and they achieve this task if any agent reaches set R;‘\ C S; in M;. The
agents choose policies 77! in a centralized manner such that Pr(3i € [n] : s} =
OR{) > v4. We assume s is absorbing for all s € |J;_, Ry
Running Example. We give an ,0.9
aerial packagg .dehyery . example for start —( 1 ) r,0.8 @
ease of exposition in Figure 2. Two d,0.1 n/
1

agents navigate the state space S = d,09( [r,0.1 r0.2 and, 1
{1,2,3,4,+} with actions r (right)

and d (down). However, due to @ @
weather, the agent may not go in
the commanded direction. Addition-
ally, weather may force a landing at
state * when taking action r at state 2.
A land action is also available, which
transitions the agent from state 2 to
state * with probability 1. Agent i’s target is Ry* = {x} for i € {1,2}.

Fig.2: An MDP for a package delivery
example. Circles are states, and arrows
represent state transitions. An arrow la-
beled a, P(s,a,q), going from state s to
q, represents an action.

3.1 Worst-Case Deceptive Policy Synthesis

To make the team deceptive, we ensure all agents have low deviation, and we
quantify deviation with KL divergence using hypothesis testing arguments as
in [18]. The log-likelihood test is the most powerful hypothesis test for a given
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significance level [8], and we assume the supervisor eliminates an agent ¢ based
on this test after observing their path in the state space. For a null hypothesis
that agent 7 is not deceptive, i.e. m; = 7r‘i5 , and an alternative hypothesis that
agent 7 is deceptive, i.e. m; = 7, the KL divergence between 7r;4 and ﬂf gives
the expected log-likelihood ratio. A policy with a lower KL divergence then
corresponds to a less detectable agent and a smaller deviation.

We define the optimal deceptive policies as minimizing the maximum KL
divergence, thus ensuring that all agents have low deviation. We formulate the

agents’ problem as finding optimal policies subject to reachability constraints.

Problem 1. (Worst-Case Deceptive Policy Synthesis) Given MDP M;, reference
policy 71';9 , set R;“ for each agent ¢ € [n], and threshold v4 > 0, solve

inf max KL (F’TZAHF”f) (1a)
(rf,...,mA)EIT(M;)  i€n]
subject to Pr(3i € [n] : s = OR?) > va. (1b)

The shotgun approach we use, with decentralized policies and centralized plan-
ning, is advantageous as it leads to a scalable solution and does not require
communication between agents. One may also consider centralized policies and
centralized planning to make the deceptive team as a whole less detectable. One
may achieve this approach by using existing deceptive planning methods [18] on
a joint MDP, with state and action space formed by products of individual state
and action spaces. However, this approach has two issues. First, the approach
does not scale, as the joint MDP grows exponentially with n. Also, centralized
policies need communication during execution, which may not be available. We
avoid these issues by formulating Problem 1 with decentralized execution and
centralized planning, as is common in multi-agent reinforcement learning [24].
Running Example (continued). Consider reference policies given by ¢ (1,7)
=7{(2,7) = 75 (1,d) = 75 (2,7) = 1. Under these policies, Pr(s} = O{*}Vs3 |=
O{*}) = 0.2. For v4 = 0.5, the agents must deviate to satisfy their specification.
An example of a feasible deviation is (77')(1,7) = (7{)(2,1and) = 1, and 73' =
75, The combined probability of success is then 0.9.

3.2 Elimination-Aware Deceptive Policy Synthesis

We explore the synthesis of deceptive policies such that, after a supervisor elimi-
nates some agents, the remaining agents complete the task with high probability.
In some settings, the supervisor eliminates a subset of agents after an observa-
tion period, and the agents may want to ensure that they still achieve the task
with high probability without the eliminated subset of agents. Alternatively, an
agent’s success may be contingent on the supervisor not detecting that agent.
To explore these settings, we model the supervisor’s procedure for eliminating
agents, and we introduce a parameter to measure the supervisor’s elimination
budget. We then define the agents’ problem as maximizing the elimination bud-
get for which the remaining agents complete the task with high probability.
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A Supervisor Elimination Procedure. For a prior Pr(i is Deceptive) = pp ,,
the supervisor computes belief 6;(€,) = Pr(i is Not Deceptive|;) using

Pp,i
0:(&,)=1- : . 2
1(51) Ppi + (1 — pD7i)Pr(§i\i is Not DeCePtive)/Pr(giﬁ is Deceptive) ( )

As 0,(&;) increases, the supervisor is more sure agent 4 is not deceptive.

We define the supervisor’s procedure for eliminating agents as a subset se-
lection problem with parameters based on 6;(&;). The expected utility of agent
i to the supervisor is V;0;(&;), where V; is a base utility. We then define the
supervisor’s budget for eliminating agents by an upper bound, C, on the to-
tal utility the supervisor may eliminate. Under this constraint, the supervisor
maximizes the probability that at least one of the agents eliminated is deceptive,
Pr(3i € T : i is Deceptive|€;). Assuming the supervisor treats the agents as inde-
pendent, conditioned on paths, Pr(3i € T': i is Deceptive|§,;) = 1 — ], 0i(&;)-
Maximizing Pr(3i € T : ¢ is Deceptive|€;) is then equivalent to maximizing
> ier —log(0:(§;)), and the supervisor’s elimination problem is

max Y —log(6i(§;)) (3a)

r €T
subject to Y 60;(&;)Vi < C. (3b)
€T

We denote the output of this problem as T' = f(6;(&;), C), suppressing depen-
dence on m,, pp;, and V;.

Deceptive Policy Synthesis with Elimination. We define the agents’ prob-
lem as synthesizing policies that maximize the value of C, such that the remain-
ing agents, [n]\ f(6:(&;),C), complete the task with high probability.

Policies alone do not determine the subset T', as elimination depends on the
state sequence produced during execution. As such, we define a belief proxy

A PD,i
91(7‘—) =1- - SN 0 (4)
pp,i + (1 — PD,i)e_mT'KL@”HF 7)

based on the relationship
S
me KL (I7[17°) = E [log (Pr(¢|r)) — log(Pr(€|7*))]
The multiple m, appears as the supervisor observes m,. paths for each agent.

Using this proxy, we formulate the agents’ problem as

Problem 2. (Elimination-Aware Deceptive Policy Synthesis) Given MDP M;,
reference policy 7%, set Ry*, prior pp; € (0,1), and base utility V; > 0 for each
agent i € [n], as well as threshold v 4 > 0, and number of paths m, € N, solve

sup C (5a)
(71'14 ..... A ell(M;),C,T
subject to T = f(0:(r), C), (5b)

Pr(3i € 0]\ T: s E OR?) > va. (5¢)
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For V; = ... =V, and fixed policies 7%, the supremum of the set of feasible
values of C is the smallest amount of utlhty the supervisor must sacrifice such
that the remaining agents no longer satisfy the reachability constraint.
Running Example (continued). Consider policies formulated for Problem 1
such that constraint (1b) is tight. If 6;(7!) = y, and V; = 1, for all i € [n], then
for C' = y, these policies are no longer feasible, as when the supervisor eliminates
either agent, the task is no longer achieved with high probability. Alternatlvely,
each agent may reach x with probability v 4 at the cost of decreasing 6, (77 A).If
0; (m#') = z for all i € [n], then the policies are feasible for any C' < 2z, as the
supervisor must eliminate both agents to violate the reachability constraint.

4 Worst-Case Deceptive Policy Synthesis

We provide a scalable algorithm to solve Problem 1 to global optimality by
solving a sequence of convex optimization problems for each agent individually.
We first convert Problem 1 into a formulation based on occupancy measures
to facilitate the reachability constraint (1b). This conversion follows a similar
process to [18], which we detail in Section 8.1 of the appendix. The reference
policy 7§ induces a set of transient states, Sa,; € S;, on which 7rg4 deviates from
78, The states in S; \ Saq,; are closed, and the optimal deceptive policies do not
deviate from wf on S; \ Sq;. We optimize occupancy measures for s € Sq;, and
the elements of vector x; are occupancy measures Tgi qi for the states s’ € Sdi-
We define the following functions to introduce the new formulation.

KL(x;, 7 Z Z )l’si’qi log <7r5 Tstat ) . (6)

$1€Sq4.; ¢ €Succ; (s st,qt Zai/eAi(si) xsi,ai/

F(x;,s") = T — Y T I (s°). (7)

at€A;(s?) q*€Sa,;
I/(X“ z Z Z xsl 1+ﬂ ( ) (8)
q*ER; st €Sa,i

The KL divergence between path distributions is (6), and (6) holds due to the
stationarity of the policies [18]. The net occupancy flow at state s’ is (7), and
the reachability probability for a set R; is (8). We omit the dependence of these
functions on the MDP M, for clarity.

We reformulate Problem 1 as the following optimization problem, where the
decision variables are the agents’ individual occupancy measures.

inf max KL(x, 7¥) (9a)
(Gefsx7t) i€[n]
subject to  F(x,s) =0, Vs & Sq;,Vi € [n], (9b)
Hl—l/x JRAY) <1—wy, (9¢)
i=1
x>0, Vien). (9d)
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Proposition 1 shows the existence of a solution and the equivalence of (9) to
Problem 1. We give the proof in Section 8.1 of the appendix.

Proposition 1. Problem 1 and the optimization problem (9) share the same

optimal value, and there exist policies ()", that attain the optimal value.

We remark that (9¢) is problematic as it induces non-convexity, and non-
convex optimization problems may have sub-optimal local minima. However,
Theorem 1 shows that non-convexity is not an issue for Problem 1.

Theorem 1. Every local minimum of (9) is a global minimum.

Theorem 1 holds as (9a) is the maximum of a finite set of convex functions, and
the disjunctive reachability probability is a coordinate-wise monotone function.
In fact, Theorem 1 and the following algorithm hold for any objective that is a
maximum of convex functions of individual occupancy measures. For example,
one may instead minimize the maximum required battery capacity for a fleet of
drones. We prove Theorem 1 in Section 8.2 of the appendix.

Algorithm 1 uses the maximum structure of the objective to find the optimal
value of (9) by solving a sequence of reachability maximization problems. We
define the reachability maximization problem for agent ¢, given a KL divergence
constraint K, a reference policy ¥, and a state set R;“, as

sup v(xt, R (10a)
subject to  KL(x, 7¥) < K, (10b)
F(xt,s') =0, Vs' e Sy, (10c)

x> 0. (10d)

We denote by REACH(7?, R, K), the optimal value of (10), and we note that
(10) is a convex optimization problem due to results in [18]. Algorithm 1 finds
the minimum K such that the disjunctive reachability probability exceeds v 4.

Algorithm 1 Line search applied for deceptive policy synthesis

1: procedure DECEPTIVESYNTHESIS((75, R{)7_;, VA, Kmax, €)

2: K <+ BISECTION(REACHEVALUATE((7$, R 1,14, )),[0, Kmax),€)
3: procedure REACHEVALUATE((7§, R, va, K)

4 fori=1,...,ndo

5: vi + REACH(7Y, R, K)

6 v 1-JT0 (1 —w)

7 return v — vy

Algorithm 1 works by finding the smallest zero crossing of REACHEVALUATE.

The method, BISECTION, successively computes intervals [K, K] containing K*,
which is the smallest K such that REACHEVALUATE((7, R, va, K) > 0.
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We may then substitute the final value of the upper bound K into REACHEVALUATE
to compute feasible policies. Note that BISECTION should not terminate when
REACHEVALUATE is zero. Rather, we should continue decreasing K.

In BISECTION, K.y is any finite upper bound on the optimal value of (9),
and we give a method to compute it. For each i € [n], construct an augmented
MDP, ./\;li, by removing actions that induce state transitions (s,q) such that
Ts,q = 0. Then, for each ./\;li, find policies 71';4 that maximize the probability, v;,
of reaching R, If 1 — [T7-,(1 — v;) > v4, then the maximum KL divergence
among policies 7;4, bounds K*. If the inequality does not hold, the agents must
use state transitions with zero probability under wf to achieve the goal.

As REACHEVALUATE is monotonic in K, Algorithm 1 converges to the opti-
mal value of (9) for finite Kax. We give a proof in Section 8.2 of the appendix.

Theorem 2. The value K computed by Algorithm 1 satisfies K < K*+4¢, where
K™ is the optimal solution of Problem 1.

We solve O(n) single-agent problems at each iteration of the search, and we
require O(log, (K max/€)) iterations.

4.1 On Reference Policy Synthesis

The supervisor may preempt deceptive policy synthesis by choosing reference
policies ¥ that maximize the optimal value of Problem 1. Denoting Problem 1’s
optimal value by g((7$)?_,) , the supervisor’s problem is

sup 9((m9)iy) (11a)
(71"15,...,71';?)617(/\/17‘,)
subject to  Pr(sh = ORS) > vsy, Vi€ [n]. (11b)

In (11b), R¥ C S; is a task for each agent, and vs; is a probability threshold.
While solving (11) in the single-agent case is NP-hard [18], [17] uses projected
gradient-descent as a heuristic. Extending this approach to multiple agents is
non-trivial. The disjunctive reachability constraint underlying g is non-convex,
and this non-convexity makes taking projections in the agents’ variables difficult.
However, Algorithm 1 facilitates first-order methods for (11). The gradient
descent with max-oracle algorithm [23] may solve a max — min problem by taking
gradient steps in the outer variables and solving the inner problem at each itera-
tion. In (11), the inner problem is deceptive policy synthesis, which we solve with
Algorithm 1. Note that max; KL(x/, 77) must be smoothed for differentiability.

5 Elimination-Aware Deceptive Policy Synthesis

We explore the synthesis of deceptive policies that ensure agents complete the
reachability task, even when the supervisor eliminates some agents. We discuss
the complexity of the supervisor’s procedure for eliminating agents, as it appears
in this deceptive policy synthesis problem, and we explore restrictions to this
procedure that make policy synthesis easier. We then extend the methods used
in Section 4 for worst-case deceptive policy synthesis, to solve Problem 2.



A Decentralized Shotgun Approach for Team Deception 11

5.1 Discussion of Supervisor’s Elimination Procedure

The supervisor’s elimination procedure appears to lack sufficient structure to
facilitate an efficient algorithm for deceptive policy synthesis. A tuple of weights,
(w;)™_4, and profits, (p;)’;, define a knapsack problem

max Z Di (12a)

TC[n] 4
i€T
subject to Zwl <C, (12b)
i€T
and the elimination procedure, (3), is an example with p; = —log(6;(&;)), and

w; = 0;(&;)V;. Proposition 2 indicates that the supervisor’s elimination proce-
dure is too general to permit an efficient algorithm for deceptive policy synthesis,
as instances of the elimination procedure cover real-valued knapsack problems.

Proposition 2. Let (w;)!_; and (p;)?—, be given arbitrary tuples of positive
real weights and profits defining a knapsack problem. Then, there exists a tuple,
(ﬂf,ﬂf,./\/li,gi,‘/;,pp’i)?zl, of reference policies, agent policies, MDPs, state
paths, base utilities, and priors, such that w; = 6;(€,)V; and p; = —log(6;(§;)).

Proof. Consider an MDP with S = {o0,a,b}, A = {1,2}, and sy = o. States a
and b are absorbing, and P(o,1,a) = P(0,2,b) = 1. For all i, M; = (S, A, P, s).
For all i € [n], fix paths as €, = (0,qa,a,aq,...), and set pp,; = k € (0,1). Note
that m, = 1. We now design policies 7' and 7¥. Likelihood ratios are given by

Pr(¢;|i is Not Deceptive) 75 (0, 1)

= 13
Pr(,|i is Deceptive) 7(0,1)’ (13)

and we set 77 (0:1)/xA(0,1) = € "K/((1—e~Pi)(1—x)) SO that

K
K+ (1 — H)Tr;’,s(o-rl)/‘/rf(o,l)

0;(&;) =1— = exp(—pi). (14)

As V; is free, and 60,;(§;) > 0, we set V; such that w; = 6;(§,)V;. O

In Problem 2, the function f, which represents the supervisor’s procedure for
climinating agents, takes belief proxies § as input, rather than true beliefs 6.
However, we may prove Proposition 2 for 6 as well. We simply control e Kl
instead of 77 (0.1)/xA(0,1). It is easy to modify the policy pairs to set KL; to any
value in [0, 00), and e K¢ to any value on (0, 1]. We then need to choose x small
enough so that ¢ "'x/((1-e"7i)(1-x)) € (0,1) for all ¢ € [n].

Problem 2 is also a bi-level knapsack problem, with the agents as the leader
and the supervisor as the follower, and the complexity of bi-level knapsack prob-
lems [31, 32] reinforces the difficulty of Problem 2. For example, if a leader con-
trols weights in a knapsack problem solved by a follower, and the leader gets
rewards based on the items selected, the problem of finding the optimal weights
is not approximable [31]. While Problem 2 is distinct in form from problems ex-
plored in [31, 32], the hardness results further suggest the difficulty of Problem 2.
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We restrict Problem 2 such that V; = ... = V,, = 1, leading to a simple
solution for the supervisor’s problem. With this restriction, the supervisor solves

max ) —log(6i(£,) (15a)
€T

subject to > 0;(&;) < C, (15b)
€T

to find a subset T of agents to eliminate, and we may construct the solution
by adding agents to T in increasing order of 6;(£;) until we violate (15b). The
interpretation of V; = V; is that agents ¢ and j have the same expected utility
to the supervisor if ¢ and j are equally believed to be non-deceptive. If V; >V},
the supervisor may prefer to eliminate agent j even if 6;(&;) < 0;(§;)-

5.2 Synthesis of Optimal Deceptive Policies under Elimination

We reformulate Problem 2 (elimination-aware deceptive policy synthesis) to ap-
ply the methods used for Problem 1.

We first replace f, which defines the eliminated agents, with constraints
defining the optimal subset T'. This replacement yields the optimization problem

max C (16a)
(77-{4""777;6)€H(Mi)7T7C
subject to 0;(m) < éj(ﬂf‘), VieT,Vj e [n]\T, (16b)
0,(r) < C, (16¢)
i€l
0i(n) + 0;(r) > C, Vi€ n]\T, (16d)
i€l
Pr(3i e [n]\T:s) = OR}) > va4. (16e)
Due to the restriction V4 = ... =V,,, the elements of T" are the |T'| agents with

the lowest values of 6, and constraint (16b) encodes this fact. Constraint (16c)
then enforces the knapsack constraint (15b). Finally, constraint (16d) ensures
that T is optimal, as if we add any agent to T, then we violate constraint (15b).
We note that (16b) restricts the set of feasible policies such that the agents in
T and [n] \ T may not have the same § value.

We may manipulate 6 to force the elimination of certain decoy agents first,
and we simplify (16) by considering this interpretation of T" as containing decoys.
For fixed T and i, C = Y, .- 0;(7) +minge )\ 0;(7A) — & is optimal, where
we add § = 0 due to the strict inequality in (16d). This value of C corresponds to
the supervisor eliminating all decoy agents ¢ € T' and almost having the budget
to eliminate the non-decoy agent with the lowest belief min;c,\ 7 él(ﬂfl) The
decoys should also have maximum expected utility to the supervisor, subject
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to the constraint that their expected utility is lower than that of the non-decoy
agents. As Vi = ... = Vj,, we may set 77 such that 6, (7')= vy min;c(,,\7 6, (71';4)
for all ¢ € T. The scalar v € (0,1) accounts for the strict inequality in (16b).

Applying these equalities gives the optimization problem

max T(M-v)+M -0 17a
(ﬂi“,...,ﬂﬁ)GH(qu),T,M | |( ’Y) ( )

subject to Pr(3i € [n]\ T : si = OR}) > vy, (17b)

0;(m) > M, Vien]\T, (17¢)

0i(ry=M-~, VieTl. (17d)

To solve (17), we sweep the size of T', and for each |T'| = k, we optimize the

decoy assignment and agent policies to maximize min;ep,)\7 0 (w;‘l).

For fixed |T|, we reformulate (17) by substituting KL divergence for belief
proxies so that we may apply a similar line search procedure to Algorithm 1.
Assuming pp 1 = ... = ppn, rearranging the definition of the belief proxy yields

Bi(w) > 0;(r7) if and only if KT, (F”?‘ ||F”f) <KL (FW?‘H r~ ) . (18)

As such, we may equivalently minimize the maximum KL divergence among the
n — k agents in [n] \ T, which yields

min max KL (F”f‘ |\ ) (19a)
(mftse )€ (M), T i€[RN\T

subject to KL (F’ff“ |F”§S) — K-+, VieT, (19b)
Pr(3i € [n)\T: s = ORM) > vy, (19¢)
7| = k. (19d)

We replace tolerances v in the belief proxy with tolerances in KL divergence
~" € (1,00). Tuning 7’ controls how much more decoys deviate compared to non-
decoys. We remark that while the non-linear equality constraint (19b) appears
difficult to satisfy, we may synthesize the requisite policy with convex combi-
nations in the policy space between the reference policy and a known policy m,
which has a KL divergence greater than K - ~'.

Algorithm 2 combines a modified version of the line search procedure from Al-
gorithm 1 with a sweep across subset sizes to solve (19). We modify REACHEVAL-
UATE by computing the disjunctive reachability using the n — k agents that have
maximum reachability probability. These n — k agents are non-decoy agents.

We again give a procedure to set Kpax. Compute K . using the procedure
described in Section 4 for Algorithm 1, and compute By using K = K| .. in
Line 6. This By value bounds the optimal value of (17) from below. We then
compute K a.x as the value such that, using K = K.« in Line 6, B,,_1 = By.
In words, K ax is the largest KL divergence that the non-decoy agent may have,
for |T'| = n — 1, so that the solution is more optimal than the solution with zero
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Algorithm 2 Elimination-aware deceptive policy synthesis

1: procedure DECEPTIVESUBSETSELECTION((7¥, R{) ™1, VA, Kmax,&,0,Y ymr)

for k=0,...,n—1do

3 B+ 0 > Assume initially that k decoys are not feasible
4 K, Faily, + SUBSETSEARCH((73, ORM) ™1, vA, Kmax,e, n — k)

5: if = Fail, then

6: M—1——2 M1
7

8

B+ k-M +M

_
p+(1—p)e—mrKy"? p+(1—p)e—mr K>

k™ + arg max By,

: procedure SUBSETSEARCH((TF?,R;“)?:l, VA, Kmax,&, W)
9: K « BisecTION(REACHEVALUATESUB((7f, R{)_1, v4,-w),[0, Kmax])
10: v —v4 < REACHEVALUATESUB((n¥, R, va,K,w)

11: return K, (v —v4 < 0) > Validate whether the final policy satisfies reach.

12: procedure REACHEVALUATESUB((7§, R{)™q, va,K,w)
13: fori=1,...,ndo

14: vi + REACH(7Y, R, K)

15: N + BesTKELEMENTS(w, {v;}) > Get Indices of w highest v; values
16: Vi 1= [Tiend —w)

17: return v — vy

decoys and KL divergence of K| ... In fact, for any k, if the KL divergence of the
non-decoy agents exceeds Ky ax, then the solution is sub-optimal. The Faily flag
is true if a solution does not exist with KL divergence below K.y for |T| = k.
We also assume that, for all ¢ € [n], we may synthesize policies 7} with
KL divergence value higher than the optimal value of (19), but we can also use
Algorithm 2 without this assumption. We need this assumption so that any agent
1 may be a decoy. Without this assumption, we modify Line 15. If K is above
the maximum KL divergence that agent i may attain, then ¢ can not be a decoy,
and we include 7 in N before adding agents to N based on their reachability.

6 Numerical Results

We demonstrate deceptive policy synthesis in a package delivery example, where
weather-induced stochasticity provides plausible deniability for deceptive agents.
A supervisor specifies ¢ for n drones so that each drone delivers a package to
its respective location. The drones share an alternate target location to which
they would like to route at least one package with high probability.

We define the drones’ MDPs and targets via an undirected graph G = (V, E),
where V' contains regions, and E contains connections between regions. The state
space is V x {0, 1}, where a drone in state (v,0) is in flight in v, and a drone
in state (v, 1) has landed in v. Given N C V', the agents’ target states, for each
i € [n], are R* = {(v,1)[v € N'}. For each i € [n], the supervisor’s target state
is (n;, 1) for some n; € V. All landed states are absorbing.

The actions available to a drone at state (v,0) are moving on the graph or
landing. If a drone uses action a,,, for node u adjacent to v, the drone will tran-



A Decentralized Shotgun Approach for Team Deception 15

T T

¢) Decoy i

% o

f) Non-Decoy oy

Fig. 3: Package delivery example policies. The left color of node v is the occu-
pancy measure of state (v,0). The right color of a node v is the occupancy flow
into state (v,1), which is equal to Pr(s{ = ¢0{(v,1)}). Nodes with green, red,
and orange borders are supervisor target nodes, agent target nodes, and initial
states, respectively. (a) and (d) are reference policies. (b) and (e) are deceptive
policies for no decoys, and are policies synthesized by Algorithm 1. (¢) and (f)
show policies synthesized by Algorithm 2 for one decoy agent with 4" = 1.2.

sition to (u,0) with probability p;erge:. However, due to weather, the drone may
transition to (v, 1) with probability pjqnq, or transition to an adjacent flight node
w # u, with probability (1=Piana—ptarget)/(|adj(v)|—1). The set of nodes adjacent to
v is adj(v). When the drone takes a landing action at state (v,0), the drone
will transition to (v, 1) with probability piarget + Diana and will transition to an
adjacent flight state (u,0) with probability (1-Prarget—Pland)/|adj(v)|.

We specify reference policies such that the agent ¢ moves along the shortest
path in the graph G toward the target node n;.

6.1 Worst-Case Deceptive Policy Synthesis and Reference Policy
Synthesis

The first two columns of Figure 3 show worst-case deceptive policy synthesis for
n = 2 and v4 = 0.6, and we observe that the relative reachability probabilities
for the agents match how suited their reference policies are to the task. Under
75, agent 2 already reaches N x {1} with probability 0.09, as opposed to 0.009
for agent 1, and so agent 2 needs to deviate less to achieve higher reachability
for the same KL divergence budget. As such, under deceptive policies, agents 1
and 2 reach the target states with probabilities 0.23, and 0.48, respectively.

Figure 4 shows the reference policies we obtain by using Algorithm 1 as a
subroutine in the gradient ascent with max-oracle algorithm [23]. As intuitively
expected, this approach creates reference policies that avoid the agents’ target
states.
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6.2 Elimination-Aware Deceptive Policy Synthesis

Figures 3c and 3f show deceptive policies synthesized
with one decoy, and we see that Algorithm 2 allo-
cates agent 1 as the decoy as agent 1 is less capable
of completing the task under 7{.

We also consider an instance of the package de-
livery example with eight agents to demonstrate
the trade-off between redundancy and individual
detectability that arises when using decoys. For
this example, four agents follow 7¢ while the oth-
ers follow w5, and we show the results in Fig-
ure 5. With no decoys, each agent needs a small
reachability probability and has a low KL di-
vergence, but the supervisor only needs to elim-
inate one agent for the reachability probability
to drop below 0.6. Meanwhile, with seven de-
coys, the deviation of each agent is so large that
the supervisor sacrifices little utility by eliminat-
ing all of the agents. A mix of decoy and non-
decoy agents maximizes the utility the supervisor must eliminate so that
the remaining agents complete the task with a probability of less than 0.6.

(a) 5’

(b) w5
Fig.4: Synthesized refer-

ence policies for package
delivery example.

7 Conclusion

We explored policy synthesis for teams of
agents deceiving their supervisor by deviat-
ing from assigned reference behavior. We for-
mulated the agents’ problem as finding decen-
tralized deceptive policies that minimize the
KL divergence between the agents’ behavior
and the reference while ensuring that, with
high probability, at least one agent reaches a
target. While the formulation led to a non-
convex optimization problem, we provided a Fig. 5: Values of Bj, with eight
scalable method to synthesize optimal decep-  pgents.
tive policies. We also analyzed an extension
of this problem in which agents synthesize policies so that after the supervisor
eliminates some agents, the remaining agents complete the task. This problem
is difficult as the agents must reason about the subset selection procedure the
supervisor uses to choose eliminated agents. However, we explored a restriction
to make the problem tractable and gave an algorithm for choosing deceptive
policies that control the order in which the supervisor eliminates agents.

In this work, we explored disjunctive reachability, and we minimized the max-
imum deviation among the agents. Future work will explore different couplings

— =
N O
I
xd

|

0.8 % -
0.4% =
0 \\JL\T
01234567

Number of decoy agents

Cost of eliminating
decoy agents and one
non-decoy agent, By
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of the agents through their objectives, as well as different measures of the team’s
detectability.

8 Appendix

8.1 Sufficiency of Occupancy Measure Formulation

We show the sufficiency of occupancy measure-based formulations for Problem 1,
following [18]. We note that we require finiteness of the optimal value of Prob-
lem 1 for the following results, but we may check this finiteness by finding K ax
with the method we describe in Section 4.

We first recall the state-space decomposition from [18]. Let C¢! be the union
of the closed communicating classes of the Markov chain induced by (M, ).
In the single-agent case, the agent should follow 7¢ for all s € C¢ so that the
policy does not have infinite KL divergence [18]. The agent should also follow 7
on R#. These properties hold for Problem 1 as well, and set Sg; = 5;\ (CS'UR#)
contains states on which we modify 77! from 7¥.

We now restate a result from [18] on the finiteness of occupancy measure.
Let Problem 1la be the case of Problem 1 with a single-agent.

Proposition 3. [18] If Problem 1a has finite optimal value, with optimal policy
74, the state-action occupancy measure Ts,q 15 finite for all s € Sq and a € A(s).

This result extends to Problem 1. Let Problem 1 have finite optimal value, with
optimal policies 77!, and define v; as Pr(s) = OR#) under 7', Define P1i as
the single-agent problem of minimizing the KL divergence of ¢ with probability
threshold v’y = v;. By construction, 7t is feasible for P1i, and its KL divergence
is finite. Proposition 3 then implies that solution 77** to P1i has finite occupancy
measure on Sq ;. As 7r;4* is optimal, it also has lower KL divergence than 7r;4.
As such, for each agent i € [n], we replace 77;4 with 7r;4*, to construct an optimal
solution to Problem 1 comprised of policies with finite occupancy measure.

The following result also trivially extends to the multi-agent case.

Proposition 4. [18] For any policy m* that satisfies Pr(sq = RA) > v4, there
exists a stationary policy 45t € IT(M) that satisfies Pr(sg | RY) > v4 and

KL (F”A’Stnrﬂs) < KL (F”AHF”S) . (20)
We may now prove Proposition 1.

Proof of Proposition 1. This proposition follows from the proof of the equivalence
of Problem 1 and (9) in the single-agent case, given in [18].
The extensions of Propositions 3 and 4 to multiple agents justify the restric-
tion to stationary policies with finite occupancy measures for Problem 1.
Regarding the existence of a policy that attains the optimal value of (9), the
only comment that needs to be made to extend the proof in [18], is that the
objective max;ep,,) KL(x;, 7¥) remains continuous in x;.
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8.2 Optimality and Algorithms for Problem 1

Proof of Theorem 1. We show that any strictly sub-optimal point is not a lo-
cal minimum. Let (x;)!; be strictly sub-optimal, and let (x})? ; be globally
optimal. Let v; = v(x;, RY), v} = v(x, R{), and K;(x) = KL(x, 7).

Case 1. Assume constraint (9c) is not tight. Define new occupancy measures
through the convex combination x; = x; + 6(x} — x;) for all i € [n]. Constraints
(9b) and (9d) define convex sets, and so they will hold for x}. The left hand side
of (9¢) is continuous in x, and constraint (9c¢) is not tight, so for sufficiently small
0 > 0 we have [[;_,(1 — v(x}, R')) < 1 — 4. Also, as (x;), is strictly sub-
optimal, we have that max; K;(x;) > max; K;(x}), and hence max; K;(x;) >
max; K;(x}) for § > 0. By the above observations, we may generate feasible
(x5)_, arbitrarily close to (x;)I; with strictly lower objective value, which
demonstrates that (x;)?_; cannot be a local minimum.

Case 2. Now, allow constraint (9¢) to hold with equality such that [T}, (1—
v;) = 1—va. As (x})P, is feasible we have [, (1—v;) > [T/, (1—v}). fv; = v}
for all i € [n], then convex combinations of (x;)"_; and (x}) ; remain feasible,
and by the arguments of Case I, (x;)I_, is strictly sub-optimal. If there exists
i € [n] such that v; # v}, then there exists j such that v; < v}. In this case, we
first construct intermediate occupancy measures by defining X9 =6x;+(1— 9)x;f
for some 6 > 0, and x} = x; for all i # j. By convexity of KL in the occupancy
measure, we then have that /;(x}) < max(K;(x;), K;(x})) < max; K;(x;) and
as such, max; K;(x}) < max; K;(x;). For # > 0, this construction produces
point x’ that satisfies reachability strictly. We can then appeal to Case 1 to
produce point x” close to x’ with a strictly lower value of the objective function.
Point x’ can also be made arbitrarily close to x. As such, we may make point
x", satisfying max; K;(x!) < max; K;(x;) < max; K;(x;), arbitrarily close to
x, which implies that x cannot be a local minimum. [

Proof of Theorem 2. Let va(K) = REACHEVALUATE((7Y, RA) |, v4, K). We
first note that K; < Ko implies REACH(W?,R{L‘,Kl) < REACH(W;S, R;“, Ks) for
all ¢ € [n], which implies v, is increasing. This inequality holds as the latter
REACH problem is a relaxation of the former for all ¢ € [n].

We now discuss the initial values of K and K, which are K.« and 0 respec-
tively. As Kpax is a bound on the optimal value, vA(Kmax) > 0. If v4A(0) > 0,
it is optimal to use 77t = 7§ for all i. As such, we may assume v (0) < 0.

Consider the final values of K and K. At each iteration of bisection we com-
pute K = (K + K)/2. If va(K) < 0, we then set K = K, or if va(K) > 0,
we set K = K. Consider the final values K; and K,. By the BISECTION defini-
tion, and the fact that vA(0) < 0, we have vA(K;) < 0. Invoking monotonicity
of v, we then conclude that there do not exist feasible policies that satisfy
max; KL(x;,77) < K,, and so, K* > K,. Again, by the BISECTION definition
and the fact that va(Kmax) > 0, we have va(K;) > 0 and we may observe that
K* < K;. At termination, we have K; < K, +¢, as ¢ is the tolerance. We finally
conclude K* < K; < K, +e < K*+¢.0
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