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Quantum computing platforms are subject to contradictory engineering requirements: qubits
must be protected from mutual interactions when idling (‘doing nothing’), and strongly interact-
ing when in operation. If idling qubits are not sufficiently protected, information can ‘leak’ into
neighbouring qubits, become non-locally distributed, and ultimately inaccessible. Candidate solu-
tions to this dilemma include patterning-enhanced many-body localization, dynamical decoupling,
and active error correction. However, no information-theoretic protocol exists to actually quantify
this information loss due to internal dynamics in a similar way to e.g. SPAM errors or dephasing
times. In this work, we develop a scalable, flexible, device non-specific protocol for quantifying this
bitwise idle information loss based on the exploitation of tools from quantum information theory.
We implement this protocol in over 3500 experiments carried out across 4 months (Dec 2023 - Mar
2024) on IBM’s entire Falcon 5.11 series of processors. After accounting for other sources of error,
and extrapolating results via a scaling analysis in shot count to zero shot noise, we detect idle
information leakage to a high degree of statistical significance. This work thus provides a firm quan-
titative foundation from which the protection-operation dilemma can be investigated and ultimately

resolved.

I. INTRODUCTION

Quantum computing is a new paradigm of compu-
tation based on the exploitation of quantum phenom-
ena which promises frontier impacts on global energy,
health, materials science, and technological innovation
[1, 2]. With the firm advent of the noisy intermediate-
scale quantum (NISQ) era in the form of accessible quan-
tum processors containing some tens to hundreds of
qubits [3-6], out-of-the-box error mitigation [7], and the
nascent implementation of simple error correction [8-10],
this new paradigm is now being mapped out compre-
hensively. However, far from their conceptualization as
ideal systems, real quantum computers are intrinsically
programmable many-body quantum systems with com-
plicated internal dynamics exposed to stray interactions
and thermal fluctuations (Fig. 1(a-b) schematically show
idealized and realistic ‘empty’ circuits respectively) [11].
The precise control of these complex many-body physical
systems is ultimately the fundamental problem of quan-
tum computing.

This problem is encapsulated by the ‘protection-
operation dilemma’ wherein qubits need to be coupled
and decoupled from each other at different times during
the same computation [12]. When not in active operation
(‘doing nothing’), idling qubits should be well protected
from mutual interactions with other qubits in the device.
However, multi-qubit operation require strong mutual in-
teractions such that entanglement and correlations can
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FIG. 1. Schematic quantum circuits and devices (a)
Schematic of an ideal quantum circuit which realizes perfect
idling. (b) Schematic of a physical quantum circuit with im-
perfect idling due to native transport (black arrows), interac-
tions (dotted lines), and precession (oscillating lines). (c)
Schematic showing the qubit geometry of the Falcon 5.11
series of IBM’s quantum devices. Example target qubits
are shown by yellow diamonds. Shaded regions respectively
indicate examples of a contiguous set of nearest-neighbour
qubits (blue) and a random set of qubits excluding nearest-
neighbours (orange). Measuring the additional information
gained about the target qubit when addressing the comple-
mentary qubits allows us to quantify idle information loss due
to the internal dynamics of the hardware.

be generated between the active qubits quickly. Both of
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these processes should also be resistant to environmen-
tal decoherence, which typically reduces to the require-
ment that computations should be completed as quickly
as possible. This generates contradicting engineering re-
quirements: qubits should be decoupled when idling, but
strongly coupled when necessary for computation. The
two main ways this contradiction is resolved are (i) many-
body localizing the qubits through spatial disorder and
only bringing neighbouring qubits into resonance during
gate operations (ii) rapidly tuning the mutual interac-
tions in-situ to actively couple and decouple qubits dur-
ing runtime [12-14]. The potential breakdown of the for-
mer resolution has been addressed in detail by recent
works which find that current-generation superconduct-
ing quantum computers may enter chaotic regimes dur-
ing operation; calling into question how well protected
qubits in these devices actually are [15-17]. The latter
poses a complicated engineering problem that may in-
duce higher order or time-dependent effects which are
not yet fully understood. Idle information leakage can
also be reduced by active error correction or dynamical
decoupling, but these introduce formidable engineering
problems and additional gate-based errors and complex-
ity respectively [18, 19].

Inspired by the burgeoning many-body perspective
on quantum computation, we exploit tools from many-
body physics and quantum information theory to ad-
dress a critical question underlying the entire protection-
operation dilemma: can the information loss induced by
multi-qubit dynamics during idling be quantified in a
similar way to e.g. readout errors or dephasing times?
In this work we address this question directly by pre-
senting and experimentally implementing a protocol for
quantifying idle information loss. This protocol, devel-
oped and discussed in Section II, leverages the Holevo
quantity to accurately quantify information loss, is de-
vice non-specific, scalable, and can be easily run during
computational downtime. We experimentally implement
the protocol in Section III across the entire range of Fal-
con 5.11 series of IBM’s quantum devices [20]. After
accounting for other sources of error, we identify a small
but measurable amount of information leakage to a high
degree of statistical significance. Our accurate quantifi-
cation of the actual informational impact of many-body
effects in real devices represents a decisive step towards
identifying and measuring idle information loss in future
quantum devices. This result also provides a firm quan-
titative foundation from which the protection-operation
dilemma can be further interrogated and resolved.

II. QUANTIFYING INTERNAL INFORMATION
LEAKAGE

Information lost whilst idling due to the native dy-
namics of a device manifests as the spreading of infor-
mation that is initially localized. Information initially
localized to a single qubit moves coherently into the rest

of the system and is distributed non-locally. Thus the
basic premise of our protocol is to monitor both a tar-
get qubit from which information may leak out, and a
complementary set of qubits into which information may
have flowed. This is shown schematically in Fig. 1(c) for
two types of complementary qubit set: nearest-neigbour
(blue) and random (orange). The basic mathematical
object we use to characterize the amount of information
lost is the Holevo quantity [21]: an import from quan-
tum information theory that quantifies the amount of
classical information that a channel and an ensemble of
messages (an alphabet) can carry [22]. We discuss the
Holevo quantity in detail in Section IT A for the inter-
ested reader.

The protocol in an ideal system, with no other sources
of error, is discussed in detail in Section IIB. The pro-
tocol involves initializing a target qubit in one of two
message states |0) and |1) which encode a classical bit.
By calculating the Holevo quantity both over the tar-
get qubit alone x°, and over a complementary set ¢ of
qubits which includes the target qubit y*%, we can quan-
tify how much extra information we get about the initial
classical binary message by looking at non-local degrees
of freedom. If the difference between these two Holevo
quantities is finite, then information has leaked out of the
target qubit. In Section II C we address other sources of
error, and discuss how to unravel them from true infor-
mation leakage due to internal dynamics. The major is-
sue we identify is shot noise which can artificially induce
a significant signature of information loss. We address
this issue in Section III by exploiting central limiting be-
haviour, and present an ansatz for extrapolating infor-
mation loss at zero shot noise during our experimental
implementation of the protocol.

We remark on two major elements of the protocol
which impose constraints on the types of device to which
it is applicable. The platform must be capable of (i) full
state tomography on at least two qubits (a target qubit,
and at least one other qubit in the device) (ii) initializing
the target qubit in two definite states. We assume noth-
ing about the microscopic features of the native physics
of a device except that (iii) the dynamics are in some
way local: qubits are assumed to couple more strongly
to their neighbours than qubits further away in an ar-
ray. This means we can look at nearest-neighbour qubits
and random qubits, both of which are equally susceptible
to single-qubit errors and shot noise but are not equally
sensitive to information leakage affecting a fixed target
qubit.

A. The Holevo Quantity

The Holevo quantity  over an alphabet A = {p, pr.}
and channel A quantifies - in bits - the accessible in-
formation that is carried by the protocol wherein states
Pk € H; are selected with probability p; and transmitted
through the channel A[p;] € H; [21, 22]. The Holevo



quantity x is given by
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The Holevo quantity x has been used to characterize in-
formation in many-body systems before, and is a natural
quantity with which to investigate information loss [23—-
26]. We critically note that the initial space H; and final
space H; are not generally identical. Consider e.g. a
protocol which prepares a target qubit in a specific state,
but performs measurements on the combined final state
of the target qubit and its nearest-neighbours.

When maximized over all possible input alphabets A,
x gives the maximum classical capacity of the channel
A. However, this maximization is often not possible
in practice: the precise nature of a device’s underlying
Hamiltonian, and thus of the channel A, is subject to
debate - and the Hamiltonian parameters are subject to
random fluctuations and drift. However, quantum com-
puting platforms should approximately realize identities
on idling qubits. Thus it is reliable to define an alphabet
of equi-probable pp = 1/dim(H;), pure, and orthogonal
messages which cover the state space H; (this choice sat-
urates x when A is the identity channel).

We now discuss another important property of the
Holevo quantity which becomes critically relevant when
we try to account for shot noise in Section III. It is in-
tuitively appropriate to consider y as encapsulating the
notion of distinguishability. Direct inspection the form
of x reveals that an alphabet of pure states which are
not all mutually orthogonal will cause the first term of
Eq. (1) to fail to saturate, resulting in a low value of
x. Conversely, an alphabet of states which are close to
maximally mixed states will saturate the first term, but
also saturate the second - resulting in a low value for
x overall. Thus the Holevo quantity can be understood
as a careful balancing act between the mixedness of the
source (first term) and purity of the individual messages
(second term) which together capture distinguishability.
This may seem like a pedantic point, but it becomes crit-
ical when accounting for the effect of shot noise. Whilst
the Holevo quantity is monotonically decreasing under
the implementation of a CPTP channel, shot noise can
not be represented as such, and can thus artificially in-
crease the Holevo quantity. More precisely, shot noise
is realised as random contributions to elements of the
final density matrices A[pg]. These contributions can in-
crease distinguishability but does not actually increase
the amount of information that the channel can bear.
This effect becomes exacerbated in the case that the di-
mension of the initial space is smaller than the dimension
of the final space. If dim(#;) < dim(#y), there are more
elements in density matrices drawn from the final space,
and thus shot noise introduces more differences between
output density matrices.

In the context of this article (and in the absence of shot
noise, which we address separately), the Holevo quantity

quantifies how much information we can access about the
initial state of a qubit given access to it and access to
some other subset of qubits on the device. If no informa-
tion has coherently leaked out of the target qubit, then
access to some other region should not give us additional
information about its initial state.

B. Protocol for Quantifying Idle Information Loss

We now leverage Holevo quantities computed over two
subsets of qubits on a device into protocol which quanti-
fies the information lost to other qubits during idling. We
first introduce the Holevo quantities x° and x°©, respec-
tively computed on the final reduced density matrices (i)
of the target qubit alone py, and (ii) of the target qubit
and a complementary set of M — 1 qubits in the array
[)iQ. Note here that py = TrE[,ﬁfQ], and thus by the
monotonicity of the Holevo quantity under the partial
trace:

T D G G | (2)

with equality only when information is fully localized to
the target qubit, or when x°? = x® = 0 and informa-
tion has completely left the final space. Since the Holevo
quantity yields the average number of bits of information
that can be transmitted by messages passed through the
channel, Ax®? can also be interpreted as the extra bits
of information we can access about the initial state of
the target qubit S given access to the complementary
qubits Q. In ideal systems without shot noise or other
sources of error A5 suffices to identify and quantify in-
formation loss due to information leakage. Finite Ax“?
indicates that some information has left the target qubit
in a coherent fashion, and is distributed non-locally: i.e.
that the device can’t ‘do nothing’ perfectly, even in ideal
conditions. The protocol in full is as follows:

1. Initialize every qubit except the target qubit S in an
arbitrary state pg (we take pure separable product
states of the logical single-qubit states throughout).

2. Initialize the target qubit S in the state |0).

3. Wait for a fixed period of time T (we measure im-
mediately to address the ‘best case’ scenario with
minimal information leakage such that T is the
readout time of the device) [27].

4. Perform full state tomography on the combined
state ﬁg @ of the target and complementary qubits
(the subscript denotes that this state is conditioned
upon the initial state, prepared in step 2).

5. Repeat from step 1, with the target qubit S initial-
ized in the state |1), generating the state ﬁfQ.

6. Process the states into a sample value for Ax“?.

7. Check the condition Ax®% > 0.



8. (Optional, to address noise) Repeat from step 1 for
a large number of samples to build up statistics for

AxS9.
t 1
SP
0.15 1 AXSR Ax = 0.0614 = 0.0004
Ax AR = 0.0598 = 0.0003
1 T
<0104 ! !
1 1
g I 1
= :
41 1
0.05{ ! !
1 1
i i
0.00 —— T T T I .

0.2 0.4 0.6 0.8 1.0 1.2 1.4
Ax le-1

FIG. 2. Experimental sample statistics for Ay Statis-
tics of Ax®F and Ax®® for nearest-neighbour P (blue) and
random R (orange) complementary sets of qubits respectively.
Shot count is Ns = 4000. Ax quantifies how much extra infor-
mation about the target qubit can be accessed by measuring
non-target qubits in the complementary sets P or R, and can
be artificially increased by shot noise, which should have an
identical effect on both distributions. The ranges determined
by Eq. (5) at a tolerance of K = 4 are shown as blue dashed
lines for Ax®F, and orange dotted lines for Ax*®. Samples
which fall outside of this range are classified as outliers, and
excluded from the numerical analysis. Inset shows means and
standard errors for the non-outlier region of each distribution;
evidencing that Eq. (3) is satisfied and idle information loss
has been directly detected after accounting for shot noise. A
noticable bump of outliers at larger values of only Ax°F is
evidence of ‘bad qubits’ that have strongly coupled to their
neighbours and are leaking lots of information during idling.
Statistics are comprised of 1209 total samples, taken across
four months (Dec 2023 - Mar 2024) from all the Falcon 5.11
series of devices.

C. Unravelling Information Leakage from Other
Sources of Error

Unravelling information leakage from other sources is,
in principle, a serious operational issue. As we discussed
in Section IT A, shot noise may artificially increase distin-
guishability. Moreover, other sources of error may artifi-
cially increase the difference Ax®?, which is not subject
to the same monotonicity conditions as the Holevo quan-
tity alone. In essence, Ax®? can be non-zero in realistic
systems even if information is fully localized to the tar-
get qubit. To deal with this we benchmark our results
on nearest-neighbour qubits ) = P against random (non
nearest-neighbour) qubits in the array @ = R, whilst
keeping the target qubit S fixed. Both of these sets of
complementary qubits should, when averaged over a large
number of samples - be equally affected by e.g. shot noise,
SPAM errors, and environmentally-induced decoherence.
However, the randomly selected qubits should bear much

less information about the initial state of S; and thus they
can serve as a benchmark for all other sources of error
in the device. Nevertheless, we choose to carry out our
experiments at very short timescales, two orders of mag-
nitude less than the dephasing times of the devices we
use, to mitigate the effect of the environment as much as
possible. Our protocol does not make use of any gates in
its implementation, and thus gate errors are vacuously ir-
relevant. We implement these benchmarking procedures
in Section IIT and ultimately find that shot noise is the
dominant contribution to Ax in the system of interest.
We suggest, but can not prove, that channels comprised
of a linear combination of single-qubit processes can not
systematically increase Ax°?; as such single-qubit pro-
cesses can not systematically transfer information from
S to Q.

We first invoke the assumption that the underlying
dynamics are, in a sense, local, and that the idea of
‘nearest-neighbours’ is thus well-defined. In such sys-
tems, information should flow from the target qubit to
its nearest-neighbours, and then through them to more
distant qubits in the array. For a fixed target qubit S,
we can then define two types of complementary sets of
qubits: P corresponding to the plaquette of the M — 1
nearest-neighbours of S, and R corresponding to the
target qubit and M — 1 randomly selected (excluding
nearest-neighbour) qubits in the array. Since P and R
both contain the same number of qubits they should,
after averaging, be equally susceptible to single-qubit er-
rors and shot noise (see Appendix B for a detailed dis-
cussion on the origin of this shot noise in IBM devices).
In an ideal system without other errors or shot noise
Ax®P — AxSE > 0 should be a strict inequality (ex-
cept at very late times where the information becomes
fully delocalized). Individual samples may violate this
inequality, but since both P and R are equally suscepti-
ble to all other sources of noise, these effects should cancel
out after averaging over a large number of samples. We
thus relax this condition to a statistical inequality

AXSP — AxSE > 0 (3)

that should hold in the presence of non-trivial informa-
tion leakage. Moreover, Eq. (3) can be easily realized
as the alternative hypothesis H; for significance testing;
which we do in Section III.

This inequality can be extended more formally by sug-
gesting an ansatz form for Ay as follows:

A9 = f (nSng{?OTS, Ns) : (4)

Which is a function of the excess accessible information
n3%, artificial information due to shot noise 7751?01‘5» and
the shot count Ng. We can aggregate statistics at dif-
ferent shot counts, perform a scaling analysis in Ng, and
extrapolate 7°? as Ng — oco. We develop just such an
ansatz based on our experimental data in Section III.
This also formalizes the intuitive notion of both the sets



P and S of complementary qubits being ‘equally suscep-
tible’ shot noise. We say that both are ‘equally suscepti-
ble’ to shot noise if nSiorg ~ NSEoTs after fitting. With
shot noise mitigated, the difference n°F — 1% then gives
us the amount of information which has leaked from the
target qubit into its neighbours.

In actual experiment (see Section III), we find 7°% — 0
exactly, supporting our previous assertion that other
single-qubit sources of error can not systematically trans-
fer information to distant regions of the device. This in-
dicates that n°F alone suffices to determine the amount
of idle information loss in future experiments.

III. EXPERIMENTAL RESULTS AND A
QUANTIFICATION OF IDLE INFORMATION
LOSS ON IBM DEVICES

The experimental implementation of our protocol was
carried out on the 27-qubit Falcon 5.11 series of IBM’s
quantum computing devices; the architecture of such de-
vices is shown in Fig. 1(c). We incorporate two ad-
ditional steps into the general protocol given in Sec-
tion IIB: (i) we only select target qubits with the high-
est possible coordination number n, = 3, which should
yield the strongest signatures of idle information loss.
And (ii) in step 1 of the protocol, we also simultaneously
randomize over target qubits subject to the coordina-
tion constraint, and the Falcon 5.11 devices ibm_algiers,
ibm_cairo, ibm_hanoi, and ibmq_kolkata themselves.
This corresponds to the generation of statistics for Ay
which are device agnostic - i.e. the user is interested only
in running their computation job on a 27-qubit Falcon
5.11 device, and doesn’t care about which specific device
to which their jobs are assigned. We performed read-
out immediately after state preparation, such that the
wait time in step 3 of the protocol was just the readout
time of the given device (between 700ns and 900ns). This
minimizes the effect of the environment, as these readout
times are several orders of magnitude lower than typical
T1 and T2 times. This also means that our results repre-
sent the best case scenario, and can not be improved by
e.g. dynamical decoupling, as such processes are not pos-
sible during readout. Due to the existence of shot noise,
the resulting density matrices after state tomography can
have negative eigenvalues. We use a maximum-likelihood
reconstruction method to rephysicalize the density matri-
ces before post-processing [28]. A detailed discussion of
the tomographic process is given in Appendix B, and the
maximum-likelihood reconstruction of aphysical density
matrices is discussed in Appendix C.

As discussed in Section II B, we consider both nearest-
neighour P and random R sets of complementary qubits
for each target qubit, and carry out separate collections
of experiments for each at a range of different shot counts
Ng. The number of samples for all shot counts Ng on
both nearest-neighbour plaquettes and random qubits is
summarized in Table II in Appendix B. All in all, our

analysis of the Falcon 5.11 series involves the results of
over 3500 experiments taken across four months (Dec
2023 - Mar 2024), and represents a broad-spectrum com-
prehensive investigation of idle information loss on these
devices. As the runtime increases proportionally with the
shot count, most of this time was spent collating results
for higher shot count samples; thus a direct comparison
where statistics are compared for lots of low shot count
samples, is likely the best approach for characterizing idle
information loss on IBM devices in the future.

A. Results and Analysis
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FIG. 3. Statistics of Ax5F for a range of shot counts
Outlier-excluded K = 4 statistics of Ax°" for a range of
shot counts Ngs. As shot count is doubled, the mean value
of each set of statistics appears to scale by a factor of 1/v/2,
indicating central limiting behaviour in Ng which dominates
signatures of idle information loss. A total of 1849 samples are
distributed across the five different values of Ng, a breakdown
of which is provided in Table II.

The experimentally determined statistics of Ax®? and
A for 1209 total samples across all devices are shown
in Fig. 2. The shot count for both was fixed at the stan-
dard value of Ng = 4000. Both take a normally dis-
tributed form within certain limits, with Ax®? exhibit-
ing an additional small bump in the range 0.12 — 0.14.
Were this bump due to any of the other processes dis-
cussed: decoherence, SPAM errors, shot noise, we would
expect bumps to also appear in the statistics of AyS%.
As this bump is not present in the statistics of Ay%,
it stands to reason that this is strictly due to some tar-
get qubits coupling strongly to their nearest-neighbours.
Moreover, we identify a bump in the statistics of AxS?
at larger shot counts at the exact same position (see Ap-
pendix A), evidencing a true signature of idle information
loss. The samples that form this bump can be justifiably
interpreted as ‘bad qubits’ which have hybridized with
their nearest-neighbours to such an extent that informa-
tion leakage is dominating other sources of error. Over
10% of the information about the initial state of such a
qubit is stored non-locally.



A more subtle feature of Fig. 2 is that the statistics
of Ax®” show a thicker tail at larger values than Ay%,
suggesting that the inequality Eq. (3) is satisfied even
when these bad qubits are excluded. To quantify this
difference, we first filter the statistics for outliers by sim-
ple box-filtering according to the condition [29, 30],

Ql - K xIQR < AxS9? < Q3+ K xIQR  (5)

where we have introduced the subscript s to denote in-
dividual samples of Ax®?. Q1 and Q3 are the first and
third quartiles of the full sample statistics Ax % respec-
tively, and IQR is their inter-quartile range. Conservative
filtration typically takes K = 1.5, whilst R — oo corre-
sponds to no filtering at all. We take K = 4 throughout
as this both reliably contains the large Gaussian part of
the distributions, and also excludes the bad qubit bump
in the statistics of Ax*". We superimpose the bound-
aries of the box defined by Eq. (5) on Fig. 2 as dashed
blue lines for Ax°" and a dotted orange line for AxS%
[31]. After filtering, we can compute the means Ay>@
and standard errors in the means 0% of the resulting
datasets, which are displayed in the inset of Fig. 2. The
results satisfy Eq. (3), and provide a clear ‘smoking gun’
for idle information loss in the investigated devices. More
formally, we carried out a one-tailed Welch’s t-test with
null hypothesis Hy : AxSP < AxSE and alternative hy-
pothesis Hy : Eq. (3). This yields a z-value of z = 3.30
(corresponding to a p-value of p = 0.00049) which implies
that the inequality holds to a high degree of statistical
significance. We perform similar tests at a range of shot
counts Ng, the resulting z-values and corresponding p-
values of which are summarized in Table I. These results
indicate that Hy can be rejected to a very high degree of
statistical significance, and thus that true signatures of
idle information loss have been detected, across all inves-
tigated shot counts.

Shot Count Ng| z-value p-value
4000 2z =3.3024| p = 4.9448 x 10~*
8000 2z =6.0996|p = 7.8796 x 10~ *°
16000 2 =6.7304|p = 2.3839 x 10~ !
32000 2z =5.4390| p = 4.4893 x 1078
64000 z =5.0447| p = 4.8972 x 1077

TABLE I. Hypothesis testing for signatures of idle
information loss Resulting z-values and corresponding p-
values of single-tailed Welch’s t-tests given the null hypoth-
esis Hy : AxSP < AxSE after K = 4 filtering, for all shot
counts Ns.

B. Scaling analysis

We now interrogate the effect of shot noise more rigor-
ously by investigating how the statistics and mean values
change as we vary the number of shots Ng. This will form
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FIG. 4. Scaling analysis and zero-noise extrapola-

tion Outlier-filtered K = 4 mean values Ax°F and Ax°E
at different shot counts Ng; error bars shown where visible.
Dashed lines show a fit to these values according to Eq. (6),
with inset text showing the fitted values. The extrapolated
Ng — oo zero shot noise values of AX(SQ) — 19 quan-
tify non-trivial leakage of information into nearest neighbours
n°" = 0.00166-£0.00040, and none into random distant qubits
in the array ns B = 0. Additionally, both complementary
sets of qubits P and R seem equally affected by shot noise
nSfor ~ n8kor. A total of 3591 samples are distributed
across the five different values of Ns and two types of com-
plementary qubit sets, a breakdown of which is provided in
Table II.

the basis of developing an ansatz of the form of Eq. (4)
with which a scaling analysis can be carried out. The re-
sults of this investigation are shown in Fig. 3 which shows
the statistics of Ax®" after K = 4 filtering as a function
of shot count Ng. The resulting distributions still appear
normally distributed, but drift to lower mean values with
smaller variances as Ng is increased. Interestingly, the
mean value of AxSP falls by a factor of 1/1/2 every time
Ng is doubled. This is further evidence that shot noise,
which should follow central limiting behaviour and scale
as 1/4/Ng, is completely dominating the effects of idle in-
formation loss. We formalize this intuition by suggesting
the simple ansatz

5Q
NSO n
AXSQ _ nSQ + SHOTS (6)

VNs

which incorporates both a flat information leakage 7%
and a term which captures the distinguishability intro-
duced by shot noise nsgors. Essentially, %% can be in-
terpreted as the number of additional bits of information
we can retrieve about the initial state of the target qubit
given access to the other qubits in the complementary
set @ in the zero shot noise limit Ng — oo.

We present a fit of the mean values of the Ay*F distri-
butions (after K = 4 filtering) of Fig. 3 to the ansatz of
Eq. (6) in Fig. 4, where we find very good agreement be-
tween the data and our ansatz. We also present a fitting
for K = 4 filtered AxS” statistics as a benchmark. The
fitting procedure allows us to extrapolate values for n°?



and nSP?OTS, which are shown for both SP and S@ in the
inset text of Fig. 4. Standard errors on these extrapolated
values are determined by a simple bootstrapping scheme
in which each of the data points are randomly drawn
from normal distributions determined by their respec-
tive means and standard deviations. These extrapolated
values reveal that, as expected, both nearest-neighbour
plaquettes and randomly selected qubits are equally af-
fected by shot noise nSSPIIDOTS = néSIIfOTS. However, the
underlying idle information loss saturates to a low but fi-
nite value n°” = 0.0016640.00040 for nearest-neighbour
plaquettes, and exactly to zero (to five decimal places)
nSF = 0 for randomly selected qubits. This evidences
the conjecture made in Section IT C that the single-qubit
processes that lead to e.g. SPAM errors and decoher-
ence have no systematic effect on Ax%?, and that we
can treat n°? as a true zero shot noise quantification of
idle information leakage. Ultimately, the excess informa-
tion gained by having access to the joint state SP when
compared to SR yields, on average, an additional 0.00166
bits of information about the target qubit S. This is a
low value, but it represents a direct quantification of the
impact of idle information loss, and a fundamental limit
on how well qubits in the Falcon 5.11 series of devices
can perform.

IV. CONCLUSIONS

The foremost result of this article is a protocol ex-
ploiting the Holevo quantity from quantum information
theory. This protocol provides a flexible, scalable, de-
vice non-specific solution to the burgeoning problem of
quantifying idle information leakage in quantum comput-
ing platforms. Sufficient degradation in single-qubit pro-
tection could destroy the ability of a device to actually
carry out quantum computations as information propa-
gates, and our protocol serves as a direct quantification
of the information lost (in bits) to this effect. A central
component of our protocol is simply waiting, i.e. imple-
menting the empty circuit; and it can thus be easily run
during downtime with minimal oversight, replacing oth-
erwise wasted time with a valuable characterization of
errors in the computing platform.

The secondary result of this article is the experimental
implementation of our protocol on 3500 samples carried
out across four months on all four of IBM’s Falcon 5.11
series of devices. The results of this analysis reveal (i)
that a measurable amount of information about the state

of any given qubit is leaking out during idling and (ii) the
existence of ‘bad qubits’ which leak over 10% of a classi-
cal bit of information into their immediate surroundings.
The ‘smoking gun’ of idle information loss takes the form
of a statistical inequality which accounts for the effects of
e.g. SPAM errors, decoherence, and shot noise. We find
this inequality to be satisfied to remarkably high degrees
of statistical significance at all shot counts. We also de-
termine an ansatz from which exact idle information loss
at zero shot noise can be extrapolated. The results of this
extrapolation indicate that, after filtering for bad qubits,
approximately 0.2% of the information stored locally is
lost to idle information loss during a single readout time.
This is a low, and but crucially non-zero, value which
represents a fundamental limit on how well the Falcon
5.11 series of devices can perform.

Overall, our results indicate that, in contrast to what
has been suggested in literature [15], unwanted many-
body effects are not a significant concern in current-
generation IBM devices when compared to shot noise;
with the exception of occasional bad qubits. However,
the main finding of our work is that a measurable al-
beit small amount of information is already being lost
in these systems and we can study this accurately with
our method. This should allow us to systematically
understand the impact of innovating technologies on
the protection-operation dilemma. The near future of
quantum computing promises dramatic scale-ups of sys-
tem sizes, nascent error correcting hardware, novel ap-
proaches to localizing information, and fledgling fault-
tolerance. Our work provides a flexible, powerful, scal-
able protocol to quantify idle information loss in all these
settings. This represents a decisive step towards address-
ing the threat many-body effects pose to high-fidelity
idling, and thus to the long-term large-scale stability of
generic quantum computing platforms.
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FIG. 5. Experimental sample statistics for Ay Statistics of Ax®” and Ax®® for nearest-neighbour P (blue) and random
R (orange) complementary sets of qubits respectively. Different shot counts Ng shown in (a) Nsg = 8000, (b) Ns = 16000,
(c) Ns = 32000, (d) Ns = 64000. The ranges determined by Eq. (5) at a tolerance of K = 4 are shown as blue dashed
lines for Ax®¥, and orange dotted lines for Ax°f. Inset shows means and standard errors for the non-outlier region of each
distribution. A noticable bump of outliers at larger values of only Ax°" is visible in all cases. Statistics are comprised of 2369
total samples, taken across four months (Dec 2023 - Mar 2024) from all the Falcon 5.11 series of devices.

we identify a bump in P(Ax°F) at AxSF > 0.12, for the
nearest-neighbour complementary set of qubits P only.
As discussed in the main text, this bump corresponds to
‘bad qubits’ which leak considerable information (over
10% of a classical bit) into their surroundings. The fact
that this bump is only visible in the nearest-neighbour
complementary set data P, and that it doesn’t change
position with changing shot count, suggests that it is en-
tirely independent of shot noise or other sources of error
and is in fact a direct quantification of idle information
loss.

We also note that, as the shout count is doubled be-
tween the panels Fig. 5(a)-(d), the centre of the main
Gaussian distribution decreases; indicating that much of
the signal is dominated by shot noise. We evaluate the
mean values Ay and their respective standard errors in
the mean, both of which are shown in the inset boxes in
each panel. The results of Welch’s t-tests identical to the
one carried out in the main text are summarized in Ta-
ble I, indicating that the statistics for AxSFP and AxSE
are different to a high degree of statistical significance:
with z-values in excess of z = 5 for all the results shown

in Fig. 5. This indicates a positive detection of idle in-
formation loss at all shot counts investigated; even if the
absolute value of this idle information loss is very small.

Finally, we note that at the higher shout counts Ng =
32000 and Ng = 64000 shown in Fig. 5(c) and Fig. 5(d)
respectively, there is a finite probability of locating some
results outside of the filter boundary but well below the
threshold of Ax = 0.12 for unambiguous ‘bad qubits’.
This corresponds to qubits which are leaking enough in-
formation to be visible above the background of shot
noise but which may not have failed completely.

Appendix B: Details of State Tomography

State tomography in IBM devices is carried out
by measuring all M qubits in the output register
J1,J2, -+ »jm, where j, indexes the physical location of
the r-th output qubit, simultaneously in the three Pauli
bases. Taking the standard Pauli matrices, ¢ = I,
ol = X, 0?2 =Y, 0% = Z, the statistics of each Pauli

string P, = J?ll ob2 ... o with M non-identity elements

J2 Jim



(b, # 0 such that there are 3 of this family of string in
total) is determined by these measurements. The result
of each measurement is a bitstring, and the result of a
large number Ng of measurements - called ‘shots’ - is a
dictionary Dy of bitstrings. Taking Ng sufficiently large
ensures that the sample statistics of measuring a specific
bitstring given the Pauli string P, are close to the popu-
lation statistics. These statistics for the reduced space of
Pauli strings can then be aggregated into marginal val-
ues which yield statistics for the full space of 4™ Pauli
strings. This is done by simply aggregating shots from
different Pauli strings together wherever they coincide
everywhere except where identities occur in the desired
marginal.

’Shot Number Ng ‘ Complementary Set‘Samples‘

o0 ? a0
w000 r 0
w00 F 524
32000 ; 33421
64000 Z 12;

TABLE II. Total sample counts for all experimental
implementations Sample counts, before filtering according
to Eq. (5), for each shot count and type of tomographic com-
plementary set: nearest-neigbour P and random (excluding
nearest-neighbour) R. Each sample corresponds to a single re-
alization of steps 1-7 of the protocol discussed in Section II B.

As a concrete example, consider an output register of
three qubits, and lets say we are interested in the value
of (XIY). This is given by the statistics of X XY = Py,
XYY = P,, and XZY = P;. For each of these P,
statistics, there is a corresponding dictionary of results
Dy, = {B;{} where the B are bitstrings = which are sim-
ply the results of any single shot (measurement) given
b. The statistics of P, are given by calculation of the
probability distribution Py(B, = ) = P(B = z|b). An
example dictionary for P; for Ng = 10 shots might be

D, ={101,101,101,111, 001, 101,101,001, 101, 100}

(B1)
with an associated probability distribution
0.6 if x =101
0.1 ifx=111
Pi(B;=x)=40.2 ifz=001 (B2)
0.1 if x =100

0.0 otherwise

Now consider the following example dictionaries for P
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and Pj:
D, ={111,101,111,111,011,111,101,011, 101, 101}
(B3)
Ds ={101,111,011,111,011,110,111, 001, 101, 110}.
(B4)

We then aggregate the dictionaries Dy, into a single new
dictionary D which describes the statistics of XY by
simply excluding the central bit of each bitstring and
aggregating the dictionaries:

Dy — {11,11,11,11,01,11,11,01, 11,10}  (B5)
Dy — {11,11,11,11,01,11,11,01, 11,11} (B6)
D3 — {11,11,01,11,01,10,11,01,11,10} (BT
D = Dy + Dy + D3 (B8)
where D contains 30 elements. The statistics P(B = 7)

of D are then calculated as

0.66 ifzx=11
~ 0.23 ifz=01
P(B=7)= B9
(B=%)=9010 ifz=10 (B9)

0.00 otherwise

We can now evaluate (XTY) explicitly by summing up
contributions to the expectation value 1 — 1, 0 — —1 as
follows

(XIY) = 0.66(—1x—1)40.23(1x—1)40.1(-1x0) = 0.3
(B10)
which completes our example.

This may seem a laborious process, but it allows us
to extrapolate O(4M) elements of a given state’s density
matrix using only O(Ns3") measurements. By decom-
posing the state’s density matrix into a sum of 4" Pauli
strings (including identity elements),

p= ;%}Pbm

where Z is an appropriate normalization factor, we can
readily reconstruct the quantum state of the output reg-
ister using the dictionaries Dy. These dictionaries Dy
are ultimately what IBM’s quantum computers return
to their users. Where we discuss shot count Ng in the
main text, it simply refers the size of these returned dic-
tionaries; where larger dictionaries more accurately yield
the statistics of the actual population. The total num-
ber of samples of Ax for both complementary qubit sets
discussed in the main text (see Section II) is shown in
Table II for all shot counts Ng we consider.

(B11)

Appendix C: Aphysicality and Maximum-Likelihood
Reconstruction

As discussed in Section IIT of the main text, shot noise
due to finite Ng can result in aphysical density matrices



by introducing negative eigenvalues into their spectra.
We correct for this using the maximum-likelihood recon-
struction of the density matrix.

The tomographic process discussed in Appendix B
yields a density matrix ji with matrix elements p;; which
is definitionally of trace unity and hermitian by inspec-
tion of Eq. (B11). The eigenvalues u; of ji can, however,
be negative; and thus i is generally unphysical.

We follow and briefly summarize here the maximum-
likelihood mixed state reconstruction algorithm given in
the work of Smolin et al. [28]. First we invoke the exis-
tence of some density matrix p € P with matrix elements
pi; and eigenvalues p; which minimizes the 2-norm,

mingep | p— £ 5= mingep Y lpsy — pigl>  (C1)
ij

where P is the space of physical density matrices (unit
trace, positive semi-definite, hermitian matrices). We re-
mark here that Eq. (C1) is invariant under change of
basis, and hence we choose to work in the eigenbasis of
[ with eigenvectors |u;) such that,

1h =R l5=" lpij — nsdisl? (C2)
ij

where 0;; is the Kronecker delta. Clearly, Eq. (C2) is min-
imized when p is also diagonal in this basis, i.e. the eigen-
vectors of j are also |p;), as any non-zero off-diagonal
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terms p;; for i # j strictly increases the value of Eq. (C2).
This reduces the minimization procedure down from an
O(Q?) problem (where (2 is the total dimension of the
system) to a minimization problem in the Q —1 eigenval-
ues of p,

minsep || p— i [|3= ming,, Z |05 — n;? (C3)
J

subject to only two constraints: that p; > 0, and that
> ;p; = 1. The reconstructed density matrix is finally
given by

p= ijluj><uj\- (C4)

For the system sizes that we consider, the O(£2) mini-
mization problem can be solved quickly by standard nu-
merical minimization packages. This is the approach we
use in the main text of this article. For larger problems,
Smolin et al. provide a simple algorithm after reducing
the complexity of the problem further by noting that the
solution to Eq. (C3) essentially involves finding a ‘pivot’
j' in the (ordered) p; wherein p; = 0 for j < j’ and
p; = [j + ¢ where ¢ is a constant for j > j'. The use of
this algorithm is unnecessary for the situations we con-
sider in this article, and we refer the interested reader to
[28] for more details.
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