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ABSTRACT

One of the key challenges towards the reliable operation of cyber-physical systems (CPS) is the
threat of cyberattacks on system actuation signals and measurements. In recent years, system theo-
retic research has focused on effectively detecting and isolating these cyberattacks to ensure proper
restorative measures. Although both model-based and model-free approaches have been used in this
context, the latter are increasingly becoming more popular as complexities and model uncertainties
in CPS increases. Thus, in this paper we propose a Koopman operator-based model-free cyberat-
tack detection-isolation scheme for CPS. The algorithm uses limited system measurements for its
training and generates real-time detection-isolation flags. Furthermore, we present a simulation case
study to detect and isolate actuation and sensor attacks in a Lithium-ion battery system of a plug-in
electric vehicle during charging.

1 INTRODUCTION

Cyber-physical systems (CPSs) have become an integral part of the modern infrastructure attributing to their significant
addition in improved control and computational efficiency [1|]. However, the operational reliability of CPSs hinges on
the accurate sensor measurements, and reliable actuation which may be corrupted by cyberattacks [2]]. Thus, much
research has been focused on ensuring attack detection under both sensor and actuation attacks [3-6]. Authors in [7H9]
have proposed control-theoretic frameworks for various cyberattack policies and analyzed fundamental limitations in
detecting them. In addition to detection, isolating the source of the attack is equally important to ensure mitigation
and quick recovery after attack [10]. In the context of cyberattack isolation, multiple observers-based filters have been
designed to isolate actuation attacks and sensor attacks in [[I1,[12]. Similarly, a model-based data-driven isolation
approach has been exploited in [13]] for mobile robots. In these works [11H13]], complete model knowledge and
considerable training data have been used for isolation. However, reliable system model knowledge and sufficient
training data are not always available for nonlinear systems with complex dynamics. Hence, data-driven model-free
approaches are often preferable for such systems [|14].

Model-free data-driven approaches based on the Koopman Operator (KO) have thus received a considerable amount
of attention in recent years [15,|16]. Unlike other model-free data-driven approaches such as machine learning, the
Koopman analysis can identify the presence of anomaly in the case of unforeseen scenarios and insufficient training
data [14,17]]. In [18]] and [17]], authors focused on clustering of the Koopman Modes to identify the presence of anoma-
lies and cyberattacks in system measurement, respectively. Moreover, [17] utilized embedding of spatial information
in the Koopman modes to distinguish between sensor attacks and natural changes in system behavior. However, these
model-free methods have not addressed the issue of isolation between the occurrence of an actuation attack vs a sensor
attack on the system.
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To address these research gaps, our contributions in this work are as follows.

1. We propose a KO-based real-time detection-isolation scheme for actuation and sensor attacks in CPS.

2. The proposed scheme assumes no knowledge of the system model, requires only system measurements, and
is trained online with limited data.

3. We also derive the analytical conditions where actuation and sensor cyberattacks will be indistinguishable
and thereby formalizing the fundamental limitations of the proposed isolation scheme.

4. Finally, we present a case study on compromised charging of a Lithium-ion battery system for a plug-in
electric vehicle to illustrate the efficacy of our scheme.

The rest of the paper is organized as follows: Section 2] presents the theoretical background for Koopman analysis.
Section [3] explains the framework for this work and Section [4] introduces the proposed detection- isolation scheme.
Next, we present our simulation case study on the plug-in electric vehicles under cyberattack during charging in
Section[3] Finally, Section [6]concludes our work.

Notations: In this paper, ¢ denotes the time derivative of the vector a; || - || denotes the Frobenious norm; A’ denotes
the Moore-Penrose (Pseudo) inverse of the matrix A.

2 PRELIMINARIES ON KOOPMAN OPERATOR

In this section, we first present a brief overview of the KO analysis and then discuss a data-driven approach for the
practical implementation of the operator.

2.1 Definition

Let us first consider a CPS such that the physical part exhibits nonlinear dynamics defined as
&= f(a(t),u(t)); y(t) = h(z(t)), ey

where z € X C R? is the state vector, u € U C R is the control input, y € RYis the output, and h : X — R? denotes
the nonlinear output function. Here the system dynamics f : X x U — R is a (continuously differentiable) nonlinear
function and the flow map ®*(z, u) is a solution of the ODE (1) for the time between [0,¢]. Our primary objective
in using KO theory is to obtain an linear, infinite-dimensional state dynamics that approximate the nonlinear, finite-
dimensional state dynamics in (I) [19]]. Additionally, data-driven approaches towards approximating the KO have
enabled us to learn the dynamics of systems with uncertainty, nonlinearity, and complexity using computationally
efficient algorithms and limited data (vide references in [15]]).

To define the KO, let us consider an infinite-dimensional Hilbert space of observable functions . Furthermore,
since the boundedness of the KO is not guaranteed, we assume that our KO has infinitely many discreet eigenvalues
corresponding to infinitely many eigen-observables. Then the set of KO on this space of observables, Kt : F — F
is defined using the Koopman eigenfunctions (KEF), ¢ € F, and the corresponding Koopman eigenvalues (KEV),
A€ C, as [20]:

[K16] (r,u) = 6 (2 (2, u) = No(ar u); @)
The primary significance of (2) lies in the fact that the KO evolves the KEFs linearly. Now, we can consider 1/3(x) € Ck
be any vector-valued observable function that lies on the space F = span{¢; }5°, where the KEFs ¢; : X — C are the
eigen-observables. Then v () can be expanded in terms of KEFs as t)(z) = Sy gbl-vf’ . Here the Koopman Modes

(KM) v¥ € CF are the coefficients of the projection of () onto the span{¢; }22, [21]. Furthermore, such expansion
in terms of KEFs and KMs is referred to as Koopman Mode Decomposition (KMD).

Remark 1. Iz should be noted from @2)), that the KEFs and KEVs are solely dependent on the system dynamics and the
function space F. On the other hand, the KMs v;/’ are specific to the observable z/AJ(x)

Next, using assumptions in [|15]], if the observable function 1&(33) lies in the subspace spanned by the finite set of KEFs,
~ n n
a good approximation can be achieved by ¥ (x) = > zj)iv;p . Moreover, we can assume that the measurements of the
i=1

system (1)) are special observable functions [16]. Thi:s is mathematically expressed in the following assumption.



Assumption 1. There exist a finite subset of KEFs ¢;(x),Vi € {1,2,--- ,n} for n > d, such that the system (1)) can
be represented as y = h(z) = Y ¢i(x)vl. In other words, we can estimate a finite subset of KEFs such that the h(z)

lies in the subspace F™ = span{¢}?_,. Here vl € C? are the KMs asSOCiated with the measurements.

2.2 Implementation

Delay Embedding is a data-driven approach where Taken’s theorem is exploited to obtain a reliable approximation
of system states from a consecutive measurement data sequence [22]. This also provides a means to learn a lower
dimensional Koopman invariant space and the corresponding KMD [23]]. We consider here that only the measurement
and input data matrices are available and we arrange them as follows.

Yo=[D1 Dz -+ Dp_r], 3)
sz - [DQ D3 Dmfr]; (4)
Up = [uryr Uagr 0 Up—i]. )
Here Dy = [y o]yl ufy, - yﬁT]T; y; € R? and u; € RP for the system (T)) at the /-th time instant; 7

is the embedded delay. Next, we assume that for sufficiently embedded data matrices, we can obtain Koopman linear
approximation for the system (1) from the optimization problem posed below.

Y, =~ AY), + BUy, (6)
min ||V, — AY||p, T =¥ u)", A=[A B]. 7

The analytical least-square solution of (7)) can be found as A = Y, Y. Notably, for our proposed scheme, the delay
method is applied over a sliding window to first learn the model and subsequently predict it over a receding horizon.
Hence, we define a moving window sequence of W observations and for W < W we split the window into two sub-
sequence: Learning window: £¢&€ {s—W,--- s— W}, and Prediction window: P € {s — W+1,. - , St We
note here that the learning window £ is larger than the prediction window ‘B and the sliding window is moved ahead
with W — 1 amount after every prediction window. Moreover, W — W is the m from (3). With these preliminaries on
KO theory and the methods of its numerical computation, we are now ready to discuss the framework of our problem.

3 PROBLEM FRAMEWORK

Let us consider the nonlinear system (1) under cyberattack such that this cyberattack can be either an actuation attack
d,, or a sensor attack d,,. The attacked physical part of the CPS is then given by:

&= f(x(t),ult) +6u);  y(t) = h(z(t)) + by ®)
Here we assume that the system model is unknown and only the system measurements y and the control input signal
u are available to us. Our objective is to detect and isolate the presence of these attacks d,, and d,,.

Assumption 2. In this framework, stealthy attacks such as zero dynamic attacks or covert attacks which simulta-
neously manipulate actuation and measurements are not considered because of their inherent undetectability using
residual-based detection systems [2||24|]. Similarly, sensor attacks that can spoof the behavior of actuation attacks are
also not considered for the isolation scheme.

To achieve our objective, we utilize @- to obtain the measurement prediction y. Furthermore, we assume there is
a prediction window I3 over which the predictions are based on the uncompromised system learning while the cor-
responding measurements are from the compromised system. Therefore, a residual-based detection filter can capture
the presence of cyberattacks in the prediction window 3. In particular,

following Assumption[I] we have .
§=>_ ¢i(z)v]. ©)
i=1

Then, g is sent to the detection-isolation scheme to detect and isolate the presence of cyberattacks dy, and &, as shown
in the block dlagram of the proposed scheme for a nonlinear CPS in Fig[I] From (9), it is evident that if elther KEFs
#; or the KMs v of the system are changed, then the predicted 7 will be different from the measured y. At the same
time, it is clear from (8) that the actuation attack explicitly affects the system dynamics while sensor attack affects the
system measurements or the observable functions. Consequently, referrlng to Remark [T} we can posit that actuation
attack affects the KEFs ¢; part and the sensor attack affects the KMs v part of the system measurement. With this
notion, we will present our proposed scheme.
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Figure 1: A block diagram showing the Koopman approximation-based detection-isolation scheme for a nonlinear
CPS.

4 DETECTION- ISOLATION SCHEME

The KO-based detection-isolation scheme consists of three main steps. Generation of (i) an approximate linear model
of the system, (ii) an attack detection decision a flag, (iii) an appropriate actuation or sensor attack isolation flag.

4.1 Detection scheme

Now, we can assert that there exists a prediction window P during which the system (T)) is under an actuation attack or
a sensor attack. Consequently, during this prediction window ‘3, we can represent the corrupted system measurement
using either the modified KEFs ¢; () for actuation attacks or the modified KMs @/ for sensor attacks. The corrupted
measurement is then given by:

S ¢i(z)vl, if actuation attack;

y=9{"= (10)
3 ¢i(x)ol, if sensor attack.
=1

Meanwhile, no attack is present in that learning window, and thus our prediction will solely be based on our learning of
our nominal system model. This prediction is given by (9). Now, using the actual and predicted measurement (10)-(9),
we define our detection residual as rp = y — §. For asyncrnous actuation and sensor attacks satisfying Assumption|2]
this residual is given by

n ~
> <¢i - @) vk, if actuation attack;

i=1
n
> b (f)lh - vh) , if sensor attack.
i=1

(1)

rp =

?

We note here, we droped « from the variable ¢;(z) for the brevity of notation. Now, it is evident from @ that in the

absence of any attack, the KEFs and KMs remain unchanged i.e. ¢; — ¢; = 0 and 9} — v = 0. This implies that the
residual rp (TT) will remain close to zero under no attack.

Our detection scheme utilizes this to make a no-attack decision, and when the residual ||7p|| first crosses a predefined
threshold, the attack flag is turned on. This threshold is set above the fluctuations of the residual signal under nominal
system conditions [25[]. Additionally, we note here that this residual does not continue to cross the threshold after the
next learning window as the algorithm starts to assimilate the attack signature into the system model. However, the
residual again crosses the threshold once the attack has been removed from the system. Thus, the threshold crossing
is utilized to generate (turn on or off) an attack flag.

4.2 Isolation scheme

Upon detection of a cyberattack, the proposed isolator is activated to ascertain if the attack is injected via actuation or
measurement.



This isolation scheme is based on the behavior of the residual signal (TT)). In particular, we know that during actuation

n ~
attack the generated detection residual rp = > Agf)ivlh, where A¢; = [d%‘ — gm] . Alternatively, during sensor attack,
i=1
n
the detection residual rp = > ¢;Av;, where Av; = [f)f — vﬂ This implies that rp is either a linear combination
i=1
of {A¢;} with weights v/ during an actuation attack or a linear combination of {¢;} with weights Av! during sensor
attack.

However, we note here that the adversary can craft a sensor attack such that the output of the system is indistinguishable
from a case of an actuation attack. Such actuation-attack-spoofing sensor attacks will satisfy:

y= dilw] =Y ¢i(z)d (12)
=1 i=1

n n
Thus, their signature on the detector residual will be identically equal to rp = . ¢;Av; = 3. Agvl. Hence,
i=1 i=1
these actuation-attack-spoofing sensor attacks will remain undetected and (12)) gives the analytical condition on the
measurement which creates fundamental limitation on this measurement-based isolation scheme. By Assumption [2}

we do not consider such non-isolable attacks in this work.

Consequently, to isolate between actuation and sensor attacks satisfying Assumption |2, we check whether we can find

a set of vectors A¢; whose linear combinations using the unchanged KMs v/ match with the residual 7. If such basis
vectors are found, then the rp is generated due to actuation attacks (since KMs are unchanged) and it is generated by
sensor attack otherwise. Exploiting this idea, we define our isolation residual r;(t) as the following optimization:

r; = min Z&Z)ivf‘frp . (13)
Ad; |li=1

Essentially, this optimization (13 tries to find the basis for the residual signal 7, with the unchanged weights or KMs
vl over the prediction window. This implies that for some small positive ¢ € R, we can define our isolation rule as:
0 < ry < e implies actuation attack, and r; > ¢ > 0 implies sensor attack.

Next, we prove the above intuition mathematically for two cases of actuation and sensor attack.

Case 1 (Actuation attack): For this case, rp = > A(bivf and replacing this rp in the definition of r; (T3] we get

i=1
n n
rr = min Z Ag,vl — Z Agivl| . (14)
Ad; ||i=1 i=1
Furthermore, rearranging the terms and noting that the minimization can be obtained for @)Z = A¢; we can deduce
n
rr=min | 37 (A, - Agi| o | <e. (15)
Ad; ||i=1

n
Case 2 (Sensor attack): Conversely, in the case of a sensor attack: rp = > ¢;(x)Awv;. Now, inserting this expres-

i=1
sion into the definition of r; (TI3) and rearranging the terms:
n P n
rr=min||>7 (A6, + o] of = il (16)
Adi |li=1 i=1
Using reverse triangle inequality for (I6)) yields:
n n
rr 2 min | |37 [0, + 6] b | - ||> oot |- (a7)
Adi | |li=1 i=1

We note here that the second term in (T7) is y(¢). Since Assumption [2]is true, from (I2) we claim that there exists
~ noo_ n

no ¢;(x) such that > ¢;(x)v? = Y ¢;(x)0k. This in turn implies that the optimization in (T7)) is not able to find a
i=1 i=1



n

> [8, + dita)| ot = | sutat
i=1 i=1

zero-dynamics attack. Thus, these two restrictions on (I7) guarantee that r; # 0. Consequently, this proves that for
some € > 0, the residual r; > € for the sensor attack case.

&ﬁi such that

. Moreover, by Assumption y(t) £ 0 as this will imply a

Choice of threshold for isolation residual: The choice of threshold for the isolation scheme relies on the choice of
€. This number can be determined by finding the isolation residual of the system under maximum actuation attack
capacity i.e. ||0y|lmaz < [|[%maz||-

S A CASE STUDY ON ELECTRIC VEHICLE CHARGING

In this section, we present the simulation case study on cyberattack scenarios on a plug-in electric-vehicle (PEV)
through the electric vehicle supply equipment (EVSE) at charging stations. A recent report from Sandia National Lab
on the risk assessment of EVSE created a threat model and clearly indicated how the attacks on automotive charging
will be exacerbated as more PEVs are equipped with extreme fast charging, DC fast charging, etc [26].

For this case study, following [26] we will consider: (i) the corruption of communication between the electric vehicle
communication controller (EVCC) and supply equipment communication controller (SECC), (ii) the corruption of the
battery management system (BMS) and charger firmware, and (iii) corruption of communication between EVSE and
charging station cloud-based control. Here, the terminal voltage measurement of the PEV battery is sent from the
BMS to the EVCC and finally to the cloud controller. Corruption of this measurement along this communication is
considered as a sensor attack. Similarly, charging current policies are sent from the cloud controller to the EVCC
and finally to BMS. The corruption of this current command is our actuation attack. Figure [2] shows these potential
cyberattack vectors between the cloud-based charging control, EVSE, and PEV.

Cloud-based W
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Current Command

&:} Cyberattack &:}

Corrupted Actuation/
Current Command

2
Corrupted
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I
¢ Cyberattack |
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Figure 2: Potential cyberattack vectors between the cloud-based charging control, EVSE, and PEV.

For this study, we generated the terminal voltage measurements for the battery of the PEV using a nonlinear equivalent
circuit model for a prismatic cell Li-ion battery [27]]:

X = A(X)X + B(X)I., where (18)

. . . T
x= v ., BX)=|ctg we -4

A(X) = diag (~[R1(§)C1(6)] 7, —[R2(£)C2(€)] 7, 0) -
Here ¢ and () denote the state of charge (SOC) and the nominal capacity of the battery, respectively. The states
V1 and V; are the voltages across the two resistance capacitance pair, representing the diffusion of lithium in the

solid and electrolyte. The SOC dependent resistances R;, Ro and capacitances C7, Co in (I8) are defined as R; =
Rio + Ra& + Rio€?, and C; = Cig + Cn& + Cin&® + T (Cis + Cus€ + Ci5€?) fori € {1,2}.

The parameters are given in Table[I] We also note here that 7' = 298° K represents the ambient temperature. Finally,
the measured terminal voltage V; of the battery is defined in terms of the system states as V; = OCV —I.Rs—V; — Vs,



where OCV denotes the open circuit voltage of the battery which has a strong dependence on the SOC instant of the
battery and can be obtained from OCV-SOC plot [27]. Furthermore, I. < 0 specifies charging, and I. > 0 specifies
discharging scenario. The PEV is charged with a constant current constant voltage (CCCV) policy and the charging
cycle is generated by the cloud-based controller of the charging station. Additionally, the rated battery capacity is
assumed to be () = 5Ah and the internal series resistance is considered as R, = 0.0048€2.

We note here that our analysis is based on the model of a battery cell, instead of a battery pack. However, our work
can be extended to the battery pack by cascading multiple battery cells [28]]. This will be addressed in our future work.

The PEV is considered to start charging with 35% SOC with a
5A current under the CCCV policy. Furthermore, we consider
a control protocol to charge the PEV up-to 94% SOC, since
typically PEVs are not charged fully [28]. To implement our
detection-isolation scheme for this PEV charging scenario, we
adopted the delay embedding based data-driven approach for
Koopman-operator approximation. We considered a moving
window of W = 23 snapshots in time with the embedded de-
lay 7 = 13 (@). This moving window consisted of a learning
window of 15, followed by a prediction window of 8. Then,

Ri0 = 0.0701135p12, Rap = 0.0288(),
Ri1 = —0.043865.12, Ry = —0.0734),
Ri2 = 0.023788.1), Rao = 0.060512,

Cho = 335.4518F,

Cso = 31.881kF,

Chio = —1.3214kF,

Cao = 104.93k F,

Chi= —65.4786F°K

Ca4 = 10.1755kF/° K

Ch1 = 3.17T12kF,

Co1 = —115.93kF,

Chs = 53.2138F/°K,

Chs = 60.3114F/°K,

Cy5 = 244.3761F/°K,

Cos = —9.5924F/°K.

using the nominal terminal voltage measurement data, we de-
fine our detection threshold as 0.002 [25]]. To define the iso-
lation threshold, we plotted the isolation residual with maxi-
mum actuation attack capacity for this battery, which we con-
sider to be 5C rate charging current or 25A. Considering the maximum isolation residual for an actuation attack for
25A, we defined the isolation threshold as 0.12. Next, we will present the two case studies of actuation attack and
sensor attack scenarios on this battery and demonstrate the efficacy of our scheme.

Table 1: List of parameters required in (18).

5.1 Case I: Actuation attack
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Figure 3: Plot shows the nominal and corrupted terminal voltage, SOC, charging current, detector and isolator residuals
for actuation attack.

In this scenario, we consider that the input signal I is corrupted by the adversary to achieve overcharging. The battery
model under attack can be obtained from (18) as

X = AX)X 4+ B(X) (I. 4 4,),, =0CV — (I.+ 6,) Ry — Vi — V. (19)



To achieve overcharging, a high charging current is given to the battery, between 700s and 1600s (shown in 3™ plot
of Fig. [3). This causes the battery to overcharge, as is evident from V; (top plot) and SOC (2" plot) of Fig. Bl Now,
from the 4™ plot in Fig. 3] we observe that the detector residual crosses the threshold twice — once when the attack
begins and once when the attack ends. Hence, the detection flag is set to 1 between the subsequent threshold crossings
(shown in 5" plot of Fig. [3). The detection occurs within 1s of the attack, which shows the efficiency of our detection
algorithm. Next, we analyze the performance of our isolation scheme. From the 6 plot of Fig. | we observe that the
isolation residual remains below the isolation threshold for actuation attack, and the isolation flag in set to 1 in the last
plot of Fig. 3] Thus, the scheme correctly identifies the detected attack is an actuation attack, and achieves cyberattack
isolation.

5.2 Case II: Sensor attack

In this scenario, the adversary alters the measured terminal voltage V;, without corrupting the charging current com-
mand . generated by the cloud-based controller. Hence, the corresponding battery model can be defined as
X = A(X)X 4+ B(X)I,,

Vi =0CV — I.Ry — Vi — Vo +4,. (20)
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Figure 4: Plot shows the nominal and corrupted terminal voltage, SOC, charging current, detector and isolator residuals
for sensor attack.

The adversary can force the battery to overcharge by corrupting the sensor data and communicating lower V; to the
controller, since the battery charging protocol is based on V;. We simulated this particular scenario by injecting a false
voltage data to the controller from 700s to 1600s (shown in top plot of Fig. f). Due to this terminal voltage corrup-
tion, the 2™ plot of Fig. [] shows the SOC of the battery exhibiting eventual overcharging of the cell. Additionally,
such sensor attack delays the constant voltage charging of the battery as shown in the 3™ plot of Fig. Ml Under this
sensor attack scenario, the detection residual crosses the threshold (4™ plot) in the beginning and the end of the attack
injection. The detection flag is thus set to 1 between these two crossing to indicate the presence of a cyberattack. The
generated detection flag is shown in the 5 plot of Fig. f] After detection, the isolation scheme is activated and the
isolation residual r; is calculated. For this case, we observe that the isolation residual crosses the isolation threshold
(as shown in the 6" plot). Accordingly, the isolation flag is set to 2 to indicate the presence of sensor attack in the
system (as shown in the 7" plot of Fig. M). Thus, we validate the performance of the isolation scheme.



6 CONCLUSIONS

In this work, we have used a Koopman operator-based model-free approach for the detection and isolation of actuation
and sensor attacks in CPS. We have utilized delay embedding method to show that signature of the actuation and sensor
attack on the Koopman operator modes and eigenfunctions can be used to detect and isolate cyberattacks in CPS. Most
importantly, this detection-isolation scheme uses only system measurement and learns the system model with limited
data. This is important for faster and efficient generation of attack flags in presence of cyberthreats. Additionally, we
have derived conditions where such isolation scheme will fail owing to the presence of actuation-attack-spoofing sensor
attack. We also presented a case study of cyberattack on a Lithium-ion battery powered PEV, charged by EVSE. The
simulation results show that our proposed scheme can detect and isolate the presence of corrupted charging policies
(actuation attack) and corrupted measurement (sensor attack).
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