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Abstract. Out-of-distribution (OOD) detection methods have been de-
veloped to identify objects that a model has not seen during training.
The Outlier Exposure (OE) methods use auxiliary datasets to train OOD
detectors directly. However, the collection and learning of representative
OOD samples may pose challenges. To tackle these issues, we propose
the Outlier Aware Metric Learning (OAML) framework. The main idea
of our method is to use the k-NN algorithm and Stable Diffusion model
to generate outliers for training at the feature level without making any
distributional assumptions. To increase feature discrepancies in the se-
mantic space, we develop a mutual information-based contrastive learning
approach for learning from OOD data effectively. Both theoretical and
empirical results confirm the effectiveness of this contrastive learning
technique. Furthermore, we incorporate knowledge distillation into our
learning framework to prevent degradation of in-distribution classifica-
tion accuracy. The combination of contrastive learning and knowledge
distillation algorithms significantly enhances the performance of OOD
detection. Experimental results across various datasets show that our
method significantly outperforms previous OE methods.

Keywords: Machine Learning Safety, Out-of-Distribution Detection,
Outlier Exposure Training, Metric Learning, Outlier Data Synthesis.

1 Introduction

To prevent machine learning models from delivering unreliable predictions when
encountering inputs that deviate from their training data distribution, many Out-
of-Distribution (OOD) detection algorithms have been proposed. These methods
enable models to discern In-Distribution (ID) and OOD samples during the
inference phase, thereby paving the way for trustworthy AI systems. Generally,
these approaches can be categorized into three main types: Post-hoc methods
[14,18,22,23], Outlier Exposure (OE) methods [11,17,43], and Representation
Learning-based methods [26,31,40].
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Fig. 1: In this figure, we compare the AUROC (left) and ID accuracy (right) across
three training settings: vanilla training, training with basic outlier exposure [17], and
training with OAML (ours) using KNN [33] and GEN [24] as the score functions.

Outlier Exposure methods utilize a set of auxiliary OOD samples to enhance
the model’s ability to detect OOD instances. The main challenges for these
methods are: (i) collecting representative OOD samples, and (ii) effectively
learning from a combination of ID and OOD data. In recent work, Du et al. [9]
propose DreamOOD, which leverages Stable Diffusion (SD) [29] to generate OOD
samples in pixel space. However, synthesizing images in the high dimensional pixel
space can be difficult to optimize [42], which is empirically shown in VOS [11].
Furthermore, as demonstrated by our experiments in Figure 1, we observed that
the ID accuracy decreases after introducing collected pixel-level OOD samples
for training. But according to the definition in Yang et al.’s work [42], OOD
detection should not harm the ID classification accuracy.

Motivated by these observations, we develop an Outlier Aware Metric Learning
(OAML) framework that collects and trains with outliers in the latent space.
Specifically, we use the k-Nearest Neighbour (k-NN) [19] algorithm to sample
outliers from the latent space of transformer encoders. These outliers are then
used as token conditions for Stable Diffusion to generate OOD features for
outlier exposure training. Subsequently, we design a mutual information-based
feature contrastive learning approach to enlarge discrepancies between ID and
OOD data distribution at the feature level. We verify the effectiveness of this
contrastive learning method both empirically and theoretically. Moreover, we
introduce knowledge distillation into our learning framework to leverage the "dark
knowledge" from the teacher model for preventing the degradation of ID accuracy
when training with mixed ID and OOD data. To our surprise, it has improvements
in both ID and OOD detection performance. The experiments conducted with
our framework on CIFAR-10/100 [20] and ImageNet-1k [5] achieve non-trivial
benefits for OOD detection performance.

In a nutshell, our main contributions can be summarized as follows:

– We propose the Outlier Aware Metric Learning (OAML) framework, which
generates OOD data in the latent space using Stable Diffusion to facilitate
network optimization during training with outliers.
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– We develop a mutual information-based feature contrastive learning method
to enlarge the feature discrepancy between ID and OOD data, aided by
knowledge distillation from a large teacher model, thereby preventing the
degradation of ID performance and further enhancing OOD detection results.

– We empirically illustrate significant improvements in several metrics (FPR95,
AUROC) using different kinds of score functions on both CIFAR-10/100 [20]
and ImageNet-1k [5] benchmarks.

2 Related Work

Outlier Exposure-based OOD Detection. The key to outlier exposure-based
approaches is to train by collecting OOD samples, improving the model’s ability
to discern between ID and OOD data. Hendrycks et al. [17] propose to utilize
an auxiliary dataset as the outlier data for training the OOD detector, thereby
enhancing its OOD detection performance. In VOS [11], Du et al. propose to
sample OOD data from a class-conditional distribution in the feature space for
regularizing the decision boundary between ID and OOD data. Similar to VOS,
Tao et al. [35] also propose to sample outliers in the latent space. They do not
make any distributional assumptions on the ID embeddings. Recently, Du et al.
proposed DreamOOD [9], which is an outlier synthesis method based on Stable
Diffusion [29], which generates OOD samples in the pixel space. Different from
NPOS [35] and DreamOOD [9], we do not sample outliers in the CLIP [28] latent
space but in the original image space of the large teacher model. Because the
conditional control may constrain the diversity of the OOD samples, which will
limit the OOD information that can be learned during training.
Representation Learning-based OOD Detection. The motivation for the
representation learning-based method is to improve the quality of features, thereby
enhancing the performance of OOD detection. Sehwag et al. [31] and Winkens et
al. [40] have empirically demonstrated the effectiveness of representation learning
techniques in OOD detection by applying contrast learning methods. Jihoon
et al. [34] propose CSI, a method that enhances the SimCLR [2] framework by
incorporating OOD features into an image transformation technique, thereby
expanding the contrast learning model’s ability to distinguish a wider range of
negative examples. This approach utilizes a composite score function that amal-
gamates scores derived from features trained via contrast learning to distinguish
both ID and OOD samples. Du et al. [8] introduced SIREN, which innovatively
embeds features onto a unit sphere following a mixed von Mises-Fisher distri-
bution, facilitated by a trainable loss function. In our research, we explore the
untapped potential of knowledge distillation in the context of OOD detection,
verifying its effectiveness in preventing ID accuracy degradation.

3 Preliminaries

OOD Detection. For a machine learning model to be effectively deployed in
the real world, it must reliably identify ID samples and accurately recognize
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OOD samples. Formally, given a test sample x and a pre-trained classifier f (·),
an OOD detection decision function can be written as

Gλ (x) =

{
ID, S (x) ≥ α,

OOD, S (x) < α,

where α is the threshold, ID means that sample x comes from the in-distribution
dataset and OOD means that the sample x comes from the out-of-distribution
dataset.

Proper Scoring Rules. Let x ∈ X be a test sample seen by the model in
the inference phase. Denote p as the probability prediction output of classifier
f (x) = h (g (x)), where h (·) is the classification head, and g (·) is the feature
extractor that outputs the feature map of the penultimate layer.

The scoring rules are mostly real-valued functions. Tilmann et al. [12] defines
the expected score under q when the probabilistic prediction is p as the following
form

S (p, q) =

∫
S (p, w) dq (w) .

For simplicity, the score can be written as S (x). Practically, logits or features
from the penultimate layer are usually leveraged to calculate the score. Thus, for
a given sample x ∈ X , S (·) is a function of h (g (x)) and g (x).

4 Outlier Aware Metric Learning

Our OAML training framework is shown in Figure 2. It primarily addresses the
following issues: (1) how to effectively collect and train with outliers (Section
4.1); (2) how to mitigate the degradation of ID performance during OOD data
training (Section 4.2).

4.1 Distribution-Assumption Free Latent Space Outlier Sampling

To synthesize OOD data for training models without assuming any distribution
assumption in the latent space, we develop a method using k-NN and Stable Dif-
fusion (SD) to generate large quantities of OOD features as the auxiliary dataset
for outlier exposure training, thereby enhancing OOD detection performance to
a great extent.
Coarse OOD Embeddings Sampling by k-NN. We first use the k-NN
algorithm to sample outliers from the ID feature extracted by Vision Transformers
[7] encoders mentioned in Figure 2. Different from NPOS [35] and DreamOOD [9],
which sample OOD data from a well-trained text-conditioned latent space, we
sample OOD embeddings in the Vision Transformers’ image embedding space.
The reason is that the text-conditioned latent space is equivalent to a subspace
of the image embedding space, which is smaller than the whole image embedding
space. Therefore, extending the sampling space from the text-conditioned space
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Fig. 2: An overview of our OAML training pipeline. The dotted part is only used in
the generation phase, not in the training phase. "CLSS" is the classification head of
student network and "CLST " is the classification head for teacher network. Specifically,
we first use large models (the ViT-16 and Stable Diffusion) to synthesize outliers and
then develop contrastive learning and knowledge distillation methods for learning from
OOD data. The parameters of the teacher model (ViT-16) are all fixed.

to the entire image feature space can help us obtain more diverse OOD samples
for contrastive OOD-aware feature learning later.

Specifically, denote Z = (z1, z2, · · · , zn) as the set of the normalized training
data feature vectors. Then, for any z′ ∈ Z, we calculate the k-NN distance, that
is,

dk (z
′, zk) = ||z′ − zk||2,

where zk is the k-th nearest embedding vectors in Z, and z∗k is the vector with
max k-NN distance. We regard z∗k as the boundary point of ID data. We consider
z∗k as the boundary point of the ID data. To sample the OOD embeddings, we
use z∗k as the center and σ2I as the variance.

Finally, we apply the k-NN distance again and select the k points that are
farthest from the boundary points of Z as the results of k-NN sampling.
Generating Deep OOD Embeddings via Stable Diffusion. To further
enrich the diversity of OOD samples used in the training phase, we use the Stable
Diffusion [29] model to generate outliers in the feature level.

First, the token input of the Stable Diffusion text encoder is replaced with
outlier embeddings v, obtained from the previous k-NN sampling. Subsequently,
Stable Diffusion generates noisy feature maps. In formal, the generating process
can be summarized as the following:

fout ∼ P (x|v) ,
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where fout ∈ RH×H denotes the generated OOD embeddings which is the noisy
feature map obtained at the T th noise adding process, H is the size of the
generated feature maps, x is the input image. After the generation step, we
flatten those generated OOD embeddings into long vectors as negative samples
for contrastive learning.
Contrastive OOD Representation Learning. After obtaining all these coarse
OOD embeddings and the generated OOD features mentioned above. Inspired
by Cheng et al.’s work [3], we develop a mutual information-based outlier aware
contrastive learning method to enlarge the discrepancy between ID and OOD
feature distribution in semantic space. To be specific, we propose a loss function
that minimizes the upper bound of mutual information between ID and OOD
features. Different from [3], our method is an extension of their theory from the
logits case to the feature case. Furthermore, we verify the non-trivial benefits of
the OOD detection performance of our method in the experiments.

We use mutual information to quantify the distance between the ID and OOD
feature distribution, which takes the form as follows,

I
(
f in
S , fout

T

)
= Ep(fin

S ,fout
T )

[
log

p
(
f in
S , fout

T

)
p
(
f in
S

)
p (fout

T )

]
,

where f in
S ∈ Rm is the penultimate layer’s feature of the student network,

fout
T ∈ Rn is the OOD embeddings sampled by k-NN.

Then, the mutual information loss function can be written as

Î(f in
S , fout

T ) := LMI(f
in
S ; fout

T )

= Ep(fin
S ,fout

T )[log p
(
fout
T |f in

S

)
]−

Ep(fin
S )Ep(fout

T )[log p
(
fout
T |f in

S

)
]. (1)

Indeed, one can easily show that Î(f in
S , fout

T ) is an upper bound of I
(
f in
S , fout

T

)
.

Theorem 1. Î(f in
S , fout

T ) is an upper bound of I
(
f in
S , fout

T

)
.

Additionally, we can show that the usage of the mutual information upper
bound loss (1) for contrastive learning is not affected by the precision of upper
bound estimates. This fact can be verified by Theorem 2. Detailed proof of
Theorem 2 is given in the Appendix.

Theorem 2. Denote Isup
(
f in
S , fout

T

)
as the supremum of I

(
f in
S , fout

T

)
. If the

amount of training data is large enough, then it is equivalent to using Isup or I

as the loss function to train the student network. And it is the same for using Î.

To sum up, during the training phase, the total loss function can be expressed
as follows:

Ltotal = LCE

(
yS , ygt

)
+ α1L1

KL

(
yS , yT

)
+ α2L2

KL

(
f in
S , f in

T

)
+ βLMI

(
f in
S , fout

T

)
+ γLMI

(
f in
S , fout

G

)
, (2)
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Algorithm 1 The Whole Outlier Training and Detection Pipeline
Step 1. Use k-NN to sample coarse OOD embeddings from large model embedding
space.
Step 2. Generate far-OOD embeddings via Stable Diffusion.
Step 3. Simultaneously load the ID data and the OOD (near-OOD and far-OOD)
features obtained in Steps 1 and 2, and perform OOD-aware learning.
Step 4. Use the features and logits of the network obtained after outlier exposure
training to calculate the OOD score.

where fout
G is the generated out-of-distribution embeddings through Stable Dif-

fusion, α1, α2, β, γ is the weight of each part of Ltotal, LCE is the cross-entropy
loss, L1

KL is the KL-divergence loss for the logits output of student and teacher
network, L2

KL is the KL-divergence loss for the feature output of student and
teacher network. The whole pipeline is summarized in Algorithm 1.

4.2 Knowledge Distillation for In-Distribution Performance Boosting

To prevent in-distribution classification accuracy from degradation and further
enhance OOD detection performance. We develop a simple yet effective knowledge
distillation method to transfer both logits and feature information from a large
teacher model, simultaneously.

Specifically, we first use KL divergence loss to allow the student network to
mimic the teacher network logits outputs, which can be formulated as follows:

L1
KL

(
yS , yT

)
=

∫
x∈X

ln

(
yS

yT

)
ySdx, (3)

where yS is the logits prediction of student network, yT is the prediction of
teacher model, ygt is the ground truth, f in

S is the In-Distribution feature of
student model, f in

T is the ID feature extracted by teacher model.
Then, to transfer ID information at the features level, we use a domain transfer

network consisting of a stack of Multilayer Perceptron (MLP) layers to align the
feature spaces of the teacher model’s and student model’s penultimate layers.
Formally, we denote the MLP transfer network as linear (·). The learning object
function for minimizing the distribution discrepancy between the teacher model’s
feature and the student model’s feature can be written as follows:

L2
KL

(
f in
S , f in

T

)
=

∫
x∈X

ln

(
f in
S

linear
(
f in
T

)) f in
S dx.

5 Experiments

5.1 ID and OOD Datasets.

We use CIFAR-10/100 [20] and ImageNet-1k [5] as ID datasets to train our
models, respectively.
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For OOD data preparation, when using CIFAR-10 [20] as the in-distribution
dataset, we use CIFAR-100 [20], MNIST [6], SVHN [27] as the OOD datasets, in
which CIFAR-100 [20] is the near-OOD datasets, MNIST [6], SVHN [27] are the
far-OOD datasets. While using CIFAR-100 [20] as the ID dataset, we use CIFAR-
10 [20], MNIST [6], SVHN [27] as the OOD datasets, where CIFAR-10 [20] is the
near-OOD datasets, MNIST [6], SVHN [27] are the far-OOD datasets. What’s
more, while using ImageNet-1k [5] as the ID dataset and we let SSB-Hard [37],
NINCO [1], Inatralist [36], Textures [4], OpenImageO [38].

5.2 Evaluation metrics.

To evaluate the ability to detect out-of-distribution (OOD) examples, we use the
False Positive Rate at 95% True Positive Rate (FPR95) and the Area Under the
Receiver Operating Characteristic curve (AUROC). Lower FPR95 values and
higher AUROC values indicate better OOD detection performance. Additionally,
we report the in-distribution classification accuracy (ID ACC) of the tested
models.

5.3 Implementation details.

We choose ResNet-18 [13] as the the student model, ViT-16 [7] as the teacher
model. Our models are trained and evaluated utilizing a single NVIDIA Tesla
V100 SMX2 32GB GPU. Our code is based on OpenOOD [45]. The resolution
of both train and test images are 224 × 224. For the CIFAR-10 dataset [20],
our proposed OAML learning pipeline is configured with 500 epochs, leveraging
pre-trained weights and a learning rate of 0.001. A comprehensive list of other
hyperparameters can be found in the Appendix. When conducting experiments on
CIFAR-100 [20], we set the learning rate as 0.01 and the epoch as 500, the other
hyperparameters are given in the Appendix. For the experiments on ImageNet-
1k [5], we only use 50 epochs for training and the learning rate is 5 × 10−5.
What’s more, we do not employ any test time augmentation or data
augmentation techniques.

5.4 Main Results

In our experiments, to verify the universality and the effectiveness of our methods,
we apply OAML to the energy-based [23], distance-based [33], and softmax-
based [24] scores, respectively. All results on each OOD dataset and their averages
are shown in Table 1, Table 2, and Table 3.
Results on CIFAR-100. It is important to observe the results presented
in Table 1 that the comparison between the original EBO [23] and the EBO
enhanced via OAML (as shown in the bottom row of Table 1) reveals significant
improvements. Specifically, the EBO with OAML enhancement surpasses its
unenhanced results by an average of 4.56% in FPR95, 3.11% in AUROC, and
2.12% in ID ACC on the CIFAR-100 dataset [20]. This enhancement is further
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Table 1: Here we use CIFAR-100 [20] as in-distribution dataset to train a ResNet-18 [13]
and make OOD test on the other three datasets. ↑ indicates the higher the value, the
better the OOD performance and vice versa.

Methods

OOD Dataset

ID ACCNear-OOD Far-OOD
CIFAR-10 MNIST SVHN Average

FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑

Train without Outliers

MSP [16] 58.66 78.88 48.37 80.25 46.91 84.38 51.31 81.17 76.22
ODIN [22] 61.22 77.85 35.20 88.01 54.39 80.81 50.27 82.22 76.22
MDS [21] 78.50 61.66 69.63 64.71 78.24 57.86 75.46 61.41 75.99
KLM [15] 84.68 72.65 68.80 80.89 86.50 77.79 79.99 77.11 76.22
Gram [30] 92.94 50.30 94.72 41.75 11.47 97.51 66.38 63.19 76.22
ReAct [32] 71.14 73.38 58.37 77.55 34.28 89.22 54.60 80.05 75.36

GradNorm [30] 73.16 75.50 59.80 79.75 28.37 91.11 53.78 82.12 76.22
ViM [38] 65.58 70.96 56.06 74.05 63.04 69.03 61.56 71.35 76.22
KNN [33] 71.80 76.19 46.34 84.69 56.16 85.12 58.10 82.00 76.22
GEN [24] 60.82 78.44 46.44 81.36 38.76 87.47 48.67 82.42 76.22
EBO [23] 60.84 78.43 46.43 81.36 38.73 87.48 48.67 82.42 76.22

Train with Outliers

KNN w/ OE 88.08 71.84 38.77 89.01 50.20 88.62 59.02 83.16 75.49
GEN w/ OE 61.01 78.39 39.59 86.20 49.28 85.22 49.96 83.27 75.49

EBO w/ OE [17] 65.78 77.14 37.13 87.96 37.82 88.63 46.91 84.57 75.49
KNN w/ MixOE 63.56 77.44 48.72 77.23 43.56 90.64 51.95 81.77 74.36
GEN w/ MixOE 64.41 76.25 40.76 86.82 30.93 91.92 45.37 85.00 74.36

EBO w/ MixOE [44] 64.49 76.24 40.73 86.84 30.90 91.93 45.37 85.00 74.36
KNN w/ OAML (Ours) 70.34 78.48 46.16 86.87 42.81 88.65 53.10 84.67 78.34
GEN w/ OAML (Ours) 54.61 81.17 33.21 89.40 44.63 85.97 44.15 85.51 78.34
EBO w/ OAML (Ours) 54.58 81.17 33.14 89.42 44.60 85.99 44.11 85.53 78.34

validated when comparing EBO trained by our OAML method against the basic
OE methods [17], we find that our OAML enhancement is stronger than OE [17].
Similar improvements are observed when comparing the KNN [33], the KNN
trained by OE [17], and the KNN trained by OAML. Moreover, the EBO with
OAML enhancement not only outperforms these models but also exceeds the
state-of-the-art methods, including ViM [38], KNN [33], and GEN [24].
Evaluation on CIFAR-10. In Table 2, a comparison between EBO [24] and
EBO augmented by OAML on the CIFAR-10 dataset [20] reveals that the latter
achieves a notable enhancement, with an average reduction of 5.96% in FPR95
and an average increase of 1.62% in AUROC. This suggests that our OAML
training approach significantly improves the original OOD detection performance,
in contrast to the OE-based method, which yields minimal improvements and
even declines in AUROC and ID ACC metrics. Similar findings are observed
when examining the performance of KNN, both with and without OE training,
as well as with OAML training.

By synthesizing the results depicted in Tables 1 and 2, it becomes evident that
our methodology excels in augmenting the performance on far-OOD datasets, as
exemplified by the studies in [6, 27]. For instance, as illustrated in Table 1, when
comparing the EBO [23] with the EBO that has applied OAML training, we
observe a substantial reduction in the FPR95 from 46.43% to 33.14%, along with
a marked enhancement in the AUROC from 81.36% to 89.42% on the MNIST
dataset [6]. In a parallel analysis, as presented in Table 2, the FPR95 is notably
decreased from 19.68% to 6.91%, and the AUROC is significantly elevated from
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Table 2: In this table, we use CIFAR-10 [20] as in-distribution dataset to train a
ResNet-18 [13] and make OOD test on the other three datasets. ↑ indicates the higher
the value, the better the OOD performance and vice versa.

Methods

OOD Dataset

ID ACCNear-OOD Far-OOD
CIFAR-100 MNIST SVHN Average

FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑

Train without Outliers

MSP [16] 34.81 89.52 22.74 92.94 16.81 94.48 24.79 92.31 94.66
ODIN [22] 47.94 87.87 10.77 97.52 24.26 94.38 27.66 93.26 94.66
KLM [15] 85.77 80.18 80.89 84.89 82.98 85.72 83.21 83.60 94.66
Gram [30] 86.66 64.63 86.82 46.07 10.64 97.60 61.37 69.43 94.66

GradNorm [30] 71.61 79.87 41.28 88.65 25.59 93.37 46.16 87.30 94.66
ViM [38] 37.39 88.74 17.06 95.84 21.52 91.19 25.32 91.92 94.66

ReAct [32] 40.78 89.67 23.13 94.06 14.63 96.05 26.18 93.26 94.64
KNN [33] 37.43 89.44 23.31 93.45 26.63 91.48 29.12 91.46 94.66
GEN [24] 34.38 90.65 19.98 94.68 12.70 96.53 22.35 93.95 94.66
EBO [23] 34.40 90.65 19.68 94.74 12.27 96.59 22.12 93.99 94.66

Train with Outliers

KNN w/ OE 38.44 89.33 28.46 91.21 27.94 91.23 31.61 90.59 94.36
GEN w/ OE 33.46 89.97 17.74 95.07 13.59 96.55 21.60 93.86 94.36

EBO w/ OE [17] 32.56 91.19 12.76 97.24 9.03 98.04 18.12 95.49 94.36
KNN w/ MixOE 39.49 88.52 17.89 95.18 26.44 91.16 27.94 91.62 93.83
GEN w/ MixOE 37.44 89.42 14.80 96.64 24.59 91.66 25.61 92.57 93.83

EBO w/ MixOE [44] 38.62 89.17 12.24 97.15 27.42 90.27 26.09 92.20 93.83
KNN w/ OAML (Ours) 33.52 90.74 15.59 94.95 14.68 94.57 21.26 93.42 94.89
GEN w/ OAML (Ours) 31.60 91.68 7.07 98.12 10.09 96.98 16.25 95.59 94.89
EBO w/ OAML (Ours) 31.54 91.68 6.91 98.15 10.06 96.99 16.16 95.61 94.89

94.74% to 98.15% on the same MNIST dataset [6]. These findings underscore the
superior efficacy of our approach in refining OOD detection accuracy, particularly
in scenarios where the dataset deviates markedly from the model’s training
distribution. The same conclusions can be obtained by comparing our method
with MixOE [44].
Evaluation on ImageNet-1k. We also performed extensive experiments utiliz-
ing the ImageNet-1k [5] dataset as an ID training dataset, with the comprehensive
results delineated in Table 3. A thorough examination of the data presented
in Table 3 demonstrates that our OAML method substantially improves the
performance of distance-based score functions. This enhancement is particularly
evident in KNN [33], where the FPR95 is notably reduced from 54.77% to 52.95%,
and the AUROC is significantly elevated from 79.51% to 81.91%. Furthermore,
the ID ACC is also improved after using our OAML approach.

Moreover, we conduct comparisons between OAML and the other outlier
synthesis-based methods, such as VOS [11], NPOS [35], DreamOOD [10], and
ATOL [46], in Table 4. These comparisons further demonstrate the advantages
of our method.

5.5 Ablation Analysis

Learning Loss Comparison. In this section, we compare the validation loss
of DreamOOD [9], VOS [11], and OAML in Figure 3, to show that synthesizing
outliers in the feature space is better than synthesizing in pixel space. From
subplot (a) and (b) in Figure 3 we can see that both the loss value of VOS
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Table 3: In this Table, we use ImageNet-1k [5] as in-distribution dataset to train a
ResNet-18 [13] and make OOD test on the other five datasets. ↑ indicates the higher
the value, the better the OOD performance and vice versa.

Methods

OOD Dataset

ID ACCNear-OOD Far-OOD
SSB-HARD NINCO INaturalist Textures OpenImageO Average

FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑

Train without Outliers

MSP [16] 74.49 72.09 56.88 79.95 43.34 88.41 60.87 82.43 50.13 84.86 57.14 81.55 76.18
ODIN [22] 76.83 71.74 68.20 77.77 35.98 91.17 49.24 89.00 46.66 88.23 55.38 83.58 76.20
KLM [15] 84.71 71.38 60.36 81.90 38.52 90.78 52.40 84.72 48.89 87.30 56.98 83.22 76.18
ReAct [32] 77.55 73.03 55.82 81.73 16.72 96.34 29.64 92.79 32.58 91.87 42.46 87.16 75.58
ViM [38] 79.59 65.88 59.08 78.80 32.70 86.72 17.22 96.65 33.74 88.96 44.47 83.40 76.18
KNN [33] 84.45 60.95 60.02 77.85 53.21 78.60 24.13 96.09 51.13 84.05 54.77 79.51 76.18
GEN [24] 75.73 72.01 54.90 81.70 26.10 92.44 46.22 87.59 34.50 89.26 47.49 84.60 76.18

Train with Outliers

KNN w/ OAML (Ours) 87.43 61.94 66.41 77.03 39.80 89.07 17.14 97.05 53.97 84.44 52.95 81.91 77.12
GEN w/ OAML (Ours) 77.77 71.93 54.75 82.18 30.29 90.92 46.80 86.55 38.56 87.88 49.63 83.89 77.12

Table 4: Comparison with state-of-the-art Outlier Synthesis Methods, wherein we take
CIFAR-100 [20] as the ID dataset.

Methods OOD Dataset
CIFAR-10 SVHN Average

FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑

VOS [11] 62.17 78.93 61.68 78.10 61.93 78.52
NPOS [35] 91.29 53.14 93.63 65.23 92.46 72.80

DreamOOD [9] 79.70 78.89 59.05 86.78 69.38 82.84
ATOL [46] 82.55 73.28 72.30 81.82 77.43 77.55

OAML (Ours) 54.58 81.17 44.60 85.99 49.59 83.58

and OAML (using outliers sampled from the feature space) are smaller than
DreamOOD’s loss value, which means that using pixel level OOD data for training
is not easy to optimize. This fact further verifies the statements in VOS [11].
Furthermore, in subplot (c) in Figure 3, we can see that OAML’s loss value is
also smaller than VOS. This fact implies that OAML learns better than the other
outlier synthesis-based methods.
OOD Verification for the Generated Data. Here we verify whether the
data generated by Diffusion are truly out-of-distribution by calculating the KL-
Divergence value between the synthesized outliers and the in-distribution features
extracted by ResNets. The visualization of KL value comparison is shown in
Figure 4. We can see that the outliers sampled by SD (D-OOD) achieve the highest
KL-value among all benchmarks and the OOD data sampled by k-NN (C-OOD)
achieve the second highest KL-value, which means that the data distribution
between D-OOD and ID data distribution has the farthest distance than the
other three kinds of OOD data shown in the figure.

Moreover, in Figure 5, we use K-means [25] for clustering ID and OOD
components in the generated data. We can see that the ID and OOD feature
distribution of the Diffusion generated outliers are more separable than those
sampled by vanilla k-NN.
Ablation for Loss Function. In this section, we delve into the impact of various
training loss terms outlined in Equation 2, which are predicated on the GEN [24]
score and EBO [23] score. The results are shown in Table 5. A comparative
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Fig. 3: The loss comparison between DreamOOD [9] and VOS [11] and OAML (Ours)
when performing Outlier Exposure training under the same training settings.

Fig. 4: The KL Divergence value between ID and OOD data pairs using CIFAR-
10/100 [20], ImageNet-1k [5] as ID data, respectively. In each subplot, C-OOD refers to
outliers generated by k-NN (k=30) and D-OOD refers to outliers sampled by Stable
Diffusion [29].

analysis between the first and final rows of Table 5 reveals that our OAML
training methodologies have successfully enhanced the GEN score by an average
of 4.52% at FPR95 and 3.09% in AUROC. Concurrently, there is a notable
improvement in the ID ACC metric as well. The ablation study conducted on
the EBO [23] score yields similar findings.

More importantly, by comparing the first row and the second row in Table 1
we can see that our knowledge distillation methods boost the ID classification
accuracy on both EBO [23] and GEN [24]. Besides, we find that this technique
prevents ID accuracy degradation even after the OOD samples are introduced
for training.
Score Distribution Ablation. For a more comprehensive analysis, the compar-
ative visualization of EBO’s score distribution on CIFAR-10 [20], when trained
by OE [17] and our proposed OAML framework, is presented in Figure 6 for
further examination. By examining the first and final rows in Figure 6, it becomes
evident that the application of our OAML framework results in a discernible re-
duction in the overlap between the In-Distribution (ID) and Out-Of-Distribution
(OOD) score distributions. This diminished overlap is indicative of an enhanced
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Fig. 5: The decision boundary visualization of clustering the selected outliers generated
via k-NN and Stable Diffusion on CIFAR-10 [20], respectively. The green stars are the
clustering center of ID (labeled as 0) and OOD (labeled as 1) data of the generated OOD
embeddings. The subplot (a) is the decision boundary of clustered outliers generated by
k-NN and subplot (b) is the decision boundary of clustered outliers further generated
by Stable Diffusion [29].

OOD detection capability, signifying an improvement in the model’s ability to
distinguish between ID and OOD data. Then, a comparison between the second
and the last row reveals that our OAML algorithm further diminishes the overlap
between the ID and OOD score distributions compared to OE, this phenomenon
is particularly significant in the far-OOD dataset. Besides, we can also see that
the variance of the estimated scores on both ID and OOD data are reduced
considerably after applying OAML, which shows the great enhancing power of
our method.

Table 5: Ablation studies for our learning framework on GEN score [24] and EBO
score [23]. Here we use CIFAR-100 [20] as the ID dataset to train our network. In the
table below, ↑ indicates the higher the value, the better the OOD performance, and
vice versa.

Method Feature and Logits
Distillation

Contrstive
Outlier Exposure

Deep Contrstive
Outlier Exposure

FPR@95(↓) AUROC (↑) ID ACC(%)

GEN [24]

48.67 82.42 76.22
✓ 50.39 83.49 78.38
✓ ✓ 44.73 84.94 78.32
✓ ✓ ✓ 44.15 85.51 78.34

EBO [23]

48.67 82.42 76.22
✓ 50.31 83.50 78.38
✓ ✓ 50.73 83.27 77.54
✓ ✓ ✓ 44.11 85.53 78.34
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Fig. 6: The score distribution visualization of EBO [23] which takes CIFAR-10 [20] as
the ID data. The first row of the above figure is the energy score distribution taking
ResNet-18 [13] as the backbone. The second row is the ResNet-18 [13] trained by OE.
The third row is the ResNet-18 [13] trained by OAML.

6 Conclusion

In this work, we develop a novel outlier exposure training framework, dubbed
OAML, for enhancing OOD detection performance. We believe that the main
challenge in OE training lies in how to collect and learn from OOD samples. Thus,
our training pipeline first uses k-NN and Stable Diffusion to generate outliers in
the latent space without making any distributional assumptions. Then, we design
a mutual information-based contrastive learning approach to enlarge the distance
between ID and OOD data distribution in the semantic space, guaranteed by both
theoretical and empirical results. Moreover, we introduce knowledge distillation
to prevent ID performance from decreasing when training with the mixture of ID
and OOD data. Our experiments exhibit non-trivial improvements across different
kinds of score functions on various benchmarks, demonstrating the effectiveness
of our learning framework for OOD detection performance enhancement.
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A Appendix

In this appendix, we elucidate the training configurations of OAML and augment
our analysis with additional experiments. These new experiments serve to contrast
our approach with various training-based Out-of-Distribution (OOD) detection
methods. Furthermore, we provide proof for the theorems outlined in our original
manuscript and offer a theoretical justification for the efficacy of OAML.

A.1 OAML Training Settings

Here we give the values of hyperparameters used in our loss function Ltotal, readers
may check the value of the hyperparameters in Table 6. The hyperparameters on
CIFAR-10 [20] are shown in Table 6. The hyperparameters on CIFAR-100 [20]
are shown in Table 7. And the hyperparameters on ImageNet-1k [5] are presented
in Table 8.

Table 6: The hyperparameters for using our OAML framework on CIFAR-10 [20].

Hyperparameters Value
α1 4.0
α2 8.0
β 0.1
γ 0.2

Table 7: The hyperparameters for using our OAML framework on CIFAR-100 [20].

Hyperparameters Value
α1 4.0
α2 8.0
β 0.1
γ 0.2

A.2 Comparisons between OAML and Other Training based OOD
Detection Approaches

In this section, we compare OAML with other Outlier Exposure-based and
training-based approaches like MCD [43], LogitNorm [39] and UDG [41]. The
results are shown in Table 9 and 10.
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Table 8: The hyperparameters for using our OAML framework on ImageNet-1k [5].

Hyperparameters Value
α1 4.0
α2 8.0
β 0.1
γ 0.2

Table 9: Here we use CIFAR-100 [20] as in-distribution dataset to train a ResNet-18 [13]
and make OOD test on the other three datasets. ↑ indicates the higher the value, the
better the OOD performance and vice versa.

Methods

OOD Dataset

ID ACCNear-OOD Far-OOD
CIFAR-10 MNIST SVHN Average

FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑

KNN w/ MCD 86.79 72.81 29.73 90.85 70.31 83.70 62.28 82.45 75.61
GEN w/ MCD 62.81 78.08 46.29 84.86 49.93 83.40 53.01 82.11 75.61

EBO w/ MCD [43] 62.82 78.06 46.26 84.87 49.78 83.42 52.95 82.12 75.61
KNN w/ LogitNorm 97.24 60.31 30.48 88.48 8.63 98.35 45.45 82.38 74.98
GEN w/ LogitNorm 83.71 67.24 65.78 68.21 28.44 93.00 59.31 76.15 74.98

EBO w/ LogitNorm [39] 85.08 66.44 67.96 67.38 29.50 92.89 60.85 75.57 74.98
KNN w/ UDG 68.69 74.84 44.29 84.41 72.08 76.85 61.69 78.70 70.46
GEN w/ UDG 67.11 75.26 26.98 93.23 53.14 79.03 49.08 82.51 70.46

EBO w/ UDG [41] 67.12 75.26 26.97 93.24 53.14 79.03 49.08 82.51 70.46

KNN w/ OAML (Ours) 70.34 78.48 46.16 86.87 42.81 88.65 53.10 84.67 78.34
GEN w/ OAML (Ours) 54.61 81.17 33.21 89.40 44.63 85.97 44.15 85.51 78.34
EBO w/ OAML (Ours) 54.58 81.17 33.14 89.42 44.60 85.99 44.11 85.53 78.34

Table 10: Here we use CIFAR-10 [20] as in-distribution dataset to train a ResNet-18 [13]
and make OOD test on the other three datasets. ↑ indicates the higher the value, the
better the OOD performance and vice versa.

Methods

OOD Dataset

ID ACCNear-OOD Far-OOD
CIFAR-100 MNIST SVHN Average

FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑ FPR@95 ↓ AUROC ↑

KNN w/ MCD 38.31 89.12 23.60 93.16 29.93 90.93 30.61 91.07 94.16
GEN w/ MCD 34.01 90.55 24.48 92.70 14.92 95.83 24.47 93.03 94.16

EBO w/ MCD [43] 33.93 90.54 24.48 92.69 14.64 95.90 24.35 93.04 94.16
KNN w/ LogitNorm 37.58 89.34 24.14 93.06 23.70 92.26 28.47 91.55 94.60
GEN w/ LogitNorm 34.48 90.42 21.92 94.06 10.69 96.96 22.36 93.81 94.60

EBO w/ LogitNorm [39] 34.43 90.41 21.91 94.08 10.56 96.99 22.30 93.83 94.60
KNN w/ UDG 58.06 78.46 31.11 88.71 52.16 80.99 47.11 82.72 86.39
GEN w/ UDG 55.57 81.86 19.54 95.05 62.47 77.09 45.86 84.67 86.39

EBO w/ UDG [41] 56.00 81.82 19.42 95.09 62.51 77.05 45.98 84.65 86.39

KNN w/ OAML (Ours) 33.52 90.74 15.59 94.95 14.68 94.57 21.26 93.42 94.89
GEN w/ OAML (Ours) 31.60 91.68 7.07 98.12 10.09 96.98 16.25 95.59 94.89
EBO w/ OAML (Ours) 31.54 91.68 6.91 98.15 10.06 96.99 16.16 95.61 94.89
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A.3 Proof for Theorem 1

Proof. Indeed, I and Î can be written as the following form,

I
(
f in
S , fout

T

)
= Ep(fin

S ,fout
T )

[
log

p
(
fout
T |f in

S

)
p (fout

T )

]
,

Î
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p
(
fout
T | f in

S

)]
p
(
fout
T

)
dfout

T

=

∫
Rd

log
[
p
(
fout
T

)]
p
(
fout
T

)
dfout

T −∫
Rd

p
(
fout
T

)
dfout

T

∫
Rd

log
[
p
(
fout
T | f in

S

)]
p
(
f in
S

)
df in

S

= Ep(fout
T )

[
log p

(
fout
T

)]
− Ep(fout

T )

[
Ep(f in

S )
[
log p

(
fout
T | f in

S

)]]
= Ep(fout

T )

[
log p

(
fout
T

)
− Ep(f in

S )
[
log p

(
fout
T | f in

S

)]]
.

According to the definition of the marginal distribution, we have,

p
(
fout
T

)
=

∫
Rd

p
(
fout
T | f in

S

)
p
(
fout
T

)
df in

S = Ep(f in
S )
[
p
(
fout
T | f in

S

)]
.
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Since ∀x > 0, x > log x, therefore, we have

Î
(
f in
S , fout

T

)
− I
(
f in
S , fout

T

)
= Ep(fout

T )

[
log p

(
fout
T

)
− Ep(fin

S )
[
log p

(
fout
T

∣∣f in
S

)]]
= Ep(fout

T )

[
log
(
Ep(fin

S )
[
p
(
fout
T

∣∣f in
S

)])
−

Ep(fin
S )
[
log p

(
fout
T

∣∣f in
S

)]]
.

Since log (·) is a concave function and according to Jensen’s inequality, we
have

log
(
Ep(f in

S )
[
p
(
fout
T | f in

S

)])
− Ep(f in

S )
[
log p

(
fout
T | f in

S

)]
= log

∫
Rd

p
(
fout
T | f in

S

)
p
(
f in
S

)
df in

S −
∫
Rd

log
[
p
(
fout
T | f in

S

)]
p
(
f in
S

)
df in

S ≥ 0.

Therefore, Î
(
f in
S , fout

T

)
is an upper bound of I

(
f in
S , fout

T

)
.
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A.4 Proof for Theorem 2

Proof. For simplicity, we first give the following assumptions to prove the theo-
rem.

Assumption 1. Assume that the samples S = (x1, · · · , xm) and the la-
bels (c(x1), · · · , c(xm)) are identically distributed accroding to the ID data
distribution Dm, which follows Gaussian mixture distribution.

Assumption 2. Assume that we only use the contrastive loss part in Ltotal

to train our model. In fact, the proof is similar to use all terms in Ltotal.

Our task is to use the labeled sample S to learn a hypothesis hS ∈ H that
has a small generalization error with respect to concept c.

Define concept c : X → Y is a mapping from X to Y. A concept class C is a
set of concepts that we wish to learn.

The generalization error between the hypothesis h and the target concept
c ∈ C underlying distribution Dm can be written as

R(h) = Px∼Dm [h(x) ̸= c(x)] .

In the stochastic scenario case, the output label is a probabilistic function of
the input. Thus, we use the following extension framework of PAC-learning to
prove our theorem.

Definition 1. Let H be a hypothesis set. A is an agnostic PAC-learning
algorithm if there exists a polynomial function poly (·, ·, ·, ·) such that for
any ε > 0, δ > 0, for all distributions D over X × Y, the following holds for
any sample size m > poly

(
1/ε, 1

δ , n, size(c)
)
:

PS∼Dm [R(hS)−min
h∈H

R(h) ≤ ϵ] ≥ 1− δ.

If A further runs in poly
(
1/ε, 1

δ , n, size(c)
)
, then it is said to be an

efficient agnostic PAC-learning algorithm.

The advantage of using this definition is that the distribution D can be
arbitrary, which makes it well applied to any scenario.

Therefore, we denote R(hS) as the generalization error for using I
(
f in
S , fout

T

)
,

Rsup(hS) as the generalization error for using Isup
(
f in
S , fout

T

)
. Furthermore, the

agorithm is agnostic PAC-learnable when using I and Isup to train the model.
Then, when using I to train the model, ∃ a polynomial function poly(·, ·, ·, ·)

such that ∀ε, δ > 0, for all distribution D over X×Y , then ∀m ≥ poly(1/ε, 1/δ, size(c)),
we have

PS∼Dm [R(hS)−min
h∈H

R(h) ≤ ε] ≥ 1− δ. (4)

Similarly, there exists a polynomial polysup(·, ·, ·, ·) such that for the above
ε, δ and distribution D, ∀m ≥ polysup(1/ε, 1/δ, size(c)), we have

PS∼Dm [Rsup(hS)−min
h∈H

Rsup(h) ≤ ε] ≥ 1− δ. (5)
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Therefore, let the polynomial function as

sup {poly(1/ε, 1/δ, size(c)), polysup(1/ε, 1/δ, size(c))} ,

then both equation (4) and (5) satisfy and our theorem holds.
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A.5 Theoretical Justification for Why OAML Work

Before discussing why OAML work for OOD detection performance enhancement,
we give the following assumptions.

Assumption 3. Assume that the ID data follows a mixure of Gaussian
distribution with unequal prior.

Specifically, the density function of ID data distribution P in can be written
as follows,

pin(x) =

k∑
j=1

wjp
in
X|Y(x|yj)

=

k∑
i=1

wj exp(− 1
2 (x− µi)

⊤Σ−1(x− µi))√
(2π)d|Σ|

.

where x represents the image sample from input space X , Y = {yi}ki=1 is the
label space, µi (i = 1, · · · , k, k is the number of class) is the mean of class yi ∈ Y ,
wi is the weight of each class i, and Σ = σ2I ∈ Rd×d is the covariance matrix, σ
is the standard deviation value, d is the dimension of the feature space.

Then, from the perspective of generalization error, we can show the following
Proposition.

Proposition 1. Denote H as the hypothesis space on ID data. Let

R (h) = Ex∼Din

[ k∑
i=1

I[h(x)]i ̸=[f(x)]i

]
as the generalization error of h ∈ H on ID data Din, where h(x) is the
predicted value and f(x) is the target value, I is the indicator function, k is
the number of classes. For a score fuction S, denote the False Positive Rate
as FPR (S). Then FPR (S) is bounded by infh∈H R (h).

Proof. For fixed i ∈ [1, k] , i ∈ Z, the class-conditioned test OOD distribution can
be any distribution of the following distribution family:

k⋃
i=1

{
P ood

(
xood|yi

)}
=

k⋃
i=1

{
xood : Pr[∥xood − µi∥2 ≤ τ ] ≤ ετ

}
, (6)

where τ = σ
√
d + σγ + ε

√
d, γ ∈

(
0,
√
d
)
, is a parameter that indicates the

margin between ID and OOD distributions, ετ and ε are arbitrary sufficiently
small numbers.
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Take ετ = infh∈H R (h), then we have

FPR(S) =
1

k

k∑
i=1

Ex∼P ood(xood|yi)I[∥x− µi∥2 ≤ r]

≤ sup
1≤i≤k

Ex∼P ood(xood|yi)I[∥x− µi∥2 ≤ r]

≤ sup
1≤i≤k

Ex∼P ood(xood|yi)I[∥x− µi∥2 −
√
dε ≤ σ

√
d+ σγ]

= sup
1≤i≤k

Pr[∥x− µi∥2 ≤ τ ]

≤ ετ = inf
h∈H

R (h) .

where r = (1 + γ/4
√
d)σ̂ and σ̂2 = 1

n

∑n
i=1 ∥xi − x̄∥22.

The above proof implies that the better the model’s generalization ability
over ID data, the lower its corresponding FPR value will be, which indicates
higher OOD detection performance.
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A.6 Visualization of the Generated Outliers

In this subsection, we visualize the OOD features/images generated by Stable
Diffusion taking CIFAR-100 [20] as ID data in Figure 7. The subplot (a) shows
the ID sample before OOD sampling, (b) is the OOD feature decoded via Stable
Diffusion [29], and (c) is the corresponding OOD sample generated at pixel-level.

Fig. 7: The visualization of the OOD feature output by Stable Diffusion on CIFAR-
10 [20] dataset. The subplot (a) displays the original image sample, (b) denotes the
OOD features in the middle layer in SD, and (c) is the feature decoded in pixel space.
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