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Abstract. Non-Markovian models have great expressive power, at the
cost of complex analysis of the stochastic process. The method of Stochas-
tic State Classes (SSCs) derives closed-form analytical expressions for
the joint Probability Density Functions (PDFs) of the active timers with
marginal expolynomial PDF, though being hindered by the number of
concurrent non-exponential timers and of discrete events between regen-
erations. Simulation is an alternative capable of handling the large class
of PDF's samplable via inverse transform, which however suffers from rare
events. We combine these approaches to analyze time-bounded transient
properties of non-Markovian models. We enumerate SSCs near the root
of the state-space tree and then rely on simulation to reach the target,
affording transient evaluation of models for which the method of SSCs
is not viable while reducing computational time and variance of the es-
timator of transient probabilities with respect to simulation. Promising
results are observed in the estimation of rare event probabilities.

1 Introduction

Quantitative evaluation of stochastic timed models is a difficult problem. While
the Markovian case counts with time-tested analytical and numerical solutions [5|

6l27/50], non-Markovian models are much harder to analyze [2324].

Motivation. Our main research goal is to quantify time-bounded transient prop-
erties of non-Markovian systems. Specifically, non-Markovian models with mul-
tiple concurrent timers having non-Exponential general (GEN) distributions
capture characteristics of a large variety of systems, such as real-time systems,
cyber-physical systems, and software subject to aging. Notably, they have been
used to define quantitative safety and liveness properties of safety-critical sys-
tems—e.g. in aerospace, railway, and nuclear industries [8]20l38]52]—and to
give semantics to RAMS standards—reliability, availability, maintainability, and
safety [45l49]—including fault tree analysis and reliability block diagrams [13/4§].

The expressive power of non-Markovian models comes at the cost of complex
analysis of the underlying stochastic process to evaluate the properties of inter-
est. A relevant example in RAMS engineering is the evaluation of the system
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reliability, i.e., the probability p to observe an undesired event during mission
time, which is a time-bounded safety property ¢ to check on the model [20l45].
Numerical algorithms such as Value Iteration (VI) can approximate this quan-
tity for Markovian systems [bJ1721], via exhaustive explorations of the states
of the model [21/28]. For GEN transitions, VI needs approximations such as
phase-type distributions [44/60]. However, besides approximation errors, this ex-
acerbates the state-space explosion problem, which hinders numeric algorithms
like VI and ultimately renders them unfit to study non-Markovian models [2129].

Related Work. Analytical quantification of properties in non-Markovian mod-
els is viable only under restrictions on the class of GEN distributions, and on
the number of concurrent timers in the stochastic process states [19]. For models
subtending a Markov Regenerative Process (MRP) [34], most approaches address
the subclass where up to one GEN timer is enabled in each state, i.e. the enabling
restriction [3l18/26]. The method of supplementary variables [25[55] does not re-
quire this restriction theoretically, but is impractical without it [55]. In contrast,
sampling the stochastic process at equidistant time points can overcome the en-
abling restriction [40461], but requires timers to follow a deterministic (DET)
or exponential (EXP) distribution. The compositional approach of [14] does not
restrict the number of GEN timers either but requires the underlying stochastic
process to be decomposable into a hierarchy of Semi-Markov Processes (SMPs).

Also, the method of Stochastic State Classes (SSCs) [1U3157] can address
models with multiple concurrent GEN timers, provided that a regeneration is
always reached in a bounded number of discrete events (the bounded regeneration
restriction). SSCs are restricted to GEN timers in the expolynomial class—sum
of products of EXP and polynomials—which includes EXP, uniform, triangular,
and Erlang distributions. The approach derives the closed-form expression of the
Probability Density Function (PDF) of the active timers after each discrete event
and its applicability is hindered by large numbers of concurrent GEN timers and
of discrete events between regenerations.

Simulation can also quantify a (transient) property ¢ on non-Markovian
systems [59]. When formal system models such as Stochastic Time Petri Nets
(STPNs) are available, this is called Statistical Model Checking (SMC) [35]. SMC
can study any stochastic system whose stochastic kernel is known, and from
which samples can be drawn, e.g. via the inverse transform method [2/35]62]. In
contrast to analytical methods like SSC analysis, which provide an exact value for
the quantity p characterized by ¢, sequential SMC generates simulation traces to
produce an estimate (p,e) s.t. p € pte with some desired probability 6. However,
this is hindered by rare events: when the property ¢ to be quantified requires
simulation traces to visit states that occur with very low probability, then € or
the number of traces explodes, rendering standard simulation useless [53/62].

Rare Event Simulation (RES) tackles such problems, where Importance Split-
ting (ISPLIT) has been used in SMC to quantify rare transient properties of
non-Markovian systems [10/36]. ISPLIT splits the state space S = W' S; to es-
timate the conditional probabilities p; of reaching a state in S; from S;_1, where
the states satisfying ¢ are in S, and p = [[;, p; [36]. This works when all the
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estimates p; can be approached via crude Monte Carlo (MC), which rules out
rare events caused by single transitions of very low probability, e.g. EXPs with
a very low rate. Such cases can be tackled by Importance Sampling (IS), which
changes the PDFs f of concurrent timers for a proposed f , making it more likely
to observe states that satisfy ¢ [37]. An unbiased estimate p is then obtained by
multiplying the result of MC by the likelihood ratio f/f. The drawback of IS is
that f is problem-dependent, usually defined ad hoc, and bad choices result in
worse-than-MC convergence [37]. Automatic f selection is restricted to specific
distributions (mainly EXP) and model structures [1251], and even adaptive IS
approaches such as cross-entropy require non-trivial parameter tuning [9).

Contributions. In this paper, we evaluate time-bounded transient properties
of non-Markovian systems by combining state-space analysis via SSCs with sim-
ulation, capturing rare events while not incurring state-space explosion [21]57].
To the best of our knowledge, this solution has never been attempted in for-
mal SMC frameworks [4]. To approach it, we enumerate SSCs near the root of
the state-space tree and then perform simulation from there on, deriving Confi-
dence Intervals (CIs) for the probability that a property ¢ of interest is satisfied.
Experimental results show that the approach enables evaluation for models for
which the method of SSCs is not viable, notably reducing computational time
and variance of the probability estimator with respect to both MC simulation
and IS. Moreover, promising results are obtained in the estimation of rare event
probabilities, opening the way to further research directions.

In the rest of the paper, first we recall background concepts . Then,
we present our approach and derive Cls for properties of interest (Sec. 4J).
Finally, we present experimental results and draw conclusions & .
Additional experimental and implementation details are in[Appendices Al and [B]

2 Background

In this section, we recall STPNs (Sec. 2.1)) as well as aspects of the method of
SSCs ([Sec. 2.2)) and MC simulation (Sec. 2.3)) that are relevant for our work.

2.1 Stochastic Time Petri Nets

STPNs [46l57] model concurrent systems with stochastic durations and discrete
probabilistic choices. As shown in [Fig. 1, an STPN consists of: places with to-
kens (circles with dots), modeling the discrete logical state; transitions (bars)
modeling activities with stochastic duration; directed arcs (directed arrows),
from input places to transitions and from transitions to output places, model-
ing precedence relations among activities. A transition is enabled by a marking
(i.e., an assignment of tokens to places) if each of its input places contains at
least one token, and its enabling function (“? expression”) evaluates to true.
Upon enabling, a transition samples a time-to-fire from its Cumulative Distri-
bution Function (CDF), i.e., EXP, GEN, or the generalized CDF of a Dirac delta
function, where transitions with zero time-to-fire are called immediate (IMM)
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(in IMM and GEN transitions are drawn as thin and thick vertical bars,
respectively). The transition with minimum time-to-fire fires, removing one to-
ken from each of its input places, adding one token to each of its output places,
and applying its update function, i.e., an assignment of tokens to each place,
defined by a marking expression (not present in . Ties (i.e., limit cases of
synchronization among DET transitions with the same time-to-fire, e.g., occur-
ring when they are enabled at the initial time) are solved by a random switch
determined by probabilistic weights of transitions (not present in .

shows the STPN of four parallel activities with uniformly distributed
duration, modeled by the GEN transitions actl, ..., act4. The IMM transition
watchdog fires as soon as activities represented by act2, act3, and act4 have
been completed while the activity represented by act1l is still ongoing.

The SIRIO library [1] implements syntax and semantics of STPNs where
GEN transitions have ezpolynomial CDF [56] (i.e., sums of products of exponen-
tials and polynomials), including EXP, uniform, triangular, and Erlang CDF's.

2.2 Transient Evaluation by the Method of Stochastic State Classes

An SSC [57] comprises a marking, a joint support, and a PDF for vector (744, T)
encoding times-to-fire of the G enabled transitions and the absolute elapsed time
(the “age” Tage € R>p). Given an SSC X, a succession relation provides the joint
support and the joint PDF of (7,4, 7) conditioned on the firing of a transition ~.

Definition 1 (SSC). An SSC is a tuple X' = (m, Ds, . 7, fiz,,..7)) where:
m € M is a marking; f,,. 7 is the PDF (immediately after the previous firing)
of the random vector (Toge, T) including the age timer Tqq. and the times-to-fire
7 of transitions enabled by m; and, D ., .= C RE*1 s the support of S (Tager7) -

Definition 2 (Succession relation). X' = (m/,D’, f(/we F>> is the successor

of ¥ = (m, D, fr,,. =) through transition ~ with probability ju (i.e., X TR ),
if, given that the marking is m and (Tege, T) is distributed over D according to
S (roge,7)» then the firing of v has probability p > 0 in X' and yields marking m/
and vector of times to fire (Ty,.,T') distributed over D" according to f<’7_a’qc_’7?>,

From an initial SSC where the times-to-fire of the enabled transitions are in-
dependently distributed, the relation 2% can be enumerated by computing
firing probabilities and resulting joint supports D’ and PDFs f</raqa,?> of vec-
tor (Tqge,7): D' is a Difference Bounds Matrix (DBM), i.e., solution of a set of

uni(1,2) uni(1,3) uni(1,4) uni(1,5)
Start1 act1 End1 Start2 act2  End2 Start3 act3  End3 Start4  act4  End4

? Start! ==1 && End2==1 && End3==1 && End4==1

Watchdog watchdog Target

Fig.1: STPN modeling four parallel overlapping activities
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linear inequalities constraining the difference between two times-to-fire; for mod-
els with expolynomial GEN transitions, fgmge ) takes piecewise analytical form

(i.e., multivariate expolynomial) over a partition of D’ in DBM sub-zones [16].

Enumeration of =% yields a transient tree: nodes are SSCs and edges are labeled
with transitions and their firing probabilities [31]. Depending on the number of
concurrent non-EXP transitions, after a large number of firings, the number of
DBM-subzones may significantly increase, leading to a runtime explosion. For
MRP models under the bounded regeneration restriction, the problem is largely
mitigated by enumerating SSCs between any two regenerations [31], i.e., SSCs
where all transitions are newly enabled or enabled by a DET time, and thus
f <’TW)?> takes the same analytical representation over the entire domain.

Given initial marking mo and PDF f. = for (T,g,7), the STPN semantics
induces a probability space (2, F, . 7, P, Flrager®) ): (2m, is the set of feasible
timed firing sequences and Pr,, ., . is a probability measure over them [47].

An STPN identifies a Time Petri Net (TPN) [7139] with same set of outcomes
Q2. The state (m, (Tyge, 7)) of a TPN encodes marking m € M and vector
(Tage, T) of the age timer and the times-to-fire of the enabled transitions. The
state space is covered by State Classes (SCs), each SC S = (m, D) encoding
marking m and joint support D for (Tege, 7). A reachability relation is defined
between SCs: S' = (m’/, D’) is the successor of S = (m, D) via transition ¢ if, from
marking m and (7,4¢,7) supported over D, t fires in S and yields marking m’
and vector (T44e, 7)" supported over D’. From initial marking mq and domain D
for (Tage, 7), SC enumeration yields a State Class Graph (SCG) encoding the set
of outcomes (2,,,,, enabling correctness verification of the TPN.

In SSC X' = (m, D, fmqm;)% an enabled transition ~ has null firing probabil-
ity iff domain D conditioned on « firing first has a non-null measure. Therefore,
firings having null probability can be excluded from the SCG, which can then be
used to determine reachability between SSCs, i.e., SSC X/ = <m’,D’,f<’Tage,F)>
is reachable from SSC X' = (m, D, f(;, . ) iff SC 8" = (m/, D) underlying %’
is reachable from SC S = (m, D) underlying ¥. According to this, in the ver-
ification of time-bounded transient properties (e.g., probability that a marking
condition is satisfied by time T'), successor SSCs are enumerated iff target SSCs
(i.e., those satisfying the property of interest) are reachable from them, which
can be decided on the SCG, as just discussed. For very complex models for which
the SCG enumeration is not viable, the marking graph could likely be enumer-
ated (i.e., the graph encoding the reachability relation between markings), so as
to avoid computation of the SSCs from which the target SSCs cannot be reached
regardless of timing constraints. Alternatively, if the SCG not encoding the age
variable can be enumerated, it could still be used to detect the SSCs from which
the target SSCs are not reachable regardless of the elapsed time.

2.3 Monte Carlo Simulation and Importance Sampling

MC simulation performs n independent executions of an STPN, estimating the
probability p,(t) of marking condition ¢ at time ¢ as the fraction of executions



6 G. Dengler et al.

that satisfy ¢ at time ¢. The state of an STPN is characterized by a Random
Variable (RV) Y with support on the state space S, where the samples y; for
i € {1,2,...,n} describe a specific state. p,(t) is the mean p of a Bernoulli
distributed RV X = ¥ (Y'), where ¥ : § — {0, 1}, whose independent samples x;
fori € {1,2,...,n} are equal to either 1 or 0 depending on whether ¢ is satisfied at
time ¢ of the i-th execution or not, respectively. According to this, the mean p and
variance o2 of X can be estimated as the sample mean X 4, = Y., #;/n and

the variance 72, = X sim(1 — X sim), respectively. When using IS [33], samples
are associated with a likelihood L : & — R>( to compensate for the change
of PDF. Here, we estimate the mean p of the reward with the sample mean

Xis= >, L(y;)¥(y;)/n and the variance o2 with the sample variance [37]:

n

~2 -2
C’Is—n_l_ n—lXIS (1)

1 n
> T () L (yi) —
=1
By the central limit theorem, for large enough n, the distribution of \/ﬁ(ysﬂl -
p)/o converges to the standard normal distribution, which also applies to X rg.
Therefore, the CI for the target probability p,(t) can be derived as:

~ &sim ~ 5sim
|:Xsimza/2'\/ﬁvaim+Zo¢/2'\/ﬁ ) (2)

where z, /5 corresponds to the a/2-quantile of the standard normal distribution.

3 Switch from Stochastic State Classes to Simulation

In this section, we provide an overview of our approach, resorting to an initial

SSC expansion and simulation afterwards (Sec. 3.1)); we explain how an SSC is

conditioned on a transition firing to start a simulation offspring from it (Sec. 3.2));
(Sec. 3.3).

and, we describe how samples are created from a conditioned SSC

3.1 Approach Overview

We start with performing an analytical expansion with SSCs using a prede-
fined depth d, meaning that we only enumerate SSCs: ¢) that can be reached at
maximum after d transition firings, and i) from which an SSC satisfying target
property ¢ can be reached with positive probability (which can be decided on the
underlying SCG—see . From each SSC X' at distance d from the root,
for each enabled transition v of X' such that a state satisfying ¢ can be reached
from the successor SSC of X, we define a starting state for simulation offspring
with pair (¥,v). Let the RV Y5 ,, with support on Rgg‘l denote the age T,4¢
and times-to-fire of the G enabled transitions for a simulation offspring (from a
(G+1)-dimensional SSC X') when ~ fires first. For given model time ¢ and prop-
erty ¢, let the RV X5, with support on {0, 1} denote the reward obtained when

evaluating ¢ by performing a simulation run ¥ . : Rga'l x S — {0,1} from
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(my, Dy, f1) 21

act2 act3
/,1 ~ 0.205 ¥ = 0.129

actl

act4
1~ 0.573 1~ 0.094

Analytical
expansion

X 3 )
X (ma, Dy, f2) (m3, D3, f3) (ma, Dy, fa) )
3
actl act3 act4d actl act2 actd actl act2 act3
pROTIT 20019 p~ 008 u~0730 pa~0198 p~0081  px0704  pa0185 0111
P v 2 2 s 2 2

Simulation
offspring

Fig. 2: Illustration of the approach with analytical expansion depth d =1

pair (X', ~) until reaching time ¢. For simplicity, we omit the information of the
simulation engine when referring to ¥ s ., so we write X(x ) = ¥(5 ) (Yis)-
Note that, other than belonging to the expolynomial class, no assumptions
are made about the distributions of the RVs, nor on the presence of regeneration
points. This makes our approach applicable to a general class of stochastic pro-
cesses, including e.g. MRPs and some non-Markovian systems. For the model
in and expansion depth d = 1, illustrates the procedure: after the
firing of transition acti, any further analysis can be omitted, since the target
condition (i.e., that the activity act1 is still ongoing while act2, act3, and act4
have been completed) can never be reached after this event has happened.

3.2 Conditioning Stochastic State Classes on Fired Transition

To define a starting state for a simulation offspring associated with pair (X, v),
the age variable 744, and the times-to-fire of the enabled transitions are sampled
from the joint PDF fi; = of X conditioned on transition ~ firing first. To
this end, the times-to-fire of EXP transitions can be handled independently of
7 and the other times-to-fire, given that, due to the memoryless property, those
RVs are independent of the other ones and, after a transition firing, each of them
follows its respective EXP distribution with the same rate . In detail, we only
store the rates A,...,\, of the involved EXP distributions, which however can
influence the evolution of the other times-to-fire, as discussed in the following.
Y is conditioned on transition v firing first by the following steps (if EXP
transitions are not present, then steps 1, 2, and 3a are omitted and, in step 3b,
variable ez is not present and thus does not need to be solved):

1. We calculate the aggregated EXP distribution with rate Aggg = A1 4.. .+ Ay,
being the rate of the firing time of any of these transitions (as the minimum
of n EXP RVs with rates A1, ..., A, is an EXP RV with rate Ay +...+ \,).

2. We add the aggregated EXP time-to-fire to the joint PDF:

—

f‘r’ (-rageu f7 (Eemp) = f(T,,,gE,F) (maga 37) : e—)\aggﬁfemp (3)

where 7' = (Tqge, Ty Teap) and D’ is the domain of f/.
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3. We distinguish whether the fired transition v is EXP itself or not:
(a) If yes, eqp is at most the time-to-fire of each non-EXP transition, and
it fires with probability s, yielding the conditioned joint PDF f.~, with

1"

T = <T(/Lge,7_"/,7'ézp> and I = {i|i # age N\ i # exp}:

A
N’y:)\’y

A(x # T eny)ED’ fT’ ($agea f7 xexp)dzagedfdzexp (4)
agesTyLexp

e,
p S.t. Tegp<w; Viel}

1{(xage,f,xm,)eD' (xageu f» xezp)
S b, 2o <z ViET .
f-r”(xag&xaxezp) = S Tempn® T /}\ewp . fT’ (xage;zyxezp) (5)
Hoy = X,

(b) Otherwise (the fired transition «y is not EXP), then z, must be at most
Zexp OF the time-to-fire of every non-EXP transition. It fires with probabil-

ity py, yielding frr with 7 = (1., 7', 7.,,) and I = {i|i # age Ni # v}
My = / fT’ (xagev z, xezp)dxagedfdl‘ea:p (6>
{(Iagevfamemp)GD/lf»ySIi ViEI}

1 -
{(#ager o) €D’ (Tages T Teap)
s.t. zy<z; Viel}

Hy
As EXP times-to-fire are not affected by transition firings, f,~» can be mar-

Fr (Tager B Bep) = for(Page B o) (7)

ginalized with respect to Zcup, yielding fr with 7" = (77 ., 7"):
o0
fT’”(xu,geaf) = / fr“(xageafameacp)dxexp (8)
0

Given the firing probability s, of v in SSC X, we compute weight w s y =
p(¥) - 1y where p(X) is the reaching probability of X', and wx .y comprises the
probability of reaching the successor SSC of X' through v starting from Y. This
quantity is needed to compute the global reward X by its individual rewards
X (5,4, obtained from simulation offspring with pair (¥,~) (see .

Besides the rates of EXP transitions, we store the values of DET transitions
and times-to-fire of transitions with DET time difference to the time-to-fire of
another transition. Due to space limits, we refer to [15/57] for evaluation of the
firing probability p., and conditioned joint PDF with DET transitions.

3.3 Sampling Methods

Given an SSC conditioned on a transition firing, times-to-fire of EXP transitions
can be sampled individually, while inverse transform cannot be applied for their
joint PDF fi = = with 744., which takes a piece-wise expolynomial represen-
tation over a domain partition in DBM sub-zones. Therefore, we exploit two
sampling methods that only need to evaluate fi,, 7 at certain points, namely
the Metropolis-Hastings (MH) algorithm [30442] and IS [33]. They operate dif-
ferently (in particular, in contrast to IS, MH algorithm generates samples with
the same likelihood) and thus yield different CI evaluations in[Sec. 4 We provide
here a short description of these methods—for further details see
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Metropolis-Hastings Algorithm. Starting from an arbitrary point in the
PDF domain, we iteratively sample a new point &’ from a proposal PDF based
on the last point #; (e.g., normal PDF centered at &), accepting &’ with probabil-
ity min(«, 1) where o = f(&')/f(%;) (acceptance ratio). Assessed by measuring
autocorrelation of samples with the Ljung-Box test [41], we perform undersam-
pling to ensure a low correlation between consecutive simulation offspring.

Importance Sampling. We introduce a proposal PDF f with a known sam-
pler, whose domain D contains the original domain D, such as

_ H uil—li if lz }é 700/\’[”, #OO
f(@) = H 1p, 0 (w5) § Ae M@ =l) else if u; = oo , (9)
i=1 e Mui=zi) else if I; = —o0

where [; and u; are the lower and upper bound, respectively, of the marginal
domain of z; with ¢ € {1,..., H}, where H < G + 1 is the number of non-EXP
and non-DET transitions involved, and A € R* is a parameter defined by the
user. Note that A has to be chosen carefully (e.g. neither too low nor too high) to
avoid variance explosion [37]. Also note that, as 744 is encoded as the opposite
of the elapsed time in the calculus of SSCs, we consider the case that [; = —oo.

4 Collecting Results and Obtaining Confidence Intervals

In this section, we illustrate the derivation of CIs. We characterize the states
that fulfill the target time-bounded transient property ¢ in three cases:

— If ¢ is satisfied by a state during simulation from pair (¥, v) (as described
in|Sec. 3), we estimate the mean p (5 -y of the reward with the sample mean

T(2,v)
— 1
Xz = Y LW ) (Y ) (10)
n<27’7> i=1

using simulation offspring times y(x 1y, i € {1,...,n(x )}, from Y5 . It
converges, according to the central limit theorem, to a normal distribution:

2
— g B>
X (5 _>N<M<Ew)v< ’w) (11)

(x,y)

As described in if samples have the same weight (e.g., L(y(x+),i)) =
1, which holds for the MH algorithm), we estimate the variance with 5%2’ g =

Y@W)(l — X(5,)).- When incorporating weights of samples with IS, we
estimate the variance by the sample variance:

1 (2,v)
~92 2 2
Gtomy = ———7 D o W) Lis ) Wiza).)
(Z7) i— (12)
n X, —
o (X7) (X(Z‘,’y))Q

nzqy —1
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— If ¢ is satisfied by SSC X4, then: if ¢ requires some property (marking
condition) to be satisfied at time ¢, the weight is the reaching probability
(X get) multiplied by the probability that Xy, is the last SSC reached at ¢:

WX e = p(Edet) ‘/{(xagﬁ,a?)GD ot f(n,ge,‘?> (xagea f)dxagedf (13)

—Zage St A T; —Tgge>t Vil

Otherwise, if ¢ requires some property be satisfied within time ¢, then wy,,, is
derived as p(X4¢¢) multiplied by the probability that X4, is reached within ¢:

Wy, = p(Edet)/ f(.,-aqmﬁ (l'age, f)dmagedf (]_4)
{(Tage,T)ED s.5. —T0ge<t}

— If an SSC satisfying ¢ is unreachable from an SSC (which can be decided
using the SCG, see , SSC expansion is stopped, yielding reward zero.

Combining the results of the first two cases, we estimate the total reward by

eq. (15)] and then we can calculate the CI for the estimator by

Ymixed = Z Wz ~) - Y(E,’y) + szdct (15)
(Z) Xdet

Theorem 1 (Confidence Interval for composite analysis). Thel—a«a CI
of the mean u for the estimator in can be calculated with

[Xmized — Za/2 " Omized, Xmized + Zaf2 " Umized] ’

where zq /5 corresponds to the o/2-quantile for the standard normal distribution
N(0,1) and o2 ,,., is defined as:

mize
2
2 _ Wiz )
Omized = Nis U{Z],'y)
(Z ) (Z)

Proof. The estimator in consists of the weighted sum of individual es-
timates for each combination of SSC and outgoing transition. As denoted in
each individual sum converges to a normal distribution. The determin-
istic values wy,,, can also be interpreted as N (wx,,,, 0). Furthermore, for two in-
dependent random variables Y ~ N (uy, 0% ) and Z ~ N(uz,0%), the sum Y+ 2
is distributed according to N'(uy + pz, 0% +0%). Besides, Var(aY) = a*Var(Y)
holds for the variance of a random variable Y with constant a € R>g. Using
this information, we obtain that the estimator in converges to a normal
distribution NV (u, 02, .q) with:

mixed

2

w
= (Z)
X mived = N § : W(sq) " (25 T E:wzm ’ Z ﬁ ‘ U%E,w
(Z7) Zdet () E)

The expression (X mixed — 4)/OTmixed then converges to a standard normal distri-
bution A(0,1) for a sufficiently large sample size. Thus, we can rearrange the
formula and calculate the CI as usual. O
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Monte Carlo Metropolis-Hastings Importance
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Fig. 3: Transient probabilities for four overlapping activities with 95% CIs

5 Experimental Evaluation

In this section, we evaluate the approach with the example of and
a Dynamic Fault Tree (DFT) case study . A prototype implementation
was developed using the Sirio library , which supports STPNs and SSCs,
and enables experimentation on general stochastic processes—see
and Experiments were performed on an Apple M1 CPU with 16 GB RAM.

5.1 Four Overlapping Activities

The first scenario is the model with four parallel overlapping activities from
for which illustrated the mixture of SSCs analysis and simulation
offspring. Although this model can be fully analyzed analytically, we use it here
to investigate the effects of different SSC expansion depths and the two sampling
methods. We study the probability that the system fails up to some model time
t, i.e. the PCTL-like property P (F<; Target = 1). depicts the transient
probabilities for this model when using different analysis techniques:

1. MC simulation: 10000 simulation runs — 1085 ms analysis runtime;
2. Ours: SSCs/simulation depth 1: 500 simulation offspring per SSC/tran-
sition pair — 14476 ms (MH algorithm)/702 ms (IS) runtime;
3. Ours: SSCs/simulation depth 2: 200 simulation offspring per SSC/tran-
sition pair — 5290 ms (MH algorithm)/800 ms (IS) runtime;
4. Ground Truth: build complete SSC tree — 809 ms analysis runtime.

As can be seen, regular MC simulation shows the widest CI and the largest devi-
ation from the Ground Truth, while the two other methods successively narrow
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K Lo R

toplevel "Target";

"Target" spare "PAND" "AND";

"PAND" pand "UPS" "AC";

"AND" and "Genl" "Gen2";

"UPS" fail~uni(9.95,12) repair~exp(5);
"AC" fail~uni(18,20) repair~uni(0,0.5);
"Genl" fail~exp(1l) dorm~dir(oco) repair~uni(1,2);
"Gen2" fail~exp(2) dorm~dir(co) repair~uni(2,4);
"R_PAND" rbox prio "UPS" "AC";

"R_GEN1" rbox prio "Genl";

"R_GEN2" rbox prio "Gen2";

Fig. 4: Repairable DFTE| Code 1: DFT from in Kepler syntax \\

H O OWOWONOOd WN-

o

the width of the CIs. In the end, the second tested method performs in total
(3-2)-500 = 3000 simulation runs, while the third one does (3-2-1)-200 = 1200
simulation runs. Thus, both methods resulted in a higher accuracy while per-
forming fewer simulation runs than crude MC simulation. When comparing the
MH algorithm and IS for creating simulation offspring, we notice a high runtime
difference between the two methods. This stems from the high undersampling
step of 800 needed for MH according to the Ljung-Box test to obtain uncorre-
lated simulation offspring (see [Appendix B)). Furthermore, with SSC expansion
depth d = 2, sampling with MH results in a zero-variance estimate for t > 2,
while we observe non-zero variance when resorting to IS. The reason for this is
that for MH we can estimate the variance with &(22,'y> = X v =X (5,
while for IS we resort to Since every simulation employed from depth
d = 2 always reaches the target state, the corresponding mean equals 1. Thus,
the estimator for MH returns variance zero, whereas we obtain for IS non-zero
variance due to the different likelihood of the samples.

5.2 Repairable Dynamic Fault Tree

For a more complex example, we study a repairable DFT following the seman-
tics of [43]. Our model uses the AND, PAND, and SPARE gates shown in
and as well as three repair boxes where the repair priority of the left one is
first UPS, then ACE| This models a highly reliable system powered by an unreli-
able grid, which has a UPS to remain operational during the recurrent blackouts.
The UPS battery is replaced periodically: if during the replacement a blackout
occurs, an emergency mechanism turns on two diesel generators. If both gener-
ators fail during the blackout, and before the UPS battery has been replaced,
a system failure occurs. We measure the probability of system failure before 21
time units elapse, i.e. the transient PCTL-like property P (F<2; Target = 1).
This DFT has two failure modes, with the AND modeling a race condition of
EXP random variables and uniformly distributed revert transitions—repairs—

4 The children of a SPARE in are Basic Elements (BEs) or spare BEs. We extend
this for cold SPAREs , with an inactive spare subtree—the right AND gate—that
cannot fail while the primary subtree—the left PAND gate—is operational. Repairs
of the primary subtree reset the spare subtree state (cf. spare BE semantics [11}43]).
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Fig. 5: Transient probabilities for repairable DFT example with 95% Cls

analyzable, e.g., via MC or IS. In contrast, PAND failures require UPS to fail
before AC, and are reverted when AC is repaired. The failure and repair distri-
butions of the BEs make PAND failures a rare event that rules out MC analysis.
Time-agnostic ISPLIT approaches such as are equally impractical. IS could
work, but requires non-trivial proposal failure PDF's of UPS and AC, which re-
sult in more frequent failures in the proper order. Instead, expansions with SSCs
can cover the PAND analytically, and afterwards, one can resort to MC or IS to
study AND failures. We experiment with these different approaches as follows:

1. Importance Sampling: We set up a mixture of PDF's for the failure of UPS
and AC, to increase the probability of their ordered failure before repair:

ups . | Unif(9.95,10)  with 50%, Unif(18,19.9) with 50%,
Unif(10,12)  with 50%; Unif(19.9,20) with 50%.

We perform 50000 simulation runs and observe a runtime of 44.7 s.

2. Ours: SSC/simulation depth 5: We perform 10000 simulation offspring
per SSCs/transition pair, observing a runtime of 7.8 s.

3. Ours: SSC/simulation depth 12: As above, with 41.0 s of runtime.

In our combined SSC/simulation approach we use only IS for creating simu-
lation offspring, as the need for a high undersampling step renders MH imprac-
tical. SSC expansions of depth > 5 suffice to analytically cover the PAND gate
failure—i.e. when the second UPS failure occurs before the AC failure—resulting
in a useful mixture of SSCs and simulation. However, too-high expansion depths
beyond 12 lead to a runtime explosion for SSC analysis, mainly due to the com-
plexity stemming from splitting the analytical representation into subdomains.

shows how our mixed SSC/simulation analysis results in a higher
accuracy than IS. Moreover, applying IS to this example required non-trivial
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human insight, and the beneficial (or detrimental) effect of the proposed PDFs
is not immediately clear, as opposed to the choice of the SSC expansion depth.
In that last respect, expanding up to depth 12 results in a (partial) analytical
coverage of the target states, which is why the mixed SSC/simulation approach
can detect probabilities below 10~* near ¢t = 19.9—see the right plot in

6 Conclusion

In this paper, we presented an approach to compute transient probabilities by
first performing an analytical expansion with SSCs and then resorting to simula-
tion. We presented two different solutions to create simulation offspring, namely
the MH algorithm and the IS method, where the latter seems to be preferable
due to the fact that it does not require undersampling. For both methods, we
demonstrated how to derive confidence intervals. Our prototype was evaluated
with two examples: (a) four overlapping parallel activities and (b) a repairable
DFT, where the latter demonstrated how this composite analysis method can
outperform classic RES techniques such as IS and ISPLIT.

The main drawback of the method for the applicability in RES is that it
requires the critical event (that makes standard simulation impractical) to occur
near the root of the state space. We see two ways to overcome this limitation.
First, one could introduce multilevel switching from simulation to SSCs, similarly
to ISPLIT, whenever a critical region is encountered. The challenging part is to
detect when such a region occurs. Secondly—for specific model classes—we can
exploit regenerations and run our approach for each regenerative epoch.

Furthermore, sensitivity studies would help to quantify the effect of the num-
ber of samples on the tradeoff between accuracy and time gain, e.g. for the
example in In this context, one challenge is to design more robust
methods for deriving Cls. When dealing with a low probability or a small sam-
ple size, the target might never hit and we falsely assume a zero-variance with

the variance estimators, e.g. 72, = X sim(1 — X sim) when using the MH al-
gorithm to create simulation offspring. Analyses via standard MC simulation
can use the Wilson score interval in such situations, as it provides better CI
coverage [b8]—we envision that similar techniques might be applicable to the

combined SSCs/simulation approach as well.
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A Stochastic Time Petri Net of Dynamic Fault Tree

This section describes the STPN crafted for the repairable DFT example ana-
lyzed in which is illustrated in The initial marking of the STPN
is Ups = 1,Ac = 1 with enabled transitions ups and ac, which characterize the
failure times of the battery and the power system, respectively. Since both com-
ponents share the same repair box, we need to implement a logic that ensures
the mutual exclusion of the repairs. This is done using the transitions upsRace
and acRace, which marks the beginning of a repair process by adding a token to
UpsRep and AcRep, respectively. Both upsRace and acRace can only fire when
there is no repair process ongoing (which occurs when places AcRep and UpsRep
are empty, respectively). The repair itself is modeled by transitions upsRep and
acRep, which removes the token from the place representing the correspond-
ing failure (UpsFailed and AcFailed, respectively), ending the repair process
(represented by the firing of transitions upsRep and acRep, respectively), and
updating the failure conditions of the PAND gate (modeled by places UpsFirst
and PandFailed). Transition checkUps fires when the power system has failed,
but not the battery, which ensures the failure order of the PAND gate. The ac-
tivation of both diesel generators is represented by the firing of checkAc, which
adds a token to Genl and Gen2. The repair of the PAND is modeled by tran-
sition CheckPandRepair, which fires after a failure of the PAND gate as soon
as the battery is repaired, and switches off both diesel generators (by remov-
ing tokens from places Gen1, Gen2, GenlFailed, and Gen2Failed). Similarly to
the power system and the battery, the failure of diesel generators is modeled
by transitions genl and gen2, respectively. Since both diesel generators have
an individual repair box, no synchronization is necessary, and thus transitions
genlRep and gen2Rep suffice. Finally, the transition watchdog keeps track of
the failure condition that both diesel generators fail and thus finally the SPARE
gate, and adds a token to place Target modeling a system failure.

? Gen1Failed==1 && Gen2Failed==1

(O——0O

!'Pa led=0,Gen1=0,Gen2=0,
Gen1Failed=0,Gen2Failed=0

PAND

I i Watchdog watchdog Target

checkUps UpsFirst checkAc PandFailed CheckPandRepair N e e e e e —————— H
! UpsFailed=0, ? UpsFailed==1 1 AcFailed=0 ? AcFailed==1 \ 1V AND
UpsFirst=0 && UpsRep==0 && UpsRep==0 | !

EXP(5) && AcRep==0 UNI(0,0.5) && AcRep==0

upsRep UpsRep upsRace acRep AcRep acRace

UNI(9.95,12) UNI(18,20)

Ups ups  UpsFailed Ac ac AcFailed L1 Genl gen1 Gen1Failed Gen2 gen2 Gen2Failed |

Fig.6: STPN of the DFT shown in
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B Implementation Details of Sampling Methods

We provide implementation details and parameters used for the sampling meth-
ods for creating simulation offspring from SSCs.

For the MH algorithm, we begin with an arbitrary starting point inside the
domain D of the SSC Y. We obtain this point by uniform sampling from the
multidimensional rectangle Hiﬂlia“i]» where [; and wu; are the minimum and
maximum possible value of a variable, and checking if the obtained point lies
inside D. When we are dealing with an infinite domain, we cap the lower and
upper bound to a predefined value (however, this is not relevant here, as this case
does not happen in the example presented in [Fig. 1)). In each step, we predict a
new candidate =’ with the help of a proposal PDF g(x | y). We can calculate the
acceptance ratio based on the evaluated PDF of the new candidate z’ and the
old point x;. The acceptance ratio « is used to determine if the new point will
be accepted or not. In our implementation, we use for g(z | y) a separate normal
distribution for each dimension that is centered around y with variance o. To
determine o, we start with ¢ = 1 and perform a binary search-like warm-up
procedure to ensure that o is configured in a way such that the acceptance ratio
lies on average between 0.2 and 0.3, which is compliant with the regular rule-of-
thumb acceptance ratio of ~ 0.234 [22]. In detail, we perform 100 rounds, where
in each round we perform 100 MH steps and calculate the mean acceptance
ratio. Depending on whether the acceptance ratio lies below 0.2 or above 0.3, we
divide or multiply ¢ by 1.25 or leave o unchanged. Furthermore, we determine
an undersampling step for the obtained samples to ensure that the obtained
samples are uncorrelated. We start with an undersampling step of 100, assess
the autocorrelation with the multivariate Ljung-Box test [41], and increase the
undersampling step incrementally by 100. In detail, we resorted to the Microsoft
WPA library for REl, using 10° samples for each simulation start point when
using an analytical expansion depth of d = 1 in the example of four overlapping
activities shown in Results indicate that an undersampling step of 800 is
necessary to obtain uncorrelated samples.

For IS, as the variables of the proposal density in are stochastically
independent, we handle each variable individually. Thereby, we calculate the
likelihood for each variable by comparing the marginal densities of the proposal
density and the true density and multiply these values to obtain the global
likelihood. We reject samples that are only part of the proposal domain and not
the original one to obtain only samples with non-zero likelihood. This makes it
necessary to scale the likelihood of each sample afterwards by the probability that
a sampled point from the proposal PDF f lies in the original domain D, which

can be calculated with ffeD f(Z)dz. We resorted to A = 1, as the repairable
DFT example in deals with EXP transitions with rate 1 or 2.

® See function documentation at: https://microsoft.github.io/wpa/reference/
LjungBox.html
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