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Abstract

Uncertainty quantification (UQ) is becoming
increasingly recognized as a critical compo-
nent of applications that rely on machine
learning (ML). The rapid proliferation of
large language models (LLMs) has stimu-
lated researchers to seek efficient and ef-
fective approaches to UQ in text generation
tasks, as in addition to their emerging capa-
bilities, these models have introduced new
challenges for building safe applications. As
with other ML models, LLMs are prone to
make incorrect predictions, “hallucinate” by
fabricating claims, or simply generate low-
quality output for a given input. UQ is a
key element in dealing with these challenges.
However research to date on UQ methods for
LLMs has been fragmented, with disparate
evaluation methods. In this work, we tackle
this issue by introducing a novel benchmark
that implements a collection of state-of-the-
art UQ baselines, and provides an environ-
ment for controllable and consistent evalua-
tion of novel techniques by researchers in var-
ious text generation tasks. Our benchmark
also supports the assessment of confidence
normalization methods in terms of their abil-
ity to provide interpretable scores. Using our
benchmark, we conduct a large-scale empir-
ical investigation of UQ and normalization
techniques across nine tasks and shed light
on the most promising approaches.

1 Introduction

Uncertainty quantification (UQ) is increasingly
being recognized as a critical safety component

{> Equal contribution

in Al applications. It supports the rejection of un-
certain model predictions, and handling of the as-
sociated inputs through different means, e.g., by
dispatching them to a more advanced model or a
human. This behaviour is crucial in areas where
the cost of errors is high, such as healthcare.

A plethora of UQ techniques have been devel-
oped for classification and regression models (Gal,
2016). There has also been a surge of research de-
voted to UQ specifically in the context of encoder-
only language models (LMs) such as BERT (Zhang
et al., 2019; He et al., 2020; Shelmanov et al.,
2021; Xin et al., 2021a; Vazhentsev et al., 2022;
Kotelevskii et al., 2022; Wang et al., 2022; Kuzmin
et al., 2023). The rapid proliferation of large lan-
guage models (LLMs) has stimulated researchers
to seek efficient and effective approaches to UQ in
text generation tasks, in an attempt to make them
safer to use in downstream applications. As with
any ML model, LLMs can make incorrect predic-
tions, “hallucinate” by fabricating claims (Xiao and
Wang, 2021; Dziri et al., 2022), or simply generate
low-quality outputs. These problems stem partially
from the peculiarities of the LLLM training objec-
tive, and are partially inherited from the nature of
ML models in general. All ML models are sus-
ceptible to errors due to limited amount training
data, and the inherent ambiguity of the task they
are designed to solve.

Several well-known methods exist for censoring
the outputs of large LLMs. These include filter-
ing using stop-word lists, post-processing using
classifiers (Xu et al., 2023), rewriting toxic out-
puts (Logacheva et al., 2022), and extended fine-
tuning with reinforcement learning from human
feedback (RLHF). However, these techniques alone
are insufficient to entirely eliminate incorrect/inap-
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propriate outputs. For instance, fact-checkers target
a very narrow sub-problem, and usually require ex-
ternal knowledge sources such as knowledge bases
that are generally incomplete. Building an efficient
external system to verify LLM output for every
possible task is currently infeasible.

Uncertainty quantification promises a more gen-
eral approach to the problem based on the internal
capabilities of the model itself without access to
external knowledge, which also opens up the possi-
bility for computational efficiency. Several recent
studies have focused on developing UQ methods
for LLMs in text generation tasks (Malinin and
Gales, 2021; van der Poel et al., 2022; Kuhn et al.,
2023; Ren et al., 2023; Vazhentsev et al., 2023b;
Lin et al., 2023; Fadeeva et al., 2024). However,
the current landscape of this research is quite frag-
mented, with many non-comparable and concurrent
studies. Researchers have proposed highly diver-
gent methods for benchmarking UQ techniques,
making it challenging to consolidate research find-
ings and draw general conclusions.

In this work, we strive to bridge these disparate
research efforts and to resolve some issues found
in their evaluation protocols by developing a bench-
mark for UQ techniques in text generation tasks.
The benchmark implements state-of-the-art UQ
baselines in a unified way, enabling a large-scale,
consistent comparison of methods developed in re-
cent work. The benchmark includes the tasks of:
selective prediction (question-answering [QA]), se-
lective generation (machine translation [MT] and
text summarization [TS]), and claim-level fact-
checking. For the latter, we developed an auto-
matic fact-checking pipeline for four languages:
English, Chinese, Arabic, and Russian. Besides
common metrics related to UQ performance, we
also introduce a metric related to the calibration of
confidence scores. This metric allows us to eval-
uate confidence normalization methods according
to their ability to provide interpretable scores. We
propose a strong baseline for normalization and in-
vestigate its performance in comparison to simpler
approaches. Using the developed benchmark, we
conduct a large-scale empirical investigation of UQ
and normalization techniques across nine datasets.

This work both lowers the barrier to entry into
UQ research for individual researchers and devel-
opers, and enables more robust, reliable, and trust-
worthy LLM deployment for end-users.

Our contributions are as follows:

* We propose a new comprehensive benchmark
for UQ evaluation for LLMs across a range
of text generation tasks: selective classifica-
tion/generation, fact-checking/hallucination
detection, and calibration/normalization. !

* We propose a novel multilingual automatic
benchmark for token-level and claim-level UQ
methods based on claim-level fact-checking,
encompassing English, Mandarin Chinese,
Arabic, and Russian.

* We develop methods for producing user-
friendly bounded confidence scores, and pro-
pose methods for confidence calibration that
perform identically to raw uncertainty while
being highly interpretable for the end user.

* We perform large-scale empirical evaluation
of state-of-the-art UQ techniques using the
proposed benchmark.

2 Methods

2.1 Background

Uncertainty is a fundamental concept in machine
learning and statistics, indicating that model pre-
dictions have a degree of variability due to the lack
of complete information. Estimating predictive
uncertainty helps in a variety of tasks, e.g., for se-
lective classification tasks: abstention from model
prediction if there is no enough confidence for it.
Instances with uncertain predictions could be han-
dled through alternative processes, such as being
escalated to a human or to a more advanced sys-
tem (Xin et al., 2021b).

Despite recent efforts to establish a common def-
inition of predictive uncertainty (Kotelevskii and
Panov, 2024; Hofman et al., 2024), multiple ap-
proaches to its quantification exist based on prob-
abilities, entropies, distances, risks, etc. From a
practical perspective, any of these scores could
serve as a measure of uncertainty as long as they
accurately reflect the relevant properties and help
to solve reliability tasks.

While there are principled ways of expressing
and reasoning about uncertainty, e.g., in terms of
information theory and the Bayesian modelling
framework (Blundell et al., 2015), they are often
difficult to implement. Therefore, UQ practitioners
usually rely on approximations or even heuristics.
For example, one of the popular approaches to UQ
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is ensembling (Ashukha et al., 2019). For classifi-
cation tasks, it is considered a very strong baseline.
However, ensembling introduces large computa-
tional overhead due to the need for repetitive in-
ference and storing multiple versions of weights.
One of the main research questions that has been
addressed in recent work related to classification
and UQ in general is how to perform it efficiently,
while keeping the performance of the scores reli-
ably high (Shelmanov et al., 2021).

UQ for LLMs in generation tasks represents a
greater challenge than in classification. In genera-
tion, a model makes multiple predictions: one for
each token. Therefore, the uncertainty scores for
each token should be somehow aggregated into a
single value. At the same time, in many cases, we
would like to have an uncertainty score not for the
entire output, but for text fragments such as individ-
ual claims. Another problem is that the raw proba-
bility distributions of LLMs reflect multiple types
of uncertainty, some of which might be irrelevant
for a given generation task. Usually, we should not
take into account uncertainty related to the choice
of the surface forms of the answer, as long as they
convey the same meaning (Kuhn et al., 2023). Sim-
ilarly, uncertainty related to the type of conveyed
information might be irrelevant, as long as it is cor-
rect and we care only about its veracity (Fadeeva
et al., 2024). Finally, the predictions of LLMs are
not conditionally independent (Zhang et al., 2023),
and thus incorrect claims generated by an LLM at
the start of an output may cause flown-on halluci-
nations through the subsequent generation process.

2.2 Uncertainty Quantification for LLMs

Here, we summarize the UQ baselines imple-
mented in our benchmark, as listed in Table 1. To
implement the methods, we use the LM-Polygraph
framework (Fadeeva et al., 2023), extended to in-
clude a number of recently-proposed approaches.

There are two major types of techniques: white-
box and black-box. White-box methods require
access to logits, internal layer outputs, or the LLM
itself. Black-box only need access to the generated
texts, and can easily be integrated with third-party
online services such as OpenAl’s API. We note
that methods differ in terms of their computational
requirements: some techniques pose high computa-
tional or memory overheads, e.g., due to repeated
inference, making them less suitable for practical
usage. The application of some methods can also

be hindered by the need to access the model’s train-
ing data. Finally, different methods might be re-
stricted only to UQ of the whole text (sequence
level), while others might be also applicable to text
fragments such as atomic claims (claim level).

2.2.1 White-box Methods

Let us consider the input sequence x and the output
sequence y € ) of length L, where ) is a set of
all possible output sequences. Then the probability
of an output sequence given an input sequence for
autoregressive language models is given by

P(y | X, 0) = P(yl ‘ Y<i, X, 0)7 (1)

=1
where the distribution of each ; is conditioned
on all previous tokens in a sequence y.; =
{y1,...,y1—1}, and @ denotes model parameters.

We start the discussion from information-based
methods that are based on token P(y; | y<,x, 0)
and sequence P(y | x,0) probabilities obtained
from a single model prediction. A notable example
is entropy, which can be calculated at the token or
the sequence level. The crucial difference between
these cases is that the entropy at the token level
can be computed exactly, while sequence-level
entropy can only be calculated through approxi-
mate Monte Carlo estimation, based on sampling
several sequences y®) k = 1,...,K. The ad-
vantage of information-based methods is that they
are simple to implement and relatively cheap to
compute, while often providing competitive perfor-
mance compared to more sophisticated methods.

Recently, enhanced information-theoretic ap-
proaches have been proposed that consider the se-
mantics of natural language. For example, one may
cluster words by meaning and adjust the probabili-
ties by aggregating them over the clusters. Such an
approach is the basis of the semantic entropy (Kuhn
et al., 2023) uncertainty measure. Further exten-
sions of this approach include other measures that
consider meaning diversity to adjust information-
theoretic uncertainty measures (Duan et al., 2023;
Fadeeva et al., 2024).

The third category of white-box techniques is
ensemble-based methods, which leverage the di-
versity of output predictions made by multiple dif-
ferent versions of models. Let us assume that
M models are available with parameters 6;,i =
1,..., M. These parameters can be obtained via
independent training of models. Then, one can use
token P(y; | y<i,x, 8;) and sequence P(y | x, 6;)
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Uncertainty Quantification Method Type Category  Compute Memory Training Level
Data?
Maximum sequence probability (MSP) Low Low No Seq./claim
Perplexity (Fomicheva et al., 2020) Low Low No Seq./claim
Mean/max token entropy (TE) (Fomicheva et al., 2020) Low Low No Seq./claim
Monte Carlo sequence entropy (MC-SE) (Kuhn et al., 2023) High Low No Seq.
Monte Carlo norm. seq. entropy (MC-NSE) (Malinin and Gales, 2021) White-box Information- High Low No Seq.
Pointwise mutual information (PMI) (Takayama and Arase, 2019) based Medium Low No Seq./claim
Conditional PMI (van der Poel et al., 2022) Medium  Medium No Seq.
Rényi divergence (Darrin et al., 2023) Low Low No Seq.
Fisher-Rao distance (Darrin et al., 2023) Low Low No Seq.
TokenSAR (Duan et al., 2023) Medium Low No Seq.
Semantic entropy (Kuhn et al., 2023) High Low No Seq.
CCP (Fadeeva et al., 2024) White-box Meaning Low Low No Seq./claim
SentenceSAR (Duan et al., 2023) diversity High Low No Seq.
SAR (Duan et al., 2023) High Low No Seq.
Sentence-level ensemble-based measures (Malinin and Gales, 2021) White-box  Ensembling High High Yes Seq.
Token-level ensemble-based measures (Malinin and Gales, 2021) High High Yes Seq.
Mahalanobis distance (MD) (Lee et al., 2018) Low Low Yes Seq.
Robust density estimation (RDE) (Yoo et al., 2022) White-box Density- Low Low Yes Seq.
Relative Mahalanobis distance (RMD) (Ren et al., 2023) based Low Low Yes Seq.
Hybrid Uncertainty Quantification (HUQ) (Vazhentsev et al., 2023a) Low Low Yes Seq.
p(True) (Kadavath et al., 2022) White-box Reflexive Medium Low No Seq./claim
Number of semantic sets (NumSets) (Lin et al., 2023) High Low No Seq.
Sum of eigenvalues of the graph Laplacian (EigV) (Lin et al., 2023) Meaning High Low No Seq.
Degree matrix (Deg) (Lin et al., 2023) Black-box diversity High Low No Seq.
Eccentricity (Ecc) (Lin et al., 2023) High Low No Seq.
Lexical similarity (LexSim) (Fomicheva et al., 2020) High Low No Seq.

Table 1: UQ methods implemented in the benchmark.

probabilities to compute various measures that as-
sess the discrepancy between model predictions
such as mutual information.

Density-based methods leverage latent repre-
sentations of instances (embeddings) and, usually,
approximate the distribution of embeddings for the
training data using one or multiple Gaussian dis-
tributions. They can provide a probability or an
unnormalized score that determines how likely it
is that the instances belong to the training data
distribution. As such, they are good at spotting out-
of-distribution (OOD) instances (Vazhentsev et al.,
2023b). Several variations of these methods have
been proposed recently (Lee et al., 2018; Yoo et al.,
2022; Kotelevskii et al., 2022; Ren et al., 2023).

The primary advantage of these methods is that
they are computationally efficient: they do not need
additional model inference, and the memory over-
head for storing additional parameters is minimal.
The drawback is that they require access to the
model’s training data to fit auxiliary models. For
example, the Mahalanobis distance approximates
the distribution of the embeddings as a mixture of
Gaussians, which requires constructing data cen-
troids and covariance matrices.

Finally, one can also combine information-

based and density-based methods as suggested
by Vazhentsev et al. (2023a) and Ren et al. (2023).

More specifically, we implement the hybrid un-
certainty quantification (HUQ) method (Vazhent-
sev et al., 2023a), which performs a ranking-based
aggregation and leverages the strengths of both
information-based methods that detect ambiguous
instances and density-based methods that detect
OOD instances.

Directly asking the model to validate its an-
swer is another option for UQ (Kadavath et al.,
2022). In this method, one asks models first to
propose answers, and subsequently to evaluate the
probability P(True) that their answers are correct.
Kadavath et al. (2022) showed that this method
achieves reasonable performance on a variety of
tasks, including question answering. We note that
this method requires two-pass model inference:
first to generate an answer, and second to process
its own output. Even though the second inference
is usually faster than the first one, it still takes con-
siderable computation time.

2.2.2 Black-Box Methods

In contemporary models, there are instances where
the model’s architecture and hidden states are un-
available or there is no access to logits during re-
sponse generation. Nevertheless, a whole class
of black-box methods only needs to access the
model’s response. In this paper, we consider sev-



eral black-box approaches, including Lexical Sim-
ilarity, Number of Semantic Sets, Sum of Eigen-
values of the Graph Laplacian, Degree Matrix, and
Eccentricity, all of which have been shown to per-
form well in other studies (Fomicheva et al., 2020;
Kuhn et al., 2023). We use the same methodologi-
cal approach as Lin et al. (2023):

* Obtain K responses y1, ...,y for a particu-
lar input x.

* Compute K x K similarity matrix S between
responses, where S;; = s(y;,y;) for some
similarity score s (Natural Language Infer-
ence score or Jaccard score).

* Based on the similarity matrix .S, we compute
the final uncertainty score.

2.2.3 Claim-Level Extensions

While the methods discussed above provide un-
certainty scores for entire generated sequences, it
is often desirable to quantify the uncertainty for
individual atomic claims within texts. Consider
that claims are already extracted from the text sen-
tences and there is a mapping between them and
tokens in the original text, so we know probability
distributions for each token in each claim. Many
sequence-level methods can be modified to operate
on the claim level (Fadeeva et al., 2024), but not all
of them. For example, repetitive sampling methods
cannot work on the claim level because sampled
texts may differ too much and miss some claims.
Let C' denote a set of token indices correspond-
ing to a claim. To adapt MSP to the claim level,
we can compute the joint probability of tokens
in the claim only instead of the whole sequence,
[Licc P(yi | y<i,0). Similarly, instead of consid-
ering the entropy of the entire sequence, we can
focus on the maximum entropy among the tokens
within a claim. Sequence-level Perplexity and PMI
can also be naturally extended to the claim level in
the similar way. P(true) could be adapted by asking
LLM about correctness of each claim individually.
The Claim-Conditioned Probability (CCP)
method, proposed by Fadeeva et al. (2024) is de-
signed specifically for the claim level (but also
could be applied to sequence level). It assesses
the semantic similarity between the original claim
and perturbed versions where individual tokens are
replaced with their alternative generations. This
approach provides a more nuanced understanding
of uncertainty by considering the potential impact
of different word choices on the overall meaning of
the claim. Details about claim-level UQ methods

could be found in Appendix A.3.

2.3 Uncertainty Normalization

Raw uncertainty scores are good for ranking out-
puts by their potential quality, but can be confusing
to an end user. To mitigate this problem, we con-
sider several approaches to obtaining confidence
scores bounded in the range [0, 1].

All of the considered approaches require fitting
on a held-out calibration set D5 = {x;, yi}i]il.
For each sample (x;,y;), we assume that some un-
certainty score is computed u; = U(x;) as well as
the generation quality f(x;): ¢; = Q(f(x;),¥i)-

Among simple normalization approaches we
consider linear scaling and quantile scaling, as
they provide simple rules to normalize uncertainty
scores in [0, 1] based solely on uncertainty values
u;; see Appendix B for more detail.

However, to provide meaningful information
about the model’s confidence to the end user, the
confidence score should not only be bounded to
the fixed interval of values, but it should also be
directly tied to the expected quality of the model’s
output. We call the extent of this relation con-
fidence calibration, as opposed to simple confi-
dence normalization. To facilitate this, we propose
two methods of such calibration, which we call
Performance-Calibrated Confidence (PCC).

The first approach, Binned PCC, splits the cali-
bration set into non-intersecting bins based on the
values of uncertainty u; and considers the confi-
dence to be an estimate of the mean quality of the
outputs in the bin, as measured by some quality
measure of choice. The downside of this approach
to confidence estimation is that the ordering of the
points based on raw uncertainty and bounded con-
fidence scores can be different, and thus the quality
of uncertainty estimation using such confidence
can vary substantially and unpredictably.

To address this problem, we propose a second
approach: Isotonic PCC. It fits Centered Isotonic
Regression (CIR) (Oron and Flournoy, 2017) on
pairs of uncertainty and quality values from the cal-
ibration set. CIR produces a monotonic piecewise
linear function, which allows to make use of the
relationship between uncertainty and quality, while
keeping the order of the inputs intact.

Both approaches in the PCC family produce cali-
brated confidence scores as a local estimate of some
quality measure in the neighborhood of the raw un-
certainty estimate. This directly ties the confidence,



that is presented to the user with the estimated qual-
ity of the output, thus making it easier to explain
and to justify the confidence to the end user. We
provide a more detailed discussion on the specifics
of the normalization methods in Appendix B.

3 Approaches to Evaluating Uncertainty
Quantification Methods

In the past few years, researchers have introduced
many diverse approaches to benchmarking UQ
methods for generative LLMs. In general, a valid
UQ technique should produce scores that are well
correlated with some measure of output quality.
Thus, the most straightforward way of comparing
different UQ methods is to measure the rank corre-
lation between some generation quality metric (e.g.,
ROUGE-L) and uncertainty scores (Fomicheva
et al., 2020; Ren et al., 2023). However, this way of
evaluating UQ is not very informative of the perfor-
mance gain that a particular UQ method achieves.

One of the most popular approaches is based
on designating outputs as correct and incorrect by
selecting a threshold on a quality metric, and mea-
suring how well uncertainty scores can predict the
output as being one or the other (Kuhn et al., 2023;
Duan et al., 2023). This reduces the uncertainty
score to being a predictor in a binary classification
task, and thus, one can use ROC-AUC or PR-AUC
as a measure of how well a UQ method performs.
The problem with this approach, which makes re-
sults across different work incomparable, lies in the
fact that it requires selecting the quality threshold,
and the choice of such a threshold has been quite
arbitrary in the literature.

A more comprehensive approach is usually
called rejection verification (Malinin and Gales,
2021; Lin et al., 2023). It does not require thresh-
olding the quality metric to formulate a binary
classification task. Instead, it computes the av-
erage quality of the outputs for which uncertainty
is relatively low. By continuously lowering the
uncertainty threshold above which the data points
are discarded, one obtains a set of average quality
values of outputs with progressively lower maxi-
mum uncertainty. These pairs of uncertainty thresh-
olds and associated average output quality give a
prediction—rejection curve, and the area under this
curve demonstrates the overall quality of a UQ
method (Malinin et al., 2017).

One of the common problems with the majority
of evaluation approaches used in previous work

on UQ for LLMs is the usage of n-gram output
quality metrics such as ROUGE-L, which often do
not reflect the actual quality of the generated out-
put. For example, this discrepancy occurs when the
gold standard answer and the LLM output differ
only by a negation. In this case, n-gram metrics
would rank such a model answer higher than it
deserves, failing to capture the substantial seman-
tic difference caused by the negation. In addition
to n-gram metrics, we suggest to use the recently
proposed AlignScore (Zha et al., 2023), where the
gold-standard answer and the LLM output are com-
pared by another LLM. The authors show that this
metric has better correlation with human annota-
tors due to its ability to capture deeper semantic
similarities and differences between texts.

Another issue with evaluation protocols in re-
cent work is their tendency to overlook simple yet
effective baselines. For instance, the maximum
probability often proves difficult to surpass in tasks
with short outputs. Many studies neglect this base-
line, favoring comparisons with entropy-based met-
rics, which frequently perform worse. By not ade-
quately considering these straightforward baselines,
the evaluation protocols may give an incomplete
picture of UQ performance.

There are few studies on UQ for text fragments
such as sentences (Manakul et al., 2023). In these
studies, the authors manually annotated texts gen-
erated by one model, e.g., GPT-3. Then they eval-
uated the UQ performance for a proxy model by
inferring the probability distributions of the tokens
for the fixed output and calculating standard classi-
fication measures such as PR-AUC with uncertainty
scores as predictors. However, such an approach
introduces a big discrepancy between the generated
text and what a proxy LLM actually wants to gen-
erate, which results in biased UQ performance. In
contrast, we suggest to perform unrestricted gener-
ation from LLMs, thus mitigating this discrepancy.
To mitigate the problem of variability of genera-
tions, we suggest an automatic evaluation pipeline
for UQ in the fact-checking task.

4 Evaluation Benchmark

Our benchmark features three sections: (1) evalua-
tion of the UQ performance in selective classifica-
tion/generation; (2) evaluation of UQ performance
in fact-checking; and (3) evaluation of confidence
calibration.
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Figure 1: The mean rank | aggregated over all selective classification tasks for each LLM separately (the
lower the better). Column Mean Rank corresponds to the mean of the ranks across all LLMs.

4.1 Selective Classification / Generation

In this section of the benchmark, we evaluate how
well the uncertainty scores of the considered meth-
ods detect low-quality LLM generations.
Datasets. For selective classification, we use four
QA datasets: CoQA (Reddy et al., 2019) with free-
form answers about conversations; TriviaQA (Joshi
et al., 2017) with complex and compositional ques-
tions without context; MMLU (Hendrycks et al.,
2021) — a multitask dataset structured as multiple-
choice QA; and GSMS8k (Cobbe et al., 2021),
consisting of grade school math word problems.
The first two datasets are used in many works on
UQ, while the last two are popular datasets for
evaluating the English-language generation quality
of LLMs. For selective generation, we use two
MT datasets: WMT-14 French to English (Bojar
etal., 2014), WMT-19 German to English (Barrault
et al., 2019), and one text summarization dataset —
XSum (Narayan et al., 2018).

For each dataset, we limit the number of in-
stances from the evaluation set to 2,000. We also
reserve 1,000 instances from the training set for
UQ techniques that require “pre-training”, such as
density-based methods. More detailed statistics
about the datasets are given in Appendix D.

For prompting LL.Ms, we mainly follow the
prompt format from the Im-evaluation-harness
framework (Gao et al., 2023). For TriviaQA,
MMLU, and GSM8k, we use a 5-shot prompt. For
XSUM, WMT-14 Fr-En, and WMT-19 De-En, we
use a zero-shot prompt. For CoQA, we use a few-

shot prompt with all preceding questions for the
conversation before the target question.

Metrics. Following previous work on UQ in text
generation (Malinin and Gales, 2021; Vazhent-
sev et al., 2022), we compare the methods us-
ing the Prediction Rejection Ratio (PRR) met-
ric (Malinin et al., 2017). Consider a test dataset
D = {(x4,yi)}- Let f(x;) be the output generated
by a LLM and U (x;) be the uncertainty score of
a prediction. The prediction rejection (PR) curve
indicates how the average quality Q(f(x;),y;) of
the instances having uncertainty U(x;) < a de-
pends on the value of the rejection parameter a.
PRR computes the ratio of the area between the
PR curves for a considered uncertainty score and a
random score and the area between the oracle (best
possible uncertainty that sorts instances according
to their text quality metric) and a random score:

AUCPRunc — AUCPand
AUCPRoracle - AURCPRI‘Hd .

Higher PRR indicates a better uncertainty score.
The choice of the generation quality measure
Q(f(x:),yi) depends on the dataset. Compared to
previous work that uses n-gram based measures, in
our benchmark, we mostly adhere to LLM-based
measures such as AlignScore (Zha et al., 2023) and
COMET (Rei et al., 2020) and keep n-gram mea-
sures for comparability with previous work. For
MT datasets, we use COMET and AlignScore. For
GSMS8K and MMLU, we use accuracy. For CoQA
and TriviaQA, we use accuracy and AlignScore.
For XSum, we use ROUGE-L and AlignScore.

PRR = )
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Figure 2: The mean rank | aggregated over all selective generation tasks for each LLM separately (the
lower the better). Column Mean Rank corresponds to the mean of the ranks across all LLMs.

4.2 Claim-Level Fact-Checking

In this part of the benchmark, we evaluate claim-
level UQ techniques and their ability to spot hallu-
cinations on the task of generating biographies, as
proposed by Fadeeva et al. (2024). The difference
over previous work such as Manakul et al. (2023)
is that in our benchmark, we perform unrestricted
generation using the LLLM, which is much closer
to the practical use-case. However, this raises the
problem that each generation is unique and needs
to be reannotated, posing a significant challenge
for human annotation.

Evaluation pipeline. To enable evaluation of UQ
methods on unrestricted LLM outputs, we imple-
ment an automatic benchmarking pipeline. The
pipeline supports English, Mandarin Chinese, Ara-
bic, and Russian. It starts with generating LLM
responses to biography prompts such as Give me
a biography of <person name>. The set of people
was generated by asking GPT-4 to list the most fa-
mous people since 1900. The maximum generation
length is set to 256 tokens.

The generated texts are then decomposed into
atomic claims. For each claim, we also map all
its words back to the generated text to access the
corresponding token logits. These two steps are
done using GPT-4 with a language-specific prompt.
Usually, about 5% of claims do not successfully
match because GPT-4 abstains from responding
or outputs words not present in the original text.
The further evaluation considers only successfully
matched claims.

The annotation of the extracted claims is also
done automatically using GPT-4. We use a
language-specific prompt that facilitates chain-of-
thought reasoning to ask whether the presented
claims are supported, unsupported, or unknown.
Usually, the percentage of claims classified as un-
known is negligible; these claims are discarded
from the evaluation. The obtained LLM annotation
is used to calculate the performance metrics.

To assess the quality of automatic annotation,
we manually annotated a random subset of claims
for each language. Table 6 in the Appendix sum-
marizes the binary performance metrics of GPT-4
against human labels. The results show that GPT-4
obtains good performance, confirming it can serve
as a ground truth for UQ techniques.

Metrics. The performance of the claim-level uncer-
tainty is evaluated using ROC-AUC and PR-AUC
with unsupported claims as a positive class.

4.3 Effect of Uncertainty Normalization

This section of the benchmark is designed to an-
alyze how uncertainty normalization procedures
(as presented in Section 2.3) impact on the per-
formance of the scores and their correlation with
quality of generated text.

Datasets. The reserved training partitions of the
datasets from the selective classification and gener-
ation section are used as calibration sets for normal-
ization methods. Evaluation of the normalization
methods can be performed both on concatenated
test partitions and on each of them individually.



Metrics. The benchmark offers two metrics: PRR
before and after normalization to ensure that per-
formance does not degrade; and the metric similar
to ECE that measures “calibration”, i.e. the ability
of normalized uncertainty scores represent the ex-
pected quality of the output in a bounded range —
Mean Squared Error (MSE) between a normalized
quality metric and a confidence score. Lower MSE
indicates better confidence “calibration”.

5 Experiments

Using our benchmark, we performed evaluation of
the implemented UQ and normalization baselines.
Models. We conducted the experiments on se-
lective classification/generation using Mistral-7B-
v0.2 (Jiang et al., 2023a) and StableLM-12B-
v2 (Bellagente et al., 2024). The experiments on
the fact-checking task were conducted using the
instruct versions of Mistral 7B v0.1 (Jiang et al.,
2023b) and Jais 13B (Sengupta et al., 2023). The
generation hyperparameters are provided in Ap-
pendix C. Text generation quality of the models is
presented in Tables 12 and 13 in Appendix G.

5.1 Selective Classification/Generation

Selective classification. Tables 7 and 8 in Ap-
pendix E present results on the selective classifica-
tion task for the StableLM 12B v2 and Mistral 7B
v0.2 models, respectively. For CoQA and MMLU,
the basic MSP marginally outperforms other meth-
ods in terms of accuracy-based PRR for StableLM
and in terms of both metrics for Mistral. HUQ-MD
and Perplexity achieve the best results on TriviaQA,
slightly outperforming MSP for Mistral, and are on
par with MSP for StableLM. However, for GSMSK,
where the models generate a long chain of thoughts,
MSP significantly falls behind the state-of-the-art
methods based on meaning diversity. SAR, Se-
mantic Entropy, HUQ-MD, and Lexical Similarity
significantly outperform other techniques.

Figure 1 presents mean ranks for each model
separately and the mean rank of ranks aggregated
for both models for selective classification. For
the selective classification with the Mistral model,
SAR, SentenceSAR, Lexical Similarity, and MSP
appear to be the best methods in terms of the
mean rank. For StableLM, these methods also
demonstrate good results, but they appear to be al-
most on par with many other black-box techniques.
Considering the average rank across both models,
MSP and meaning diversity based methods such as

UQ Method ‘ Output length in symbols
| 127 3-6] 7-24] 25-85] 86-138 | 139-210 [ 211-Ik

MSP 0.69 0.61 0.62 0.57 0.54 0.38 0.26
Perplexity 0.69 0.58 0.66 0.56 041 0.27 0.26
Mean Token Entropy 0.66 0.27 0.55 0.47 0.39 0.22 0.17
MC-SE 0.60 0.37 0.50 0.54 0.68 0.60 0.33
MC-NSE 0.60 043 0.64 0.54 0.57 0.52 0.36
PMI 0.41 0.22 0.17 | —0.23 —0.27 —0.15 0.02
Conditional PMI 022 | —0.14 | 025 | —0.12 —0.12 —0.11 -0.12
RenyiNeg 0.00 0.08 | —0.56 0.18 021 —0.06 | —0.15
FisherRao 0.04 0.09 | —0.29 | —0.06 0.09 0.21 0.23
TokenSAR 0.69 0.59 0.66 0.56 0.40 0.26 0.26
cce 0.69 0.63 0.53 0.54 0.56 0.50 0.36
Semantic Entropy 0.62 0.43 0.61 0.63 0.72 0.68 0.44
SentenceSAR 0.66 0.56 0.67 0.52 0.28 0.22 0.23
SAR 0.65 0.54 0.71 0.64 0.68 0.67 0.52
MD — Decoder 0.07 | —0.10 | —0.50 | —0.14 —0.23 —0.18 —0.14
RMD — Decoder —0.11 0.04 0.05 0.13 0.12 —0.03 | —0.14
RDE — Decoder 0.11 0.15 022 | —0.11 —0.22 0.05 0.09
HUQ—MD — Decoder 0.64 051 0.32 0.02 | —0.03 0.01 0.10
HUQ—-RMD — Decoder 0.57 0.47 0.30 0.00 —0.04 0.01 0.13
P(True) —0.11 | —025 | —0.55 | —0.23 | —0.37 —0.16 | —0.03
NumSemSets 0.59 0.47 0.64 0.43 0.48 0.47 0.17
EigValLaplacian NLI entail. 0.61 0.53 0.70 0.71 0.77 0.77 0.62
EigValLaplacian NLI contra. 0.60 0.51 0.65 0.58 0.58 0.49 0.22
EigValLaplacian Jaccard 0.57 047 0.67 0.61 0.69 0.66 0.51
DegMat NLI entail. 0.62 0.55 0.73 0.71 0.77 0.78 0.63
DegMat NLI contra. 0.61 0.53 0.63 0.58 0.58 0.47 0.20
DegMat Jaccard 0.63 0.52 0.68 0.62 0.70 0.68 0.55
Eccentricity NLI entail. 0.58 048 0.69 0.70 0.77 0.77 0.64
Eccentricity NLI contra. 0.57 0.51 0.66 0.59 0.57 0.47 0.21
Eccentricity Jaccard 0.58 045 0.62 0.59 0.68 0.64 0.49
Lexical Similarity Rouge—1 0.62 0.54 0.71 0.64 0.71 0.69 0.54
Lexical Similarity Rouge—L 0.62 0.54 0.71 0.64 0.72 0.71 0.57
Lexical Similarity BLEU 0.63 0.50 0.61 0.58 0.69 0.68 0.56

Table 2: PRRfT is aggregated over all selective
classification/generation tasks and both considered
LLMs, totaling 33K samples. The aggregation is
performed on output text lengths within specific
quantile-based intervals, with each interval repre-
senting an approximately equal number of samples.

SAR, SentenceSAR, as well as Lexical Similarity,
achieve the best results. We also should note that
despite MSP is often not the best method for con-
sidered datasets individually, it demonstrates robust
performance across them all and remains to be a
very strong baseline for selective classification.
Selective Generation. Tables 9 and 10 in Ap-
pendix E present results on the selective generation
task for StableLM 12B v2 and Mistral 7B v0.2, re-
spectively. For both models, on the text summariza-
tion task, the best results are achieved by black-box
techniques and the SAR method in terms of both
metrics. Interestingly, Conditional PMI substan-
tially outperforms other methods for StableL.M, and
is on par with black-box techniques for Mistral in
terms of ROUGE-L-based PRR. Other information-
based methods have negative PRR, which indicates
that they perform worse than random choice. On
the task of MT for both datasets, MSP and SAR
achieve the best results in terms of COMET-based
PRR. Nevertheless, black-box techniques are sub-
stantially better in terms of AlignScore-based PRR.
Figure 2 presents mean ranks for each model
individually and the mean rank of ranks aggregated
for both models for selective generation. For the
selective generation with Mistral, SAR performs
the best followed by Semantic Entropy, while for



Mistral 7b
| ROC-AUC | PR-AUC

Jais 13b
ROC-AUC ‘ PR-AUC

0.69 £0.02 0.27 £0.01

UQ Method

Maximum probability 0.57 £ 0.01 0.18 £ 0.02

Perplexity 0.59+£0.02 | 0.154+0.02 0.61 £ 0.01 0.20 & 0.02
Maximum token entropy 059 £0.01 | 0.194+£0.03 0.654+0.01 0.2840.01
Pointwise Mutual Information | 0.59 +£0.01 | 0.164+0.02 0.45+0.01 0.16 £ 0.01
p(True) 0.60 £0.01 | 0.16 £0.01 0.624+0.01 0.21 4 0.01
ccp 0.63£0.02 | 0224001 0.744+0.02 0.3540.01
Table 3: ROC-AUCT and PR-AUCT (with un-

supported claims as the the positive class) for the
Mistral 7b v0.1 and Jais 13b LLMs on the English
claim-level fact-checking benchmark. Darker col-
ors indicate better results.

results with StableLLM, the order is reversed. When
considering the average rank for both models, all
meaning diversity-based methods are strong per-
formers, with SAR and Semantic Entropy at the
top. These are followed closely by black-box meth-
ods such as EigValLaplacian, DegMet, and Lexi-
cal Similarity, which perform comparably to each
other. MSP trails slightly behind but still demon-
strates good performance.

Output Length Impact. Table 2 presents PRR
scores for both considered LLMs and all datasets
aggregated by the length of LLM output. For short
generations (< 7 symbols), information-based
methods (Maximum Probability, Perplexity, PMI,
CCP, and TokenSAR) perform the best. Conversely,
for longer outputs, black-box methods based on en-
tailment and lexical similarity achieve superior per-
formance. SAR, despite being inferior to black-box
techniques for long outputs and slightly inferior
to information-based techniques for short outputs,
demonstrates the most robust results across all out-
put lengths.

5.2 Fact-Checking

In the fact-checking experiment, we generated En-
glish biographies for 100 people, which resulted in
3,824 atomic claims for Mistral 7b v0.1 and 1,407
for Jais 13b. For Mistral, 9.5% of the claims an-
notated as unsupported by the automatic pipeline,
and for Jais 13b — 13%. About 6% of the claims
were classified as unknown for the both models
used in evaluation. Table 3 presents the results
for the fact-checking in the biographies genera-
tion task. For both models, CCP demonstrates the
best performance. This method outperforms the
closest baseline Maximum Token Entropy by 0.03
PR-AUC on Mistral and by 0.07 PR-AUC on Jais.
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Figure 3: MSE| between AlignScore and various
confidence scores derived from uncertainty scores
with various normalization methods. Normaliza-
tions are trained on concatenated train partitions
of all considered datasets. MSE is calculated over
concatenated test partitions.

5.3 Effect of Uncertainty Normalization

The calibration of confidence scores in terms of
MSE before and after applying various normaliza-
tion techniques is presented in Figure 3. We can
see that both variants of suggested PCC method
(binned and isotonic) confidently outperform the
linear and the quantile normalization for almost all
of considered UQ techniques.

To verify that the quality of the normalized
scores does not degrade after normalization, we
also evaluate their performance in selective clas-
sification / generation tasks (see Table 11 in ap-
pendix). We compute PRR for raw and normalized
uncertainty scores and analyze the difference. Our
observations indicate that scores normalized using
linear, quantile, and isotonic PCC methods perform
similarly to the raw uncertainty scores, which is
anticipated due to their monotonic properties.

6 Conclusion

In this work, we proposed a comprehensive bench-
mark for evaluating UQ techniques in text genera-
tion tasks. The conducted empirical investigation
on the developed benchmark provides several use-
ful insights. We see that the performance of UQ
methods depends on the length of the LLM output.
For the tasks with shorter answers, we can rec-
ommend using information-based methods, while
for the tasks that assume longer outputs, methods
based on semantic diversity such as Semantic En-
tropy or Lexical Similarity are preferable. It is



worth highlighting that SAR consistently stands
out as one of the most effective methods. For the
fact-checking task, the best method is CPP. We also
should note that MSP appears to be a very strong
and robust baseline across all tasks and should not
be discarded from the evaluation protocols. For
generating human-interpertable confidence scores,
we suggest normalization based on isotonic PCC
as it improves the confidence calibration and does
not degrade the performance in terms of PRR.
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A Method Description

Here, we summarize UE methods implemented in
LM-Polygraph; see also Table 1.

A.1 White-box Methods
A.1.1 Information-based methods

Maximum sequence probability score simply lever-
ages the probability of the most likely sequence
generation: MSP(y | x,0) =1 — P(y | x,0).

Length-normalized log probability computes the
average negative log probability of generated to-
kens. If the score is exponentiated it corresponds
to perplexity. The resulting quantity is computed
as

1
P(y,x:0) = exp{ T log P(y | x.0) |

while it is convenient also to denote length-
normalized sequence probability by P(y | x,0) =
exp{% log P(y | %, 0)}

We also provide the mean token entropy, where
we simply average entropy of each individual token
in the generated sequence:

Hr(y,x;0) = LZZ A | y<,%,0),
where H(y; | y<i,X, 0) is an entropy of the token
distribution P(y; | y<i, X, 0).

The other possibility to compute entropy-based
uncertainty measure is to compute it on the level of
whole sequences via E[—log P(y | x, 6)], where
expectation is taken over the sequences y randomly
generated from the distribution P(y | x,6). In
practice, one needs to use Monte-Carlo integration,
i.e. generate several sequences y® k=1,... K
via randoms sampling and compute the resulting
Monte Carlo Sequence Entropy:

1

—2e D, g Py [x,0).3)

Hs(x;0) =
The same procedure can be done by substituting
P(y™® | x, ) with its length-normalized version
P(y™®) | x, ) leading to a more reliable uncer-
tainty measure in some applications.

Finally, one can consider negative mean Point-
wise Mutual Information (PMI; Takayama and
Arase (2019)) which is given by

Py | y<,0)
LZZ L2 Py | y<i,x,0)

PMI(y, x; 0)

This method was extended in (van der Poel et al.,
2022) by considering only those marginal proba-
bilities for which the entropy of the conditional
distribution is above certain threshold: H(y; |
y<i,%x,0) > 7. It leads to the negative mean
Conditional Pointwise Mutual Information (CPMI)
measure that is given by:

CPMI(y, x; 6) = ——ZlogP (v | y<i,%,6)

A
T log P 6
+L Zl: H(yily <1,%,0)>T 0g (yl ‘ Y<i, ),

where A > 0 is another tunable parameter.

Another approach to quantify uncertainty based
on token probabilities is Rényi divergence (Darrin
et al., 2023). This method computes the divergence
between the probability distribution for each token
and the uniform distribution as follows:

RD(y,x;0) =
It 1 N Py | y<,x,0)"
f Zl:l o — log Zi:l qla 1 ’

where o > 0 is tunable parameter, NV is the number

of tokens in vocabulary, and q = [%, ey %] is a
probability vector with uniform distribution over
vocabulary.

The other way to compute the distance be-
tween probability distributions is the Fisher-Rao
distance (Darrin et al., 2023), which is given by:

FR(y,x;0) =
o

A.1.2 Methods based on meaning diversity

= arccosz \/P(yz | y<1,%,0) - q;.
=

Generalizing length-normalized log probability, To-
kenSAR (Duan et al., 2023) computes the weighted
average of the negative log probability of gener-
ated tokens based on their relevance for the en-
tire generated text. For a given sentence similar-
ity function g(-,-) and token relevance function

Rr(yr,y,x) =1 —g(xUy,x Uy \ yp), the re-
sulting estimate is given by the following formula:

TokenSAR(y,x;0) =

L -~
- lel Rr(y,y,x)log P(yi | y<i,%, ),

R (yk,y,%)

where Ry (yk, y, %) = SE Rr(uy.x)



Another entropy-based uncertainty measure is
Semantic Entropy proposed by Kuhn et al. (2023).
The method aims to deal with the generated se-
quences that have similar meaning while hav-
ing different probabilities according to the model,
which can significantly affect the resulting entropy
value (3). The idea is to cluster generated se-
quences y(’“)7 k=1,..., K into several semanti-
cally homogeneous clusters C,,,, m = 1,..., M
with M < K with bi-directional entailment algo-
rithm and average the sequence probabilities within
the clusters. The resulting estimate of entropy is
given by the following formula:

MG,
SE(x;0) = — Zm:l |K|

log P, (x; 0),
where P, (x;0) = > yee,, Py 1x,0).

One more approach, which used multiple gen-
erated sequences is SentenceSAR (Duan et al.,
2023). This method enlarges the probability of
those sentences that are more relevant and convinc-
ing than others. Given sentence relevance measure
g (y(j), y(k)) of y) with respect to y(*) Sentence-
SAR is computed as:

Rs(y?,x,0)=> gy, y*®)P(y™* | x,6).
ey

Then the resulting formula is given by:

SentSAR(x;0) =

K
1 1
= (k) : (k)
F,g_llog(P(y | x,0) + tRs(y ,Xﬁ))’

where ¢ is a temperature parameter used to control
the scale of shifting to relevance.

Additionally, SentenceSAR and TokenSAR can
be combined into a single method SAR. To
achieve that, we replace the generative proba-
bility P(y | x,0) to token-shifted probability
P'(y | x,0) = exp{—TokenSAR(y,x;0)} in
the SentSAR(x; @) formula.

A.1.3 Ensemble-based methods

For the ensembling on a sequence level, we con-
sider two uncertainty measures: total uncertainty
measured via average sequence probability P(y |

X) = ﬁzz]\g P(y | x,6;):

MSPs(y,x) =1— P(y | x) S

and

Py | %)

_ 5
Py x6) O

1 M
— lo
A Dvict 108
which is known as reverse mutual information
(RM1I).
Next we discus token level uncertainty measures
and start with a total uncertainty estimate via en-

tropy:

Ms(y7 X) =

HT(y,X) = H(yl ‘ Y<l7x)7 (6)

=1

where H(y; | y<i,x) is an entropy of the token
distribution P(y; | y<,x) = > M Py |
Y<i, X3 02)

Additionally, for the ensemble one can compute
the variety of other token level uncertainty mea-
sures including average entropy of ensemble mem-
bers (also known as Data Uncertainty):

1 M
D(yl ‘ y<l7X) = M Zile@/l ‘ Y<«i, X, 01)7
Mutual Information (MI):

Iy | y<i,x) =Hwi | y<i,x) =Dy | y<1,%)

and Expected Pairwise KL Divergence (EPKL):

Ky | y<i,x) = (f) -

SUKL(P | yax.00) || Py | y<i. %, 65))
i

where ICL(P || Q) refers to a KL-divergence be-
tween distributions P and Q.

Finally, Reverse Mutual Information (RMI) also
can be computed on the token level via a simple
equation

My | y<,x) =Ky | y<i,x) = Z(yi | y<i1,%).

The resulting token-level uncertainties computed
via Data Uncertainty, MI, EPKL. and RMI can
be plugged-in in equation (6) on the place of en-
tropy leading to corresponding sequence level un-
certainty estimates.

A.1.4 Density-based Methods

Let h(x) be a hidden representation of an instance
X. The Mahalanobis Distance (MD; Lee et al.
(2018)) method fits a Gaussian centered at the train-
ing data centroid p with an empirical covariance



matrix 3. The uncertainty score is the Mahalanobis
distance between h(x) and p:

We suggest using the last hidden state of the en-
coder averaged over non-padding tokens or the last
hidden state of the decoder averaged over all gen-
erated tokens as h(x).

The Robust Density Estimation (RDE; Yoo et al.
(2022)) method improves over MD by reducing
the dimensionality of h(x) via PCA decomposi-
tion. Additionally, computing of the covariance
matrix X for each individual class is done by us-
ing the Minimum Covariance Determinant estima-
tion (Rousseeuw, 1984). The uncertainty score is
computed as the Mahalanobis distance between but
in the space of reduced dimensionality.

Ren et al. (2023) showed that it might be use-
ful to adjust the Mahalanobis distance score by
subtracting from it the other Mahalanobis distance
MDy(x) computed for some large general purpose
dataset covering many domains like C4 (Raffel
et al., 2020). The resulting resulting Relative Ma-
halanobis Distance score is

RMD(x) = MD(x) — MDg(x).

A.2 Black-box Methods

In this work, we follow Lin et al. (2023) and con-
sider two approaches to compute the similarity for
the generated responses. The first one is Jaccard
similarity s(y,y’) = |y Ny’|/|ly Uy’|, where the
sequences y and y’ are considered just as sets of
words.

The other similarity measure considered is Natu-
ral Language Index (NLI) which employs a classifi-
cation model to identify whether two responses
are similar. We follow Kuhn et al. (2023) and
use the DeBERTa-large model (He et al., 2021)
that, for each pair of input sequences, provides
two probabilities: Pentail(y,y’) that measures the
degree of entailment between the sequences and
Peontra(y,y’) that measures the contradiction be-
tween them. Then one can use Sentail(y,y’) =
ﬁentail(}’a y/) O Scontra (Y> y/) =1- ﬁcontra(}’a y,)
as a measure of similarity between sequences y
and y’.

Number of Semantic Sets illustrates whether
answers are semantically equivalent. We adopt
an iterative approach by sequentially examining

responses from the first to the last while mak-
ing pairwise comparisons between them (each
pair has indexes j; and j2, jo > j1). The
number of semantic sets initially equals the to-
tal number of generated answers K. If the con-
dition ﬁentail(}’jl ) yjz) > ﬁcontra(}’jlp}’jz) and
Dentail (ng 5 le) > ﬁcontra(sz ) Yj1) is fulfilled we
put this two sentences into one cluster. The compu-
tation is done for all the pairs of answers, and then
the resulting number of distinct sets UnymSemSets
is reported. It is worth noting that a higher number
of semantic sets corresponds to an increased level
of uncertainty, as it suggests a higher number of
diverse semantic interpretations for the answer.

Nonetheless, it is essential to acknowledge a lim-
itation of this measure: it can only take integer val-
ues. Additionally, it cannot be assumed that the se-
mantic equivalence derived from the NLI model is
always transitive. Consequently, the authors of (Lin
et al., 2023) suggest the consideration of a contin-
uous counterpart of this metric. They propose the
Sum of Eigenvalues of the Graph Laplacian as a
potential alternative approach.

Let’s consider a similarity matrix Sj,;,
(5(0+¥ia) + 5(sr ¥1)) /2. Averaging is done
to obtain better consistency. Matrix S has the
following formula L = I — D~2SD~2, where
D is a diagonal matrix and D;; = Z]K:1 Sij.
Consequently, the following formula is derived:
Ugigv = Z§=1 max(0,1 — Ag). This value is a
continuous analogue of UnqymSemSets- In extreme
case if adjacency matrix S is binary these two mea-
sures will coincide.

Of course, from a theoretical and practical point
of view, Ug;q4v is a much more flexible approach
compared to UnymSemSets- Still, they have a com-
mon disadvantage: they can not provide uncertainty
for each answer. However, authors of (Lin et al.,
2023) demonstrate that we can take it from Degree
Matrix D computed above. The idea is that the
total uncertainty of the answers might be measured
as a corrected trace of the diagonal matrix D be-
cause elements on the diagonal of matrix D are
sums of similarities between the given answer and
other answers. Thus, it is an average pairwise dis-
tance between all answers, and a larger value will
indicate larger uncertainty because of the larger dis-
tance between answers. The resulting uncertainty
measure becomes Up,, = 1 — trace(D)/K?.

A drawback of previously considered methods
is the limited knowledge of the actual embedding



space for the different answers since we only have
measures of their similarities. Nevertheless, we can
overcome this limitation by taking advantage of
the inferential capabilities of the graph Laplacian,
which makes it easier to obtain the coordinates of
the answers. Let us introduce uy, ..., u; € R¥ as
the eigenvectors of L that correspond to k small-
est eigenvalues. We can efficiently construct an
informative embedding v; = [uyj,...,uy ;] for
an answer y;. Authors of (Lin et al., 2023) demon-
strate that this approach allows the usage of the
average distance from the center as an uncertainty
metric and to consider the distance of each response
from the center as a measure of (negative) confi-
dence. In mathematical terms, the estimates for
Eccentricity can be defined as follows: Ug.. =
|¥1, ... vE]| ,» Where v = v — + S ve.

Last but not least, Lexical Similarity is a measure
proposed by (Fomicheva et al., 2020) that computes
how similar two words or phrases are in terms of
their meaning. Since the original article is dedi-
cated to machine translation, this measure calcu-
lates the average similarity score between all pairs
of translation hypotheses in a set, using a similarity
measure based on the overlap of their lexical items.
Different metrics can be used, such as ROUGE-1,
ROUGE-2, ROUGE-L, and BLEU. For our task,
this measure iterates over all responses and calcu-
lates the average score with other answers.

A.3 Claim-level Methods

While the previous methods operate on the entire
generated sequence, it is often desirable to estimate
uncertainty for individual claims within the text.
Suppose C' denotes a set of token indices corre-
sponding to a particular claim. Many UQ meth-
ods allow for straightforward generalization for the
claim-level by simply considering only subset of
tokens corresponding to the set C' instead of all
tokens in the sequence. We consider claim-level
generalization for MSP, Maximum Token Entropy,
Perplexity, and PMI in this way.

P(True), adapting the approach from (Kadavath
et al., 2022) to the claim level, quantifies claim
uncertainty by prompting the LLM to assess the
truthfulness of the generated claim. It is imple-
mented as the model’s confidence in generating
the token “True" as the first token y; of a separate
response, given the generated claim as context:

Pre(C | x,0) =1 — P(y; = “True” | C,x, 6).

Claim-Conditioned Probability (CCP) quantifies
uncertainty by evaluating the semantic similarity
between the original claim and perturbed versions
where each token is replaced with its alternative
generations. CCP utilizes a Natural Language In-
ference (NLI) model to compare the original claim
YiecC,i<; With variations where token y; is replaced
with top- K alternatives yé“ from the model’s output
distribution:

CCP(yJ | Y<i X, 0) =

E P k

kiNLI(yﬁyj)——‘e’ (yj ’ Y<j,x)

} : P k )
k:NLI(yf,yj)e{‘e’;c'} (yj |y<j,x)

CCP(C | x,0) =1— [] CCP(y; | y<j,x,0).
jec

Here, NLI(y}“, yj) = ‘e’ denotes that the NLI
model predicts an entailment relation between the
original claim and the modified claim where y; is
replaced with yf. CCP eftectively measures the
proportion of high-probability token alternatives
that preserve the original claim’s semantic mean-
ing according to the NLI model.

B Uncertainty Normalization Details

Linear scaling first reverses the order of UQ
values in calibration set to get raw confidences

¢; = —u;. Then, for a new model output with
corresponding uncertainty score u and confidence
¢(u) = —u, scaled confidence is cs(u) = (c(u) —

min; ¢;)/(max; ¢; — min; ¢;).

Depending on the generality of the calibration
set, new uncertainty values may exceed maximum
uncertainty, or be less than minimum uncertainty
observed in a calibration set. For such outliers,
obtained scaled uncertainty will be greater than 1
and lesser than O respectively. To bound confidence
strictly within [0, 1] interval we clip such outliers
and resulting confidence c¢(u) is then obtained as:

0, cs(u) <0,
c(u) = cs(u), 0<ecs(u) <1, (7
1, cs(u) > 1.

Quantile scaling computes confidence as c¢(u) =
1-+ Zf\il I(u; < u), where N is the number of
data points in D,y and u; € Degrip. Resulting
confidence is 1 - value of uncertainty CDF esti-
mated using calibration data.



Dataset ‘ Task ‘ Max Input Length ‘ Generation Length | Temperature ‘ Top-p ‘ Do Sample ‘ Beams | Repetition Penalty
CoQA 20

TriviQA 20

MMLU QA 3

GSMB8k - 256 1.0 1.0 False 1 1

XSum TS 56

WMT14 Fr-En 107

WMT19 De-En NMT 107

Table 4: Text generation hyperparameters for both LLMs Mistral-7B-v0.2 and StableLM-12B-v2.

Dataset  Type Num. instances Av. document len.  Av. target len. Language
CoQA QA 7199 /500 / - 405.9 4 English
TriviaQA QA 138384 /17944 /17210 18.8 43 English
MMLU QA 99842 /1531 / 14042 64.9 3 English
GSM8k QA 7473 /-1/1319 64.2 128.6 English
WMT’14 NMT  40.8M /3000 /3003 49.3 329 French-to-English
WMT’19 NMT 34.8M /2998 /- 52.5 335 German-to-English
XSum ATS  204045/11332/11334 544.2 30.4 English

Table 5: Quantitative information regarding the datasets from experiments. It includes the count of
instances available for the training, validation, and test sets, as well as the mean lengths of both texts and
targets (answers / translations / summaries) measured in terms of tokens according to Mistral 7B v0.2
tokenizer. In addition, the languages of the source and target texts are also specified.

This approach naturally bounds the output confi-
dence between 0 and 1 and does this with consider-
ation to the distribution of uncertainty values in the
calibration set.

Binned PCC splits the calibration set into non-
intersecting bins based on values of uncertainty u;.
Thus, a bin is a set of indices B/ = {i: b’ . <
u; < bfnax}, where bfnin and b{gax are left and right

boundaries of the j-th bin respectively.

Then, for a new data point with a raw uncertainty
score u, a calibrated confidence score is c(u) =
qu > icp > where B’ is the calibration bin, for
which the following holds: v/ . < u < b/

min max*

To remedy this problem we propose the second
approach, Isotonic PCC, confidence score is ob-
tained as c(u) = CIR(u), where CIR is a fitted
Centered Isotonic Regression that predicts qual-
ity of the response based on it’s raw uncertainty
score, maintaining strict monotonicity, i.e. higher
uncertainty always produces lower confidence.

C Generation Hyperparameters

Table 4 presents the hyperparameters used for
experiments with LLMs Mistral-7B-v0.2 and
StableLM-12B-v2 on various datasets and tasks.
Maximum length of generated sequence was set
for each dataset as the 99th percentile of target
sequence length on the respective train set.

F1 % of

Language Acc. # claims .
score false claims

English 098 0.93 97 16.5%
Chinese 077 0.74 100 39.0%
Arabic 0.89  0.80 132 28.3%
Russian 0.89 0.80 275 15.6%

Table 6: Classification metrics of GPT-4 annota-
tion against manual annotation (unsupported claims
represent a positive class).

D Dataset Statistics

Table 5 presents the statistics of the benchmark
datasets. All test set instances were used, while
density-based methods were trained on 1,000 ran-
domly selected training instances.

Table 6 presents the quality of annotation using
GPT-4 in the claim-level fact-checking benchmark.
English texts are generated using Mistral-7B-v0.1,
Arabic texts — using Jais 13B, Chinese texts — using
Yi 7B (Yi, 2023), Russian texts — using Vikhr 7B-
0.2 (Nikolich et al., 2024).



E Detailed Experimental Results for Uncertainty Quantification Methods

CoQA
| Accuracy | AlignScore

TriviaQA | MMLU | GSMSk |

UQ Method Accuracy | AlignScore | Accuracy | Accuracy |

Mean Rank |

Maximum Sequence Probability
Perplexity

Mean Token Entropy
Monte Carlo Sequence Entropy

Monte Carlo Normalized Sequence Entropy
Pointwise Mutual Information —0.02£000  —0.01x00 —0.06+001 0.08:001 0.08002
Conditional Pointwise Mutual Information .47 +o. —0.2320m  —0.35:00m —0.33+000 —0.60+001
RenyiNeg —0.032000  —0.12z001 —0.01x001 —0.31x001
FisherRao —0.022000  —0.12z001 —0.01x001 —0.25+001
TokenSAR

CCp

Semantic Entropy
SentenceSAR
SAR
Mahalanobis Distance — Decoder 0.01x001  —0.12z001 —0.20+001
Relative Mahalanobis Distance — Decoder i X 0.042001  —0.12200 —0.20+001
RDE — Decoder —0.04+00  —0.04:001

HUQ—-MD — Decoder

P(True) +001 —0.01z001 0.20=001 0.23 001
NumSemSets 0.18001

EigValLaplacian NLI Score entail.
EigValLaplacian Jaccard Score
DegMat NLI Score entail.
DegMat Jaccard Score
Eccentricity NLI Score entail.
Eccentricity Jaccard Score
Lexical Similarity Rouge—L
Lexical Similarity BLEU

Table 7: PRRT with various generation quality metrics for UQ methods in selective classification tasks
with the StableLM 12b v2 model. Darker color indicates better results.

| CoQA | TriviaQA | MMLU | GSMSk |

UQ Method | Accuracy | AlignScore | Accuracy | AlignScore | Accuracy | Accuracy |

Mean Rank

Maximum Sequence Probability

Perplexity

Mean Token Entropy

Monte Carlo Sequence Entropy

Monte Carlo Normalized Sequence Entropy
Pointwise Mutual Information —0.40+001 —0.122001 | —0.01z001 —0.02+00

Conditional Pointwise Mutual Information —0.58=001 —0.25200 | —0.37=001 —0.37x00m —0.18x001
RenyiNeg 0.09=001 —0.052001 | —0.55=001 —0.57+0m 0.152000  —0.28x001
FisherRao 0.09:001 —0.042001 | —0.57200 —0.60=001 0.15:000  —0.29:001
TokenSAR 0.13:001
CCpP

Semantic Entropy
SentenceSAR
SAR
Mahalanobis Distance — Decoder 0.02=001 —0.03z001 | —0.14z001 —0.22x001 0.07001
Relative Mahalanobis Distance — Decoder 0.01+001 —0.042001 | —0.142001 —0.22+001  —0.14001
RDE — Decoder 0.03 001 0.05+001 0.02:001 0.10001
HUQ-MD — Decoder

P(Thue) Taon
NumSemSets 0.14001

EigValLaplacian NLI Score entail.
EigValLaplacian Jaccard Score
DegMat NLI Score entail.
DegMat Jaccard Score
Eccentricity NLI Score entail.
Eccentricity Jaccard Score
Lexical Similarity Rouge—L
Lexical Similarity BLEU

Table 8: PRRT with various generation quality metrics for UQ methods in selective classification tasks
with the Mistral 7b v0.2 model. Darker color indicates better results.



XSUM |  WMTI4Fr-En |  WMT19DeEn |
Rouge-L | AlignScore | Comet | AlignScore |  Comet | AlignScore |

—0.48=x001 —0.15+000

UQ Method

Mean Rank ‘ Mean Rank (w/o XSUM)|

Maximum Sequence Probability

Perplexity —0.20z001 —0.05x000 0.11x001 19.3
Mean Token Entropy —0.25x001 0.00:000

Monte Carlo Sequence Entropy —0.01x000

Monte Carlo Normalized Sequence Entropy 0.09=001 0.12+001 15.6 17.3
Pointwise Mutual Information 0.01x001 —0.03z001 0.01x000 —0.05z001 18.2 25.5
Conditional Pointwise Mutual Information —0.15z001 —0.02x001 | —0.19x001 —0.16=001 19.6 26.3
RenyiNeg —0.07x000  —0.28001 —0.01x001 | —0.272001 —0.17 200 24.5 27.1
FisherRao —0.07+000  —0.26+001 —0.01x001 | —0.27+001 —0.17+001 24.8 26.9
TokenSAR —0.26+001 —0.01+000 0.12+001 0.15+001 18.3 16.5
CCp —0.13x001 —0.06+000 0.16-+001

Semantic Entropy —0.01+000

SentenceSAR —0.03z001 —0.04x000

SAR

Mahalanobis Distance — Decoder —0.06001 —0.08000 0.05x001

Relative Mahalanobis Distance — Decoder —0.06000 0.07 2001 d

RDE — Decoder —0.04z00 [ 01000 0.082001 13.9 153
HUQ—-MD — Decoder —0.19001 —0.04+000 18.3 16.4
P(True) —0.06+001 —0.03+000 0.15+001 0.22+000 18.2 17.1
NumSemSets —0.01x001 0.09=001 0.02000

EigValLaplacian NLI Score entail.
EigValLaplacian Jaccard Score

DegMat NLI Score entail.

DegMat Jaccard Score
Eccentricity NLI Score entail.

Eccentricity Jaccard Score 0.06-001 0.15001

0.12+001
0.10+001

Lexical Similarity Rouge—L
Lexical Similarity BLEU

0.20=001
0.15=001

Table 9: PRRT with various generation quality metrics for UQ methods in selective generation tasks with
the StableLM 12b v2 model. Darker color indicates better results.

XSUM WMT14 Fr-En WMT19 De-En
UQ Method } Rouge-L [ AlignScore } Comet | AlignScore } Comet | AlignScore } Mean Rank | Mean Rank (w/o XSUM)
Maximum Sequence Probability —0.08001
Perplexity —0.00001
Mean Token Entropy —0.04 001
Monte Carlo Sequence Entropy 0.02+001
Monte Carlo Normalized Sequence Entropy 0.16001 0.22x001
Pointwise Mutual Information 0.02+001 0.06+002 —0.01x001 0.08=001 0.03x001
Conditional Pointwise Mutual Information —0.00+001 | —0.10+002 —0.03x001 | —0.06:x001 0.03x001
RenyiNeg —0.10x001 | —0.21+003 —0.07x001 | —0.26001 —0.09+001
FisherRao —0.09x001 | —0.224003 —0.06x001 | —0.27 001 —0.11x001
TokenSAR —0.05x001
CCP —0.12+001 0.21x001
Semantic Entropy 0.02+001
SentenceSAR —0.13x001 —0.01x001 0.22+001
SAR
Mahalanobis Distance — Decoder ! 040 0.14-x001 0.08:x001 0.18:x001
Relative Mahalanobis Distance — Decoder i ! I g 0.12x001 | —0.03z001 0.10z001
RDE — Decoder b X I X 0.09x001 | —0.142001 —0.07x001
HUQ-MD — Decoder X ! ! 0.23+001
P(True) b ! 0.03+001 —0.00=+001
NumSemSets 0.03 <001 0.15x001
EigValLaplacian NLI Score entail.
EigValLaplacian Jaccard Score 0.20:001
DegMat NLI Score entail.
DegMat Jaccard Score 0.21+001

Eccentricity NLI Score entail.
Eccentricity Jaccard Score
Lexical Similarity Rouge—L
Lexical Similarity BLEU

Table 10: PRR? with various generation quality metrics for UQ methods in selective generation tasks
with the Mistral 7b v0.2 model. Darker color indicates better results.



F Additional Experimental Results with Uncertainty Normalization

UQ Method | Linear | Quantile | Binned PCC | Isotonic PCC
MaximumSequenceProbability 0.000 0.000 -0.050 0.000
Perplexity 0.000 0.000 0.018 0.000
MeanTokenEntropy 0.000 0.000 -0.009 0.000
MonteCarloSequenceEntropy 0.000 0.000 -0.068 0.000
MonteCarloNormalizedSequenceEntropy 0.000 0.000 0.009 0.001
MeanPointwiseMutualInformation 0.000 0.000 -0.314 0.000
MeanConditionalPointwiseMutuallnformation 0.000 0.000 -0.224 0.009
RenyiNeg 0.000 0.000 -0.144 0.000
FisherRao 0.000 0.001 -0.146 0.000
TokenSAR 0.000 0.000 0.024 0.000
CCP 0.000 0.000 0.000 0.000
SemanticEntropy 0.000 0.000 -0.024 0.000
SentenceSAR 0.000 0.000 -0.013 0.000
SAR 0.000 0.000 0.000 0.000
PTrue 0.000 0.000 -0.761 -0.009
NumSemSets 0.000 0.000 0.528 0.000
EigValLaplacian_NLI_score_entail 0.000 0.000 0.009 0.001
EigValLaplacian_Jaccard_score 0.000 0.000 0.000 0.000
DegMat_NLI_score_entail 0.000 0.000 0.014 0.001
DegMat_Jaccard_score 0.000 0.001 0.068 0.000
Eccentricity_NLI_score_entail 0.000 0.001 0.017 0.000
Eccentricity_Jaccard_score 0.000 -0.001 0.096 0.023
LexicalSimilarity_rougeL. 0.000 0.001 0.073 0.000

Table 11: The difference between PRR of raw uncertainty and bounded confidence obtained with various
normalization techniques. The lower is better; negative values represent cases when confidence performs
better than raw uncertainty scores.

G LLM Text Generation Quality

CoQA | TriviaQA | MMLU | GSMSk | XSum | WMTI4Fr-En | WMTI19 De-En

Accuracy  AlignScore | Accuracy AlignScore | Accuracy | Accuracy | Rouge-L  AlignScore | Comet AlignScore | Comet  AlignScore

0.57 079 | 064 074 | o061 | 038 | 023 004 | 0386 084 | 086 0.81

Table 12: Generation quality metrics for the Mistral 7 v0.2 model for various tasks.

CoQA | TriviaQA | MMLU | GSMS8k | XSum | WMT14Fr-En | WMT19 De-En

Accuracy AlignScore ‘ Accuracy AlignScore ‘ Accuracy ‘ Accuracy ‘ Rouge-L  AlignScore ‘ Comet AlignScore ‘ Comet AlignScore

0.47 077 | 057 070 | 051 | 055 | 021 009 | 087 085 | 0.88 0.84

Table 13: Generation quality metrics for the StableLM 12b v2 model for various tasks.



